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There are two people in a wood, and they run into a bear. The first person
gets down on his knees to pray; the second person starts lacing up his boots.
The first person asks the second person, “My dear friend, what are you
doing? You can’t outrun a bear.” To which the second person responds, “I
don’t have to. I only have to outrun you.”

— The Imitation Game






Abstract

Deep neural networks (DNN5s) have revolutionized artificial intelligence (Al),
enabling breakthroughs across domains ranging from medical robotics to sus-
tainable energy management. Yet, their fragility to adversarial perturbations
and their opacity as “black boxes” pose significant risks when deployed in
safety-critical contexts.

In this thesis, we address these challenges by advancing the field of neural
network verification, with a particular focus on enhancing the safety and ex-
plainability of intelligent systems. A first set of contributions develops novel
verification techniques that address the limitations of existing approaches.
Through abstract interpretation and probabilistic reasoning, this work intro-
duces scalable methods that not only provide sound guarantees but also extend
verification to richer, semantically grounded safety properties. In particular,
the introduction of the #DNN-VErIFicATION and ALLDNN-VERIFICATION
problems establishes new theoretical foundations that enable quantifying and
localizing unsafe regions within the input space, thereby linking verification
with interpretability.

Building upon these theoretical advances, this work demonstrates how veri-
fication can be effectively integrated into deep reinforcement learning (DRL)
scenarios. From post-training verification for model selection to verification-
informed training, we show how safety assurances can guide policy optimiza-
tion in safety-critical applications such as robotic navigation and medical
procedures. Crucially, these methods further allow the automatic collection
of task-level safety properties, reducing reliance on brittle, hand-designed
specifications.

Finally, this thesis extends the role of verification toward explainability by
providing the first rigorous complexity analysis of generating robust Coun-
terfactual Explanations (CEs). Leveraging probabilistic verification methods,
we propose new algorithms that produce counterfactuals with provable prob-
abilistic robustness guarantees, ensuring explanations that remain valid after
fine-tuning the model.

Together, these contributions establish verification as a unifying tool at the
intersection of safety and explainability of intelligent systems. By bridging
theory with practical deployment in the real world, this thesis advances the
vision of trustworthy, transparent, and reliable Al systems.
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CHAPTER

Introduction

“It is through science that we prove, but through intuition
that we discover.”
— Henri Poincaré

SS ) eep neural networks (DNNs) have profoundly transformed artificial in-

telligence (AI), enabling intelligent systems to perceive, decide, and act
with unprecedented accuracy. From image recognition [203] to robotic manipu-
lation [98, 171], and from medical robotics [248] to environmental sustainability
[32, 181, 23, 24, 184], their adoption has extended into increasingly complex and
safety-critical domains, including autonomous navigation [249, 172] and large-scale
decision-making systems [169].

Although these fields are diverse, they all share a crucial need to align with the
EU’s vision for trustworthy, human-centric and reliable Al-based decision-making
[261]. In this thesis, we show how, despite their remarkable empirical performance
across a wide range of domains, neural networks remain fundamentally opaque and
fragile as function approximators, and thus developing techniques that can provide
safety guarantees for these models is of paramount importance. Specifically, two key
challenges prevent their reliable deployment:

1. Susceptibility to adversarial inputs: small, often human-imperceptible per-
turbations in input data that can lead to drastically incorrect predictions, thus
undermining both safety and robustness of the system.

2. Lack of interpretability: DNNs’ internal decision-making processes are often
inscrutable, earning them the label of "black boxes".

Crucially, these vulnerabilities are not just theoretical. To provide the reader with
a concrete example of adversarial input in a robotic navigation context, consider
a mobile robot trained via any state-of-the-art deep reinforcement learning (DRL)
technique that has to navigate toward a goal using only LiDAR inputs, without any
global map of the environment. Even if such a robot performs empirically well
(measured in terms of how many times the agent reaches the goal without colliding),
studies such as [8] demonstrate that specific input configurations can cause the agent
to fall into undesired, and often unsafe, behaviors. One such scenario is illustrated
in Fig. 1.1, where a seemingly minor change in perception drastically alters the
outcome of the agent’s policy.



CHAPTER 1. INTRODUCTION

success (%)

— Reinforce

j = - o
02- | PPO ‘ -‘1 e ‘ ‘\
=L g \ ‘
0.0 ‘ ‘ ! ‘ ‘ t > 2
0 10000 20000 30000 40000 50000 4 Ll !
(b)

episode

Fig. 1.1: Explanatory image of adversarial input in a DRL setup. The robot is trained
and is generally able to navigate and reach the yellow target in the environment (as
shown in the learning curves on the left). On the right (a), formal verification detects
an unsafe input configuration, where the agent exhibits a suboptimal behavior as it is
stuck in an infinite alternating loop. When an obstacle is added, changing the agent’s
observation, the robot is able to escape from the loop and reach the target (b). The
video of this experiment is reported here.

To systematically search for such critical behaviors before deployment, the re-
search field of formal verification (FV) of neural networks [150], has emerged
as a valuable solution to provide formal assurances on the safety aspect of these
functions. Specifically, formal verification aims to mathematically prove that, under
all allowable inputs within a specified domain, a neural network will (or will not)
behave according to a given specification. However, the development of effective ver-
ification tools for deep neural networks remains a challenging problem. Firstly, the
same characteristics that make DNNs powerful—high dimensionality, non-linearity,
and layered composition, also make the verification an NP-hard problem to solve
[131, 283]. As a result, current techniques often struggle with scalability, rely on
overly conservative approximations, or become computationally infeasible when ap-
plied to modern architectures or real-world applications. In addition, most existing
verification methods focus on verifying low-level safety and robustness properties,
such as those defined by bounded input ranges or /, norms. Yet, real-world sce-
narios require verifying far more high-level and semantically rich properties. For
example, in autonomous driving, it is not sufficient to define safety in terms of
small perturbations in pixel space. Instead, safety constraints must capture high-
level concepts—such as “do not turn right if another vehicle is present on the right",
which pose a substantial challenge for current verification tools that are primarily
designed for low-level safety and robustness checks. Finally, the potential of ver-
ification techniques to enhance the explainability of Al systems,particularly those
based on supervised and reinforcement learning, remains largely underexplored in
the current literature.


https://www.youtube.com/watch?v=QIZqOgxLkAE
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To address these challenges, this thesis tackles three interconnected research
question.

(RQ.1) How can we enhance scalability and expressivity of formal verification
techniques to larger and more realistic neural networks while maintaining safety
guarantees?

The scalability and expressiveness of formal verification methods is crucial to
make them applicable to realistic deep neural networks. Overcoming the computa-
tional bottlenecks caused by the high dimensionality and non-linearity of DNNss is
essential to provide provable safety guarantees for models deployed in real-world
settings. This first objective thus focuses on developing efficient and scalable ver-
ification strategies that preserve soundness while extending applicability to large
architectures.

(RQ.2) How can verification be incorporated into the DRL training loop, and
how can we move beyond simple, hand-designed safety properties to automatically
define meaningful behavioral preferences for complex robotic tasks?

Integrating verification techniques into the learning process of intelligent sys-
tems aims to move beyond post-hoc analysis, fostering a closer interplay between
training and formal reasoning. The solutions developed in this direction help bridge
the gap between low-level safety specifications and the design of more semantically
meaningful, task-relevant, safety properties.

(RQ.3) What role can verification methods play in enabling explainability, e.g.,
via counterfactual reasoning, in complex decision-making systems?

Understanding the connection between verification and explainability is of
paramount importance, as verification methods go beyond heuristic or empirical
validation by providing provable guarantees about a model’s behavior. Such guar-
antees are essential for enabling explanations that are not only interpretable but also
formally grounded in the system’s verified properties. Answering to this research
question therefore bridges verification and explainable Al, contributing to the devel-
opment of transparent and trustworthy intelligent systems.

Throughout this work, we present novel verification techniques that advance both
the development of explainable Al (XAI) methods and the enhancement of safety in
deep reinforcement learning applications. The proposed approaches integrate sound
approximation, probabilistic guarantees, and task-specific semantics to highlight
the impact of verification as a unifying tool, enabling more interpretable models
while simultaneously improving the reliability and safety of learning-based systems.
Our contributions, briefly highlighted in the next section, make verification and
explainable Al not only more theoretically grounded but also practically applicable
in high-stakes, real-world environments.
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Fig. 1.2: A schematic overview of the contributions made in each of the areas covered
in this thesis.

This work lies at the intersection of theoretical computer science and artificial
intelligence, with a focus on the verification and explainability of deep neural net-
works, particularly in the context of safe deep reinforcement learning applications.
This thesis contributes to both fields by tackling fundamental computational chal-
lenges related to the tractability, complexity, and approximability of verifying and
interpreting modern Al systems. By developing novel abstraction techniques and
scalable probabilistic methods, this research advances the theoretical foundations of
verification, while also providing practical tools and demonstrations (highlighted in
Fig.1.3) for improving the reliability, safety, and transparency of Al-driven decision-
making.

(a) Mobile Navigation

(b) Aquatic Monitoring

Fig. 1.3: Application scenarios used in this thesis.
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In the following, we will divide the contributions of this work into three areas
and their intersections, depicted in Fig.1.2, namely DNN-Verification, Safe DRL
applications, and finally Explainable Al

We briefly summarize the contributions in each area in the following:

» DNN-Verification: to address the NP-hard nature of verifying deep neural net-
works, we introduce a novel abstract interpretation-based technique that com-
putes sound over-approximations of DNN outputs under uncertain inputs. This
enables tractable safety analysis even for large models. Notably, our approach
supports reasoning over a hierarchical structure of safety and robustness proper-
ties, allowing for more expressive and flexible verification in complex scenarios
where traditional safety constraints are difficult to specify or verify. To further
enhance scalability in real-world systems, we develop approximation algorithms
that relax overly conservative bounds while still providing provable probabilistic
guarantees on safety. Drawing from randomized algorithms and probabilistic
reasoning, these methods not only tackle core challenges in Al safety but also
contribute new theoretical insights into the approximability of hard combinato-
rial problems—an important theme in theoretical computer science.

Beyond these results, standard DNN verification typically produces a binary
outcome, either the model is safe or unsafe, without quantifying how much of
the input space is affected by violations. This limited expressivity motivates
the introduction of a new perspective: the #DNN-VERIFicaTION. Rather than
merely identifying whether a counterexample exists, we aim to compute the
total measure (e.g., volume or probability) of the input space that satisfies a
given safety property. Building on this foundation, we further introduce the
ALLDNN-VERIFICATION problem, which aims to enumerate all distinct regions
of the input space where a given safety property holds. However, as for other
classical counting-enumerating problems such as #SAT,ALLSAT [265], exactly
enumerating the input regions where the safety property holds is computationally
intractable, as we will show in this thesis, it is a #P-hard problem. Nonetheless,
its expressive power enables a new intersection between verification and explain-
ability. By explicitly identifying the portions of the input space that satisfy (or
violate) a safety property, we can provide valuable information to guide model
analysis, improve training procedures through targeted data augmentation, and
inform safe recovery strategies by identifying and avoiding risky regions during
deployment. In this context, large or fragmented unsafe regions are particularly
challenging to analyze, especially in time-sensitive or safety-critical applications.
Hence, producing compact and interpretable representations of the identified re-
gions becomes essential to enhance model explainability and support effective
fallback mechanisms.

To address this problem, we propose novel techniques based on ensembles of ran-
domized decision trees, which approximate the geometry of these regions while
maintaining interpretability. These methods allow us to efficiently represent and
analyze the structure of safe and unsafe input spaces, offering both theoretical
and practical contributions to the field of verifiable and explainable Al.
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» Safe DRL applications: We explore how the formal and probabilistic verification
methods introduced in the previous part of the thesis can be effectively applied
to ensure the safety of deep reinforcement learning systems. Due to the NP-hard
nature of formal verification, these techniques are typically applied post-training.
Within this set of contributions, we investigate two complementary directions:
(i) Post-training verification for model selection: we demonstrate how formal
verification can be used to guide model selection in safety-critical applications,
such as autonomous navigation in medical robotic colonoscopy. Here, verifica-
tion helps identify the most reliable policy among several candidates, based on
formal safety guarantees.

(i1) Verification-informed training: We investigate the integration of our novel
probabilistic verification methods into the DRL training loop, enabling safety-
aware learning. Additionally, we study how safety-relevant information collected
during training can be leveraged to automatically infer task-level safety proper-
ties, particularly in scenarios where such properties are difficult to specify man-
ually.

(iii) Verification-inspired recovery behavior approach: We integrate proba-
bilistic enumeration methods with control theory approaches to design deployment-
time recovery behaviors for reinforcement learning policies, ensuring safety in
robotic navigation and aquatic monitoring tasks.

» Explainable AI: the theoretical results developed in the context of neural net-
work verification naturally lead to the third core dimension of this thesis: the
investigation of novel techniques for the explainability of Al systems, with a
particular focus on counterfactual explanations (CEs). Despite the increasing
attention counterfactual explanations have received in recent years, the computa-
tional complexity underlying their generation remains largely overlooked. Most
existing approaches are heuristic or optimization-based, often lacking formal
analysis of their tractability and offering no guarantees on the robustness of the
generated explanations, that is, whether small changes in the model or input
would invalidate them. In contrast, this thesis starts by tackling the problem
from a theoretical standpoint. We begin with a rigorous study of the compu-
tational complexity of generating robust counterfactuals. Specifically, we prove
that computing robust counterfactuals for widely-used piecewise-linear models
(e.g., neural networks with ReLLU activations) is NP-hard. This foundational
result highlights the intrinsic difficulty of generating reliable explanations and
underscores the need for novel algorithmic strategies. Motivated by this insight,
we build upon the probabilistic methods introduced in the context of DNN verifi-
cation to design new approaches for generating counterfactual explanations with
provable robustness guarantees. These methods combine and extend existing
techniques, while also introducing new probabilistic reasoning tools to ensure
that the generated counterfactuals are not only actionable but also stable under
small perturbations or model shifts. This last part of the work contributes both
to the theoretical understanding of the computational limits of explainability and
to the development of practical tools for producing trustworthy explanations in
real-world, safety-critical decision-making systems.
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1.2 Thesis Outline and List of Included Articles

This thesis is organized into six chapters, each addressing a core aspect of the
research and its contributions at the intersection of verification, deep reinforcement
learning, and explainable Al.

* Chapter 2 - Background and Related Work: This chapter introduces the
foundational concepts and terminology used throughout the thesis. We provide
background on neural network verification, reinforcement learning, and explain-
able Al, with a focus on counterfactual explanations. For each topic, we discuss
the most relevant related literature and highlight the main limitations and open
problems that this work aims to address.

* Chapter 3 — On Advanced Neural Network Verification Techniques: This
chapter presents our first core contribution, addressing research question RQ.1.
We introduce novel techniques for the verification of deep neural networks based
on abstract interpretation and probabilistic reasoning. Additionally, we pro-
pose the new formulations of #DNN-VEriFicaTiON and ALLDNN-VERIFICATION,
which extend standard verification to more expressive and quantitative forms.
This chapter also begins to explore the connection between verification and
explainability, laying the foundation for addressing RQ.3.

* Chapter 4 — Formal and Probabilistic Verification for Safe DRL Applica-
tions: Focusing on the challenging RQ.2, this chapter explores how verification
techniques can be integrated into the training loop of deep reinforcement learning
systems. We propose methods for using verification to guide model selection in
safety-critical domains and introduce a novel approach to automatically design
task-level safety properties during training. These techniques are particularly tar-
geted at robotic applications where traditional, hand-crafted safety specifications
are insufficient or impractical.

* Chapter 5 — Towards Explainable Al via Verification Techniques: This chap-
ter develops the contributions related to problem of RQ.3, focusing on the use
of verification, especially probabilistic techniques, as a foundation for robust
and actionable counterfactual explanations. We analyze the computational com-
plexity of generating counterfactuals and propose scalable solutions with formal
robustness guarantees, providing both theoretical insights and practical tools for
enhancing the trustworthiness of Al systems.

* Chapter 6 — Conclusion and Open Challenges: The final chapter summarizes
the main contributions of the thesis. We conclude by discussing the limitations
of the current work and outlining promising directions for future research in the
areas of scalable verification, safe learning, and explainable Al.
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To present the contributions described above, this thesis adopts the format of a
compilation thesis. It includes part of peer-reviewed articles, reproduced in full or
only partially, that were developed during the course of the Ph.D. between 2023 and
2025. These articles are complemented by novel results and developments, currently
under review, and thus not yet published. The following list provides the included
contributions, in the order they appear in the thesis, along with the corresponding
chapter, section, and the specific research problem addressed. !

Chapter 3: On Advanced Neural Network Verification Techniques

C.1 Marzari L., Mastroeni I. and Farinelli A. (2025). “Advancing Neural Network Ver-
ification through Hierarchical Safety Abstract Interpretation”, European Confer-
ence on Artificial Intelligence (ECAI). (Section 3.1, DNN-Verification) [182].

C.2 Marzari L., Cicalese F. and Farinelli A. (2025). “Probabilistically Tightened
Linear Relaxation-based Perturbation Analysis for Neural Network Verifica-
tion”, Journal of Artificial Intelligence Research (JAIR). (Section 3.2, DNN-
Verification) [178].

C.3 Marzari L., CorsiD., Cicalese F. and Farinelli A. (2023). “The #DNN-Verification
Problem: Counting Unsafe Inputs for Deep Neural Networks”, International Joint
Conference on Artificial Intelligence (IJCAI). (Section 3.3, DNN-Verification)
[173].

C.4 Marzari L., Corsi D., Cicalese F. and Farinelli A. (2023). “Counting Unsafe In-
puts for Deep Neural Networks”, 2nd Workshop on Formal Verification of Ma-
chine Learning ICML. (Section 3.3, DNN-Verification, same work as above).

C.5 Marzari L., Roncolato G., and Farinelli A. (2024). “Scaling #DNN-Verification
Tools with Efficient Bound Propagation and Parallel Computing”, 10th Italian
Workshop on Artificial Intelligence and Robotics (AIRO 2023) (Section 3.4,
DNN-Verification) [175].

C.6 Marzari L., Corsi D., Marchesini E., Farinelli A. and Cicalese F. (2024). “Enu-
merating Safe Regions in Deep Neural Networks with Provable Probabilistic
Guarantees”, Conference of the American Association for Artificial Intelligence
(AAAI). (Section 3.5, DNN-Verification) [176].

C.7 Marzari L., Bicego M., Cicalese F. and Farinelli A. (2025). “On the Probabilistic
Learnability of Compact Neural Networks Preimage Bounds”, Conference of the
American Association for Artificial Intelligence (AAAI). (Section 3.6, DNN-
Verification).

C.8 Wei T., Marzari L.*, Hu H.*, Yun S. K.*, Niu P.*, Luo X. and Liu C. (2025).
“ModelVerification.jl: a Comprehensive Toolbox for Formally Verifying Deep
Neural Networks”, International Conference on Computer Aided Verification
(CAV). (Section 3.7, DNN-Verification) [282].

!« indicates equal contribution.
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Chapter 4: Formal and Probabilistic Verification for Safe DRL Applications

C.9 Amir G, Corsi D., Yerushalmi R., Marzari L., Harel D., Farinelli A., and Katz G.
(2023). “Verifying Learning-Based Robotic Navigation Systems”, International
Conference on Tools and Algorithms for the Construction and Analysis of Sys-
tems (TACAS). (Some ideas contained in Section 4.1, Safe DRL applications)
[8].

C.10 Corsi D.*, Marzari L.*, Pore A.*, Farinelli A., Casals A., Fiorini P. and Dall’Alba
D. (2023). “Constrained Reinforcement Learning and Formal Verification for
Safe Colonoscopy Navigation”, IEEE International Conference on Intelligent
Robots and Systems (IROS). (Section 4.1, Safe DRL applications) [52].

C.11 Marzari L., Marchesini E, and Farinelli A. (2023). “Online Safety Properties
Collection and Refinement for Deep Reinforcement Learning Mapless Navi-
gation”, IEEE International Conference on Robotics and Automation (ICRA)
(Section 4.2, Safe DRL applications) [174].

C.12 Marchesini E.*, Marzari L.*, Farinelli A., and Amato C. (2023), “Safe Deep Re-
inforcement Learning by Verifying Task-Level Properties”, International Confer-
ence on Autonomous Agents and Multiagent Systems (AAMAS). (Section 4.2,
Safe DRL applications) [168].

C.13 Marzari L., Cicalese F., Farinelli A., Amato C. and Marchesini E. (2025). “Ver-
ifying Online Safety Properties for Safe Deep Reinforcement Learning”, ACM
Transactions on Intelligent Systems and Technology (TIST). (Section 4.2, Safe
DRL applications) [179].

C.14 Marzari L., Donti L. P, Liu C. and Marchesini E. (2025), “Improving Policy
Optimization via e-Retrain”, International Conference on Autonomous Agents
and Multiagent Systems (AAMAS). (Section 4.3, Safe DRL applications) [180].

C.15 Marzari L., Liu C., Donti L. P., and Marchesini E. (2025), “e-Retraining Re-
inforcement Learning Algorithms”, Under review at Journal of Autonomous
Agents and Multiagent Systems (JAAMAS). (Section 4.3, Safe DRL applica-
tions).

C.16 Marzari L., Trotti F., Marchesini E. and Farinelli A. (2025). “Designing Control
Barrier Function via Probabilistic Enumeration for Safe Reinforcement Learning
Navigation”, IEEE Robotics and Automation Letters (RA-L). (Section 4.4, Safe
DRL applications) [183].

Chapter 5 Towards Explainable Al via Verification Techniques

C.17 Marzari L., Leofante F., Cicalese F and Farinelli A. (2024). “Rigorous Proba-
bilistic Guarantees for Robust Counterfactual Explanations”, European Confer-
ence on Artificial Intelligence (ECAI). (Section 5.1, Explainable AI) [177].

C.18 Marzari L., Leofante F., Cicalese F and Farinelli A. (2025). “Probabilistically
Robust Counterfactual Explanations under Model Changes”, Artificial Intelli-
gence Journal (AlJ). (Section 5.1, Explainable AI).

C.19 Jiang J.*, Marzari L.*, Purohit A, and Leofante F. (2025). “RobustX: a Python
Framework to Benchmark the Robustness of Counterfactual Explanations”, In-
ternational Joint Conference on Artificial Intelligence (IJCAI). (Section 5.2,
Explainable AI) [122].






CHAPTER

Background and Related Work

“If I have seen further, it is by standing on the shoulders of
giants.”
— Isaac Newton

‘\ n this section, we present the basic notation and background necessary to

follow the results presented in this thesis. For the sake of clarity and readabil-
ity, we assume the reader is already familiar with neural networks, reinforcement
learning, and neural network verification; therefore, these topics are only briefly
outlined. Nonetheless, we include concrete examples to illustrate the more complex
concepts and analyze in detail related work from the literature relevant to the main
themes of this work.

2.1 Neural Networks

A deep neural network classifier f : R¢ — R (depicted in Fig. 2.1), where d refers
to the input space dimension. For each layeri = 1,..., N, we let d; be the number
of nodes in layer i. We use 2\ to denote the jth node in layer i (according to some
fixed ordering of the nodes in the same level).

Fig. 2.1: Explanatory example of the notation used in this work for a neural network
classifier f.

11



CHAPTER 2. BACKGROUND AND RELATED WORK

For a given input vector x, we associate to node z;l) two values: the preactivation

value, denoted by z;i) (x), and the postactivation value 250 (x) obtained by applying a

(typically non-convex) activation function o to the preactivation value, i.e., 25‘1.) (x) =

O'(Zy) (x)). The preactivation value of node 7\ is obtained as a linear combination
of the post-activation values of the nodes in the previous layer. In formulas, let

20(x) = " ®).....20 () and 20 (x) = & (x).....20 (%) = (2D (x)) =
(0'(z§i) (x)),..., 0'(z((;3 (x))). Then, zV (x) = WOD2E=D(x) + b® for some given
inter level weight matrix W@ e R4>*di-1 and bias vector b) € R%—as resulting
from the network training. In the following we assume, without loss of generality,
that there is a single node in the Nth layer, which we simply denote by z").! Hence
we have f(x) = 2™ (x) = ™ (x).

The goal of learning through a DNN is to find the vector of weights W for each
layeri = 1, ..., N that minimizes a given loss function £ on a given training set. A
well-known loss function is the Minimum Squared Error (MSE) defined as:

LW) =E[(f(x) = f*(x))*]

where x is a given input vector for f, f*(x) is the expected output and f(x)
is the predicted value from the DNN. Such a loss function measures the overall
performance of the DNN by quantifying how "far" the network’s outputs f(x) over
the desired outputs f*(x). Once the loss function has been created, we search for
the parameters to minimize our loss function. This optimization process is based on
the so-called gradient descent, which is an iterative approach for altering parameter
W in the opposite direction of the loss function’s gradient [141]:

0L(W)
ow

AW = -nVw L(W) = -1

where 7 is the learning rate that controls the magnitude of each update, the
gradient (or partial derivative) represents how the loss function £ changes when
each parameter is slightly increased. If the VW changes with respect to a single
parameter (e.g., a weight w) is positive, increasing the weight increases the loss
function (i.e., the error), so the weight should be slightly decreased instead. If the
gradient is negative, one should increase the weight. Hence, by following the negative
(or positive) direction of such a gradient, the function will minimize (or maximize)
such a desired objective.

! One can simply enforce this condition for networks that do not satisfy this assumption by
adding one layer and encoding the requirements of a safety property to be verified in a
single output node as a margin between logits, which is positive if only if the property is
respected [150, 275].
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2.2 (Deep) Reinforcement Learning

Reinforcement learning is a branch of machine learning where an agent learns to
make decisions by interacting with an environment to maximize cumulative rewards
over time. Specifically, the a RL problem is typically modeled as Markov decision
processes (MDPs), modeled as a tuple (S, A, P, p, R,y); S and A are the finite sets
of states and actions, respectively, P : S X A XS — [0, 1] is the state transition
probability distribution, p : S — [0, 1] is the initial uniform state distribution,
R : S XA — Ris areward function, and y € [0, 1) is the discount factor. In policy
optimization algorithms, agents learn a parameterized stochastic policy 7 : SXA —
[0, 1], modeling the probability to take an action a, € A in a state s, € S at a certain
step ¢. The goal is to find the parameters that maximize the expected discounted
reward {(71) = B[ 2700 ¥ R(s1, ar)], where T := (50, ao, 51, a1, . . . ) is a trajectory
with sg ~ p(s0), a; ~ mw(as|s;), si+1 ~ P(si1|5:, a;). We also define state and action
value functions V, and Q, modeling the expected discount return starting from the
state s, (and action a, for Q) and following the policy n thereafter as: V;(s;) =
Eat,sH],aH],... [Zzo yiR(St+i’ at+i)] and Qn(sta at) = Es,+|,a,+| yeer [Zfz() ’)/iR(St_H‘, at+i)] .
Given the current state and action, we can also measure how much better or worse
the agent performs compared to its expected performance—the advantage function
Ar(s,a) = Qn(s,a) = Vz(s).

To derive a bound on the policy improvement, Schulman et al. [231] also define
the expected advantage of a new policy 7’ over the old x, and relate the expected
discounted return of 7’ to m: A(s) = Eu-n'(1s)[Ax(s,a)], and {(n") = {(7) +
Erwr [ 2,20 Y Ar(ss,a;)]. In practice, the dependency on trajectories induced by 7/
makes the above equation hard to optimize. To address this, the authors introduce a
surrogate local approximation L, (7") to {(n’), using the state distribution over the
current policy x rather than n’:

La(w) = £(m) + " pa(s) )" ' (als)Ax(s, a)
' ’ @.1)

[o0)

D Y Als)

t=0

= é’(ﬂ') +Ern

With the above intuitions, they derive an upper bound on the absolute difference
between the objectives:

, , 4a2yk
- L, <
€6 = Letr)| < 00

o = DI (n, ') = max Dy (x(1s) || 7' (15)).

with k = max |A;(s,a)|,
(2.2)

Finally, by employing the relationship between the total variation (TV) divergence
and the Kullback-Leibler (KL) divergence D7y (p||lg)> < Dxr(pllg) [213], Schul-
man et al. [231] prove the following lower bound on the policy improvement:

4ky
v

{(n") = Ly(n") = CDRF(m,7"), with C = " (2.3)
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2.2.1 Exploration in RL

In addition to the vine TRPO method discussed in the previous section, a range of
works investigate the idea of changing the initial state distribution [211, 64, 191].
However, these works focus on improving exploration towards achieving higher
returns rather than enforcing specific desired behaviors. For example, [191] uses
states from past experiences to guide the agent toward states with higher payoffs.
Similarly, [64] stores and revisits promising states to explore the environment more
efficiently. In contrast, in this thesis, we will introduce a method to: (i) focus on
refining agent behavior by repeatedly training on states where it failed to adhere
to specific preferences, which makes it more applicable in tasks where behavior
consistency and safety are required; and (ii) provide a lower bound on the policy
improvement for mixed restart state distributions. In fact, our method is more closely
related to the constrained MDP-related literature that is discussed in the following
section.

2.2.2 Constrained Markov Decision Process

Constrained RL encourages a behavioral preference, or a safety specification, such
as the ones we consider in our work [223, 243, 227]. To this end, the classical
MDP extends to a constrained MDP (CMDP) considering an additional set of
C := {C;}ien indicator cost functions and ¢ € R” hard-coded thresholds for the
constraints [6]. The goal of constrained RL algorithms is to maximize the expected
reward while limiting the accumulation of costs under the thresholds. To this end,
policy optimization algorithms typically employ the Lagrangian to transform the
problem into an unconstrained one that is easy to implement over existing algorithms
[201].

Consider the case of a single constraint characterized by a cost function C : S X
A — {0, 1}—define the expected cost function {¢ () := Erx [Zzo v'C(sy, at)] ,
and a cost threshold c. The Lagrangian applies a differentiable penalty Lo (A1) =
—A (Lc(m) — ¢) to the policy optimization objective, where A is the so-called La-
grangian multiplier. These algorithms thus take an additional gradient descent step
in A: V3 Le(A4) = ¢ — {c(m). The multiplier is forced to be > 0 as it acts as a
penalty when the constraint is not satisfied (i.e., A increases) while decreasing to 0
and removing any penalty when the constraint holds. However, choosing arbitrarily
small values for the threshold potentially causes a detrimental trade-oft between the
main task and cost objectives, ultimately leading to policies that fail to solve the
problem for which they are trained. Moreover, the cost metric employed in the safety
evaluation is purely empirical and does not provide any provable guarantees on the
actual adherence to behavioral preferences. To address these issues, we leverage
neural network formal verification.
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2.2.3 Related work

Garcia and Ferndndez [77] presented an exhaustive taxonomy of the main families
of approaches for safe DRL, analyzing the pros and cons of each category. At a
high level, safety in DRL has been pursued through formal verification techniques,
control-theoretic approaches, model-based methods, constrained optimization, and
penalty-based formulations. In this thesis, we focus on the model-free setup, where
a variety of methods have been developed to promote safe exploration and policy
learning. Nonetheless, in the following, we briefly mention the other research direc-
tions, discussing their benefits and limitations.

Formal and Probabilistic Methods-based Safe DRL. A line of research at
the intersection of DRL and formal methods guarantees safety by synthesizing a
runtime enforcement mechanism —commonly referred to as a shield —to ensure
that the learned agent adheres to logic specifications [66, 135]. These methods
provide strong safety guarantees but struggle to scale due to the exponential growth
in the size of the synthesized automaton. As a result, they are often confined to
low-dimensional domains or discrete environments. To address the scalability issue,
several probabilistic approaches have arisen for safe DRL. Specifically, Jansen et al.
[112] introduced probabilistic shields that guarantee safety with high probability
while allowing efficient exploration in stochastic environments. Carr et al. [43],
extended these ideas to partially observable MDPs (POMDPs).

Statistical verification (SV) techniques [296] have also been employed to validate
that the agent’s behavior satisfies signal temporal logic (STL) properties, which are
closely related to the specifications used in formal verification. However, standard
SV methods do not directly provide actionable penalties for constraint violations,
unlike our proposed framework based on violation signals. Furthermore, recent ap-
proaches such as OFTEN-DeepRL [156] and LEGIBLE [250] integrate symbolic
reasoning, rule mining, and norm-guided training to ensure that policies remain both
effective and compliant with ethical or domain-specific constraints.

Control Barrier Function-based Safe DRL. Control-theoretic approaches such
as control barrier functions (CBFs) offer a promising direction for ensuring safety,
also in continuous control systems where shielding methods typically struggle. CBFs
enforce forward invariance of a safe set by modifying control actions to stay within
safe regions [260]. Recent works have also extended CBFs to learning-based settings
by combining them with formal methods and RL [151, 107, 241]. However, these
approaches require access to accurate system dynamics or high-quality estimators,
which limits their applicability in high-dimensional or partially observed settings.

Model-based Safe DRL. Model-based DRL methods have been investigated in
constrained and unconstrained settings [128, 303, 187, 189], but having (or approx-
imating) a model is not always possible. Moreover, Gaussian process (GP)-based
methods model the uncertainty of the environment and utilize probabilistic safety
guarantees to guide exploration [4, 309]. However, GPs scale poorly with data and
typically assume smooth, low-dimensional dynamics, which again limits their gen-
eral use in DRL scenarios. Furthermore, these methods often require querying the
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system extensively before executing policies, which can be impractical in safety-
critical settings.

Constrained and Model-Free Policy Optimization. In contrast to model-based
approaches, model-free constrained optimization methods have become a popular
paradigm for safe DRL in single and multi-agent contexts [2, 293, 306, 14, 15].
Constrained policy optimization (CPO) [2] provides a principled framework to en-
force constraints during policy updates, but it suffers from infeasibility issues due
to approximation errors and relies on expensive second-order computations. Simi-
larly, PCPO [293] uses second-order methods and has shown mixed improvements
over CPO [306]. A different line of work considers Lyapunov-based approaches
[48]. However, the cardinality of Lyapunov constraints equals the number of states.
Hence, Lagrangian methods, described above, are commonly employed over these
demanding solutions due to their simplicity and good performance. In general,
constrained DRL presents significant drawbacks, as shared by all the approaches
described above. For example, setting an incorrect threshold value may lead to al-
gorithms being too permissive or, conversely, too restrictive [77]. Moreover, the
guarantees of some of these approaches rely on strong assumptions that can not
be satisfied in standard DRL settings, such as having access to an optimal policy.
Constrained DRL is thus not devoid of short-term fatal behaviors, as it can fail at
satisfying the safety constraints. Moreover, constraints naturally limit exploration,
which may result in getting stuck in local optima or failing to learn desired behaviors
properly [104, 162]. Despite the mentioned issues, constrained DRL methods are an
important benchmark for safe DRL, and in this work, we decided to compare our
approach with Lagrangian methods [243] as they reduce the complexity of prior ap-
proaches while showing higher performance and comparable constraints satisfaction.

Reward Shaping and Penalty-Based Methods. Another way to address safety
in DRL is by retraining and incorporating penalties in the learning process, which
has been proven effective in several works [77, 236, 1, 149]. For example, IPO
[152] uses a penalty function based on constraints, giving a zero penalty when
constraints are satisfied and a negative infinity upon violation. However, tuning
IPO’s specific parameters and the constraint threshold is not straightforward and
may result in lower performance over Lagrangian methods. For this reason, RCPO
[251], which proposes a straightforward Lagrangian-based penalty, often leads to
better performance. Similarly, P30 [301] uses the scaled gap between an additional
cost value function and desired safety thresholds as a penalty to eliminate cost
constraints and optimize for safety. As we will discuss later, our objective is to
incorporate quantitative verification metrics within the DRL training process. To
assess the effectiveness of our verification-guided approach, we will compare it
against RCPO and P30 as baseline methods.
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2.3 Neural Network Verification

As previously described, DNNs are processing systems that include a collection
of connected units called neurons, which are organized into one or more layers of
parameterized non-linear transformations. Given an input vector x, the value of each
next hidden node in the network is determined by computing a linear combination
of node values from the previous layer and applying a non-linear function node-
wise (i.e., the activation function). Hence, by propagating the initial input values
through the subsequent layers of a DNN, we obtain either a label prediction (e.g.,
for image classification tasks) or a value representing the index of an action (e.g.,
for a decision-making task).

Fig. 2.2 shows a concrete example of how a DNN computes the output. Given an
input vectorx = [1,0]7, the weighted sum layer computes the value z? = [+5, —1].
This latter is the input for the so-called activation function Rectified Linear Unit
(ReLU), which computes the following transformation, ReLU(x) = max(0,x).
Hence, the result of this activated layer is the vector z® = [+5,0]”. Finally, the
network’s single output is again computed as a weighted sum, giving us the value
-5.

The DNN-VERIFICATION problem can be defined in two main ways, either using
the satisfiability formulation or the reachability. In general, the problem takes as input
atuple 7 = (f, X, Y), where f is a trained DNN, while (X, V) encodes respectively
the safety property as an input-output relationship for the DNN. More specifically,
X is a precondition on the input that defines the possible input configuration we
are interested in (typically expressed using geometric polytopes such as a Cartesian
product of hyperrectangles), while Y encompasses the postcondition that represents
the output results we aim to guarantee formally. Hence, the problem consists of
verifying that for each input that lies in X when fed to the DNN f, the resulting
output also satisfies V [131, 150].

Weighted ~ Activated
sum Layer

5 RelLU
[1] X1 1 [‘ ‘\1)

>< +5] [+5]
/

_1 %
01 &2 3 ‘ ReL.U ‘ )
[-1] (0]

Input Output

® (-5

Fig. 2.2: A simple example of a DNN f that will be used as a running example
throughout the section.
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2.3.1 Satisfiability/Optimization formulation

In the satisfiability formulation, we can formally define the DNN-VERIFICATION as
follows:

Definition 2.1 (DNN-VERIFICATION PROBLEM):

Input: A ruple 7 = (f, X, V).

Output: SATif 3 x | X(x) A Q(f(x)) and UNSAT otherwise, indicating that no
such x exists.

As an example of how this problem can be employed for checking the existence
of unsafe input configurations for a DNN, suppose we aim to verify that the DNN N
of Fig. 2.2, for any input in the interval [0, 1], outputs a value greater than or equal
0. Hence, in the satisfiability formulation we define X as the predicate on the input
vector x = (x1,x2) whichis true iffx € [0, 1] X [0, 1], and Y as the predicate on the
output z® which is true iff z® = f(x) < 0, that is we set Y to be the negation of
our desired property. Then, solving the DNN-VERIFICATION problem on the instance
(f,X,Y), we get SAT iff there is a counterexample that violates our property.

Since for the input vector x = [1,0]” (also reported in Fig. 2.2), the output of
f 1s < 0, in the example, the result of the DNN-VERIFICATION problem (with the
postcondition being the negated of the desired property) is SAT, meaning that there
exists at least a single input configuration x that satisfies X and for which f(x) < 0.
As a result, we can say that the network is not safe for the desired property.

Although the satisfiability formulation of the DNN-VERIFICATION problem ap-
pears conceptually simple, solving it is computationally hard in practice. This is
primarily due to the piecewise-linear and non-convex structure induced by activation
functions like ReLU. Each ReLU unit introduces a branching behavior—depending
on whether its input is positive or negative, it either passes the input as-is or outputs
zero. For a network with n ReLLU units, this results in up to 2" different linear regions,
each corresponding to a specific activation pattern. Therefore, verifying a property
requires exploring an exponentially large space of such activation configurations.
This leads to the problem being NP-hard even for shallow networks with few layers.
In fact, it has been shown that even verifying properties for networks with a single
hidden layer and piecewise-linear activations is already intractable in the worst case
[131].

To address this complexity, a variety of optimization-based and symbolic reason-
ing methods have been developed. Tools like Reluplex [131], Marabou [287] attempt
to verify a given property by searching for counterexamples that would falsify it; if
no such counterexample is found, the property is deemed to hold. These methods
encode the network and the specification into mathematical constraints, often lever-
aging Linear Programming (LP) [65] or Mixed-Integer Linear Programming (MILP)
[253] formulations to model the piecewise-linear behavior of activation functions
such as ReLU. In particular, Reluplex extends the simplex algorithm with ReL.U-
specific rules, enabling efficient reasoning about piecewise-linear constraints. SMT
(Satisfiability Modulo Theories) solvers [ 18] also play a critical role: they allow these
tools to reason over both Boolean structure and numeric theories like real arithmetic,
enabling symbolic reasoning and case splitting across activation patterns [38, 37].

18



CHAPTER 2. BACKGROUND AND RELATED WORK

By combining symbolic and numerical reasoning, these approaches can effectively
verify safety and robustness properties for small- to medium-sized networks.

However, these verification tools are generally designed to be sound and com-
plete within their respective theoretical frameworks: they are guaranteed to find a
counterexample if one exists (soundness), and to correctly conclude the absence of
counterexamples when none are present (completeness). However, this theoretical
rigor comes at a significant computational cost. Due to the NP-hard nature of the
verification problem, these tools often struggle with scalability, meaning that their
performance degrades rapidly as the size and depth of the network increase. Fur-
thermore, the combinatorial explosion of possible activation patterns in networks
with many ReLLU units leads to intractable runtimes or memory exhaustion even for
moderately sized models. As a result, these methods are often limited to relatively
small networks and simplified safety properties.

2.3.2 Reachability formulation

To overcome the limitations of SMT-based solvers for the DNN-VERIFICATION prob-
lem, reachability analysis has emerged as a promising alternative. Rather than search-
ing for a single counterexample, reachability methods aim to overapproximate the
set of all possible outputs that the neural network can produce for a given input
region.

Definition 2.2 (DNN-VERIFICATION PROBLEM):
Input: A ruple 7 = (f, X, Y).
Output: Safe < R(X,f) C V.

Specifically, in the reachability formulation, the verification problem takes as
input a tuple 7 = (f,X,Y), where, unlike in the satisfiability formulation, X
and Y directly describe the geometric regions of the input and output spaces that
capture the properties of interest. Hence, a reachability-based FV for neural networks
tool propagates the intervals X through f performing a layer-by-layer reachability
analysis to compute the output reachable set R(X, f).> The tool then checks if
R(X, f) € Y, meaning that the agent satisfies the preference for all the states in X.

Figure 2.3 shows a simplified overview of the verification process, which checks
if (at least) one violation of the behavioral preference exists in X. Due to over-
approximation errors introduced by the propagations, FV tools iteratively split X
into sub-domains X; (the first two blocks in the figure) [274]. When the output
reachable set R(X;, f) is not included in Y (the second to last block), the iterative
procedure ends—the behavioral preference is violated if at least one portion of the
domain X falls within this scenario.

While this approach may sacrifice completeness (e.g., due to overapproximation),
it enables scalable and sound verification by operating on sets instead of individual
input points, and by avoiding exhaustive case-splitting over activation patterns.
Reachability-based methods thus offer a favorable trade-off between accuracy and
efficiency, particularly for verifying safety properties in larger or more complex
networks.

2 In the next sections, we provide the reader with a comprehensive example of how this
computation is performed.
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Fig. 2.3: Overview of reachability analysis for neural networks verification.

2.3.3 Robustness Verification

In contrasts with the more general satisfiability-based formulation (Def.2.1), which
searches for a single counterexample violating the desired property, and with the
reachability-based formulation (Def. 2.2), which overapproximates the full output
set R(X, f) and checks its containment in the (un)safe set /, ROBUSTNESS VERIFI-
caTioN specifically targets local adversarial robustness, making it a central task in
the analysis of safety and trustworthiness for Al systems, especially in adversarial
settings.

Specifically, an instance of the ROBUSTNESS VERIFICATION focuses on ensuring
that small perturbations to a given input do not cause a misclassification or unsafe
behavior. Intuitively, a neural network is said to be robust at a point x if, for all inputs
within a bounded perturbation region # (e.g., an £,,-ball around x), the output of the
network remains consistent with the original prediction.

Formally, we define the robustness verification problem of deep neural networks
as follows.

Definition 2.3 (ROBUSTNESS VERIFICATION problem):
Input: A tuple T = (f, P).
Output: Robust miyr)l f(x):=zM(x) > 0.
xe

For a neural network classifier with a single output® given an input point of
interest xo, for which f(x¢) > 0, and an input perturbation region £ = Py, =
{x] ||* —=x0l|| < €},1.e., we set p = oo, obtaining an N-dimensional hypercube, we
aim to find, if there exists, an input x € # such that f(x) < 0, thus resulting in a

3 As previously stated, we assume, without loss of generality, that there is a single node in
the Nth layer of the network. One can simply enforce this condition for networks that do
not satisfy this assumption by adding one layer and encoding, for instance, the robustness
property that we aim to verify in a single output node as a margin between logits, which
produces a positive output only if the correct label is predicted [150, 275].
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violation of the property.* If f(x) > 0 Vx € P, we say f is robust (or verified) to

all the possible input perturbations in #. A possible way to prove the property is to

solve the optimization problem in terms of mig f(x) and by checking if the result is
X€E

positive.

In order to cope with the NP-hardness of the problem, (in)complete verifiers
usually relax the DNNSs’ non-convexity to obtain over-approximate sound lower and
upper bounding functions on f, respectively, denoted by f and f, ie., f(x) <

f(x) < f(x) for all x € P. Therefore, if f* = mingep f(x) > 0, then also
f* = mingep f(x) > 0, i.e., the real minimum value of f will be positive, and
similarly if f = mingep £(x) < 0 than also f* = mingep f(x) < O.

In both these situations, we can return a provable result. However, if f* < 0 <

7*, we cannot be sure about the sign of f*, and we typically have to proceed
with a branch and bound (BaB) [38] process. More specifically, many FV tools
firstly recursively divide the original verification problem into smaller subdomains,
either by dividing the perturbation region [274] or by splitting ReL.U neurons into
positive/negative linear domains [37]. Secondly, they bound each subdomain with
specialized (incomplete) verifiers, typically linear programming solvers [65], which
can fully encode neuron split constraints. The verification process ends once we
verify all the subdomains of this searching tree, or we find a single counterexample
x such that f(x) < 0. Even though LP-verifiers are mainly used in complete FV
tools, recent Linear Relaxation Perturbation Analysis (LiRPA)-based approaches
[291, 275] show how to solve an optimization problem that is equivalent to the costly
LP-based methods with neuron split constraints while maintaining the efficiency
of bound propagation techniques, significantly outperforming LP-verification time
thanks to GPU acceleration.

2.3.4 Linear Relaxation-based Perturbation Analysis

As previously highlighted, the non-convex transformation imposed by 2, i.e.,
by the non-linear activation functions, yields Def. 2.3 to be a non-convex NP-
hard optimization problem to solve [131, 283]. To address this problem, LiRPA
approaches [297, 237, 290, 291, 275] propose to cope with the non-linearity of the
function computed by a neural network by computing linear approximations of each
non-linear unit. The high-level idea is to compute bounds on each neuron’s function
in the DNN, for instance, all the ReLU nodes, that can be expressed by linear
functions, for which the above robustness verification problem can be efficiently
solved. In detail, using interval bound propagation (IBP) [154], we first compute a
reachable set for each neuron z ji .

Definition 2.4 (Reachable set): Given an input region $ C Rd,Athe reachable
set of a neuron zy) is defined as the interval [l;l),uﬁl)], where l](.l) < Zy)(X) <
uﬁ.i) forallx € P.

4 The verification of specifications beyond the £, norm—such as non-convex specifications
or related constraints is typically supported in state-of-the-art tools.
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gi) A ég.i) = maz(0, zg-i))

Fig. 2.4: Linear relaxation for ReLU(z;i))

That is, l](.i) and u"” represent lower and upper bounds, respectively, on the pre-

J
activation values of neuron z}') over the entire perturbation region. The ReLLU post-
2(0)

activation value of the node is given by Z ;= max (0, zy)). Therefore, the node is

considered “unstable" if its pre-activated bounds are such that u? >0>1"anda
linear approximate bound can be computed as depicted in Fig. 2.4. Otherwise, the
node is either considered “active” if I > 0 or “inactive” if u'’ < 0. Once linear
bounds are established across all neurons, two propagation methods are typically
employed: forward and backward. In forward propagation, the linear bounds for each
neuron are expressed in terms of the input and propagated layer by layer until the
output is reached. In backward propagation, we start from the output and propagate
the bounds backward to earlier layers until we can express a linear relation between
input and output. In detail, to improve the tightness of the bounds, [290] proposes
a refined backward computation strategy that leverages information from a prior
forward propagation as shown in Alg. 1.

After computing all reachable sets using a method such as interval bound propa-
gation [154], the backward analysis constructs layer-wise linear relaxations starting
from the output layer back to the input. For clarity purposes, in the following, we
will only report the notation for the linear lower bound computation, but similar
considerations also apply to the upper bound.

For a DNN composed of N layers, the base case is defined as A (N) = I. Moreover,
in the case of a single output node, A (V=1 = T, where w is the weight vector of
the final layer. For the remaining layers i € {N — 2, ..., 1}, the linear relaxation is
propagated using the recurrence A @ = A (i+1) DO WO where W is the inter level
weight matrix and D) is a diagonal matrix encoding the linear relaxation of the
activation function at the i-th layer. For each layer i, we also recursively compute a
bias vector b @) based on the reachable sets of the i-th layer nodes and the matrix

A (@+1) Each diagonal entry Q% depends on the preactivation bounds of neuron

J (computed during the forward pass) and the sign of A§i+1), i.e., the coefficient
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Algorithm 1: LiRPA[297] backward output bounds computation
1: Input: A DNN f with N layers, and input xo and an & perturbation to compute the
perturbation region P, interm_bounds (optional).

2: Output: provable lower bound of f when considering .
3: if interm_bounds == () then
4. interm_bounds < IBP(f,P)
50 AN =1 AN-D = 7 > w' is the weight vector of the final layer.
6: fori e {N-2,...,1}do
7 Q(i) « ComputeDiagonalMatrix(interm_bounds[], A(”l)) > as in Eq. 2.5
8: Q(i) «— ComputeBiasVector(interm_bounds[i], A(*!)) > as in Eq. 2.5
9: A(i) — A(”l) DO w® > W) is the weight matrix of layer i.
10: d — ANDpIN=2 4 4+ A4@pD)
11: lower_bound — —||AV||; - e+ AWxo+d > using Holder’s inequality for

minAM (x) +d
xeP — =

—_
[\

: return lower_bound

associated with neuron j in the linear relaxation of the next layer.> At the end of the
process, we obtain a final linear lower bound function given by

a{iRPA (%) + CLirPA,

where al ..o, (x) = ADx and cpgpa = AMPN-D 4.4 AP p(D)
A lower bound on the minimum of f in ¥ (the £, norm ball around x) is then
easily obtained using Holder’s inequality [297] as

Igleiyf)l a] moa () +cLirpa = —[[AV |1 - &+ AWx + cpippa. (2.4)

To provide the reader a concrete and practical illustration of this approach, in
the following, we present a simple example of linear bound computation for the toy
DNN shown in Figure 2.5, using CROWN, a state-of-the-art LiRPA-based method
[297].

Example of linear computation with LiRPA

Consider a neural network with two inputs, two hidden layers with ReLU activation,
and one single output. Following the notation introduced above, we define:

W = [—23 411] , WO= [3 12} e =2
and, for simplicity, we set the bias terms in the layers to zero. We consider an
original input xo” = [0, 1] and an ., & = 2 perturbation around it, thus obtaining a
perturbation region £ = [[-2, 2], [-1,3]].

By propagating these intervals through the DNN, we obtain the interval [-56, 32]
as the output reachable set. Given the reasonable size of the neural network, before

5 The explicit formulas used for computing D) and ) can be found in the discussion of
the example provided below.
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[-10, 18] [0, 18] [0,32] [0, 32]

Fig. 2.5: Toy DNN used in this example. Intervals reported in green are the exact
output reachable set computed via MIP, in black are the ones of IBP, and finally, in
purple, the results for CROWN considering the input [[-2,2], [-1, 3]].

computing the linear lower and upper bounds using LiRPA, we employed mixed
integer programming (MIP) [252] solution to compute the true min and max of the
function, respectively, which correspond to [—33, 18.89], highlighted in green in
Fig. 2.5.

To compute the lower and upper bounds using CROWN [297], we employ LiRPA’s
backward computation strategy. To this end, it is helpful to represent the neural
network as reported in Fig. 2.6.

e

Fig. 2.6: Alternative representation of toy DNN of Figure 2.5.

We note that 2 and 2(!) contain non-linear activation functions (ReLU), and
we have to linearize them to keep the linear relationship between the output and
these hidden layers. To this end, we create 2 X #ReLU layers (for the lower and
—=(2) D(]) 5(1)

2
b @, b( ), b M, b( ) reflecting the impact of each ReLU nodes on the final output.
We report for simplicity here the original definition provided in [297] (a similar

upper bound, respectively) diagonal matrices D 2. D and bias vectors

definition is applied to compute the i-th layer D() and Z(’)):
1 l; >0,
0 <0 0 I;>00ru; <0,
. ui <0, . .
D" = ’ (+1) b =10 u;>0> 1l and AV >0,
- a; uj>0>ljandA. >0, — wili %i+1)
u; {ie1) —=5L gy >0>1;and AV <.
L u;>0>1I;and A" <0 uj=l; J
uj—lj J J J

(2.5)
In the following, for simplicity, we always set a; = 0. After defining the i-
th diagonal matrix, we can compute the i-th layer relaxation with respect to the
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output as A(i) = A(i+1)Q(i)W(i) and similarly for the Z(i). In the beginning, we

—(4 —@3
set AW = A( - JTand A®) = A( - w®" and write starting from right to left

(backward computation)®

f)=29x)
— w70 (x)
> APDPD D (x) computing a linearization for 3¢
> AC DWW 2(1)(x) rewriting 7@ = w@z)

2)

|

A

\%
[

@ p MM (x) computing a linear bound for £V
(2)D(1)W(])(x) rewriting 7D =wz0 = W(l)(x)

> AD(x) +d.

— —(2
Hence, in order to linearize 2(? (x) we compute D (2), D(Z) and b (2), b( ) which

presely correspond to

p® - 0] _ 1043750 @ _ =1 _[15.75
01 0 1 - 0 0

=2 (a0 |00 -2 |0

2= [5il = [o] =

where Qﬁ) element is computed looking at each intermediate pre-activated
bounds of zﬁ.z) and the sign of j-th element of the vector A®. Thus we have
A = AODOWD = [15,275] and A = AV DPWD = [2,1]. We pro-

—(1 —(1
ceed computing the diagonal matrix DV, D( ) and bias vectors b M, b( ) for (1.
In detail, we obtain,

0] [0.5830 —ull 1292
SO e R M _ |u=t]| =
o =[5 o]0 o =[] =[77]
50 _ i 0| _[0583 0 F0_ 7] 2 [292
10 5|7 0 0643 T 24 T [6.43
with AV = A@DOWD = [21.75,-0.875] and 4 = AT D WO =

[0.40,3.74].

Finally, we compute the sum in the bias vectors d = A (3)2 @4 A(Z)Q () = _35.88
andd =457 + 25" = 1227, N

The final linear relation is thus f(x) > AV(x) +d and f(x) < A '(x) +d.

Using Hoélder’s inequality [297], we obtain

% We report the lower bound version but for the upper we have similar consideration with
the reversed inequality.

25



CHAPTER 2. BACKGROUND AND RELATED WORK

f

=minAV(x)+d =—[[AV]]; - e+ AVxo + d
LCROWN ~ xep — = = = =

=-5.25-0.875-35.88 = —42.

- —(1 — —( —
Ferows = max A" (x) +d = 1AV]|1 -5+ 4 xo+d
xe
=8.28+3.74 +12.27 = 24.3.

As we can notice, we obtain a tight over-approximation of the true lower and upper
bounds, significantly improving the bounds derived with naive IBP ([-56, 32]).

2.3.5 Related Work
Formal Verification.

In recent years, significant research has been dedicated to formal verification and
especially to robustness verification [150]. For this type of verification is important
to cite sound and complete verifiers such as mixed integer programming (MIP) [252]
and satisfiability module theory(SMT)-based solvers [131, 287]. Existing DNN for-
mal verification tools like AI2[79], DeepPoly[237], leverage abstract interpretation
to over-approximate the network’s behavior by propagating abstract domains (e.g.,
intervals, zonotopes) through its layers. This enables efficient verification of prop-
erties such as robustness by bounding the output set while maintaining soundness.
In addition to this class of verification approaches, Kofnov et al. [134] developed
techniques to derive exact distributional bounds for networks with stochastic input,
ensuring guaranteed error margins for predictive behavior. Furthermore, Athavale
et al. [13] proposed an automated verification framework for confidence-based two-
safety properties, allowing global robustness and fairness analysis in DNN. Other
related work by Carr et al. [42] applies novel formal verification techniques to re-
current neural network (RNN) [188]-based policy learning. Specifically, the authors
target policy verification under temporal logic constraints in partially observable
MDP setups by extracting finite-state controllers from RNNs to enable model check-
ing. In contrast, this thesis will focus on classification and reinforcement learning
tasks in classical MDPs (i.e., fully observable), targeting safety and robustness ver-
ification of general feedforward deep neural networks under input perturbations.
The most closely related works to our proposal comprise LiRPA-based verifica-
tion approaches that focus on increasing the quality of linear bounds of the most
popular activation functions, such as ReLLU, and more general activation functions.
More specifically, [290] proposes a framework for deriving and computing near-
optimal sound bounds with linear relaxation-based perturbation analysis for neural
networks. This framework is the base of all the most famous state-of-the-art formal
verification tools such as CROWN [297], a-CROWN [291], B-CROWN [275], GCP-
CROWN [298], the top performer on last years VNN-COMP [198, 35]. Notably, this
approach has also been recently employed to both provably [136] and approximate
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[304] bounding neural network preimages. These approaches are typically com-
bined with Branch-and-Bound (BaB) [38] methods, like MN-BaB[71], dividing the
original verification problem into smaller subdomains either, for instance, dividing
the input perturbation region [274] or splitting ReLLU neurons into positive/negative
linear domains [38, 37], thus combining precision with completeness at the cost
of higher computational effort. All these approaches will be used as a worst-case
verification result in our experiments in this thesis.

Sampling-based Approaches for Provable Verification Certificates.

Different approaches have tried to incorporate a sampling-based approach to enhance
either the linear relaxation of arbitrary non-linear functions [205, 25, 292] or the
verification process [16], but still maintaining provable verification certificates. For
instance, [25, 205] proposed a method synthesizing linear bounds for arbitrary
complex activation functions, such as GeLU [99] and Swish [221], by combining
a sampling technique with an LP solver to synthesize candidate lower and upper
bound coefficients and then certifying the final result via SMT solvers [76]. In
[292], the authors focus on estimating the actual domain of an activation function
by combining Monte Carlo simulation and gradient descent methods to compute
an underestimated domain, which is then paired with over-approximations to define
provable linear bounds. If, on the one hand, some of the contributions presented in
this thesis also employ a similar sampling-based procedure to compute the estimated
domain of reachable sets, on the other hand, they differ fundamentally in both nature
and focus. Specifically, as we will see, our approach provides an explicit formula
that, for any desired level of confidence, gives the number of samples sufficient
to estimate the minimum and maximum pre-activation value of any node (over
the set of inputs in #) with the given confidence. In addition, we are also able
to estimate the maximum error between our estimates and the true extremal pre-
activation values. Crucially, our approach adopts a probabilistic perspective to derive
safety insights, whereas [292] relies on combining under- and over-approximations
to produce provable bounds—an approach that may inherit the limitations of formal
methods discussed earlier.

Probabilistic Verification.

In this thesis, several novel approaches will be proposed to enhance probabilistic ver-
ification of deep neural networks. In this vein, recently several works have explored
probabilistic verification of machine learning models. For example, [63, 197, 308]
focus on a probabilistic verification perspective for general machine learning models
(e.g., deep generative/diffusion models), leveraging either uncertainty sources gen-
erated by specific encoders or using symbolic reasoning and probabilistic inference.
[278] proposes a Monte Carlo-based method utilizing multi-level splitting to esti-
mate the probability of rare events for robustness verification. Other approaches rely
on Chernoff-Cramér bounds, e.g., [53] estimates the local variation of neural net-
work mappings at training points to regularize the loss function. In [160], the authors
probabilistically certify a neural network by overapproximating input regions where
robustness is violated. In [206] a probabilistic certification approach is proposed that
can be used in general attack settings to estimate the probability of a model failing
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if the attack is sampled from a certain distribution. Another line of work, like [285]
uses extreme value theory (EVT) [92] to statistically estimate the local Lipschitz
constant and assess the probabilistic robustness of the model without relying on the
overapproximation of LiRPA-based solvers. Finally, recent works [20, 238, 30] focus
on different types of verification, such as probabilistic specifications for robustness
verification.

More closely related to our solutions are the approaches used in PROVEN [284]
and the Randomized Smoothing of [49], which also focus on probabilistic robust-
ness guarantees for neural network classifiers. PROVEN builds upon LiRPA-based
techniques, combining them with concentration inequalities to derive probabilistic
bounds on the network’s output under input perturbations. Similarly, Randomized
Smoothing constructs a smoothed classifier by adding random noise, typically Gaus-
sian, to the input and then provides robustness guarantees by analyzing the output
distribution of the smoothed model. The solution proposed in Sec 3 aligns with these
approaches in that it also leverages linear relaxation techniques and probabilistic rea-
soning, but introduces a novel perspective by focusing on how much sampling-based
underestimations affect the linear bounds used during network linearization. This
enables a finer-grained analysis of robustness with strong probabilistic guarantees,
which is particularly useful in scenarios where the available methods for computing
exact worst-case bounds either fail (by not terminating under reasonable time and
space constraints) or terminate with only over-conservative bounds.

2.4 Explainable AI through Counterfactual Explanations

To ensure clarity and consistency, we adopt a different notation in Chapter 5 than the
one used for neural network verification. This choice aligns with standard conven-
tions in the explainability literature and matches the notation used in the published
article included in this thesis. For a summary and comparison of the different nota-
tions, please refer to the List of Symbols section at the beginning of the thesis.

Neural networks and classification tasks

Let X C R? denote the input space of a classifier Mg : X — [0, 1] mapping an input
x € X to an output probability between 0 and 1. We consider classifiers implemented
by feed-forward DNNs parameterized by a (parameter) vector § € ® C R¥. Given
two parameter vectors 6,6’ € ©, we refer to the corresponding classifiers My and
My as instantiations of the same parametric classifier Mg. We assume concrete
valuations of 6 are learned from a set of labeled inputs as customary in supervised
learning settings [86]. Once 6 has been learned, the classifier can be used for
inference. Without any loss of generality, we focus on binary classification tasks,
i.e., the classification decision produced by My for an unlabeled input x is 1 if
Mg(x) > 0.5, and 0 otherwise.
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Counterfactual explanations
Existing methods in the literature define CEs as follows.

Definition 2.5 (Counterfactual Explanation (CE)): Consider an input x € X and
a classifier Mg s.t. My(x) < 0.5. Given a distance metric d : X xX — R, a (valid)
counterfactual explanation is any x” such that:

x'= argmin d(x,%)

X : Mg(£)20.5

Intuitively, given an input x for which the classifier produces a negative outcome,
a counterfactual explanation is a new input x” which is similar to x, e.g., in terms of
some specified distance between features values, and for which the classifier predicts
a different outcome. Common choices for d include the ¢; and £, norms [272], which
will also be used in this work.

Robustness to model changes

Among several notions of robustness, recent work has placed emphasis on generating
CEs that remain valid under (slight) changes in the classifier they were generated
for. While existing approaches rely on a diverse range of techniques to solve this
problem, they all share a common understanding of what constitutes a model shift,
which we present next.

Definition 2.6 (Jiang et al. [116]): Let My and My be two instantiations of a
parametric classifier Meg. For 0 < p < oo, the p-distance between My and My is
defined as d,(Mg, Mg') = ||0 = &'|| .

Definition 2.7 (Jiang et al. [116]): A model change (w.r.t. a fixed p-distance) is a
function S mapping a classifier My into another classifier Mg = S(My) such that:

o My and My are instantiations of the same Meg;

Odp (Mg, Mg) > 0.

Informally, a model change captures changes in the parameters of a DNN, but does
not affect its architecture. Based on this definition, we can formalize the robustness
property for a CE as follows.

Definition 2.8: Consider an input x € X and a classifier My s.t. My(x) < 0.5. Let
x" be a counterfactual explanation computed for x s.t. My(x") = 0.5. Given a set of
model changes A, we say that the counterfactual x" is A-robust if S(Mg)(x") = 0.5
forall S € A.

The definition of a model shift can be specialized to better characterize how 6 is
allowed to change under S. In the following, we report two most commonly studied
notions of model changes: Naturally-Occurring Model Changes and Plausible Model
Changes.

Definition 2.9 ( Hamman et al. [94] (NOMOQ)): Consider a classifier My. A set of
model changes A is said to be naturally occurring if for a (randomly) chosen model
change S from A and My = S(My) being the new classifier obtained after applying
S to My the following hold:
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o E[ My (x)] = My(x); where the expectation is over the randomness of My
given a fixed value of x;

o Var[ My (x)] = vy, where vy represents the maximum variance of the prediction
of My (x), and whenever x lies on the data manifold X, v, is upper bounded by
a small constant v;

o [f My is Lipschitz continuous for some constant y1, then Mgy (x) is also Lipschitz
continuous for some constant y.

Broadly speaking, a naturally-occurring model shift allows the application of
arbitrary changes to 6 as long as the resulting model remains part of a class of
models that are expected to have the same behaviour. This is in contrast with the
notion of plausible model shift [262, 116], which requires changes to be bounded.

Definition 2.10 (Jiang et al. [116] (PMC)): Consider a classifier My and a new
classifier Mg = S(My) obtained after applying a model shift S to My. Given some
0 €Ry0and 0 < p < oo, S is said to be plausible (w.r.t. the choice of parameters &

and p) if d,(Mg, S(Mp)) < 6.

Therefore, for any choice of parameters p,d, and any instantiation My of a
parametric classifier Mg we define the set of PMC A, obtained by considering
all changes S that satisfy Definition 2.10, i.e. A = {S | d,(Mgy, S(Mp)) < 6}
Indeed, the definition of PMC assumes that both models share the same architecture
and parameter dimensionality, so that the norm-based distance || — 6'|[,, is well-
defined. Nonetheless, we discuss in the following two possible ideas to overcome
this limitation. The first one applies to models whose architectures are different, but
still within the same “class" (e.g., two multi layer perceptrons with hidden layers
of different sizes). In this case, one could devise a padding procedure that adds
“phantom nodes" in each smaller layers, i.e., nodes with zero weights, to match
the architecture of the other network. Another interesting direction would be to
define “functional" or “behavioral" distances in a shared representation space. For
instance, one may define a distance d(fy, for) = Ex-p [l fo(x) — for(x)]|], where
P is a representative data distribution. Similarly, models can be compared through
distances between feature embeddings or through Lipschitz-continuous surrogates
that capture functional similarity independently of the underlying architecture. Such
generalizations would preserve the boundedness principle of PMC while extending
its applicability to models of different classes.

In the following, we will refer to any instantiation My of Mg which is obtainable
by applying a model change in A to Mj as a realization of A. Moreover, whenever it
is not explicitly specified, we will tacitly assume that the underlying distance d, (-, -)
is the co-norm.

Jiang et al. [116] proposed to reason about robustness under PMC using an
Interval Neural Network (INN) [218] as an intermediate representation.

Definition 2.11: An interval neural network I is a neural network where on each
edge e is associated with an interval 1, = [a., b.]. A realization of the INN I is a
neural network having the same topology of I and such that the weight w, on edge
e satisfies w, € I,,, i.e., it is taken from the interval associated to the same arc in 1.
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Jiang et al. [116] exploits the fact that the interval weights of an INN allow to
represent an over-approximation of all the possible models obtainable under a set of
PMC A, thus providing a compact representation of the problem. Similarly, in our
work, we use the INN representation to model the PMC concept. However, instead
of analyzing the robustness of counterfactual explanations through the entire INN,
we focus directly on reasoning regarding the potential realizations within the set A.
This results in several computational improvements, as we will discuss in Chapter
5.

2.4.1 Related Work

Various methods for generating CEs for DNNs have been proposed. The seminal
work of [272] framed the task of generating CEs as a gradient-based optimization
problem and proposed a loss that promotes CE validity (i.e., the CE successfully
changes the classification outcome of the network) and proximity (i.e., the CE is as
close as possible to the original input for some distance metric). In addition to these
metrics, other important properties have been highlighted as crucial for the practical
applicability of CEs. Prominent examples include plausibility (i.e., the CE must lie
on the data manifold) [217, 207] and actionability (i.e., the changes suggested by the
CE must be achievable by the user in practice) [263]. Differently from these works,
here we focus on the robustness property of CEs.

Several forms of CE robustness have been studied in the literature [118]. Ro-
bustness to input changes is the focus of, e.g. [12, 239, 59, 302, 143], where so-
lutions are devised to ensure that explanation algorithms return similar CEs for
similar inputs. In another line of work, [91, 270, 142, 209] considered the prob-
lem of generating adversarially robust CEs that preserve validity under imperfect
(or noisy) execution. Robustness to model multiplicity is instead considered in,
e.g. [207, 145, 121], where CEs that preserve validity across sets of models are
sought. However, the study of these forms of robustness is outside the scope of
this thesis, as our focus is on model changes. Robustness to model changes has
been studied in, e.g. [62, 27, 200, 116, 94, 119]. Of these, the approaches of [262]
and [119] are the most closely related to our work. The former presents an approach
to generate robust CEs under PMS using techniques from continuous optimization,
which is able to guarantee robustness in the average-case scenario. The latter instead
solves the same problem using abstraction techniques and discrete optimization
tools, obtaining robustness guarantees that hold under worst-case conditions. Given
their relevance, both approaches will be considered for an extensive experimental
comparison in Chapter 5.

31






CHAPTER

On Advanced Neural Network Verification Techniques

“All truths are easy to understand once they are
discovered; the point is to discover them.”

— Galileo Galilei

Chapter Contributions!

(‘) n this chapter we address RQ.1 and partially RQ.3, focusing on how to im-

prove the scalability and expressiveness of verification methods for ensuring
the safety and explainability of complex intelligent systems. Hence, we introduce
a novel abstract interpretation-based method that efficiently computes sound over-
approximations of DNN outputs under input uncertainty. Our approach supports
reasoning over hierarchical safety and robustness properties, enabling more ex-
pressive and scalable verification in complex scenarios. To improve tractability in
real-world systems, we develop approximation algorithms with formal probabilis-
tic safety guarantees, grounded in randomized and probabilistic reasoning. Beyond
standard binary verification outcomes, we present the #DNN-VERIFICATION prob-
lem, which quantifies the portion of the input space satisfying a safety property.
We further define ALLDNN-VERIFICATION, which aims to enumerate all regions
where a specific safety property holds. These formulations bridge verification and
explainability by revealing how and where models fail or succeed. To manage the
#P-hardness of the problem, we introduce efficient, interpretable approximations
based on ensembles of randomized decision trees, enabling compact representations
of safe and unsafe input regions and contributing to both theoretical understanding
and practical tools for verifiable and explainable Al.

! The content of this chapter is based on the following articles:
[C.1] Marzari et. al. (2025), “Advancing Neural Network Verification through Hierarchical Safety Abstract Interpretation”,
European Conference on Artificial Intelligence (ECAI)
[C.2] Marzari L., et al. (2025). “Probabilistically Tightened Linear Relaxation-based Perturbation Analysis for Neural
Network Verification”, Journal of Artificial Intelligence Research (JAIR).
[C.3] Marzari L., et al. (2023). “The #DNN-Verification Problem: Counting Unsafe Inputs for Deep Neural Networks”,
International Joint Conference on Artificial Intelligence (IJCAI).
[C.4] Marzari L., et al. (2023). “Counting Unsafe Inputs for Deep Neural Networks”, 2nd Workshop on Formal Verification
of Machine Learning ICML.
[C.5] Marzari L., et al. (2023). “Scaling #DNN-Verification Tools with Efficient Bound Propagation and Parallel Comput-
ing”, 10th Italian Workshop on Artificial Intelligence and Robotics (AIRO 2024).
[C.6] Marzari L., et al. (2024). “Enumerating Safe Regions in Deep Neural Networks with Provable Probabilistic Guar-
antees”, Conference of the American Association for Artificial Intelligence (AAAI).
[C.7] Marzari L., et al. (2026). “On the Probabilistic Learnability of Compact Neural Networks Preimage Bounds”,
Conference of the American Association for Artificial Intelligence (AAAI).
[C.8] Wei T., Marzari L.*, Hu H.*, Yun S. K.*, Niu P.*, Luo X. and Liu C. (2025). “ModelVerification.jl: a Comprehensive
Toolbox for Formally Verifying Deep Neural Networks”, International Conference on Computer Aided Verification (CAV).
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3.1 Neural Network Verification through Hierarchical Output
Abstraction

Deep neural networks have significantly advanced the field of artificial intelligence,
powering applications from image recognition [203] and robotics medical applica-
tions [52] to autonomous navigation [249, 172]. The success of these approximation
functions across various domains has also prompted their use in safety-critical areas
where expensive hardware and human safety can be involved. However, the vul-
nerability of these systems to the so-called adversarial inputs [246]—imperceptible
modifications to the original input data that can lead to wrong and potentially catas-
trophic decisions— has raised concerns about their reliability and safety.

To address such an issue, formal verification of neural networks [131, 237] has
recently emerged as a promising solution. This process involves defining safety
or robustness specifications that can be formally verified to ensure the network
behaves as intended, even in the presence of these small input perturbations [150].
In detail, a property to be verified is defined as a precondition on the input space and a
postcondition on the output. In this context, the use of abstract interpretation [54] and,
in particular, abstract domain provides a key resource to solve efficiently the problem
[79, 237]. In fact, the precondition of a safety specification is typically encoded
using an abstraction of the input domain, exploiting different geometries, such as
convex polytopes, to capture all the possible configurations of an unsafe scenario
we aim to verify. The postcondition represents the desired (or undesired) outcome
we expect from the neural network for that specific precondition. For instance,
considering a scenario where a neural network guides an autonomous system, the
precondition of a safety property can encode a specific unsafe situation where
the autonomous agent is near an obstacle, and the postcondition is the action that
should be avoided in order not to collide. Nonetheless, in many real-world scenarios,
reducing the answer of formal verification to a binary classification of “safe” or
“unsafe" nature leads to the risks of losing the full expressive potential of these FV
tools. In particular, when encoding a safety property, a natural question arises: “Are
some actions only marginally unsafe and thus potentially acceptable, while others
pose severe risks?" Despite significant advancements of DNN verification tools over
the years [150, 131, 297, 291, 275, 282], the binary encoding of properties “safe" or
“unsafe” (“robust" or “not robust") often fails to capture the full range of potential
system behaviors, resulting in the verification of properties that are either overly
restrictive or excessively permissive. We argue that these limitations stem from the
current focus on using abstract interpretation (in particular over-approximations) to
derive concrete output results rather than employing abstract reasoning to directly
analyze the structure of the output set.

To address this limitation, we introduce ABSTRACT DNN-VERIFICATION, a novel
problem formalization that enables reasoning directly within a hierarchical struc-
ture of tolerable unsafe outputs. This approach allows verification of a predefined
hierarchy among outputs, providing a deeper understanding of the safety levels of
a DNN and potentially helping the verification in ambiguous cases—such as when
the over-approximation induced by the propagation of the abstract input domain
produces overlapping output results. Specifically, in these situations, incomplete
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DNN-Verification Abstract DNN-Verification
Perturbed Input Image ~ - Perturbed Input Image o~ - @ [-0.1,0.3]
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{stop} N{yield} # &
{stop} N {yield} C Critical Safety Signs

7 {stop} N {yield} # &

Correct Label FV tool answer: Unknown! FV tool answer:

Safety Hierarchy

Fig. 3.1: Overview of the proposed ABSTRACT DNN-VERIFICATION in this thesis.
On the left, given the intersection of the reachable sets, the concrete classes are not
able to provide an answer. Conversely, if we use the first level of abstraction (right
part of the image) even if the reachable sets are overlapped, i.e., the intersection is
nonempty, it is fully contained in the set of “safety-critical signs" output abstraction,
allowing to provide the abstract safe answer.

verifiers, which prioritize scalability over completeness, in the worst case, could
return an “unknown” result, leaving the safety question unresolved. Conversely,
sound and complete verifiers always provide an answer but require extensive input
refinement [274] or splitting of the network’s unstable regions [38, 275] to resolve
the ambiguities, leading to significant computational overhead, especially for large-
scale models. Although our formulation preserves the NP-hard complexity of the
original problem [131], it introduces a novel capability: in cases with overlapping or
ambiguous outputs, it allows analysts to classify the DNN as either safe or abstract
safe. The latter refers to situations where the model’s output does not match the exact
target class but still falls within a predefined safe region of the output hierarchy spec-
ified for the verification process. Furthermore, it facilitates a deeper understanding
of the regions or features that greatly impact the safety hierarchy, thus offering more
actionable insights into the model’s behavior.

Let us focus on the example in Fig. 3.1, and consider a scenario where a mobile
robot relies on a neural network to interpret road signs from image inputs to make
navigation decisions. For instance, suppose we test the system’s robustness to local
patch perturbations as depicted in the perturbed input image of Fig. 3.1. In this
context, the standard FV process passes the perturbed image through the DNN and
evaluates the verification outcome on over-approximated reachable output sets by
selecting the greater reachable set.” However, the over-approximation error often
leads to overlapping reachable sets, as shown in Fig. 3.1(left), where {stop} N
{yield} = [1,3] N [2,4] # @, preventing a precise result without the necessity
of further computational demanding operations. In contrast, with ABsTRAcT DNN-
VERIFICATION, for a given input perturbation, we can compute a set of potential
DNN answers and then check if, for a given safety hierarchy, the set respects one
or multiple levels of the latter, thus providing the possibility to the analyst to better
understand the actual DNN’s safety level. In the example, the defined hierarchy
(yellow box in Fig. 3.1 (right)) groups both the {stop} and {yield} signs into the

2 Typically, the node with greater value is the one selected by the DNN. We will provide
further details in the next sections.
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broader category of “Critical Safety Signs". This hierarchy abstraction acknowledges
that while a misclassification between these two signs would technically be an
error, it represents a form of error that is still acceptable. Specifically, if the DNN
misclassifies a “yield as a “stop* sign, the hierarchy abstracts the decision on
“Critical Safety Signs" which is strictly below the T (representing the fact that
the DNN does not classify the sign as a “normal" sign, e.g., 50 mph), and thus the
system’s safety is abstractly preserved. We emphasize that the definition of the safety
property, and the resulting hierarchy, is inherently shaped by the analyst’s perspective
and contextual judgment. This subjectivity, however, is widely acknowledged and
accepted in the neural network verification literature, where it is typically grounded
in domain knowledge and tailored to the specific operational context. Hence, our
hierarchical approach can be designed at different levels of granularity to enrich the
information available when violations occur, which is particularly valuable given the
practical challenges of achieving complete model robustness in complex, real-world
environments. On the example of misclassifying a “stop” sign as a “yield” sign,
while this is indeed an error, our framework still offers important safety insight:
the prediction remains within a class of potentially dangerous signs, rather than
being misclassified as a “safe” sign. This information can be used to trigger post-
verification fallback strategies, such as slowing down and stopping (even if it is a
“yield" sign). In contrast, binary verification would mark this case as “not robust,”
providing no further guidance to the analyst. Throughout the thesis, we will show
that even in safety-critical situations, our method delivers richer and more actionable
feedback than binary verification, enabling system designers to understand not only
that a failure occurred, but also why it occurred and how to respond appropriately.
Specifically, in the following sections, we guide the reader to understand how our
new formulation allows us to answer multiple critical questions during the FV pro-
cess, such as: “Which level of unsafety does my model present?"”, “Does the model
output an action that is only potentially safe?", and “How much do perturbations of
a particular input feature impact on the overall safety?"
Finally, to further confirm the impact of our new formulation, we apply ABSTRACT
DNN-VERIFICATION on realistic deep reinforcement learning human-robot coopera-
tion tasks, namely Habitat [247, 229] as well as in two standard benchmarks of the
international verification of neural networks competition (VNN-COMP) [35], such
as CIFARI1O0 [137]. Results in the first experiment show that even relatively simple
hierarchies enable in our novel problem formulation allow the ranking of different
adversarial attacks based on the violation of one or more levels of the hierarchy, a
capability absent in standard approaches that fail to differentiate between varying
attack impacts. In the second one, for a given safety hierarchy, our approach pro-
vides valuable insights into the robustness level of deep neural networks, uncovering
scenarios where instances traditionally classified as “not robust" may exhibit a spe-
cific form of robustness when viewed through the lens of tolerable (based on the
safety hierarchy) misclassifications. This nuanced understanding of safety and ro-
bustness offers a more realistic and practical evaluation of the model’s performance
in safety-critical applications.
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3.1.1 Preliminaries

This subsection recalls and extends for the sake of clarity the notation presented in
Chapter 2, providing the reader with all the basic knowledge and notation to easily
follow the section. We also discuss related work inherent to abstract interpretation.

Deep Neural Network.

Let f : R? — R” be a neural network that maps inputs in R? to outputs in R”, with
m,n € N, respectively. For a generic input x = (x1, ..., x4) € R the corresponding
outputisy = f(x) = (¥1,...,yn) € R". Typically, we are primarily interested in
knowing which output value a DNN will select, corresponding to identifying the
output node with the maximum value. Let g : R" — O (with O = [1,n] XR), be the
function that, given the output of a DNN, returns the classification results in terms
of both the index and the node with the greatest value in the output vector. Formally

g(y) = (argmax(yi,...,yn), max(yi,...,yn)).

Abstract DNN'’s semantics.

Due to the neural network’s inherent non-linearity and non-convexity, formal verifi-
cation typically involves abstracting the input space and evaluating the verification
outcome on over-approximated reachable output sets. Let 1% : p(R)? — 9(R)" be
the abstract semantics of f associating with any X € p(R)? a tuple R € p(R)".
In detail, X represents a tuple of possible input sets in p(R)?, derived from in-
put perturbations defined by a generic £,-norm. Please note the difference between
©(R)? and p(RY). The former considers a tuple of m independent intervals in R,
e.g., ([0,1],]0, 1]). In contrast, the latter considers a set of subsets in R4, e.g.,
[0,1] x [0,1] € R2, where each element in this subset is a tuple. In this work,
we consider the {-norm for input perturbations in X, but the same principles also
apply to other norms. Analogously, R represents the tuple of output reachable sets
in p(R)", i.e., the possible subset of outputs achievable when passing X through f*.
Without loss of generality, in this section, we consider hyperrectangles to encode X,
1.e., the standard geometric definition as a generalization of a rectangle to multiple
dimensions used in abstract interpretation and verification venues. In detail, X €
{(X1,....Xa)| Xi = [li;u;] SR, l; < u; Vi € [1,d] }. Hence, the result of the prop-
agation of X through f*isR € { Y,...,Y,) |Yl~ =[L,u] CR,II <u;Vie[l,n] }

We define C = [1,n] x 9(R). Similar to the concrete semantics, we define a func-

tion gti : p(R)" — 9(C), which returns the set of both the indices and values
of the maximum intervals in a tuple of reachable sets R. The fact that g* can
return a set of intervals is due to the non-linearity of the DNN, causing an over-
approximation of the reachable output sets and, therefore, leading to potential over-
lapping. Specifically, if R = ([[{,u!], [5,u}], ..., 1}, uy]), then ¢*(R) returns the
set of indices and values of the intervals for which max([/],u’]) is maximal. For
instance, if R = ([0,0.8],[0.12,0.5],[1,4]), then g*(R) = {(3,[1,4])}, but if
R = ([2,5],[0.12,0.5], [1,4]), then g*(R) = {(1, [2,5]), (3, [1,4])}.
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X = [Oa l]a [Oa 1]>
R =([-2,1])
X = ([0.5,1] [O¢1]>
X = ([0,0.49], [0, 1]) = ([V.0, 1], U,
R = ([0.4,1]) 0 R = ([-2,0.3])
X = ([0.5,1],[0,0.49]) X = ([0.5,1],]0.5,1])
R = ([-1.3,0.3]) R = ([-2,-0.1])

Fig. 3.2: Example of Branch-and-Bound verification process with iterative input
refinement approach. In the example we consider the safe set S = [0, co) and, for
the sake of simplicity, a DNN with a single output node, and thus reachable set R.

DNN-Verification problem.
Definition 3.1 (DNN-VERIFICATION Problem):

Input: A mple T = (f*, g%, X, S).
Output: Safe < gho fA(X)C S

A reachability-based FV tool for neural networks [150] using the abstract DNN
semantics takes as input a tuple 7~ = (f*, g%, X, S), with X € p(R)? and S C C
characterizing the input-output relationship of the DNN we aim to verify. In this
case, S represents the safe set where the output reachable set should fall for all
possible x € X.

By propagating X through f¥ and applying g¥, the tool computes the greatest
output reachable set, i.e., the reachable set that has a lower bound greater than all the
other upper bounds. It then checks whether it is contained in the desired reachable
set, which can be represented either by a safe set S, as in our settings, or an unsafe
one. As previously mentioned, the results of g* can produce overlapping reachable
sets, thus preventing the possibility of directly stating whether the DNN is safe.
To mitigate this issue, FV tools typically split either the elements in the tuple X
into sub-domains [274] (each node in Fig. 3.2) or unstable neurons in the neural
network [38, 275]. When at least an output reachable set of a specific subdomain
is not included in S (the red leaf), the iterative procedure ends—the property is
violated since at least one portion of the original domain X produces a reachable
set not included in the desired S. Otherwise, if the tool is sound and complete, it
should verify all the leaves before stating that the DNN is provable safe. However,
in the worst case, the NP-complete nature of DNN-VERIFicaTION [131], leads to
an exponential increase in the number of iterative refinements required to obtain a
precise answer, and common incomplete verifiers stop at a given depth returning
an unknown answer. In this scenario, our approach introduces a potential solution
where the safety hierarchy allows in each leaf node the FV tool to provide multiple
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levels of safety assessments instead of the binary safe-unsafe classification. This can
reduce the number of iterative refinements needed for complete verifiers while it
could prevent an unknown final outcome for incomplete verifiers.

Related Work

A similar intuition for reasoning with a hierarchical structure of tolerable unsafe
outputs to provide richer analyses has been recently proposed in [82], where the
concept of Coherence as “weakened robustness properties” is introduced.?

Definition 3.2 (Coherence [82].): Let 3 : R™ — o(R™) be an input perturbation
(extensive) function on R™ (i.e., VX € R™. x € J(x)), written 3 € Pert(R™) and
gof :R™ — Q. Let C € uco(p(Q))* be a domain modeling the categories of
classes that can be misclassified.> A DNN classifier g o f satisfies Coherence w.r.t.
the input Q C R, C and J if Vx € Q.Co(go f)oI(x) € O, where go f is
additively lifted to sets of inputs, those in 3(X).

Nonetheless, in [82], the authors only focus on verifying whether the concrete
execution of a DNN over a region of inputs (i.e., lifted to sets of concrete inputs
in R™) yields an acceptable answer (i.e., one that is not “unknown”) up to a fixed
desired output observation, modeled as an abstraction of potential concrete outputs
in O. In contrast, our approach seeks to handle any over-approximating execution of
the DNN. Specifically, we aim to perturb the abstract input by considering a broader
class of abstract inputs rather than (sub)sets of such inputs as defined in Def. 3.2.
Consequently, we start by reformulating the definition using a new, more general
concept of input perturbation. We then formally show why our new formulation is
necessary and how the reasoning with abstract semantics addresses the limitations
of the current definition.

3.1.2 The Abstract DNN-Verification Problem

This section illustrates how our novel formulation fills the gaps of [82], providing
a clear motivation for the contribution of this work. Hence, we start by defining a
different notion of input perturbation, widening each element of the input tuple. This
input perturbation is especially useful for reasoning on the DNN’s abstract semantics
defined in Chapter 2.

3 An analogous notion, i.e., adequacy, has been proposed for tuning precision in static
program analysis [185, 81].

* A function f : D — D is an upper closure operator on D (f € uco(D)), if it is idempotent
(Vx € D. fo f(x) = f(x)), extensive (Vx € D. f(x) = x), and monotone.

> For instance in Fig. 3.1 where we have the category "Critical safety sign" modeling the
fact that we accept a misclassification between the signs in this category/set
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Definition 3.3 (Widening Input Perturbation funﬁtion): A widening input pertur-
bation function 3 € Pert(p(R)?) is a function J : p(R)? — @(R)? such that
VX € p(R)4. XETF(X), where C is the pointwise extension of C to tuples of sets.

Intuitively, the function 9 introduces an expansion perturbation, which enlarges the
range of intervals to account for more tolerant inputs.

Proposition 3.1: Given X € ¢(R)¢ and g e Pert(p(R)?), then there exists a
perturbation 3 € Pert(R?) such that, for any x € X, ifz € 3(xX) then z & g(z\’)
Formally, ¥Vx € R?, J(x)= {z‘z € §(x)) } where here € is the point-wise €
between tuples, i.e., (x1,...,Xn) €{(X1,..., Xm) iff Vi € [1,m].x; € X,.

Now, let us define the novel notion of Abstract Coherence, extending the one
defined in [82] to abstract executions of a DNN w.r.t. a given g¥.

Definition 3.4 (Abstract Coherence): Let [ be a DNN, and f¥ its abstraction.
Consider C € uco(p(C)), and Je %(@(R)d)._ f satisfies Abstract Coherence
wrt (ff, 3, C) (on X € p(R)?) if Co(gho fHoT(X) C C.

Broadly speaking, C is the function that abstracts the result of the abstracted
DNN, potentially applied to input perturbations, determining whether the results
include an acceptable degree of error (being strictly contained in C), or lose too
much (reaching C). The following formal result proves our formulation’s generality
(and novelty) with respect to the one of [82].

Theorem 3.1: Abstract Coherence (on X € p(R)?) implies Coherence on any X €
X, but not vice-versa.

Proof. Let f ¥ be the abstraction of a DNN f and gﬁ the decision function on
the abstracted results. Consider I € Pert(p(R)¢) and C € uco(p(C)). Suppose to
have Abstract Coherence of the DNN go f (w.r.t. (f¥, I, C)). From Prop. 3.1 we
have that .

for any x € X, z € J(x) implies z & J(X). Moreover, YZ € p(R)? we have
gof(2)= {gof(2)|2EZ } C gFo fH(Z). Suppose now Co (gF o )0 T(X) ¢
C, then by monotonicity of C, Vx € X we have C o (go f) o J(x) C Co(go
F(T(X)) S ColghofH(T(X)) C C.Hence, Abstract Coherence wrt. {f%, 3, C)
on X implies Coherence w.r.t. (J,C) on any x € X.
Let us provide the intuition that the opposite implication, in general, does not
hold. Consider X C R¢ and suppose ¥Vx € X.C o (g o f) o IJ(x)

def

C (Coherence). Let us define J(X)E(Xy,...,Xs) € 9(R) such that X;
{ x|, xq) € 3(x), xEX }. Then Co(go f)oT(x) S Colgof)oI(X) C
Co( gﬁ of ﬁ) o J(X). Therefore we can always find a DNN approximation f # aclass
abstraction C and an input perturbation I such that Co (go f) o J(x) ¢ C does not
imply Co (g0 /)0 J(X) ¢ C.

To complete the proof, we provide an example where Coherence does not imply
Abstract Coherence. To this end, let us consider the following example.

i
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Output

Weighted Activated 0.8 .
sum Layer

Fig. 3.3: Toy DNN for this example. C S0 e [1,3])

Consider the DNN depicted in Fig. 3.3 where we have x,x; € [0, 1], namely
X =([0,1],[0,1]), and S = {c;} € C. We then define C = {C, {c1,c2}, S, 2},
meaning that we tolerate a classification that consider both ¢ and c; but ¢3 is not
accepted as considered unsafe. We start by verifying if Coherence is respected.

Consider an input x = (0.5,0.5) € X. Let us define J.(x) as {w-ball perturbation
of radius € around x; formally J,(x) = {x' € R? | ||X’ —= x|l < €}.

For this example, let us consider an & radius for the perturbation equals 0.5 around
x for the Coherence test. We start by noticing the first limitation of Coherence related
to the necessity of executing the test on the DNN’s concrete semantics. Specifically,
even if we consider, for instance, a subset of the perturbation J,(x) that considers
only the inputs of the same values, namely J,s(x) = { (x,x) |x € (0,1] } C R?,
we have a infinity number of couples to test, which prevents the possibility to state
whether Coherence holds or not. To address this issue, one possible solution is to
assume some discretization of the input space (e.g., to the maximum resolution
allowed by the machine precision), such that J,5(x) becomes a finite set, that can
be easily tested even in the concrete semantics.

Output

Weighted Activated 0.8, @ 0.8x+ 1.6xs
sum Layer

X, = (0,1] @ 1 . ReLU .

2 .
><x' +2x2 X1 +2x2 . =0.1x; - 0.2x;
24 05 2

%=01e ® ReLU .\0,

Input

Fig. 3.4: Symbolic propagation of (x,x;) through the DNN considered in this
example.

Nonetheless, in this specific example for the Coherence test, thanks to the simple
nature of the DNN, we can employ the symbolic propagation [274] to compute
linear equations of each layer w.r.t the previous one. In detail can be easily verified
by direct inspection of the possible output values in the DNN of Fig. 3.4 that even if
Tos(x) = { (x, x) |x € (0,1] } C R? has infinite cardinality, for all x; = x, € (0, 1]
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the final result chosen by the DNN will always be yi, as it presents the maximum
value w.r.t the other ones.

Hence, from the fact that C o (g o f) o J,5(x) = {c1} =S ¢ C, we conclude
Coherence is satisfied. .

If we now consider the widening input perturbation function J,5(x) = X =
([0, 1], [0, 1]) (considering, for a fair comparison, the same range of values as J,, s,
but now all the possible permutations in [0, 1] X [0, 1] and not only same couple
of values x; = x; € (0, 1]), we observe that Abstract Coherence is not guaranteed.
Specifically, our novel formulation of perturbation function J and abstract DNN
semantics allows us to propagate the entire abstract input domain X through f*
(using, for instance, IBP as in the DNN of Fig. 3.5), obtaining the reachable set R =
([0,3.0],[-2.3,0], [0,2.7]). Applying gt toR yields the set {c, c¢3}. Consequently,
the result of C(g#(R)) = C, violates the Abstract Coherence requirement.

Output

Fig. 3.5: Interval bound propagation of X = ([0, 1], [0, 1]) through the DNN con-
sidered in this example.

To confirm this result, we employed a formal verification tool [176] to ana-
lyze whether, for any x € X, the DNN avoids selecting the unsafe output ys,
which conflicts with the abstraction C. The tool identified a counterexample:
x = (0.2808,0.0508), which produces the output y = (0.4287, —0.4475,0.4368).
Evaluating g(y) results in {c3} (unsafe), thereby confirming that Abstract Coher-
ence, and safety in general, are not guaranteed for any x € X.

This simple example highlights a key limitation of Coherence: the 3 function
employed in the formulation considers only a perturbation around a concrete fixed
point x. This restricted focus can mask potential unsafe behaviors that might emerge
when the entire abstract domain X is propagated through the network. In contrast,
our formulation starts from the entire abstract domain X and allows considering a
more general abstract input by leveraging the widening input perturbation function J
and abstract reasoning about the DNN’s semantics. This demonstrates how Abstract
Coherence offers guarantees over the entire abstract input domain rather than specific
regions, thereby addressing the limitations of Coherence. O

At this point, we can define the ABsTRACT DNN-VERIFICATION (ADV) problem as
an instantiation of Def. 3.4, verifying whether the result of the DNN-VERIFICATION
applied to the perturbation of all set of abstracted inputs J(X) still respect the safe
(or at least not unsafe) set determined by the abstraction C.
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Definition 3.5 (ABsTRACT DNN-VERIFICATION):
Input: A tuple T = (f*, g%, 3(X), C)
Output: Abstract Safe & Co(g#o f#) og(X) cC

Where we recall that C here represents an undesired, unsafe potential result
in the class prediction. With this formalization, the DNN-VERIFICATION problem

becomes an instantiation of the abstract one, with I = id the identity function, and
C(gfo fH(X)) =8 ¢ COif gho fH(X) C S, C(gho f#(X)) = C, unsafe, otherwise.
Hence, we have the following result.

Proposition 3.2: If a DNN is safe w.r.t. the safe set S C C, then it is also abstract
safe w.r.t. any abstraction C € uco(p(C)) such that S € C.

Hence, the design of C defines the tolerable level of misclassification. To clarify
this, we provide an illustrative example.

Output
)5, @8 v =12374]
Y1

(

Weighted Activated =
Input
sum LULayer ~) 5
X, =[0,1] (1 . c . . Yy = [7.8, 147

Y2

0
0
05 @ Ys = [54,6.62]

4
)
X, =[0,1] @)~ 0

RelLU
03 [-3.3]  [0.3] 5
—1 —
X3 =1[0.8,1] (%3 Yy=[-11,-52
3=108,1] : .6 i=1 ]
[0.6]  [0,6]

Ys = [7.8,17.4]

s

Fig. 3.6: Toy DNN employed in the ABsTrRacT DNN-VERIFICATION example.

def

CE{c;ZG,Y) |ie[l,5])

Example 1: Consider the DNN in Fig. 3.6, where the abstracted input is X =([0,1],
[0,1],[0.8,1]) and suppose S = {c3,c3,¢c5} € C. This means that both ¢; and
cq4 are unsafe, but we can suppose that there is a different degree of unsafeness
between them, namely, c4 is completely unsafe, while ¢ is only potentially unsafe
(for instance, because it is quite unlikely to achieve). Starting from the concrete safe
output set, we can define an output abstraction setting a tolerable misclassification,
ie., C ={C,{cy,c2,¢3,c5}, S} (i.e., from S we allow a more tolerable unprecise
classification in {cy, ¢2, ¢3, ¢5}). We then consider the DNN as abstract safe if and
only if the output abstraction of the network for X satisfies Abstract Coherence w.r.t.

If S = C the problem is meaningless, becoming always safe.
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(f4 gt id, C), namely Co (g% o f#)(X) is different from C (here we suppose not to
perturb the input, i.e., I = id).

Although lifting the output of g* can yield more informative answers with po-
tentially fewer verification queries, the ABsTRaAcT DNN-VERIFICATION problem, in
the worst case, remains difficult to solve. Even with a large abstraction of tolerable
answers, the number of iterative refinements required to reach a solution could still
grow exponentially with the size of the instance. As a result, we have the following.

Proposition 3.3: The Apstract DNN-VERIFICcATION problem is NP-Complete.

Proof. The inclusion in NP is straightforward to prove. A certificate for this
problem is a specific set of abstracted reachable outputs resulting from the propa-
gation of the perturbed inputs J(X) through f* and g¥. This set of outputs can be
checked to see if C(g#(R)) ¢ C. Given the approximated neural network function
f*, we can compute the abstract reachable set of outputs f#(J(X)) using interval
analysis or zonotope propagation, which are polynomial in the size of the network.
Once the abstract output set from f#(J(X)) is obtained, we apply the following
procedure to compute gt (reported in Alg. 2), which is polynomial in the number of
reachable sets.

Algorithm 2: Computing gt
1: Input: R.
Output: o(C).

R =p(C)
fori e [1,n] do
for j € [1,n],j #ido
if max (¥;) < min (Y;) then
R=R~{i,Y;)
exitfor
return R

R AN S

Finally, we check if the abstract reachable set of outputs g* o f#(J(X)) is con-
tained in the abstract safe set C. This inclusion check is usually a simple geometric
containment problem (e.g., verifying if one interval or polytope is contained in
another), which can indeed be done in polynomial time. Hence, the problem is in
NP.

The hardness of the problem directly follows from the result of [131], showing
that there exists a reduction from 3-SAT to the DNN-VERIFICATION problem.

]

Nevertheless, abstracting the safety test and allowing the formal verification tool
to provide multiple responses, rather than simply classifying the system as safe or
unsafe, can potentially reduce the cost of the iterative refinement process, improving
scalability in practice. We will demonstrate this aspect in practice through our
empirical evaluation in Sec. 3.1.3.
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Applying ADV: a Simple Example

Let us consider again the DNN in Fig. 3.6, the abstracted input X and the safety set
S = {c3,¢3,¢5} € C as in Example 1. The propagation of X through f* produces
the abstracted DNN output R = ([2.3,7.4],[7.8,14.7],[5.4,6.62],[-11,-5.2],
[7.8,17.4]). In this situation, g#(R) = {(2, Y1), (5,¥s)} = {c2,c5} C S, where
both ¢, and c¢5 are provable safe. This corresponds to Abstract Coherence with
C; Z {C, S}. This result tells us that we do not know which of the outputs will be
chosen between ¢, and cs, but we know that it will be one of these two, and both are
safe. And, formally, we have C,(g*(R)) = Cs({c2, ¢5}) = {c2, ¢3,¢5} € C, meaning
that the DNN is provable safe, and thus for Proposition 3.2 also abstract safe.

By applying the input perturbation J, such as & = 0.8, on one input feature at a time,
we can analyze how variations in individual inputs influence the output’s abstract
results, allowing us to gain additional safety insights into the DNN’s behavior.

In detail, let us consider g(z\’) =([0, 1], [0, 1], [0, 1]), i.e., we perturb the last

input feature’s lower bound by &. Hence, we have that f#(J(X)) produces R =
([0.8,7.4],[3.5,15.5],[3.4,6.7], [-11,—0.5], [3.2, 18.2]). By applying g*, which
collects all the overlapping outputs, we obtain as set of potentially maximal values
{c1, c2, c3, c5}, telling us that now the output ¢ (only potentially safe) is such that Y;
overlaps all the intervals of safe outputs {c», c3, cs}, i.e., gﬁ(R) ={c1,c2,¢3,¢5} &
S (and indeed C;(g#(R)) = C). This answer tells us that, by perturbing the X3 feature,
in any case, it is mathematically proven that the c4 output cannot be selected, but
maybe c; can, making the DNN no more provably safe. Nevertheless, if we consider
instead abstract safety w.r.t. C = {C,{c1,c2,c3,¢5}, S} as in Example 1, then
we can prove abstract safety without the necessity of further investigation, since
C(g*(R)) = {c1,c2, 3,05} € C.

3.1.3 Empirical Evaluation

In this section, we guide the reader in understanding the importance and impact of
this novel encoding for the verification problem of deep neural networks. All data
are collected on a cluster running Rocky Linux 9.34 equipped with Nvidia RTX
A6000 (48 GiB) and a CPU AMD Epyc 7313 (16 cores).

We first consider the safety verification of a realistic deep reinforcement learning
navigation task, namely Habitat-Lab [229, 247]. In this experiment, we employ the
tool of [176], which allows us to select more realistic adversarial attacks (e.g., light
attacks and sensor ruptures) rather than standard £..-ball perturbation supported in
state-of-the-art FV tools like a, 8-CROWN [297, 291, 275]. In detail, we show how
our novel formulation, with even relatively simple hierarchies, enables the ranking
of adversarial inputs based on their impact, providing valuable insights into model
robustness that traditional binary verification cannot capture. To further assess the
impact of our proposal, we consider the robustness verification of well-known clas-
sification tasks on state-of-the-art benchmarks such as CIFAR10 [137], employed in
VNN-COMP [35]. In this context, we employ «, S-CROWN [297, 291, 275], and we
study the impact of different perturbation levels on standard discrete classes and the
different output abstractions defined for each domain tested. Notably, the abstract
safety specifications proposed in this work can be easily encoded using the standard
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VNN-LIB format and thus can be verified by any other existing FV tools. Our em-
pirical evaluation demonstrates that our novel formulation is already applicable in
real-world scenarios, as evidenced by its successful use not only on standard VNN-
COMP models but also on more complex architectures, such as a long short-term
memory (LSTM) network with a ResNet18 visual backbone deployed in the realistic
Habitat 3.0 environment.

Habitat-Lab Experiment.

Habitat [247, 229] is a high-performance simulator designed for training and eval-
uating deep reinforcement learning models, particularly in 3D environments for
embodied Al tasks. In the Social Navigation task [247, 229] employed in our evalu-
ation, we have a robotic agent that has to follow a humanoid without any collision.
This evaluation considers the publicly released trained agent from the Habitat-Lab
GitHub repository (https://github.com/facebookresearch/habitat-1ab).
In detail, we identify three unsafe situations (depicted in Fig.3.7) from a dataset
of trajectories observed during evaluation, and we defined a set of provably safe
actions and potentially safe actions (i.e., tolerable but less preferred than the safe
ones), setting different thresholds for the linear and angular velocities that the agent
should respect. Hence, the safe output abstraction C; here represents more stringent
velocity thresholds, while the abstract safe output abstractions C, consider more
relaxed ones. For instance, if the agent in the first unsafe scenario only slowly moves
backward and turns around, it can still be tolerable (i.e., abstract safe) but is less
preferable than moving backward with a higher linear velocity and no angular ve-
locity, i.e., without turning around. If the agent does not respect any of the output
abstractions, it is considered unsafe.

For the sake of clarity, in Fig. 3.8, we only report the abstraction for the first unsafe
situation, but a similar strategy is applied to all the other situations considered using
different thresholds as described in the following. Specifically, the original output
space for the robotic agent includes linear and angular velocities in R. To create
a hierarchical abstraction of the output space, we first discretize it at the desired
maximum resolution, then divide the actions into a set of discrete velocity classes,
denoted as V. Each class V; in Vis defined as V; = {(v, w) | vi,;, < 0 < V> Wiy <

Fig. 3.7: Three unsafe scenarios from the Habitat Lab experiments: On the left, the
humanoid approaches the robot, which should move backward to avoid collision. In
the center, the humanoid moves away, and the robot should follow while avoiding
obstacles. On the right, the humanoid approaches from behind, and the robot should
turn to avoid an unexpected collision while searching for the humanoid.
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Situation Safe output (v, w) Abstract safe output (v, w)
1 (=00, —0.4],[0.0,0.1] (=00, =0.4], (=00, +0c0)
2 [0.4, +0), [0.0, 0.1] [0.0, +00), (—o0, +00)
3 [0.0, +c0), [0.1, +00) [<0.4, +00), (—00, +00)

Table 3.1: Definition of the safe and abstract safe output bounds for the Habitat
experiments. Here, —oo, +co indicates any possible negative and positive robot ve-
locities, respectively.

w < wj_._}, where v and w represent the linear and angular velocities, respectively,
bounded by predefined lower and upper thresholds. Using these discrete classes, we
can construct the first level of hierarchical abstraction, Cy, as illustrated in Fig. 3.8.
We can further aggregate elements from Cj, resulting in an abstract classification
within C,.

(0.0, 00)
c
2
Linear velocity (0.4, 00) (0.4, 00) [0.0,0.4] [0.0,0.4] [-0.4,0.0]] (—0.4,0.0)| f(—o00,—0.4] | [(—o00,—0.4] c
Angular velocity [0.0,0.1] 0.1, 00) [0.0,0.1] 0.1, 00) [0.0,0.1] 0.1, 00) [0.0,0.1] [0.1,00) 1

SR

%)

Fig. 3.8: Abstraction hierarchy used in the Habitat Lab experiment for Situation
1. For C; and C, we highlighted in dark green the safe and abstract safe desired
outputs.

Our empirical evaluation is based on three different types of adversarial attacks
(reported in Fig. 3.9).
In detail, we consider:

* Light Attacks: In this attack, inspired by [106], a random region of the orig-
inal image is selected, and a natural light effect is simulated by proportionally
increasing the pixel values within the patch, effectively overlaying it up to a
complete white patch. In practice, this attack is performed by selecting a patch
P in the image and perturbing its pixels according to the formula:
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p;:mln{pl+€(10_p1)a10}a VpiEP'

where p; represents the original pixel value, and p/ is the perturbed value.

* e-ball Perturbations: adopted in all of our experiments, which define £, balls
with radius € to simulate Gaussian noise applied over all input features.

* Sensor Rupture: This attack is modeled by selecting a patch P in the image and
setting each pixel within the patch to black (i.e., a value of 0) with a probability
€. This corresponds to restricting the affected pixels to the closed interval [0, 0]
during verification. Mathematically, we define this attack as:

= Vp; € P,
Pr p; with probability (1 — €), pi

ENI NI

Original input Light attack Gaussian noise attack Sensor rupture attack

, {0 with probability e,

Fig. 3.9: A visual representation of each type of attack used in our empirical evalua-
tion applied on the same arm depth camera input from the habitat-lab experiment. On
the left is the original input before the adversarial attack. On the right, the different
attacks are highlighted in red: the "light patch" attack with patch size 16 X 16 and €
set to 1.0, the £ €e-ball attack with € set to 0.08 applied to all the input features, and
finally, the "sensor rupture" attack with patch size 32 x 32 and € set to 0.3.

Results in Tab. 3.2 demonstrate the varying impact of different attacks across sit-
uations. In Situation 1, “light patch" and £, attacks exhibit similar effects, maintain-
ing abstract safe behavior under relaxed thresholds for linear and angular velocities,
whereas “sensor rupture" attacks result in unsafe behavior by exceeding the linear
velocity threshold, risking a collision. For Situation 2, “light patch" attacks lead
to safe behavior under stringent thresholds, while ¢., and “sensor rupture" attacks
produce only abstract safe outcomes by meeting relaxed thresholds. In Situation 3,
all attacks result in safe behavior, respecting the imposed thresholds. We highlight
that our novel problem formulation allows for a more nuanced understanding of the
impact of different attacks. For example, in Sifuation 1, standard verification would
classify all attacks with the same impact (all producing unsafe results) due to the
lack of concrete, safe outcomes. In contrast, our approach reveals that “light patch"
and ¢, perturbations have a lesser impact than “sensor rupture". This experiment
demonstrates how the ADV problem can be leveraged in realistic safety-critical tasks
to develop a pipeline for ranking adversarial attacks based on their impact on the
output abstractions associated with the unsafe situation verified.
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Situation Perturb. Patchsize e Safe Abstract safe Unsafe
Light patch 16x16 1.0 v

—_

2 Lightpatch 16x16 1.0 V

3 Light patch 16x16 1.0 V

1 oo - 0.08 v

2 loo - 0.08 v

3 oo - 0.08 v

1 Sensor rupture 32 x32 0.3 v
2 Sensor rupture 32x32 0.3 v

3 Sensor rupture 32x32 03 V

Table 3.2: Empirical results on Habitat Lab benchmark.

CIFARI0 Experiment.

In this experiment, we test the effectiveness of the ADV to understand the impact
of different {., e-ball perturbations on different output abstractions. Specifically,
we define three distinct degrees of output abstractions to evaluate robustness to
perturbations, which we report in Fig. 3.10.

2

Other Vehicles Terrain Vehicles Mammiferous C 2

AN

[Airplane] [Ship] [Car] [Truck] [Horse]

2

%)
Fig. 3.10: Abstraction hierarchy used in the CIFAR10 experiment.

The first output abstraction corresponds to the precise classification modeled by
C1 = {C, {Airplane}, {Car}, {Bird}, {Cat}, {Deer}, {Dog},{Frog}, {Horse}, {Ship},
{Truck}, @}, where we do not allow any misclassification. Then, we start by
aggregating some elements to create a set of categories, modeling some de-
gree of acceptable error in the classification. With this purpose, we define
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€ Perturb. Abstraction Safe Abstract Safe Unsafe Timeout
1/255 C 46 - 4 0
1/255 (@) 46 2 2 0
1/255 C3 46 4 0 0
2/255 Ci 27 - 11 12
2/255 (69) 27 9 6 8
2/255 C; 27 18 1 4

Table 3.3: Empirical results on CIFAR10 benchmark.

G = {C, Other Vehicles, Terrain Vehicles, Mammiferous, non-Mammiferous,

{Horse}, @} where the order relation depicted in Fig. 3.10 determines the set com-
position of the given categories. Note that C, ignores all the precise classes in Cj
except Horse being in both Terrain Vehicles and Mammiferous. This abstraction
allows misclassifications within the same category but not between different cate-
gories. For example, misclassifying a cat as a dog is acceptable since both belong
to the Mammiferous category, but misclassifying a cat as a car, which belongs to
the Terrain Vehicles category, is not. Finally, we have the last level of aggregation,
where we distinguish between animals to vehicles. Formally, we are considering
C3 = {C, Vehicle, Animal, {Horse}, @}, where from Fig. 3.10 we can derive the def-
inition of the class abstract categories. For each instance, we set a timeout verification
threshold of 100 seconds.

We present the empirical results of the first experiment in Tab. 3.3. When verify-
ing C (i.e., with concrete classes), increasing the e perturbation results in fewer safe
instances and generally more timeouts. However, by introducing output abstraction
with C, or C3, we observe a reduction in the number of timeouts and a better reflec-
tion of the DNN’s robustness. For example, with € = 1/255, while standard formal
verification identifies four unsafe misclassifications, the DNN reliably distinguishes
between animals and vehicles and nearly always differentiates between the finer
subcategories of Cj, highlighting its actual robustness across these classifications.
These results also support our hypothesis regarding the practical scalability of ab-
stract verification, where providing multiple output levels can reduce the number
of unknown outcomes, thereby lowering the likelihood of incurring timeouts. This
is highlighted, for instance, in Tab. 3.3, where under an increasing perturbation of
€ = 2/255, we observe fewer timeout instances as the level of abstraction increases.

Summary. In this first section, we introduced the ABSTRACT DNN-VERIFICATION,
extending the standard formal verification of neural networks to include a hierar-
chical structure of safety and robustness properties. By allowing multiple levels
of output abstraction, our approach addresses limitations in traditional verification
methods, which rely on binary classifications of safe or unsafe outputs. This en-
hanced framework enables a more expressive analysis of deep neural networks,
especially in complex scenarios where traditional safety properties are hard to write
or to verify. We also establish the relationship and advancements with the concept of
weakened robustness introduced in [82]. Importantly, we show how this formulation
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can be adapted to realistic benchmarks and complex tasks to rank adversarial attacks
based on the impact across different output abstraction levels and get a deeper insight
into the safety degree of neural networks.

Nonetheless, the proposed approach is still based on provable over-approximations,
which can inherently suffer from scalability limitations, as evidenced by the NP-
hardness of the problem. To address this limitation, we argue that adopting a
probabilistic perspective can provide scalable alternatives that still offer provable
guarantees. In the following section, we explore a probabilistic perspective on the
robustness verification of deep neural networks, aiming to balance tractability and
reliability in high-dimensional settings.

3.2 Probabilistically Tightened Linear Relaxation-based
Perturbation Analysis for Neural Network Verification

In this section, we focus on robustness verification, which aims to guarantee that a
model’s output remains consistently robust under small predefined input perturba-
tions around a given point x, typically defined as an £, ball of & radius around the
input xo, i.e., the set P = P, = {x| ||x — x0l||, < €}. A standard approach to
proving the robustness property is to first encode the desired output of the classifier
as the sign of the value f computed by a single (output) node, i.e., so that the correct
classification in x( corresponds to f(xo) > 0. Then, the robustness verification
becomes equivalent to checking that ;Iglol f(x), is positive [275].

However, due to the non-linear and non-convex nature of the DNN, solving this
problem is, in general, NP-hard [131, 283]. A recent line of works called linear
relaxation-based perturbation analysis (LiRPA) algorithms [297, 291, 275, 290]
proposes a formal analysis based on a sound linear relaxation of the DNN. The idea
is to compute relaxations of all sources of non-linearity in the network so as to
obtain two linear functions providing respectively a lower and an upper bound of
the DNN’s output, which are then used in the robustness certification. Nonetheless,
these methods use overapproximation techniques to satisfy the worst-case setting,
where no exceptions are allowed. While this strict approach ensures absolute safety
within the certified input space, it faces crucial limitations. In fact, the efficiency
of LiRPA approaches, and, in general, any FV methods, scales poorly with the
size of the model. Additionally, formal methods fail to offer meaningful robustness
information when input perturbations exceed the certified bounds. As discussed in
[284], relying solely on formal verification can lead to overly conservative outcomes,
particularly when adversarial examples are rare or when prior knowledge of the input
distribution is available. This stems from the exact nature of formal solvers, which
treat all violations equally: even a single adversarial input—such as a one-pixel
change—invalidates the entire region, without distinguishing between isolated, low-
probability cases and large, semantically significant unsafe regions.

Similar to recent approaches [284, 49], to overcome these critical limitations, we
propose a probabilistic perspective that allows for an infinitesimal trade-off in cer-
tainty while providing the likelihood of such violations, enabling more nuanced and
practical assessments of robustness that better reflect real-world risks. Importantly,
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the goal of this work is not to compare probabilistic methods with provable ones, as
they are fundamentally different in nature. Rather, our objective is to propose a novel,
complementary solution that enhances formal methods by offering additional safety
information about the models under evaluation for particular challenging instances
to be verified.

Building on this foundation, we explore Xu et al. [291] speculation that estimates
as tightly as possible reachable sets, i.e., the range of possible values at each hidden
node given bounded inputs, could significantly enhance verification efficiency by
yielding sharper final linear bounds. In this perspective, we address two key research
questions: (i) How can we compute (probabilistic) reachable sets that yield tighter
intermediate and output bounds than existing methods, while remaining computa-
tionally efficient? (i1)) What theoretical guarantees can we establish for linearized
layers using (probabilistically sound) reachable set?

Our Contributions. We propose Probabilistically Tightened Linear Relaxation-
based Perturbation Analysis (PT-LiRPA), a novel framework for computing tight
linear lower and upper bounds combining existing LiRPA methods with a sampling-
based reachable set estimation strategy. Unlike other related probabilistic works
[284, 49], our approach does not rely on specific input distributions or attacks.
Specifically, in this work, we start considering statistical results on tolerance limits
[286] to provide probabilistic guarantees on estimating the minimum and maximum
values of a neural network’s output. Using the approach of Wilks [286], we are
guaranteed that, forany R,y € (0, 1), with probability ¢, at most, a fraction (1—R) of
points from a possibly infinitely large sample in the perturbation region # may violate
the estimated bounds obtained from an initial sample, whose size n is explicitly
computable from the desired parameters ¢ and R. Hence, our intuition is to extend
this approach to also compute an estimation of reachable sets with a specified
confidence level. Nonetheless, while the result of [286] quantitatively bounds the
error of the sample-based procedure by predicting the fraction of potential violations
in future samples, it results in "weaker" guarantees with respect to other known
probabilistic approaches. In particular, this approach does not provide information on
the magnitude of these violations with respect to the estimated bounds. Specifically,
in any estimated reachable set for a possibly existing fraction (1 — R) of points drawn
from P, the probability of violating the bound might in principle be uncontrollably
large. To address such an issue, following results on extreme value theory (EVT) [92,
58], we extend Wilks [286]" probabilistic guarantees and present two novel bounds
on the magnitude of potential errors between the true minimum (Theorem 3.3) and
the sample-based estimated one (Theorem 3.4). Notably, our final result proves that
with negligible computational overhead, each node’s reachable set computed using
random samples represents with high probability the actual domain of that node
for any x € P. Hence, we show that by employing this sampling-based procedure
to compute probabilistically tight reachable set bounds in the neural network and
integrating these into the linearization used by LiRPA-based formal verification
methods, we are able to obtain significantly tighter lower and upper linear bounds of
a neural network’s output, while preserving the verification soundness for any input
in the perturbation region and specified confidence level.
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To assess the benefit and effectiveness of our novel framework, we perform
an extensive empirical evaluation. We first compare our approach on neural net-
works trained on MNIST and CIFAR datasets with PROVEN [284] and Random-
ized Smoothing [49], the most closely related probabilistic verification approaches.
In addition, as a ground truth, we also consider a set of state-of-the-art worst-case
robustness verification approaches, namely CROWN[297], a-CROWN [291], -
CROWN [275], and GCP-CROWN [298]. This first set of experiments shows that
with a very high confidence (i.e., > 99%), PT-LiRPA improves the certified lower
bound of & perturbation tolerated by the models up to 3.31x and 2.26x compared
with both the corresponding probabilistic approaches of [284, 49] and up to 3.62x
w.r.t. the worst-case analysis results. Finally, in the second set of experiments, we
demonstrate that for challenging instances from the International Verification of
Neural Networks Competition (VNN-COMP) [198, 35], where state-of-the-art for-
mal verification methods fail to produce a conclusive result, our PT-LiRPA, with a
quantifiable level of confidence, represents a valuable resource in providing safety
information.

3.2.1 Probabilistically Tightened LiRPA via Underestimation

In this section, we theoretically investigate whether and how it is possible to compute
tight intermediate reachable sets, which directly impact the linear output bound
computation. As highlighted in Alg. 3, the entire linearization process crucially
depends on the bounds computed at line 3. However, computing exact values for
such bounds is generally infeasible, as the problem has been shown to be NP-
hard [131, 283]. Motivated by the speculation of Xu et al. [291], we therefore
explore efficient alternatives for approximating the exact (unknown) values of these
intermediate bounds as tightly as possible. To this end, we study the impact of a
sampling-based approach and what type of probabilistic guarantees can be achieved
with it. In detail, we begin employing the statistical prediction of tolerance limits
results [286], which allows a closed-form derivation of the required sample size
to achieve a desired confidence level. However, as we will show, this method only
quantifies the fraction of the perturbation region where the guarantees may fail,
without addressing the magnitude of potential violations relative to the estimated
bounds. Consequently, the resulting probabilistic certificates are weaker than those
provided by related approaches such as [284, 49], where guarantees hold across the
entire perturbation region. To mitigate this limitation, we first introduce a qualitative
extension of Wilks’ guarantees adapted to our setting. While novel, this bound can
become overly loose in high-dimensional scenarios. To address this issue, we then
develop a new theoretical and practical result based on extreme value theory [92],
which allows us to tightly bound the magnitude of possible violations with respect
to the estimated bounds.

We now present all the theoretical and practical components to compute tightened
bounds with probabilistic guarantees within our PT-LiRPA approach. Our approach
is based on a statistical methodology that allows us to compute estimates on the
neural network’s output in the form minyep f(x) and max,ep f(x), which hold
with high confidence. In particular, we employ the tools of statistical prediction of
tolerance limits of [286]. Fix a node zy) in the neural network and, as before, let
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zy) (x) be the preactivation value for the node when the input to the network is a
vector x. Let xp, ...x, be n points (vectors) independently and uniformly sampled
from the perturbatlon set of interest . We compute z( > s (estimated) pre-activated
bounds as:

geeesy Ly

, the minimum and maximum value observed from the propagation of the n
random points in that specific neuron z( %

Let l;‘. @) = mingep z;)(x) and uj.(‘) = MaXyecp z;i) (x). Clearly, we have

i) > 0w <ut®, 3.1)
However, based on the results of [286], for any ¢, R € (0, 1), we can choose
the sample size n that guarantees that the estimated reachable set is correct with
probability ¢ for at least a fraction R of points in the perturbation set #. Crucially,
this statistical result does not require any knowledge of the probability distribution
governing the output of our function of interest. Formally, we have the following.

Lemma 3.1 (Probabilistically tightened reachable sets): Let n the number of

samples employed in the computation and the interval [l W u;l)]

5) are the minimum and maximum pre-activation values observed in the sample,

respectively. Fix R € (0, 1), then for any further possibly infinite sequence of samples

from P, the probability that [ @ E‘l)] is correct’ for at least a fraction R of points

tsatleastl//:n'/R " 1dx:(l—R”).

, where 7@ and

Hence, following Lemma 3.1, whose proof follows from citewilks, for any desired
confidence level ¢, and lower bound fraction R, we can compute the number n of
samples sufficient to obtain the provable probabilistic guarantees on the desired

reachable set accuracy. Specifically, we have that if we use a sample of n > 1nh§ 1(;)p)

input points and with them we obtain an estimated reachable set [l 7 y)] then
with probability ¢ at most a fraction (1 — R) of points in an 1ndeﬁn1tely larger
future sample could fall outside such reachable set. By taking into account the total
number of neurons in the DNN, and using a independently chosen set of points
for each neuron, we can extend the above result to compute reachable sets for each
neuron that are simultaneously correct with probability ¢ for at least a fraction R of
the points in P:

Proposition 3.4: Consider an N-layer ReLU DNN with m neurons. Fix a confidence

level ¥ and coverage ratio R € (0, 1). For each intermediate neuron zﬁ) collect

n' iid. samples xi,...,x, from the perturbation regzon P, and compute the ap-

proximate reachable set as l = r{nn zﬁ.)(xk) and g]. = mmax z( )(xk) If the
=l,..n 7 7 k=l,..,

/m
number of samples used for each neuron satisfies n’ > %, then for any

7 In the sense that there exists P’ C P such that |P’|/|P| = R and for all x € P’ it holds

that 2" (x) € [ : j’)].
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(possibly infinite) sequence X of inputs sampled independently and uniformly from
P, for each neuron zg.l) with probability at least '™ there is a subsequence X' of

X of size | X'| = (1 - I'—R) | X | such that for each x € X’ the estimated reachable set

is sound, i.e., z(l)(x) €[l (l), 5’)].

We will now show that we can combine the (probabilistically valid) estimation
computed on the reachable sets of individual neurons using a LiRPA approach, so
as to obtain, first, a probabilistically valid over-approximation of any ReLLU layer
in the DNN and thus on the final network’s lower and upper outputs. In detail, we
begin by proving that the estimated reachable sets used to produce the vectors A and
b, together with the linearization applied to each ReLLU layer of the network (as in
Sec. 2.3.4), yield a probabilistically sound over-approximation that covers at least a
fraction R of the perturbation region .

Lemma 3.2 (ReLLU Layer Relaxation using PT-LiRPA): Consider a ReLU DNN
with m neurons distributed over N layers, and P a perturbation region of interest.
Fix confidence and coverage parameter y, R € (0, 1). Fix a layeri € {1,...,N -2},

and for each j = 1, ..., d; compute an estimated reachable set [l Inz ] for neuron

/m
( ) , using n’ > m% independently and uniformly sampled point from P,

as by Proposition 3.4. Let I = (1, . --,ldi) andu = (u,...,u,).

Let A, b be the vectors of the linear bounds coefficients and biases (inductively)
;+1+d1+2+ +dy

computed for the ReLU layer i + 1, and such that, with probability > ,
for any n € N in any sequence of n points uniformly and independently sampled

from P, for at least n X (1 mR ijl d_,~) points x in X it holds that
f(x) > ATReLU(vy) + b, (3.2)

where vy is the vector of pre-activation values of the neurons in the layer i when the
input is x. Then,

dj
1. with probability > ' , it holds that for any n € N in any sequence X of n points
uniformly and independently sampled from P, for at least n X (1 - 1_7Rd,~) points
x in X it holds that:

ATReLU(vy) > AT(D*v, + b%) (3.3)
where

! Iy =0, 0 7J>Oorz_tj<0

0 u. <0, =
D* = = - p =10 £j>0>ljandAj20,
= a; g >O>ljandAj20, - ujj _

. = P . .
4 w;>0>1;and A; <0 e u;>0>1ljand A; <0.

d; +d1+1+ +d N

2. with probability > , for vectors A’ = ATD* and b’ = b + ATb*
it holds that for any n € N in any sequence X of n points uniformly and

independently sampled from P, for at least n X (1 LR R Z J) points x in X

we have that
f(x) > A’"ReLU(vy) +b'. (3.4)

55



CHAPTER 3. ON ADVANCED NEURAL NETWORK VERIFICATION
TECHNIQUES

Proof. The proof closely follows the analogous result at the basis of the LiRPA
approach [297]. The only (crucial) difference is that we construct D* and b", i.e.,
the diagonal matrix, and the bias vector meant to provide a linear lower bound on
the post-activation values of layer i, using the vectors of estimated reachable sets of
the nodes in the layer, instead of their actual reachable sets.

Let X be a sequence of n points independently and uniformly sampled from #.
Foreach j =1,...,d;, let

X;={xeX|z(x)¢[lul},
and let &; be the event

1-R
m

Ej=A{lX;l < X1}

Because of the way we compute the estimated reachable sets [/ Nz J.] (Proposition
3.4) we have that for each j
Pri&;] = w'm,

Moreover these events are independent, hence
Pri&iAE A NE] = ydIm,
Let
d; ' B
XOK = X\ UX] = {x €X | Vj,zﬁ'l) € [ZJ’Z]]}
j=1
Then,

d;
Xok| > X = > 1%,
j=1

and in particular, if for each j it holds that |X;| < 1_7R|X |-i.e., when the event
E1 A -+ A Ey, occurs—we have | Xpk| > (1 - (1;1—R)d,-) |X].

We can conclude that the probability of the event Eox = {|Xokx| = (1 -
(1-R)d, :
— )| X[} satisfies

Pr[SOK] 2Pr[81/\82/\"'/\8di] de,-/m'

In words, we have shown that with probability /™ for each point x in a fraction

of X of size (1 — %)lX |, for all nodes z§’) in layer 7, the pre-activation value
z§[) (x) induced by x is contained in the estimated reachable sets [/ ju j].

In order to simplify the notation, let us fix an x from Xpx and let v = 9 (x) be
the vector of pre-activation values induce by x in the nodes of layer i.

We will show that for the D* and b" defined in the statement, we have that for
each j it holds that A;(ReLU(v;)) > A; (Q;‘.’jvj + Q;‘) which immediately implies
the desired result, since A"ReLU(v) = X; A;(ReLU(v))) = A;(D} v; + b)) =
AT(D*v, +b").

We start by noticing that the following inequalities hold
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L <li<lj<0<u;,<uj<u, (3.5)

where [l;f, u;‘.] is the actual reachable set for the j-th node of the layer under consid-
eration.

We split the argument into three cases according to the sign of the estimated
values ZJ- and u .. Moreover, we split each case into subcases according to the sign
of Aj and v;.

Casel.u; >0 > 1;

From inequality 3.5, we know that since we are underestimating true bounds
[l;f, u’]“.] , the ReLLU node is actually unstable, even for any LiRPA approach. Compar-

. . . u; . ; . wly . i
ing the diagonal coefficients —~ with i - and the biases - with — 2 T
u.—l; uj—Lj u.—l; uj—tj

of
PT-LiRPA and any LiRPA cannot be helpful. The relation betwcjaer; the coeflicients
strongly depends on the quality of the bounds computed, and we cannot draw any
direct conclusion since in some cases D > D* and in some cases not. Hence, we
need to proceed by subcases.
Subcase 1.1. A; < 0Oandv; < 0.

Since v; < 0 then ReLU(v;) = 0. Moreover, we have

) U;

* — — .

(Qj’jvj +2j) =——=0,+
Ej_l]

where the last inequality holds since v; € [l s gj] implies v; — ij > 0.
Multiplying both sides by A; < 0 and using ReLU (v;) = 0, we get

Aj(ReLU(vj)) =02> A;(D} vj+b))

Subcase 1.2. A; < 0andv; > 0.
Since v; > 0 then ReLU(v;) = v;. Moreover, we have

u; ujlj

* ®\ _ — ) . .

(Qj’jvj +Qj) = —iv] +( 7 ) > v,
u,—1j u,—1j

where the last inequality holds since under the standing hypothesis the coefficient of
v; in the left hand side is > 1 and term —L; is non-negative.
u.—tj

Multiplying both sides by A; < 0 and_lising ReLU(v;) =v;, we get
Aj(ReLU(l)j)) = Ajvj > Aj(Q;’jvj +2j)

Subcase 1.3. A; > Oand v; < 0.
We have

ReLU(vj) =02 ajvj+O:Q;".’jvj +2j

, since 0 < a;. Hence, multiplying both sides by A; > 0 we obtain again the desired
inequality.
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Subcase 1.4. A; > Oandv; > 0.
We have

ReLU(vj) =v; > aju; +0=D; v; + b’

since a < 1. Again, multiplying both sides by A; > 0 we obtain again the desired
inequality.

This concludes the first case.

Zﬁ) outside the reachable set [I; Inz ] Thus, with probability > .

CASE 2. ij >0

Since v; € [7j,gj], with Zj > 0 we have ReLU(v;) =v;.
Moreover, we have

D” b =1-v;+0=v; =ReLU(v))

from which, multiplying both sides by A ; yields the desired inequality A ;Re LU (v;) >
Aj (D v+ b’ )

CASE3.£J.<O

Since v; € [71-, gj] and u; < 0 we have ReLU(v;) = 0. Moreover, under the
standing hypothesis, we also have D D: v+ b* = 0= ReLU(v;). Again, multiplying
both sides by A ; we have that the desired mequahty holds also in this case.

We have proved that for each x in Xpg we have ATReLU(v]) > AT(D*v, +b").
Finally, recalling that with probability ¥%/™ we have that |Xox| > |X|(1 — 1_TRa’,-),
we have that the previous inequality holds with the desired statistical guarantees,
which completes the proof of claim (1).

For proving (2) it is enough to note that the guarantees on A, b and (3.2) hold
independently of the choice of the samples leading to the statistical guarantee on
(3.3). Hence they simultaneously happen—yielding that (3.4) holds—with the product

di+d; 1 ++dN

of the probabilities of (3.2) and (3.3), i.e., ¥~ = . In particular, with this
probability, for any n € N in any sequence X of n points uniformly and independently
sampled from P, neither of (3.2) and (3.3) fails on at least n X (1 - % Z;v:i d j)
points.
]
As a direct implication of this result, we can show that the neural network’s
output linear bounds computed using PT-LiRPA remain, with high probability, an
overestimation of the real lower and upper bound, respectively, for at least a fixed
fraction R of the perturbation region under consideration.
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Theorem 3.2 (PT-LiRPA weak probabilistic guarantees): Fix an N-layer ReLU
DNN with m neurons with f the function it computes. Then, for any ¢, R € (0, 1)

o l/m
PT-LiRPA, using a total number of n > m% independent and uniformly

distributed input points, computes a linear approximation “gr—L irpa(X) + €pT_LiRPA
of f such that with probability at least  for at least a fraction R of possibly infinite
samples of input points, x, it holds that

f(x) > agT—LiRPA(x) + CpT_LiRPA-

Proof. The proof then directly follows from Lemma 3.2 and the derivations of
Zhang et al. [297]. ad

3.2.2 A Qualitative Bound of Statistical Prediction of Tolerance Limit

The result of Wilks [286] allows us to bound the error of the sample-based procedure
employed in our PT-LiRPA framework in terms of the number of potential violations
in future samples. However, it does not provide any information on the magnitude
of such possible violations with respect to the estimated bounds. Additionally, the
probabilistic guarantees we provide so far are, broadly speaking, weaker than those
offered by related probabilistic methods such as [284, 49], where the guarantees hold
for any input x € P, and not only for a predefined fraction of it. In this section, we
aim to complement Wilks [286]" statistical result with a qualitative interpretation
that bounds the potential error between the true minimum and its estimate based on
samples. Specifically, we leverage known results on extreme value theory [92] to
strengthen and extend our original guarantee to apply to the entire perturbation set ,
thus bringing the proposed solution in line with other state-of-the-art probabilistic
approaches.

We start by noticing that the problem of finding an empirical minimizer close
to a function’s exact minimizer is well established in the statistical literature (see,
e.g., [10]). Exploiting quantitative assumptions on the objective function—such as
a Lipschitz condition that holds in our setting—can facilitate the bounding of the
possible magnitude error in the sample-based minimizer computation approach. In
this vein, we begin by providing a first worst-case qualitative bound on the maximum
A error we can achieve when employing our sampling-based approach to compute
the estimated reachable set with respect to the real (unknown) ones. For readability,
in the following we simplify the notation zy)—which denotes the pre-activation
value of the node in position j of layer i—by removing the indices and referring
generically to anode’s pre-activation value as z. We adopt the same simplification for
the corresponding lower and upper bound estimates, denoted as / and u, respectively.

We start with the following result.

Theorem 3.3 (Worst-case excess bound): Fix a neuron in our N-layer DNN. Let 7
be the function mapping the input x to the network to the pre-activation value z(x) of
the neuron of interest. Letl = ming=1,.., z2(xx) be the minimum pre-activation value
observed in a sample of n inputs, x1, . ..,Xx, independently and uniformly drawn
from P C R Let I* = mingep z(x) be the actual minimum pre-activation value
achievable for z over all x € P. Then, if 7 is Lipschitz continuous, it holds that:
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- A gd2
Pri|ll-=I"| <Al =1—-exp —n(z) 'F(%+1) (3.6)

where L is the Lipschitz constant of the function z(-), d is the dimension of the
perturbation region P, I is the gamma function, and A the maximum error we are
interested in bounding.

Proof. Since z is an L-Lipschitz function, then we have that for each k =
{1,...,n}, and x* being a minimizer of z, i.e., z(x*) = [*, it holds that

|2(xi) = '] < Llxk — x|

From the function’s Lipschitz continuity property, we have

Pr|l = I"| 2 A] = Pr{Vk z(xi) - z(x") > Al
< Pr[Vk L||x —x*||2 = A]

. A
= PrVk ||x; —x"||2 > Z]

Fix S ={x € P : ||]x —x*||» < A/L}. This is the sphere of radius A/L centered
at x*. For a uniformly sampled point x € P, let u(S) = Pr[x € S]. This is equal to
the volume of the set S which is proportional to (A/L)? - ¢(d), where c(d) = F?Zfl)
is a constant that depends on the dimension d. Hence, by the independence ofzthe

X s, the probability Pr[Vk x; ¢ S] = (1 — u(S))".

- A
Pr[|l = I*| = A] < Pr[Vk ||xi —x*||» = —]

L
= Pr|Vk x; ¢ S]

= (1= u(8)"
from the fact that (1 — x)" ~ ™™

. (A)d 7d/2
<expl|l-nl|—|  ——
PATMI) ree
A d /2

Hence, Pr(|l-1*| < Al 2 1=Pr[|l-1*| = Al = 1 —exp (—n (Z) Sxesik

Broadly speaking, in the theorem, we bound the probability that the estimated
minimizer deviates from the true minimizer by more than a predefined threshold
A. Owing to the Lipschitz properties of DNNSs, this is equivalent to estimating the
probability that a random sample of inputs includes at least one point within distance
A/L of the true minimizer x*, i.e., aninputx in S = {x € P : ||x —x*||» < A/L}.
Geometrically, S corresponds to the intersection of the perturbation region £ with
a ball of radius A/L centered at x*. If x* lies sufficiently far from the boundary of
P, then § is exactly such a ball. Otherwise, if x* is near the boundary, S becomes a
truncated ball, i.e., the intersection with #. This is clearly represented in Fig. 3.11,
where we depict a potential perturbation region # in 3d derived from the original
input x( and the minimizer x* of f for #.
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Fig. 3.11: Illustrative representation in 3D of Theorem 3.5.

Clearly, the bound given in Theorem 3.3 accounts for the worst-case scenario and
assumes no specific property of the distribution on the input. When the perturbation
region has high dimensionality or the DNN has a large Lipschitz constant, this bound
may become too loose to offer meaningful insights. Following EVT, and particularly
the results of [58], we can provide a tighter bound on the error in the estimation.

Lemma 3.3 (Tighter Qualitative bound): Fix a neuron in our N-layer DNN and
let 7 be the be the function mapping the input network to the pre-activation value of
the neuron. Let | = ming=1,, 2(x) the minimum pre-activation value observed in a
sample of n inputs, X1, . . . , X, independently and uniformly drawn from P C R?. Let
I* = mingep 7(x), the true minimum pre-activation value achievable over all x € P.
LetY1,Y,,...,Y, be the order statistics for z(x1), . ..,z(x,). Forall p € (0, 1), then

it holds that: vy
r * 2 — 1]
Pri|l-If|<———| >1- 3.7
S e R 7
Y,—Ys

with a = log(v)/log (Ya—Yz)’ with v any integer valued function of n such that

v(n) — oo and v(n)/n — 0.

Importantly, Lemma 3.3, holds under the assumption that the samples Yi,...,Y,
follow a nondegenerate limit distribution function in the form 1 —exp(—x“) for some
a > 0 [58]. In particular, this is true for uniformly differentiable f, which is the case
for most common neural networks, e.g., when the activation functions are Sigmoid,
Tanh, etc. For ReLU-based networks, where the differentiability requirement is
not satisfied, we can still apply Lemma 3.3 by splitting the non-linearities, i.e.,
splitting all the ReLU nodes, achieving a linear system differentiable everywhere.
Concretely, whenever a ReLU’s interval bound crosses 0 (i.e., z < 0 < 7) computed
over the perturbation region #, we split the computation into two linear branches
enforcing z(x) > 0 (active) and z(x) < O (inactive). On each resulting subregion,
the network is affine, so the neuron’s pre-activation is an affine (hence differentiable)
map of x. Sampling i.i.d. uniformly from ¥ and rejecting points that do not satisfy
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a branch’s linear constraints is equivalent to sampling i.i.d. uniformly from that
constrained subregion. Hence, the order statistics restricted to the subregion obey
the required extreme-value limit. In practice, in our experimental setting described
in Sec. 3.2.6, where P is an {s-ball and ReLLU constraint splitting is applied, the
rejection rate remains very low. Specifically, the fraction of discarded samples is
always negligible (typically below 5% on average). This is because the probability
that a uniformly sampled point violates the constraints decreases rapidly as the
sample size increases, and the rejection step only eliminates points outside the
feasible region while preserving the independence of the remaining samples.

3.2.3 Extending Wilks’ Probabilistic Guarantees

Building on the results of Lemma 3.3, we can extend the theoretical guarantees of
PT-LiRPA to the entire perturbation region #. Specifically, Lemma 3.3 provides
a bound on the maximum error in estimating the true minimum (or maximum) of
a given intermediate node z. By adding this EVT-based error bound to the initial
estimates [ and u, obtained from the first random sampling of » inputs from £, we
derive a probabilistically tight approximation of the reachable set for z that holds for
any x € P. Notably, following the asymptotic requirements in [92], we can choose
the number of upper order statistics as v(n) = |[n¢], with & € (0, 1), which clearly
satisfies the conditions v(n) — oo and v(n)/n — 0.
Hence, for any intermediate neuron in the network, we have:

Theorem 3.4 (Improved PT-LiRPA probabilistic guarantee on the estimated
reachable set): Fix a positive integer n and real values p,¢ € (0,1), and let
v = |nf|. For any neuron z in an N-layer DNN, let z(x) denote the pre-activation
value of 7z when x is the input to the network. Let | = ming=p,. ., z(xx) and
U = Maxg=1, ,2(Xr) as the minimum and maximum pre-activation values observed
in a sample of n random inputs x1, . . . , X, independently and uniformly drawn from
P C R LetY) <Yy < --- <Y, be the order statistics for the observed values
z(xg).
Then for any x € P it holds that:

D Yo — Yo
Pril-—2—1 _<zx)<u+——""1 | >1-2p.
(1-p)y -1 - (I-p)yw-1
with a; ~ l()%—v%,au =~ %'
(%) foe(71172%)

Proof. The proof directly follows from the union bound, exploiting Lemma

3.3. m]
Therefore, in a network with m neurons, using the LiRPA approach employing
the estimates / and # for the reachable set of neuron z as given by Theorem 3.4, i.e.,
A= ,-Y Y, -Y,

[=1- 2 1 0= n n—1

(=pra—1 L e -1 69
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we can compute a linear lower bound function agT_LiRP 4 (X) +cpr_Lirpa such that
with probability at least 1 — 2mp for any x € P satisfies:

fx) = agT-LiRPA(x) + CpT-LiRPA. 3.9

We apply the sampling procedure independently for each of the m neurons,
estimating the reachable set using n i.i.d. samples drawn from . By Theorem
3.4, each reachable set is correct with probability at least 1 — 2p. Then we use
union bound to estimate the probability that all reachable sets are simultaneously
correct, yielding a lower bound 1 — 2mp. We note that this analysis does not need
independence between estimation errors across neurons. In fact, dependencies may
arise due to the layered nature of DNNs, which may lead to compounding errors in
deeper layers.

Some observations are in order. The result of Theorem 3.4 provides for any
choice of n and p a guarantee holding for all input values x € . However, there
is a potential weakness in its practical use since we would also like to guarantee
that the two sides of inequality (3.9) are as close as possible, i.e., that the linear
lower bound is as tight as possible. For this, we would like to have that for each
neuron z the values [/ (respectively, i) and [ (respectively, u) are close. However, the
tail index parameters a; and a,, ruling their difference, depend on the shape of the
tail of the distribution of z(x) over . This precludes the possibility of computing
the minimum value of n yielding to achieve a desired precision for a given desired
confidence p.

One possibility to address this issue is to guess the minimum number of samples
by a standard doubling technique: keep on doubling the number of samples used until
the estimated tail corrections fall below a desired threshold. Alternatively, we can
start with a conservative sample size n inspired by Wilks’ formula and our extension
(Proposition 3.4), set v = |n¢| with & € (0, 1), and compute the resulting values
[, i as by Theorem 3.4. While potentially suboptimal, the experiments show that
this approach produces linear bounds that, besides satisfying the above guarantees,
remain significantly tighter than those provided by the traditional LiRPA-based
approach, especially in deeper layers where LiRPA errors tend to compound.

3.2.4 Example of PT-LiRPA linear bounds computation.

Recalling the example provided in Sec. 2.3.4, we show now the computation of
the linear bounds employing CROWN enhanced with PT-LiRPA. In detail, the
calculation is analogous to what we have seen above, except for the construction of
the diagonal matrices and bias vectors. In the following, we will compute the linear
bounds using both the theoretical results of Theorem 3.2 and Theorem 3.4.

We start by computing the estimated reachable sets from a sample-based approach
in  using n = 10k samples, which for the Proposition 3.4, with R = 0.999 and con-
sidering the number of neurons in the DNN, are sufficient to have a final confidence
Y > 0.99. We report in Fig. 3.12 highlighted in red the estimated reachable sets
obtained from the propagation of n random samples drawn from [[-2,2], [-1, 3]].
As we can notice, the bounds are slightly tighter than the overestimated ones ob-
tained from the IBP process. Our intuition is thus that from the computation of
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2D 2D ey e
[-5,7] [0,7] [-36,28] [0, 28] 3

[-4.96,6.97] [0,6.97]  [-35.96,21.9] [0,21.9]

[-5.02,6.99] [0,6.99]  [-36.21,22.28] [0,22.28]

2 4 [-33,18.9]
[—2,2] Xl —— _— _2
=3 ReLU 2 ReLU \ [ -56,32]
>< ‘ -32.82,18.8]
[-1.3] @ @ e —© ‘/ ~34.02,18.83]
: ReLU ReLU -42,24.3]

[-10, 18] [0, 18] [0,32] [0,32]
[-9.91,17.98] [0, 17.98] [0,19.91] [0,19.91]
[~10.00, 18.10] [0, 18.10] [0,19.92] [0,19.92]

Fig. 3.12: Toy DNN used in this example. Intervals reported in green are the exact
output reachable set computed via MIP, in black are the results of the IBP, and
in purple the CROWN ones considering the input [[-2,2], [-1,3]]. In red are
the reachable sets computed using a naive sampling-based approach of n = 10k
samples. Finally, in blue, the ones computed using a naive sampling-based approach
combined with the EVT error estimation.

D, E(i) b @, E(i) using these tightened bounds we can obtain more accurate lower
and upper final linear bounds. For the diagonal matrices and bias vectors, we get:
u —ul
O =i O _[0.37840 p@ — |usi| = 13.61
= 01 0 1 = 0 0
—@2 |a0f |00 -2 [0
7= (3% =[ol =l
and
=i 2.8986
u b(l) = |u-l]| =
p) = [% 0| _ [0.5539 8] = 0
¢ — [  [2.8986
50 _ [ 0] _[05839 o0 b =1%1= 163870
1o T 0 06448 "t

Thus computing all the As and ds vectors,

AD — AODOWD  [21.0275,2.5138], A=A DW= [2,1],

1 _ =@

AW =A@pDwD = [-1.2,-0.6], 2V 229D wO - [0.4013,3.7471),

- —3)=
d=ADp® + A@p(1 = 30,1983, =237 +a%" = 12,1841,
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we obtain:

(1 — 114 (1)
S crowN wipr-Lizes = MDA () +d = —||AT]l; -6+ A k0 + d

=-3.6-0.6 -30.1983 = -34.4.

— —(1) - —(1) -
fCROWNw/pT-LiRPA:fJ?e%(A xX)+d=[|AV|;-e+A 'xo+d
= 8.2968 +3.7471 + 12.1841 = 24.23.

As we can notice, these bounds are significantly tighter than the ones computed
using CROWN ([—42, 24.3]). However, the theoretical guarantees provided by The-
orem 3.2 allow us to state that these bounds are probabilistically sound only for a
fraction R of the perturbation region #, thus resulting in a slightly weaker guar-
antee w.r.t. the one provided by existing probabilistic approaches. Nonetheless, we
believe that if one accepts the assumption underlying this theoretical guarantee, this
approach still presents a valuable and computationally efficient tool for computing
probabilistically valid linear output bounds. In the following, we show how to practi-
cally extend these theoretical guarantees to the whole perturbation region, exploiting
Theorem 3.4.

We start again from computing the estimated reachable sets from a sample-based
approach in #. For each estimated lower and upper bound, we compute and add
the corresponding error using (1)—,,111 for the lower and % for the upper
bound, respectively. We report in Figure 3.12 highlighted in blue the new estimated
reachable sets obtained from the propagation of n random samples drawn from

[[-2,2], [-1, 3]] with the addltlon of the corresponding error. Hence, we speculate

that recomputing D, D p" b @ b usmg these new estimated reachable sets we can

still obtain more accurate lower and upper final linear bounds w.r.t. the LiRPA-based
approaches. In fact, we obtain:

p® _ |75 0] _ 038090 p@ | 74] 2 [13-7919
= 1171 o 1 = "o 0
—2 _[a0] _[00 =2 [0
o= [54]=[61] =g
and
0] _[0.58200 [=«b] 29219
() _ |u= _ M _ |u=l] =
2= [a]= [ o= [i]=[5"
5 _ [ 0] _[0-5820 0 50 _ [ - [2:9219
10 45T 0 0.6441 T2y 64427
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We can now compute all the As and ds vectors.

AP = APDPW® = [-1.0471,2.5235]
—2) =)=

[~
A7T=A"D W2 =1[21]
[-

AW = AP pDwD = [-12187, -0.6094]
AV 2 2%DVwO 2 10.3957,3.7402]
=AYp? + APpD = _30.6434

—03)7-(2)  —(2)7(D)

d
d=A"b +A°b  =12.2865

Finally we have

f

~=minAVX) +d=—|AV||; - e+ AVx0+d
“PT-LiRPA  yecp — - — = =

= -3.6562 — 0.6094 — 30.6434 = -34.91.

FPLLiRPA —m%g}A (x) +d=|1AD]; - 8+A( )x0+d
=8.2717 +3.7402 + 12.2865 = 24.3.

Although the upper bound is equivalent to the original CROWN approach, we can
notice that our procedure produces a tighter lower bound. This toy example provides
a preliminary insight into the potential of the proposed solution. Our speculation on
the impact of PT-LiRPA on realistic verification instances will be confirmed by the
experiments presented in Sec. 3.2.6.

EVT-based approach to directly bound the output?

A natural question that arises is whether the results of Theorem 3.4 can be used
directly to obtain a tight estimation of the output reachable set, without relying on
the LiRPA combination. Although this sampling-based method offers a probabilistic
estimate that, with high confidence, contains the entire perturbation region, it may
still underestimate the true output bounds due to its reliance on a finite number
of samples. For example, the MIP result yields bounds of [-33,18.9], and as we
can notice in Fig. 3.12 highlighted in blues, the output reachable set only applying
a forward computation of Theorem 3.4 still underestimates the exact upper bound
[-34.02, 18.83]. In contrast, since our method integrates a sampling-based approach
with any LiRPA method—which inherently provides sound overestimations—the
final computed bounds will always be at least as tight as those obtained through
estimation based on a finite number of samples and are likely (with a confidence
at least 1 — 2mp) to produce valid linear bounds, i.e., not discarded by potential
adversarial attacks (in fact, we obtain as final result [-34.4,24.23]). Additionally, as
emphasized in prior work [290], combining forward and backward analysis typically
yields tighter bounds compared to using a simple forward bound computation. This
observation further motivated our investigation into how tighter reachable sets can
enhance the linearization approaches for verification efficiency.

66



CHAPTER 3. ON ADVANCED NEURAL NETWORK VERIFICATION
TECHNIQUES

3.2.5 PT-LiRPA framework for Neural Network Verification

Based on the theoretical results of Sec. 3.2.1, we now present in Algorithm 3 the
PT-LiRPA approach for the verification process. For the sake of clarity and without
loss of generality, we present the procedure applied to the parallel BaB as shown for
the optimized LiRPA approach proposed in [291].

Algorithm 3: PT-LiRPA on parallel BaB
1: Input: A DNN f with N layers and m neurons, an original input x¢, a maximum &
perturbation to create a perturbation region £, maximum error in the confidence p,
sample size n, & € (0, 1) for v(n) and a batch size ¢.
2: Output: robust/not-robust

> asin Alg. 4
3: if PGD_attack(f, ) then
4:  return not robust
5: interm_bounds < get_interm_bounds(f,P,n, p,&) > asin Alg. 5
o: f P’FP «— LiRPA(f, P, interm_bounds) > as in Alg. 1 where # contains xg, &
7 B (f,.fp)
8: while B # 0 do
9:  Pi,...,P; « split(B,r1)
10:  interm_boundsp, . p, < get_interm_bounds(f, [P1,...,P:],n, p,€)
11: (ipl,fpl),...,(ipr,fpt) « LiRPA(f, [P1, ..., P:].interm_boundsp, . p,) >
parallel exec. of Alg. 1 on P, ;
12:

B’ «— (ipl"??l)’ ey (i?),’??t)

13:  if3P; € B s.t. fp, < 0orPGD_attack(f, C;) then
14: return not robust

15: B « B’\ get_robust_domains(B’)

16: return robust

Given a DNN f with m neurons and a region of interest £, the verification
process typically involves a projected gradient descent (PGD) attack [158]. This
attack, reported in Alg. 4 for the sake of completeness, can be employed before,
after, or during the BaB procedure to search for potential adversarial inputs within
the input region under consideration. In detail, we report in our PT-LiRPA algorithm
(Alg. 3), apotential employment of PGD during the verification process. Specifically,
the attack is performed before and during the BaB, performing a projected gradient
descent search in the Ly, ball # = {x : ||x — x¢|| < &} to find an adversarial input
X aqv that makes the scalar model output non-positive, i.e., f(xaqy) < 0. Starting from
either the clean original input or a random uniform perturbation in [—¢, ] (i.e., a
random input vector in the #) the method iteratively evaluates the scalar output,
computes its gradient with respect to the input, and takes an L.,-constrained descent
step using the elementwise sign of the gradient. After each update, the perturbation
is projected back onto the L, ball and the input is clipped to the valid data range;
the procedure stops early if a negative output is obtained and otherwise runs for at
most 7 iterations.
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Algorithm 4: PGD_Attack[158]
1: Imput Original input x, neural network f, maximum perturbation ¢ to create data
range [Xmin, Xmax |, Step size a, iterations T, random_start
: Output adversarial example x,4y With ||x,4v — Xo||cc < € or original input x

2

3: if random_start then

4:  x « x¢ + Uniform(—¢, &)
5: else

6: X <— Xo

7: Xaay < clip(X, Xmin, Xmax)

8: forre{l,..., T} do

9: if f(xaqv) < 0 then

10: return x,qy

11: g & Vi, f(Xaav) > gradient of scalar output w.r.t. adversarial input
12: Xady < Xady — @ - sign(g) > descent step for minimizing s
13: A« clip(xaay — X0, —€, &) > project perturbation onto L, ball

14:  xuqy < clip(xg + A, Xmin, Xmax)
15: return x

The main hyperparameters are the maximum perturbation &, the step size a (typically
chosen on the order of £/T), the maximum iterations 7, and the optional random
start; multiple restarts or momentum can be used to increase attack strength. Success
provides a concrete counterexample to robustness within the prescribed L, radius,
while failure is only a heuristic indication and does not constitute a formal certificate
of robustness.

Hence, Alg. 3 begins with a PGD attack (lines 3-4), and if no adversarial is
found, we proceed with the Branch-and-Bound process. We compute the estimated
reachable sets using the get_interm_bounds method (line 5), which exploits the
results of Theorem 3.4 and is reported here below in Alg. 5 for clarity.

Algorithm 5: get_interm_bounds

1: interm_bounds «— {}

2: X1,...,X, < UniformSampling(P, n) > collect n random i.i.d inputs from #
3: for each intermediate layer do

4 La—{}

5:  for each node z in layer nodes do

6: Yi,...,Y, « Sort(z(xy),...,z(x,)) > with z(-) as in Theorem 3.4
7: Z,E —Y,Y,

8: ap, a, — —eW)____loel)

Og(‘%-”;) lOg(YZ-zl—Yn—z)

9: li,ﬁ — ZA— (Al—)g)_‘};ll—l’ﬂ‘k (11_[’;;){/’;;‘_1 > as in Eq. 3.8
10: Lia—lul,auan
11: interm_bounds <« interm_bounds U [i ] > store the vector of lower and upper

bounds for the specific layer
12: return interm_bounds
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We then use these bounds in the linear bounds computation on any existing LiRPA
approach (line 6), following Alg. 1 of Sec. 2.3.4 and the computation shown in the
toy example of Sec. 3.2.4. We store the resulting output bounds f and f for the region

P, namely f P and 750 in a set B of unverified regions (lines 7). We then continue the
BaB proces_s by splitting (using the split method) the original region from 8 into
t sub-regions (line 9). Notably, we can perform the parallel selection and splitting
into sub-domains using information on unstable ReLLU nodes, as shown in [37, 275],
or just on the perturbation region #; [274]. Once we have the new sub-domains,
we recompute the estimated reachable sets in parallel and use these bounds for the
new computation of the linear lower and upper bounds for each sub-region, and we
update B with the resulting unverified sub-domains (lines 10-12).

Algorithm 6: get_robust_domains

L2 robust_domains « {}

2: for (ipi,fpi) € Bdo

3. if j_fpi > 0 then

4: robust_domains «—robust_domains U P; > following Def. 2.3
5: return robust_domains

At each iteration, the process can end either because there is at least a single
sub-domain #; € B that presents ? < 0, or a PGD attack succeeds, thus returning
not robust as the answer (lines 13-14). Otherwise, the process continues updating
B with the unverified domains using the procedure get_robust_domains (line
15) reported in Alg. 6. Following Theorem 3.4, if we reach the emptiness of 5,
thus no adversarial examples are found during the verification process and all the
sub-domains are evaluated as robust, we can state that, with a confidence > 1 -2mp,
the DNN is robust for the whole perturbation region .

3.2.6 Empirical Evaluation

Our empirical evaluation consists of three main experiments to answer the following
questions:

Q1. How does the hyperparameter & impact the lower bound computation? How
does the number of samples employed in the computation process impact the
tightening process?

Q2. How much PT-LiRPA improves the robustness bounds certificates w.r.t. other
probabilistic and worst-case methods? What is the computational overhead of
the proposed solution with respect to a worst-case certification approach?

Q3. What is the general impact of PT-LiRPA in the verification process of challeng-
ing instances such as the one employed in the VNN-COMP [198, 35]?

All data are collected on a cluster running Rocky Linux 9.34 equipped with
Nvidia RTX A6000 (48 GiB) and a CPU AMD Epyc 7313 (16 cores).
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Answers to Q1.

To address the first question, we consider the original pre-trained models on MNIST
dataset. Specifically, we focus on MLP models with varying depths and activation
functions. For consistency and ease of comparison, we adopt the same notation as
[297] and [284]: a model is denoted by the dataset name, followed by the number of
layers #, the number of neurons per layer j, formatted as i X [j], and the activation
function used. We begin by analyzing the mean percentage error in estimating the
lower bounds of the intermediate reachable sets (using Eq. 3.10) for a fixed input
image, using PT-LiRPA on various neural networks trained on the MNIST dataset.
-1

error = m (310)

witha ~ —22Y__ where v = [n€], £ € (0, 1).
o 5253

In particular, we first study the impact of the & € (0, 1) hyperparameter, which
controls the number of order statistics v = | n¢ | used to estimate the tail distribution
and compute the mean distance error across all intermediate nodes, and thus the
neural network. Our results reported in Fig. 3.13 show that, using a fixed sample
size of n = 10k, for small values of &, the number of extreme samples is limited,
leading to high variance and bias in the tail modeling, and consequently to consider-
able estimation errors. As & increases in the interval (0.2, 0.6), the error decreases
significantly due to the improved reliability of the extreme value statistics. For larger
& values, around [0.6, 1), the error stabilizes below the overall mean error across
all different & values, indicating that the estimator becomes robust and further im-
provements are marginal. We highlight that, even without access to the true lower
(or upper, respectively) bound, one can, in principle, fine-tune the & parameter as
desired to minimize the error with respect to the target value for a given application.
Based on these observations, we set & = 0.85 for the following experiments, as it
provides a good trade-off between low error estimation and stability across different
models.

Hence, for the fixed value & and perturbed input, we investigate the impact of three
sample sizes, namely 10000, 100000, and 350000, in the lower bound estimation of
each estimated reachable set. For each sample size, we compute the mean distance

mnist_3layer_relu_1024 mnist_3layer_tanh_1024
100 — mean errors. 100 — mean errors 100
W fthe means "‘ ean of the means \
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Fig. 3.13: Mean distance error (%) achieved on each intermediate node using PT-
LiRPA with EVT-based error computation, for networks with ReLLU (left), Tanh
(middle), and Sigmoid (right) activations. In red we report the value & = 0.85
selected for the following experiments.
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error across the entire network setting p = 0.01, thus ensuring a confidence level of
at least 99% in the final results. For the distance error achieved on each intermediate
node of the network using Eq. 3.10 with & = 0.85. We then compute the percentage
error relative to the smallest observed value in the sample. Specifically, for each
neuron, the error is normalized by the absolute value of the smallest pre-activation
observed value.

Name model #samples mean distance error (%) | # samples mean distance error (%) | # samples mean distance error (%)
1-p=0.99 1-p=0.99 1-p=0.99
MNIST 2x[1024], ReLU 10000 12.91 100000 9.35 350000 8.78
MNIST 3x[1024], ReLU 10000 9.63 100000 8.49 350000 7.09
MNIST 4x[ 1024 ], ReLU 10000 11.89 100000 9.34 350000 8.85
MNIST 2x[1024], Tanh 10000 11.31 100000 12.22 350000 10.49
MNIST 3X[1024], Tanh 10000 10.67 100000 11.01 350000 10.34
MNIST 4x[1024], Sigmoid 10000 5.03 100000 6.21 350000 4.36
mean error 10.24% mean error 9.44% mean error 8.32%

Table 3.4: Mean maximum error in estimating the lower bound of the intermediate
reachable set for a fixed input image, using PT-LiRPA on various neural networks
trained on the MNIST dataset with different sample sizes.

The results of Tab 3.4 demonstrate that with high confidence (i.e., at least 99%)
across all tested networks, increasing the sample size, the percentage error in the
estimation decreases. Importantly, even with a limited sample size (e.g., 10000
samples), we note that the mean error across all the networks in the lower bound
estimation is 10.24% from the estimated one, while increasing the sample size, we
reach a maximum error of 8.32%. To assess the practical impact of the estimation
error on the final output bounds, we consider the same perturbed input of the previous
experiments and fix the sample size to 350k.
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Fig. 3.14: Comparison of output bounds on the MNIST 2x[1024]_ReLU network
using @-CROWN [291] reported in red,a-CROWN [291] with PT-LiRPA in blue,
and exact MIP verification [252] in green.

71



CHAPTER 3. ON ADVANCED NEURAL NETWORK VERIFICATION
TECHNIQUES

We then compare the final output bounds obtained by an exact MIP-based verifica-
tion [252], the state-of-the-art «-CROWN [291] method, and a-CROWN enhanced
with our PT-LiRPA. As a representative case, we select the MNIST _2x[1024]_ReLU
network. The reason for selecting this network is to enable a comparison with MIP
[252], which provides exact output bounds. Since MIP solvers are inherently de-
signed for ReLU (and more generally, piecewise-linear) activations, they are not di-
rectly applicable to networks with Sigmoid or Tanh activations. Among the models
listed in Table 3.4, the ones with larger estimation errors under ReLLU activations with
confidence 1 — p = 0.99 are MNIST _2x[1024]_ReLU and MNIST_4x[1024] _ReLU.
We select the former because MIP scalability becomes a limiting factor on larger
architectures, making MNIST _2x[1024]_ReLU the most suitable candidate for this
analysis. The results, reported in Fig. 3.14, show that despite the estimation error,
PT-LiRPA produces tighter output bounds than «-CROWN, while soundly overap-
proximating the exact MIP bounds. Similar trends were consistently observed across
all evaluated networks, which we do not report here for readability reasons.

We also perform an additional experiment to analyze the impact of the confidence
level on the tightness of the bounds. Specifically, we consider the same model of
Fig. 3.14,1i.e., MNIST 2x[1024]_ReLU, where we have the possibility of employing
the exact MIP solver and evaluated a range of increasing confidence levels, namely
1-p € {0.8,0.9,0.95,0.99,0.995,0.996, 0.997,0.998, 0.999}. For each confidence
level, we compute the bounds using a-CROWN, @-CROWN enhanced with our
PT-LiRPA, and MIP (which provides the exact bounds). To measure the tightness,
we calculate for each of the 10 output nodes the distance between the two bounds
computed. For example, if MIP returns output bounds [-2.2,3.5] and PT-LiRPA
returns [—2.4,3.7], the distance is given by the sum of the absolute differences
between the lower and upper bounds, i.e., | — 2.2 + 2.4| + |3.7 — 3.5| = 0.4. This
procedure is repeated for all 10 nodes, collecting, for each confidence level, the mean
and standard deviation of these distances.
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Fig. 3.15: Mean tightness level of PT-LiRPA for increasing confidence level on
MNIST 2x[1024]_ReLU model.
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The results in Fig. 3.15 clearly show that for moderate confidence levels, i.e.,
1 —p € [0.8,0.995], PT-LiRPA consistently produces sound and tighter bounds
compared to @-CROWN. As the confidence level approaches 1 (i.e., as p — 0),
the distance between PT-LiRPA and the exact bounds increases, leading to looser
bounds than «-CROWN. This trend is perfectly in line with the probabilistic na-
ture of our approach. In fact, considering, for instance, the formula used to com-

pute the probabilistic lower bound, [ = ¥; — (1_);3);_{}1_1 where a; ~ %
2\ 7,

(v = [nf] = 350k%8> ~ 50k), we observe that as p — 0 (corresponding to re-
quiring very high confidence), the denominator (1 — p)~* — 1 tends to O faster than
the numerator (¥, — Y;). As a result, the error term (1_)3);_2‘,_1 becomes large, and
a correspondingly larger margin must be subtracted from the observed minimum.
Consequently, the bounds become looser as the confidence level approaches 1. This
behavior is mathematically unavoidable since we cannot guarantee arbitrarily high
confidence levels while simultaneously maintaining very tight bounds. The plot
therefore not only confirms the soundness of our method but also highlights the ex-
pected trade-off between confidence and tightness, which is especially relevant for
safety-critical applications. For the sake of completeness, we also tested additional
models such as MNIST _2x[1024]_Tanh and MNIST_4x[1024]_Sigmoid. Although
MIP was not applicable in these cases, we compared PT-LiRPA only against a-
CROWN and observed a similar trend, i.e., a loss of tightness above confidence
0.995, further confirming the generality of our findings.

Answers to Q2.

For the second question, we consider the models trained on MNIST and CIFAR
datasets, as provided in [297]. Hence, we evaluate the performance of our PT-LiRPA-
based probabilistic verifier, alongside PROVEN [284], Randomized Smoothing [49],
and CROWN [297], by testing for each model 10 random images from the corre-
sponding test datasets. Specifically, we compare the maximum input perturbation
& that can be certified for each method. CROWN [297] serves as the baseline for
worst-case robustness certification, as employed in [284]. Based on the previous
results, we set a sample size of n = 350k, ¢ = 0.85 and 1 — 2mp > 0.99 in our
PT-LiRPA-based verifier. This confidence level is consistent with the settings used
by [284] in their experiments.

Worst-case (CROWN) PROVENT
100% > 99%

PT-LiRPA certification bound increase
w.r.t. CROWN, PROVEN, Rand. Smoothing

Certification method
Confidence

Rand. Smoothing CROWN w/ PT-LiRPA
> 99% > 99%

MNIST 2x[1024], ReLU 0.03566+0.011 0.0556  0.0461+0.0106 0.0558+0.02068 1.6X, 1.004X, 1.21X
MNIST 3x[1024], ReLU 0.03112 £ 0.01076  0.03524  0.03452+0.0169  0.06652 +0.02501 2.14X, 1.9X, 1.93X
MNIST 2x[1024], Tanh 0.01827 +0.01331 ~ 0.02915  0.02301+0.0115  0.02949 + 0.02515 1.61X, 1.01X, 1.28X

MNIST 3x[1024], Tanh

0.01244 +0.00468

0.01360

0.01294+0.0073

0.0257 + 0.01205

2.07X, 1.89X, 1.99X

MNIST 4x[1024], Sigmoid

0.01975 £0.0111

0.02170

0.02439+0.019

0.05506:+0.04035

2.79X, 2.54X, 2.26X

CIFAR 5x[2048], ReLU

0.002412 + 0.00184

0.00264

0.00778+0.0104

0.00874 + 0.00107

3.62X, 3.31X, 1.12X

CIFAR 7x[1024], ReLU

0.001984 + 0.00089

0.00209

0.006264+0.0061

0.00471 + 0.00273

2.37X, 2.25X, 0X

Table 3.5: Comparison of PT-LiRPA with worst-case bound CROWN [297] and
probabilistic approaches PROVEN [284], Randomized Smoothing [49] on different
neural networks MNIST and CIFAR models. T results taken from the original paper
[284] due to the code’s unavailability to reproduce the results.
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Tab.3.5 reports the results obtained. The “Worst-case” column indicates the
mean and standard deviation of the maximum & perturbation tolerated and provably
certified using CROWN [297] for that model under consideration in the 10 random
images tested, as in [284]. Instead, the PROVEN, Rand. Smoothing and PT-LiRPA
columns report the certified mean & with standard deviation we achieve for the
same images, using the three probabilistic approaches, sacrificing only a 1072 of
confidence. In general, we observe that the PT-LiRPA-based verifier can certify
robustness levels up to 3.62 times higher than the worst-case baseline CROWN
[297] and up to 3.31 and 2.26 times higher compared to PROVEN [284] and Rand.
Smoothing [49], respectively. This demonstrates the significant advantage of our
approach over other existing probabilistic methods.

MNIST_2x[1024]_RelLU MNIST_2x[1024]_Tanh MNIST_4x[1024]_Sigmoid
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Fig.3.16: Comparison PT-LiRPA with worst-case bound CROWN [297], -CROWN
[291], B-CROWN [275], GCP-CROWN [298] on MNIST_2x[1024]_ReLU,
MNIST_2x[1024]_Tanh, and MNIST_4x[1024]_Sigmoid models. On the x-axis,
we report the original worst-case method and the corresponding probabilistic ver-
sion using our PT-LiRPA framework. On the y-axis, we report, for each method, the
mean maximum input perturbation & that can be certified on 10 random images.

Since the worst-case setting employed in this comparison is one of the first
LiRPA-based approaches proposed in the literature, in the following, we conduct
further analysis on the level of tightness we can achieve with respect to more recent
LiRPA approaches such as a-CROWN [291], B-CROWN [275], and GCP-CROWN
[298]. For each of these approaches, as well as their probabilistic counterparts based
on our PT-LiRPA framework, we compute the mean input perturbation & that can
be certified across 10 random images. As shown in Fig. 3.16, our probabilistic
framework consistently certifies robustness levels at least 1.5 times higher than the
worst-case baseline, even when using more recent LiRPA techniques. Notably, the
results indicate that as the estimated reachable sets become more precise through
over-approximation, the impact of our approach diminishes. Nonetheless, our frame-
work can provide interesting safety information on the model’s robustness level even
with very tight provable reachable sets.

Finally, to assess the computational overhead introduced by the proposed ap-
proach, we perform an ablation study analyzing its impact on the total certification
time, considering n = 350k samples and progressively larger network sizes. We
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highlight that the overall time complexity of the algorithm is polynomial in the
network size, specifically O (n Zf\; | didi_l), where the term Zf.\i | did;—1 represents
the complexity for a single sample, where N is the total number of layers in the
network, d;_; is the number of neurons in the preceding layer, and d; is the number
of neurons in the current layer. The product d;d;_ therefore indicates the number of
multiplications required for the processing of layer i. Consequently, the total com-
plexity is proportional to the number of samples multiplied by the cost of a single
forward propagation through the entire network. This aspect is well highlighted in
the results of Tab. 3.6, where the time overhead of the sampling-based approach in
PT-LiRPA is negligible (i.e., less than one second) in the overall certification time,
even when employing a significantly large number of samples, thanks to the GPU
acceleration employed in the certification process. Clearly, the total computation
time of CROWN enhanced with PT-LiRPA is greater than that of using CROWN
alone, as the probabilistic certification of a larger tolerable input perturbation results
in a longer verification process.

Certification method Worst-case (CROWN) CROWN w/ PT-LiRPA

Total certification time | Total certification time # ions of interm. bounds # samples Total intem. bounds ion time Mean interm. bounds ct ation time
MNIST 2x[1024], ReLU 35.7s 47.4s 253 350k 0.27s 0.001s

MNIST 3x[1024], ReLU 37.73s 54.85s 248 350k 0.34s 0.0014s

MNIST 2x[1024], Tanh 23.02s 36.73s 165 350k 0.22s 0.0013s

MNIST 3x[1024], Tanh 31.47s 59.82s 186 350k 0.26s 0.0014s

MNIST 4x[1024], Sigmoid 40.26s 64.61s 209 350k 0.33s 0.0016s
CIFAR 5x[2048], ReLU 26.3s 82.42s 120 350k 0.48s 0.004s
CIFAR 7x[1024], ReLU 21.02s 73.9s 154 350k 0.37s 0.0024s

Table 3.6: Time comparison between CROWN and CROWN enhanced with
PT-LiRPA for the certification of the models in Table 3.5. The Total certification
time column reports the overall time required to compute the average € perturbation
that the model can tolerate across 10 random test images. The # computations of in-
term. bounds column indicates how many times the intermediate bound computation
procedure is invoked to determine the mean &, while the # samples column specifies
the number of samples used in each instance of intermediate bound computation.
Finally, the last two columns present the total overhead and the average time per
call of the sampling-based approach used to compute the probabilistically optimal
intermediate bounds.

Importantly, the time comparison is conducted only against CROWN as the goal
of this experiment is to show that the additional cost introduced by PT-LiRPA is
negligible in the overall verification time, while still producing tighter output bounds.
Importantly, once the LiRPA baseline is fixed (e.g., -CROWN, g-CROWN, GCP-
CROWN), the subsequent linearization procedure is identical whether using the
original method or our PT-LiRPA variant. The only difference lies in the way
intermediate bounds are computed, which are then used to construct the diagonal
matrices and bias terms. Consequently, we argue that measuring the overhead against
CROWN is representative, since the additional cost introduced by PT-LiRPA does
not depend on which LiRPA baseline is employed.
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Answers to Q3.

To answer the last question, we integrate our PT-LiRPA in the @, f-CROWN toolbox
(https://github.com/Verified-Intelligence/alpha-beta-CROWN)and per-
form a final experiment on different benchmarks of the VNN-COMP 2022 and 2023
[198, 35]. We point out that the comparison between probabilistic and provable
verifiers is performed to have a ground truth (when possible), and to highlight the
valuable help that probabilistic approaches can have in solving challenging instances
to be verified.

To keep the section self-contained, we report below a brief overview of the selected
benchmarks.

* ACAS xu [125, 131] benchmark 2023: includes ten properties evaluated across
45 neural networks designed to provide turn advisories for aircraft to prevent
collisions. Each neural network consists of 300 neurons distributed over six lay-
ers, using ReL.U activation functions. The networks take five inputs representing
the aircraft’s state and produce five outputs, with the advisory determined by the
minimum output value. Here, we verified only property 3, which returns unsafe
if the clear of conflict (COC) output is minimal, with a max computation time of
116s.

TllVerifyBench benchmark 2023: this benchmark features Two-Level Lattice
(TLL) neural networks with two inputs and one single output. These models are
then transformed into MLP ReLLU networks where the output properties consist of
arandomly generated real number and a randomly generated inequality direction
to be verified. Here we verify all 32 instances of the VNN-COMP 2023 with a
timeout of 600s for each property.

CIFAR_biasfield benchmark 2022: this benchmark focuses on verifying a Cifar-
10 network under bias field perturbations. These perturbations are modeled by
creating augmented networks that reduce the input space to just 16 parameters.
For each image to be verified, a distinct bias field transform network is generated,
consisting of a fully connected transform layer followed by the Cifar CNN with
8 convolutional layers with ReLLU activations. Each bias field transform network
has 363k parameters and 45k nodes. Here, we test all 72 properties with a timeout
set to 300s for each one.

TinylmageNet benchmark 2022: consists of CIFAR100 image classification (56 X
56 x 3) with Residual Neural Networks (ResNet). Here, we consider the medium
network size composed of 8 residual blocks, 17 convolutional layers, and 2
linear layers. For TinyImageNet-ResNet-medium, we verify all 24 properties with
a timeout of 200 seconds for each property.

In general, we selected benchmarks where the state-of-the-art a, 5-CROWN
method is unable to solve some of the instances within the time constraints. This set
of experiments aims to confirm our hypothesis regarding the effectiveness of having
tighter estimated reachable sets for verification purposes. In detail, our intuition is
that even though our procedure requires a little initial overhead, with tighter estimated
reachable sets, we can achieve more precise final output bounds, potentially reducing
the cases where the verification approach can not make a decision and must resort to
a split in the BaB process, thus resulting in more efficient overall verification time.
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Before starting to verify these instances, we explore the effect of varying incremental
sample sizes for a fixed & = 0.85 on the computation of estimated reachable sets
with neural networks of significant size.
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Fig. 3.17: Estimated reachable sets at convergence for the increasing sample
size in CIFAR_biasfield benchmark. y-axis reports the mean distance between
estimated reachable sets using 350k samples (as reference) and the one using
[100, 500, 1k, 5k, 10k, 100k, 200k, 300k, 330k ], respectively.

In detail, we focus on the CIFAR_biasfield benchmark and set a confidence level
of 1 —2mp > 99%. In detail, we compute the mean distance between estimated
reachable sets using 350k samples as reference and the one using progressively in-
creasing the sample size until the difference between successive estimated reachable
sets exceeds the threshold of A = 0.001. Specifically, we begin with 100 samples
and progressively increase the sample size until the difference between successive
estimated reachable sets exceeds the threshold. Our results, detailed in Fig. 3.17,
indicate that stable estimated reachable sets, in this scenario, can be obtained with
sample sizes ranging from 300k to 350k as the mean distance between estimated
bounds is strictly less than A = 0.001. Hence, employing a sample size of 350k
samples results in a valid choice even for considerably large networks. We recall
once again that propagating a large number of samples, such as 350k, requires a
negligible computational effort and time (as shown in the results of Tab. 3.6) due to
batch processing and GPU acceleration. The principal limitation arises from GPU
memory capacity, since larger sample sizes may increase the risk of memory errors
relative to CPU-based propagation.

In Tab. 3.7 we report our results on the VNN-COMP, where we consider an
increased difficulty for the verification process. We start with the simpler bench-
mark ACASxu [125, 131], and we test property 3. This property is particularly
interesting as it holds for 42 of the 45 models tested, thus allowing us to verify the
improvement in terms of time and verification accuracy. In the first row of Tab. 3.7,
we can notice that by sacrificing only a 0.01% of confidence, «, 5-CROWN en-
hanced with PT-LiRPA achieves the same verified accuracy in less verification time,
thus confirming our intuition. Interestingly, we observe that tighter bounds are not
always beneficial in general. Specifically, in cases where a PGD attack succeeds
despite loose bounds, using tighter bounds does not lead to further improvements.
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Benchmark Method Confidence Verified accuracy #safe (unsat) #unsafe (sat) #funkwown Tot verification time
ACASxu a,8-CROWN 100% 93.33% 42 3 0 26s
@,-CROWN w/PT-LiRPA > 99% 93.33% 42 3 0 16.37s
tliVerifyBench a,8-CROWN 100% 46.875% 15 17 0 90.2s
a@,B-CROWN w/ PT-LiRPA > 99% 46.875% 15 17 0 92s
CIFAR biasfield a,8-CROWN 100% 95.83% 69 1 2 1553.5s
a,-CROWN w/ PT-LiRPA > 99% 98.61% 71 1 0 408.7s
CIFAR_tinyimagenet a,-CROWN 100% 62.5% 15 3 6 1429.6s
a,B-CROWN w/ PT-LiRPA > 99% 87.5% 21 3 0 425.6s

Table 3.7: Results on VNN-COMP 2022-2023 benchmarks. Results marked in bold
report improved performance in terms of verified accuracy (% sat instances/all
instances) and total verification time for the specific benchmark tested, wr.r.t. a
worst-case verification approach.

Additionally, in some scenarios, less accurate bounds from vanilla LiRPA methods
could be quickly refined by BaB, still resulting in efficient verification time. This
is exemplified by the tllVerifyBench experiments, where even sacrificing a 0.01%
of confidence, PT-LiRPA produced tight estimated reachable sets but achieved the
same verified accuracy with a minor overhead in bounds computation.

Crucially, the real benefit of our PT-LiRPA arises on more challenging verifica-
tion benchmarks such as CIFAR_biasfield and CIFAR_tinyimagenet. Both these
benchmarks are image-based verification tasks and thus allow us to show the scal-
ability and the impact of tightened estimated reachable sets on large networks us-
ing the proposed approach. Crucially, in these two last benchmarks, sacrificing a
0.01% of confidence, we obtain significant improvements in verification results
with respect to worst-case @, -CROWN. In detail, in both CIFAR_biasfield and
CIFAR_tinyimagenet, we achieved higher verified accuracy without incurring any
unknown answer and with significantly less verification time. These final results
demonstrate the effectiveness and the potential impact of using PT-LiRPA for veri-
fication purposes, showing the advantage of incorporating estimated reachable sets
in handling challenging instances that are difficult to solve with provable solvers.

3.2.7 Assumptions and Limitations

The proposed PT-LiRPA framework builds on several assumptions that define its ap-
plicability and theoretical guarantees. Our probabilistic framework relies on uniform
random sampling within the perturbation region Py,  to estimate probabilistically
tight reachable sets. Consequently, our theoretical probabilistic guarantees, derived
from Wilks [286]’s tolerance limit theorem and extended using extreme value the-
ory, hold under the assumption that the samples are independent and representative
of the true input distribution within #.

Importantly, by accepting certificates that hold for a fraction R of the perturba-
tion region, the theoretical and practical tool derived from Wilks [286]s results, i.e.,
Theorem 3.2, remains a valuable solution, as it provides a closed-form expression
to compute the number of samples required for any desired confidence level ¥ and
coverage ratio R. To address this limitation and extend the analysis to probabilistic
certificates valid over the entire perturbation region, thus aligning with the proba-
bilistic verification literature, we further based our theoretical derivation on extreme
value theory. In this case, the result of Theorem 3.4 provides, for any choice of sam-
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ple size n and confidence error p, a guarantee that holds for all input values x € P.
However, unlike Wilks’ approach, EVT does not yield a closed-form expression to
determine the minimum number of samples required to achieve a desired precision
and confidence level. Consequently, the balance between probabilistic soundness
and the tightness of the resulting output bounds becomes more empirical, as con-
firmed in our experiments. In fact, the tightness of the computed bounds and the
computational efficiency of the method depend on the chosen sample size n, and the
estimate of the tail distribution v = |n¢ |, which must balance verification accuracy
and cost.

Despite these limitations, PT-LiRPA complements deterministic verification
methods by offering practical, quantifiable robustness guarantees for challenging
instances where worst-case formal verification is either overly conservative or com-
putationally infeasible.

Summary. In this section, we introduced PT-LiRPA, a novel probabilistic frame-
work that combines LiRPA-based formal verification of deep neural network ap-
proaches with a sampling-based technique. We provide a rigorous theoretical deriva-
tion of the correctness of our approach, complementing, for the first time, statistical
results on the tolerance limit, with qualitative bounds on the error magnitude of
a sampling-based approach employed to estimate reachable set domains. Our ap-
proach provides tighter linear bounds, significantly improving both the accuracy and
verification efficiency while maintaining provable probabilistic guarantees on the
soundness of the verification result. Empirical results demonstrate that PT-LiRPA
outperforms related probabilistic methods, particularly in robustness certification,
decreasing the confidence in the result by infinitesimal amounts. Additionally, we
show the potential of our probabilistic approach for verifying challenging instances
where the formal approaches fail. Although this novel solution provides promising
results in terms of scalability, it focuses on standard verification, which may not
be enough to fully understand the safety level of a model. Traditional robustness
verification only determines whether at least one adversarial or unsafe input exists
within a given region, but it does not quantify how widespread such unsafe inputs
are. In many safety-critical domains, we argue that we also need to understand the
probability or fraction of the input domain that leads to failures, so as to assess
the practical risk and guide mitigation strategies. This motivates a shift toward the
counting of unsafe inputs, formalized in the next section as the #DNN-VERIFICATION
problem, which extends robustness verification from a Boolean decision problem to
a quantitative measure of the unsafe input space.
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3.3 The #DNN-Verification Problem: Counting Unsafe Inputs for
Deep Neural Networks

Given a DNN and a safety property, a DNN verification tool should ideally either
ensure that the property is satisfied for all the possible input configurations or identify
a specific example (e.g., adversarial configuration) that violates the requirements.
Given these complex functions’ non-linear and non-convex nature, verifying even
simple properties has been proven to be an NP-complete problem [131]. In literature,
several works try to solve the problem efficiently either by satisfiability modulo
theories (SMT) solvers or by reachability analysis methods as described in Chapter
2.

Although these methods show promising results, the current formulation, widely
adopted for almost all the approaches, considers only the decision version of the
formal verification problem, with the solution being a binary answer whose possi-
ble values are typically denoted SAT or UNSAT. SAT indicates that the verification
framework found a specific input configuration, as a counterexample, that caused a
violation of the requirements. UNSAT, in contrast, indicates that no such point exists,
and then the safety property is formally verified in the whole input space. While an
UNSAT answer does not require further investigations, a SAT result hides additional
information and questions. For example, how many of such adversarial configura-
tions exist in the input space? How likely are these misbehaviors to happen during
a standard execution? Can we estimate the probability of running into one of these
points? These questions can be better dealt with in terms of the problem of counting
the number of violations of a safety property, a problem that might be important
also in other contexts: (i) model selection: a counting result allows ranking a set of
models to select the safest one. This model selection is impossible with a SAT or
UNSAT type verifier, which does not provide any information to discriminate between
two models that have both been found to violate the safety condition for at least one
input configuration. (ii) guide the training: knowing the total count of violations for
a particular safety property can help guide the training of a deep neural network
in a more informed fashion, for instance, minimizing this number over the training
process. (iil) estimating the probability of error: the ratio of the total number of
violations over the size of the input space provides an estimate of the probability of
committing an unsafe action given a specific safety property.

Furthermore, by enumerating the violation points, it is possible to perform ad-
ditional safety-oriented operations, such as: (iv) shielding: given the set of input
configurations that violate a given safety property, we could adopt a more informa-
tive shielding mechanism that prevents unsafe actions. (v) enrich the training phase:
if we can enumerate the violation configurations, we could add these configurations
to the training (or to a memory buffer in a deep reinforcement learning setup) to
improve the training phase in a safe-oriented fashion. Motivated by the above ques-
tions and applications, previous works [17, 307, 80] propose a quantitative analysis
of neural networks, focusing on a specific subcategory of these functions, i.e., Bina-
rized Neural Networks (BNN). However, violation points are generally not preserved
in the binarization of a DNN to a BNN nor conversely in the relaxation of a BNN to
a DNN [307].
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To this end, in this section, we introduce the #DNN-VERIFICATION problem, which
is the extension of the decision DNN-Verification problem to the corresponding
counting version. Given a general deep neural network (with continuous values) and
a safety property, the objective is to count the exact number of input configurations
that violate the specific requirement. We analyze the complexity of this problem
and propose two solution approaches. In particular, in the first part of the section,
we propose an algorithm that is guaranteed to find the exact number of unsafe
input configurations, providing a detailed theoretical analysis of the algorithm’s
complexity. The high-level intuition behind our method is to recursively shrink
the domain of the property, exploiting the SAT or UNSAT answer of a standard
formal verifier to drive the expansion of a tree that tracks the generated subdomains.
Interestingly, our method can rely on any formal verifier for the decision problem,
taking advantage of all the improvements to state-of-the-art and, possibly, to novel
frameworks. As the analysis shows, our algorithm requires multiple invocations of the
verification tool, resulting in significant overhead and becoming quickly unfeasible
for real-world problems. For this reason, inspired by the work of [84] on #SAT, we
propose an approximation algorithm for #DNN-VERIFICATION, providing provable
(probabilistic) bounds on the correctness of the estimation.

In more detail, in this section, we make the following contribution to the state-
of-the-art:

* We propose an exact count formal algorithm to solve #DNN-VERIFICATION, that
exploits state-of-the-art decision tools as backends for the computation.

* We present CountingProVe, a novel approximation algorithm for #DNN-
VERIFICATION, that provides a bounded confidence interval for the results.

* We evaluate our algorithms on a standard benchmark, ACAS Xu, showing that
CountingProVe is scalable and effective also for real-world problems.

To the best of our knowledge, this is the first study to present #DNN-VERIFICATION,
the counting version of the decision problem of the formal verification for general
neural networks without converting the DNN into a CNF.

3.3.1 Preliminaries

In this section, we first provide a formal definition of the #DNN-VERIFICATION
problem. Throughout the presentation, we adopt the satisfiability formulation of
DNN-VErIricatioN, where X and Y denote Boolean predicates specifying the
pre- and post-conditions, respectively. In the subsequent sections, we introduce an
algorithm that solves the problem by leveraging any existing formal verification
tool. We then present a theoretical analysis of the problem’s complexity, which
underscores the necessity of approximate methods.
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3.3.2 Problem Formulation

Given a tuple 7 = (f, X, Y), as in Definition 3.1, we let I'(7") denote the set of all
the input configurations for f satisfying the property defined by X and VY, i.e.

(7)) = {x | X(x) /\y(f(X))}

Then, the #DNN-VERIFICATION consists of computing the cardinality of I'(77).

Definition 3.6 (#DNN-Verification Problem):
Input: A tuple T = (f, X, M), as in Definition 2.1.
Output: [I'(7)|

For the purposes discussed in the introduction, rather than the cardinality of
I'(7), it is more useful to define the problem in terms of the ratio between the
cardinality of I' and the cardinality of the set of inputs satisfying X. We refer to
this ratio as the violation rate (VR), and study the result of the #DNN-VERIFICATION
problem in terms of this equivalent measure.

Definition 3.7 (Violation Rate (VR)): Given an instance of the DNN-VERIFICATION
problem T = (f,X,Y) we define the violation rate as

)
YR TGTx )

Although, in general, DNNs can handle continuous spaces, in the following
sections (and for the analysis of the algorithms), without loss of generality, we
assume the input space to be discrete. We remark that for all practical purposes,
this is not a limitation since we can assume that the discretization is made to the
maximum resolution achievable with the number of decimal digits a machine can
represent. It is crucial to point out that discretization is not a requirement of the
approaches proposed in this work. In fact, supposing to have a backend that can deal
with continuous values, our solutions would not require such discretization.

3.3.3 Exact Count Algorithm for #DNN-Verification

We now present an algorithm to solve the exact count of #DNN-VERIFICATION.
The algorithm recursively splits the input space into two parts of equal size as long
as it contains both a point that violates the property (i.e., (f, X, Y) is a SAT-instance
for DNN-VERIFICATION problem) and a point that satisfies it (i.e., (f,X,-Y) is a
SAT-instance for DNN-VERIFICATION problem).® The leaves of the recursion tree
of this procedure correspond to a partition of the input space into parts where the
violation rate is either O or 1. Therefore, the overall violation rate is easily computable
by summing up the sizes of the subinput spaces in the leaves of violation rate 1.
Fig. 3.26 shows an example of the execution of our algorithm for the DNN and the

8 Any state-of-the-art sound and complete verifier for the decision problem can be used
to solve these instances. In fact, our method works with any state-of-the-art verifiers,
although using a verifier that is not complete can lead to over-approximation in the final
count.
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([0, 1], [0, 1]]

X(X) A Y(F(x)) is SAT ([0, 0.49], [(0-5, 1],
X(X) A ~Y(f(x) is UNSAT [0,11] [0,1]]
X(x) A Y(f(x)is UNSAT [[0.5, 1], [[0.5, 1],
[0,0.49]] [0.5, 1]]
X() A Y(f(x) is SAT
X(x) A ~Y(f(x) is SAT [[0.5, 0.74], / [[0.75, 1],
[0, 0.49]] [0,0.49]]

Fig. 3.18: Example execution of exact count for a particular f and safety property
(assuming a discretization factor of 0.01).

safety property X (x) true if x € [0,1] x [0, 1] and Y (f(x)) true if f(x) > 0. We
want to enumerate the total number of input configurations x = (x1, x) where both
x1 and x; satisfy X (i.e., they lie in the interval [0, 1]) and such that the output
2z = £(x) is a value strictly less than 0, i.e., X violates the safety property.

The algorithm starts with the whole input space and checks if at least one point
exists that outputs a value strictly less than zero. The exact count method checks the
predicate Ix | X(x) A Y (f(x)) with a verification tool for the decision problem.
If the result is UNSAT, then the property holds in the whole input space, and the
algorithm returns a VR of 0%. Otherwise, if the verification tool returns SAT,
at least one single violation point exists, but we cannot assert how many similar
configurations exist in the input space. To this end, the algorithm checks another
property equivalent to the original one, thus negating the postcondition (i.e., =Y =
z® > 0). Here, we have two possible outcomes:

* X(x0) A=Y (f(xp)) is UNSAT implies that all possible xog = (x1, x) that satisfy
X, output a value strictly less than 0, violating the safety property. Hence, the
algorithm returns a 100% of VR in the input area represented by X. This situation
is depicted with the red circle in Fig. 3.26.

* X(x0) A =Y (f(xp)) is SAT implies that there is at least one input configuration
x satisfying X and such that f(x) > 0. Therefore, the algorithm cannot assert
anything about the violated portion of the area since there are some input points
on which f generates outputs greater or equal to zero and some others that
generate a result strictly less than zero. Hence, the procedure splits the input
space into two parts, as depicted in Fig. 3.26.

This process is repeated until the algorithm reaches one of the base cases, such
as a situation in which either X(x) A Y (f(x)) is not satisfiable (i.e., all the current
portion of the input space is safe), represented by a green circle in Fig.3.26), or
X(x) A =Y (f(x)) is not satisfiable (i.e., the whole current portion of the input
space is unsafe), represented by a red circle. Note that the option of obtaining UNSAT
on both properties is not possible.

Finally, the algorithm of exact count returns the VR as the ratio between the
unsafe areas (i.e., the red circles) and the original input area. In the example of
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Fig. 3.26, assuming a 2-decimal-digit discretization, we obtain a total number of
violation points equal to 8951. Normalizing this value by the initial total number of
points (10201), and considering the percentage value, we obtain a final VR of 87.7%.
Moreover, the Violation Rate can also be interpreted as the probability of violating
a safety property using a particular DNN f. In more detail, uniformly sampling 10
random input vectors for our DNN f in the intervals described by X, 8 over 10 with
high probability violates the safety property.

3.3.4 Hardness of #DNN-Verification

It is known that finding even just one input configuration (also referred to as a vio-
lation point) that violates a given safety property is computationally hard since the
DNN-VERIFICATION problem is NP-complete [131]. Hence, counting and enumerat-
ing all the violation points is expected to be an even harder problem.

Theorem 3.5: The #DNN-VERIFICATION is #P-hard.

Proof. The proof of #P-hardness is similar and follows the one of NP-hardness;
the main difference is in the concept of polynomial time counting reduction. As stated
in [265] and [85], many NP-complete problems are parsimonious, meaning that for
almost all pairs of NP-complete problems, there exist polynomial transformations
between them that preserve the number of solutions. Hence, the reduction between
two NP-complete problems can be directly taken as part of a counting reduction,
thus providing an easy path to proving #P-hardness.

For our purpose, we follow the reduction between 3-SAT and DNN-VERIFICATION
provided in the work of Katz et al. [131]. In more detail, we assume that the input
nodes take the discrete values in {0, 1} for simplicity. Note that this limitation can
be relaxed using an ¢ discretization to consider a range between [a, b] for the input
space.

Recalling the hardness proof, we know that any 3-SAT formula ® can be trans-
formed into a DNN f (with ReLLUs activation functions) and a property ¢, such that
¢ is satisfiable on f if and only if ® is satisfiable. Specifically, Katz et al. [131]
provided three useful gadgets to perform the reduction:

1. disjunction gadget that maps a disjunction of three literals in a 3-CNF formula
to the same result for a group of three nodes in a DNN. Formally this gadget
performs the following transformation: y; = 1 —max(0, 1 — Z;z | q{ ). Where y; is
the node that collects the result of the linear combination and subsequent Re LU
activation of up to 3 nodes (q{ ) from the previous layer. Hence, y; will be 1 if at
least one input variable is set to 1 (or true), and y; will be O if all input variables
are set to 0. In words, this gadget maps a disjunction of literals in a 3-CNF to
a combination of nodes in a DNN, such that there is a one-one correspondence
between the output of the nodes on a 0-1 input and the truth value computed by
the disjunction over the equivalent truth values.

2. negation gadget that on input x; € {0, 1} produces the output value y; = 1 —x;,
hence modelling the exact behaviour of a logical negation.

3. conjuction gadget which maps the satisfiability of a 3-CNF ® into a ¢ satis-
fiability for a DNN. In particular, ® is satisfied only if all clauses Cy,...,C,
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are simultaneously satisfied. Hence, if all the nodes are in the domain {0, 1}, for
satisfiability, we want the resulting output of a forward propagation equal to n,
i.e., the number of clauses. This gadget maps the conjunction of n clauses in a
3-CNEF, i.e., the satisfiability, into the linear combination of n nodes to produce
an output value. Therefore, C; A C; A - -+ A C,, = true if and only if the output
of the gadget is n.

From the combination of these three gadgets, we obtain a reduction transforming
a 3-CNF formula ¢ into a DNN N. Let us consider the instance to the DNN-
VERIFICATION problem asking to check whether there exists an input configuration
on which N outputs a value different from n. Then, we have that the formula ¢ is
satisfiable, i.e., there is a truth assignment to the input variables if and only if for the
DNN N there exists an input configuration (in fact necessarily only using values in
{0, 1}) that induces the output y = n, i.e., if and only if, there exists a violation.

As observed, this reduction also shows that each distinct satisfying assignment for
¢ is mapped to a distinct input configuration producing output n and vice versa, each
input configuration on which N outputs n must be {0, 1}-valued and corresponds to
a truth assignment that satisfies ¢.

Therefore, counting the number of satisfying assignments for ¢ is equivalent to
counting the number of violations for N. Hence, from the #P-hardness of #3-SAT
[265] it follows (via the above reduction) that also #DNN-VERIFICATION is #P-hard.

O

3.3.5 CountingProVe for Approximate Count

In view of the #P-hardness of the #DNN-VERIFICATION problem, it is not surprising
that the time complexity of the algorithm for the exact count worsens very fast
when the size of the instance increases. In fact, moderately large networks are also
intractable with this approach. To overcome these limitations while still providing
guarantees on the quality of the results, we propose a randomized-approximation
algorithm, CountingProVe (presented in Algorithm 7).

To understand the intuition behind our approach, consider Fig. 3.26. If we could
assume that each split distributed the violation points evenly in the two subinstances
it produces, for computing the number of violation points in the whole input space,
it would be enough to compute the number of violation points in the subspace of a
single leaf and multiplying it by 2* (which represents the number of leaves). Since
we cannot guarantee a perfectly balanced distribution of the violation points among
the leaves, we propose to use a heuristic strategy to split the input domain, balancing
the number of violation points in expectation. This strategy allows us to estimate
the count and a provable confidence interval on the actual violation rate. In more
detail, our algorithm receives as input the tuple for a DNN-Verification problem (i.e.,
T =(f,X,Y)) and to obtain a precise estimate of the VR, performs ¢ iterations of
the following procedure.

Initially, we assume that, in the whole input domain, the safety property does not
hold, i.e., we have a 100% of Violation Rate. The idea is to repeatedly simplify the
input space by performing a sequence of multiple splits, where each i-th split implied
areduction of the input space of a factor ;. At the end of s simplifications, the goal is
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Algorithm 7: CountingProVe

1: Input: 7 = (f, X, Y), t (# of repetitions), m (# of violation points sampled per
iteration), 8 > O (error tolerance factor).
: Output: lower bound of the violation rate.

2
3: fort=1tot do

4 VR; < 100%, s < O

5:  while Timeout(ExactCount(7")) do

6: S « SampleViolationPoints(7,m)

7 median «— ComputelMedian(S, node;)

8 node; o, node; 1 < SplitInterval(node;, median)

9: side < a random value chosen uniformly from {0,1}
10: X « UpdateX(X, node; side)
11: se—s+1

12: VR, « 257F. ExactCount(7) - [T}, @
13: VR « min(VR;,VR)
14: return VR

to obtain an exact count of unsafe input configurations that can be used to estimate the
VR of the entire input space. Specifically, Algorithm 7 presents the pseudo-code for
the heuristic approach. Before splitting, the algorithm attempts to use the exact count
but stops if not completed within a fixed timeout which we set to just a fraction of
a second (line 5). Inside the loop, the procedure SampleViolationPoints(7,m)
samples m violation points from the subset of the input space described in X (using
a uniform sampling strategy) and saves them in S.

After line 6, the algorithm has an estimation of how many violation points
there are in the portion of the input space under consideration.” The idea is to
simplify one dimension of the hyperrectangle cyclically while keeping the number
of violation points balanced in the two portions of the domain we aim to split
(i.e., as close to |S|/2 as possible). Specifically, ComputeMedian(S, node;) (line
7) computes the median of the values along the dimension of the node chosen for
the split. SplitInterval(node;, median) splits the node into two parts node; o
and node; ; according to the median computed. For instance, suppose we have an
interval of [0, 1] and the median value is 0.4. The two parts obtained by calling
SplitInterval(node;, median) are [0,0.4] and (0.4, 1]. The algorithm proceeds
randomly, selecting the side to consider from that moment on and discarding the
other part. Hence, it updates the input space intervals to be considered for the safety
property X (lines 9-10). Finally, the variable s that represents the number of splits
made during the iteration is incremented. At the end of the while loop (line 12), the
VR is computed by multiplying the result of the exact count by 2*7#, and for [1., ;.
The first term (2°7#) considers the fact that we balanced the VR in our tree, hence
selecting one path and multiplying by 2°, we get a representative estimate of the

whole starting input area. 3 is a tolerance error factor, and finally, []}_, @; describes

% if the m solutions are not found, the algorithm proceeds by considering only the violation
points discovered or splitting at random.
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how we simplified the input space during the s splits made (line 13). Finally, the
algorithm refines the lower bound (line 14).

The correctness of our algorithm is independent of the number of samples used
to compute the median value. However, using a poor heuristic (i.e., too few samples
or a suboptimal splitting technique), the bound’s quality can change, as the lower
bound may get farther away from the actual Violation Rate. We report in Fig. 3.19
an example of the execution of CountingProVe.

Search: Computation'

([0 1],[01]1]
[[00.4],[017]

[[00.4], [0.4 1]]

s
R
Q I

[[020.4], / N
[0.41]] O (0

VR=82% - 0 0.4 1

Fig. 3.19: Example of computation with CountingProVe.

The crucial aspect of CountingProVe is that even when the splitting method is
arbitrarily poor, the bound returned is provably correct (from a probabilistic point
of view), see the next section for more details.

A Provable Lower Bound

In this subsection, we show that the randomized-approximation algorithm
CountingProVe returns a correct lower bound for the Violation Rate with a proba-
bility greater (or equal) than (1 —277"). In more detail, we demonstrate that the error
of our approximation decreases exponentially to zero and that it does not depend on
the number of violation points sampled during the simplification process nor on the
heuristic for the node splitting.

Theorem 3.6: Given the tuple T = (f,X,Y), the Violation Rate returned by the
randomized-approximation algorithm CountingProVe is a correct lower bound
with a probability > (1 — 27P7).

Proof. Let VR* > 0 be the actual violation rate. Then, CountingProVe returns
an incorrect lower bound, if for each iteration, VR > VR*. The key of this proof is
to show that for any iteration, Pr(VR > VR*) < 27P.

Fix an iteration ¢. The input space described by X and under consideration within
the while loop is repeatedly simplified. Assume we have gone through a sequence

87



CHAPTER 3. ON ADVANCED NEURAL NETWORK VERIFICATION
TECHNIQUES

of s splits, where, as reported in Sec.3.3.5, the i-th split implied a reduction of the
solution space of a factor «;. For a violation point o, we let Y, be a random variable
that is 1 if o is also a violation point in the restriction of the input space that has
been (randomly) obtained after s splits (and that we refer to as the solution space of
the leaf ¢).

Hence, the VR obtained using an exact count method for a particular € is VR, =
Z%‘;Y‘T, i.e., the ratio between the number of violation points and the number of
points in £ (A¢). Then our algorithm returns as an estimate of the total VR computed
by:

s Z Y
VR=2F.VR,- ]_[ a;=2F. "EF ]_[ @i (3.11)
i=1 i
Let s denote the sequence of s random splits followed to reach the leaf £. We are

interested in E[VR] = E[E[VR]|s]]. The inner conditional expectation can be written
as:

N

— Z EFYO'
E[VR | s :E[2Sﬁ~“—- o s] (3.12)
[VR|s] v rll (|
Y,
:E[zs—ﬁ Zoer ¥y |s] (3.13)
ATot
257P
Am; [Yo=11s] (3.14)
_27 Yo (3.15)
ATU[ P '
1
_opZoer L _opype (3.16)
ATol

where the equality in (2) follows from rewriting VR using (1). Equality (3) follows
from (2) using the relation Ar,; = H . Then we have (4) that follows from (3) by

using the linearity of the expectatlon (5) follows from (4) since, in each split, we
choose the side to take independently and with probability 1/2. Finally, (6) follows
by recalling that )’ . 1 is the total number of violations in the whole input space,

hence VR* = ZXTE: Therefore, we have

E[VR] = E[E[VR]s]] = E[27PVR*] = 27PVR".

Finally, by using Markov’s inequality, we obtain that

E[VR] 27PVR*

= =275,
VR* VR*

Pr(VR > VR") <

Repeating the process ¢ times, we have a probability of overestimation equal to 274"
This proves that the Violation Rate returned by CountingProVe is correct with a
probability > (1 —2777). i
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A Provable Confidence Interval of the VR

This section shows how a provable confidence interval can be defined for the VR
using CountingProVe. In particular, recalling the definition of Violation Rate (Def.
4.2), it is possible to define a complementary metric, the safe rate (SR), counting all
the input configurations that do not violate the safety property (i.e., provably safe).
In particular, we define:

Definition 3.8: (Safe Rate (SR)) Given an instance of the DNN-VERIFICATION problem
T ={f,X, M) we define the Safe Rate as the ratio between the number of safe points
and the total number of points satisfying X. Formally:
gpo B IXEOINTED)] _ T X, Y
[{x [ X(x)} [{x [ X(x)}

where the numerator indicates the sum of non-violation points in the input space.
From the second expression, it is easy to see that CountingProVe can be used to
compute a lower bound of the SR, by running Alg. 7 on the instance (f, X, ~Y).

Theorem 3.7: Given a Deep Neural Network f and a safety property (X, Y), com-
plementing the lower bound of the Safe Rate obtained using CountingProVe, which
is correct with a probability > (1—27P"), we obtain an upper bound for the Violation
Rate with the same probability.

Proof. Suppose we compute the Safe Rate with CountingProVe. From The-
orem 3.6, we know that the probability of overestimating the real SR tends expo-
nentially to zero as the iterations ¢ grow. Hence, Pr(SR > SR*) < 277!, We now
consider the Violation Rate as the complementary metric of the Safe Rate, and we
write VR = 1 — SR (as the SR is a value in the interval [0, 1]). We want to show
that the probability that the VR, computed as VR = 1 — SR, underestimates the real
Violation Rate (VR™) is the same as theorem 3.6.

Suppose that at the end of ¢ iterations, we have a VR < VR*. This would imply by
definition that 1 — SR < 1 — SR", i.e., that SR > SR*. However, from Theorem 3.6,
we know that the probability that CountingProVe returns an incorrect lower bound
at each iteration is 277!, Hence, we obtained that the VR computed as VR =1 - SR
is a correct upper bound with the probability (1 - 277) as desired. m|

These results allow us to obtain a confidence interval for the Violation Rate,'°
namely, from Theorems 3.6 and 3.7 we obtain the following result.

Lemma 3.4: CountingProVe can compute both a correct lower and upper bound,
i.e., a correct confidence interval for the VR, with a probability > (1 —27P"),

10 Notice that the same formulation holds for the complementary metrics (i.e., the Safe Rate).
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CountingProVe is Polynomial

To conclude the analysis of our randomized-approximation algorithm, we discuss
some additional requirements to guarantee that our approach runs in polynomial
time. Let N denote the size of the instance. It is easy to see that by choosing both
the timeout applied to each run of the exact count algorithm used in line 5 and the
number m of points sampled in line 6 to be polynomially bounded in N then each
iteration of the for loop is also polynomial in N. Moreover, if each split of the input
area encoded by X performed in lines 7-10 is guaranteed to reduce the size of the
instance by at least some fraction y € (0, 1), then after s = @(log N) splits the
instance in the leaf £ has size 0(%) = O(1). Hence, we can exploit an exponential
time formal verifier to solve the instance in the leaf ¢, and the total time will be
polynomial in N.

3.3.6 Experimental Results

In this subsection, we guide the reader to understand the importance and impact of
this novel encoding for the verification problem of deep neural networks. In partic-
ular, in the first part of our experiments, we show how the problem’s computational
complexity impacts the run time of exact solvers, motivating the use of an approx-
imation method to solve the problem efficiently. In the second part, we analyze a
concrete case study, ACAS Xu [131], to explain why finding all possible unsafe con-
figurations is crucial in a realistic safety-critical domain. All the data are collected on
a commercial PC running Ubuntu 22.04 LTS equipped with Nvidia RTX 2070 Super
and an Intel 17-9700Kk. In particular, for the exact counter, we rely as backend on the
formal verification tool BaB [38] available on “Neural Verification.jl" and developed
as part of the work of [150]. While, as exact count for CountingProVe, we rely on
ProVe [51] given its key feature of exploiting parallel computation on GPU. In our
experiments with CountingProVe, we set S = 0.02 and ¢ = 350 in order to obtain
a correctness confidence level greater or equal to 99% (refer to Theorem 3.6).

Table 3.25 summarizes the results of our experiments, evaluating the proposed
algorithms (i.e., the exact counter and CountingProVe) on different benchmarks.
Our results show the advantage of using an approximation algorithm to obtain a
provable estimate of the portion of the input space that violates a safety property. We
discuss the results in detail below. The code used to collect the results and several
additional experiments and discussions on the impact of different hyperparameters
and backends for our approximation are available in the supplementary material
(available here).

Scalability Experiments

In the first two blocks of Tab. 3.25, we report the experiments related to the scalability
of the exact counters against our approximation method CountingProVe, showing
how the #DNN-VERIFICATION problem becomes immediately infeasible, even for
small DNNs. In more detail, we collect seven different random models (i.e., using
random seeds) with different levels of violation rates for the same safety property,
which consists of all the intervals of X in the range [0, 1], and a postcondition Y that
encodes a strictly positive output. In the first block, all the models have two hidden
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Instance Exact Count CountingProVe (confidence > 99%)
BaB
Violation Rate  Time ||Interval confidence VR Size  Time

Model_2_20 20.78% 234 min [19.7%, 22.6%] 2.9% 42 min
Model_2_56 55.22% 196 min [54.13%, 57.5%] 3.37% 34 min
Model_2_68 68.05% 210 min [66.21%, 69.1%] 2.89% 45 min
Model_5_09 - 24 hrs [8.42%, 13.2%] 4.78% 122 min
Model_5_50 - 24 hrs [48.59%, 52.22%]  3.63% 124 min
Model_5_95 - 24 hrs [91.73%, 96.23%]  4.49% 121 min
Model_10_76 - 24 hrs [74.25%, 77.23%]  3.98% 300 min
¢> ACAS Xu_2.1 - 24 hrs [0.45%, 5.01%] 4.56% 246 min
¢> ACAS Xu_2.3 - 24 hrs [1.23%, 4.21%] 2.98% 241 min
¢> ACAS Xu_2.4 - 24 hrs [0.74%, 3.43%] 2.68% 243 min
¢y ACAS Xu_2.5 - 24 hrs [1.67%, 4.10%] 2.42% 240 min
¢> ACAS Xu_2.7 - 24 hrs [2.35%, 5.22%] 2.87% 240 min

Table 3.8: Comparison of CountingProVe and exact counter on different benchmark
setups. The first block shows the results on our benchmark properties, where every
instance is in the form Model_p_y, where p is the size of the input space and
is the id of the specific DNN. The last block reports the results on the Acas Xu ¢,
benchmark. Full results on ¢, and another property in the Appendix3.3.6.

layers of 32 nodes activated with ReLU and two, five, and ten-dimensional input
space, respectively. Our results show that for the models with two input neurons, the
exact counter returns the violation rate in about 3.3 hours, while our approximation in
less than an hour returns a provable tight (~ 3%) confidence interval of the input area
that presents violations. Crucially, as the input space grows, the exact counters reach
the timeout (fixed after 24 hours), failing to return an exact answer. CountingProVe,
on the other hand, in about two hours, returns an accurate confidence interval for
the violation rate, highlighting the substantial improvement in the scalability of
this approach. In the supplementary material, we report additional experiments
and discussions on the impact of different hyperparameters for the estimate of
CountingProVe.

ACAS Xu Experiments

The ACAS Xu system is an airborne collision avoidance system for aircraft con-
sidered a well-known benchmark and a standard for formal verification of DNNs
[125, 131]. It consists of 45 different models composed of an input layer taking five
inputs, an output layer generating five outputs, and six hidden layers, each containing
50 neurons activated with ReLU. To show that the count of all the violation points
can be extremely relevant in a safety-critical context, we focused on the property ¢»,
on which, for 34 over 45 models, the property does not hold. In detail, the property
¢ describes the scenario where if the intruder is distant and is significantly slower
than the ownship, the score of a Clear of Conflict (COC) can never be maximal (more
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detail are reported here [131]). We report in the last block of Tab. 3.25 the results
of this evaluation. To understand the impact of the #DNN-VERIFICATION problem,
let us focus, for example, on the ACAS Xu_2.7 model. As reported in Tab. 3.25,
CountingProVe returns a provable lower bound for the violation rate of at least a
2.35%. This means that assuming a 3-decimal-digit discretization, our approxima-
tion counts at least 23547 violation points compared to a formal verifier that returns
a single counterexample (i.e., a single violation point). Note that a state-of-the-art
verifier that returns only SAT or UNSAT does not provide any information about
the possible amount of unsafe configurations considered by the property. Fig. 3.20
shows a 3d representation of the second property of the ACAS Xu benchmark (i.e.,
¢>), comparing the possible outcome of a standard formal verifier, namely DNN-
VERIFICATION, and the problem presented in this section #DNN-VERIFICATION.
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Fig. 3.20: Explanatory image of the possible impact of #DNN-VERIFICATION in
safety-critical contexts. A standard verifier returns only a violation point (highlighted
in the image with a green circle), limiting the interpretability of the results. In
contrast, our approach paves the way to estimate the entire dangerous area (depicted
in red in the figure).

Hyperparameters and Ablation Study

We report in this section the hyperparameters used to collect the previous results.
Regarding the heuristic presented in the Alg. 7, we want to point out to the reader
that a possible optimization is to perform a fixed number of s simplifications before
calling the exact count method. In fact, as shown above, given the complexity of the
problem, calling the exact count too frequently when input space is still considerably
large typically results in a timeout, thus causing a waste of computation and time. For
this reason, we decided to perform a fixed number of preliminary simplifications
before calling the exact count. In more detail, we set s = 17 for the first row
of Tab. 3.25, and s = 45 for the remaining part. The value s for the preliminary
simplifications can be obtained assuming any discretization of the initial input space
N, described by X. Hence, relying on the considerations discussed in the Sec. 3.3.5
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for the polynomiality of the approximation, we set s = [log N| — 1 to ensure the
termination of an exponential time exact counter. Moreover, to collect the data of
Tab. 3.25 and 3.14, we set 8 = 0.02,7 = 350 obtaining a confidence level of 99%
(see theorem 3.6). Finally, regarding the number of samples to compute the median,
we set m = 1.5M for the scalability experiment of Sec. 3.3.6 and m = 3M for the
ACAS Xu experiments.

We performed additional experiments to highlight the impact of different hyper-
parameters on the quality of the estimate returned by CountingProVe. Crucially,
as specified in section 3.3.5, the correctness of the algorithm is independent of the
heuristic used by the algorithm. We now analyze the impact on the estimate of
different parameters such as g, ¢, and m.

Experiments on Different B and t

Confidence | Hyperparameters CountingProVe

B t Interval confidence VR~ Size  Time
0.02 350 [54.13%, 57.5%] 3.37% 34 min

99% 0.1 70 [51.36%, 59.17%]  7.81% 8 min
1.5 5 [19.39%, 84.35%] 64.96% 32 sec
0.02 170 [52.99%, 56.68%] 3.69% 17 min

90% 0.1 34 [51.37%, 58.93%]  7.55% 4 min
1.5 3 [19.53%, 84.32%]  64.79% 18 sec

0.02 137 [53.52%, 57.01%] 3.48% 14 min

85% 0.1 27 [51.47%, 58.67%] 7.2% 3 min
1.5 2 [19.56%, 84.24%] 64.67% 12 sec

Table 3.9: Comparison of different hyperparameters for CountingProVe on
Model_2_56. The true VR is equal to 55.22%.

Tab. 3.9 shows the comparison results between different hyperparameters for
CountingProVe. In detail, all the experiments are performed on the same model
“Model_2_56", using s = 17 preliminary simplifications before calling the exact
count. Moreover, we use the same number of m = 1.5M samples to compute the
median value in the heuristic. We test three confidence levels at 85%, 90%, and 99 %,
respectively, setting three possible value pairs for 5 and 7.

Regarding the impact of the error tolerance factor 8, as expected, as this value
increases, the confidence interval deteriorates. We justify this as the tolerance factor
appears in the formula for calculating the violation at the end of each while loop
(2578 . ExactCount). Hence, a larger S strongly impacts the value of the estimate,
thus also potentially deteriorating the lower and upper bounds. However, we want to
emphasize once again as for any value tested at a high confidence level, the estimate
returned by CountingProVe is correct, i.e., the lower bound does not overestimate,
and the upper bound never underestimates the value returned by the true count
(equals to 55.22%).

Interestingly, we note that by setting the same value for the error tolerance
factor (8 = 0.02), the estimate for the three confidence levels is quite similar. Our
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approximation thus allows choosing the desired confidence level while obtaining a
good estimate and potentially saving time. In fact, by choosing a confidence of 85%,
we obtain an estimate very close to the best estimate obtained with 99% confidence,
halving the computation time.

Impact of the m Samples in CountingProVe

Although the correctness of the approximation does not depend on the number
of violation samples to compute the median value (as shown in Theorem 3.6),
we performed an additional experiment to understand its impact on the quality of
the estimation. The experiment was performed on the “Model_2_56" model with
parameters 5 = 0.02, ¢ = 350, s = 17. We report in Tab 3.10 the comparison of four
different sample values, 500k, 1M, 1.5M,3M, and finally SM. As we can notice,
increasing the sampling size m to find the violation points to compute the median
leads to a more accurate estimate of the true violation rate. Intuitively, we obtain
a (theoretically) higher probability of finding violation points in the input space by
increasing the number of samples. Hence, the more violation points we randomly
sample, the more information we obtain to compute an accurate median. However,
using more samples results in more time to compute the median and, consequently,
the confidence interval of the violation rate.

m samples; CountingProVe (confidence > 99%)
Interval confidence VR Size Time

500k [52.59%, 66.36%] 13.8% 13 min

IM [51.45%, 57.2%]  5.74% 24 min

1.5M [54.13%, 57.5%]  3.37% 34 min

IM [53.41%, 56.63%]  3.21% 40 min

SM [54.17%, 56.42%]  2.24% 60 min

Table 3.10: Comparison of different m for CountingProVe

Alternative Backends for CountingProVe

To show that the correctness of our approximation is independent of the back-
end chosen, we conducted additional experiments using BaB [38] and NSVerify
[154] as the exact counters instead of ProVe [51] for the final count on the leaf
in CountingProVe. To perform a fair analysis, given the stochastic nature of our
approximation, we set the same seed for all methods tested, only changing some
hyperparameters and network sizes. We report in Tab. 3.11 the results of our experi-
ments. As expected, the resulting interval of confidence for the VR is the equivalent
using any exact counters or hyperparameters in all the tests performed. In more
detail, in the first two rows of Tab. 3.11, we use the same model (Model_2_56), only
varying the hyperparameters for the confidence (i.e., 8 and ¢), and the number of
preliminary splits s. We can notice as long as the network size is still small, the use
of the GPU (used in ProVe) does not bring much benefit. In fact, there is a slight
difference in the time to compute the interval of confidence of the VR in both tests
with the model with only two input nodes. Moreover, while performing multiple
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preliminary splits (s) can take more time, it also slightly improves the confidence
interval. Crucially, notice that in the last two rows of Tab. 3.11 a little improvement
of the interval confidence of VR w.r.t the results presented in Tab. 3.25 and 3.9.

Instance = Hyperparameters CountingProVe
B t s m Backend Interval VR Size  Time

Model_2_56 || 0.1 70 15 1.5M BaB [51.36%, 59.17%] 7.81% 10 min
Model_2_56 || 0.1 70 15 1.5M ProVe [51.36%, 59.17%] 7.81% 8 min
Model_2_56(10.02 350 22 1.5M BaB [53.77%, 57.03%] 3.26% 60 min
Model_2_56 ||0.02 350 22 1.5M ProVe [53.77%, 57.03%] 3.26% 50 min
Model_5_95((0.02 350 79 1.5M BaB [92.42%, 96.22%] 3.8% 185 min
Model_5_951|0.02 350 79 1.5M NSVerify [92.42%, 96.22%] 3.8% 180 min
Model_5_951|0.02 350 79 1.5M  ProVe [92.42%, 96.22%] 3.8% 150 min

Table 3.11: Comparison of different backends for CountingProVe

Regarding the last row of Tab. 3.11, we used a different model (Model_5_95)
to test the scalability of other exact counters in combination with CountingProVe.
The interesting thing to point out in this experiment is that BaB (or any different
DNN-verification tool) used as a backend for the exact count on the same model
results in timeout (i.e., after 24 hours, it does not return a result) as reported in
Tab 3.25. However, using it as a backend in our approximation, in about 3 hours, can
return a very tight confidence interval of the amount of the input space that presents
violations. This shows that the intuition behind our approximation brings significant
scalability improvements.

Finally, in this last experiment, we confirm what we mentioned above. As the
network grows, having GPU support brings significant improvements in timing,
as ProVe, in this experiment, saves 30 minutes of computation. Hence, this result
motivates us to use it as the “default" backend for our approximation. Moreover,
ProVe can verify any DNNs, i.e., with any activation function, which is not typically
possible with any state-of-the-art DNN-verification tool. However, this experiment
clearly shows that any verifier (perhaps that exploits GPUs) can be employed in
CountingProVe, so potentially future improvements or new methods can be easily
integrated into our approximation.

Discretization

It is crucial to point out that discretization is not a requirement of our counting
approach. In fact, supposing to have a backend that can deal with continuous val-
ues, CountingProve would not require such discretization. Nevertheless, the dis-
cretization factor might be a parameter of the algorithm. To this end, we performed
an analysis of the impact of this parameter, reporting the results in Tab. 3.12. Our
experiments demonstrate that using a less fine-grained discretization produces less
accurate outcomes, but it enhances the efficiency of the process in terms of time.
In the previous results, we opted for a discretization value of 3 (i.e., 0.001) that
provides a good balance between time and accuracy.
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Rounding CountingProVe (confidence > 99%)
(decimal digit) Interval Size Time
||
1 64.8 +2.2% ~213 min
3 2.83 +0.19% ~242 min
5 2.2+0.38% ~315 min

Table 3.12: Different discretization test on property ¢, of ACAS Xu.

Single Check Verification

In Tab. 3.13, we provide the results of our additional experiments on the single
check verification using a-S-CROWN[297, 291, 275]. We point out that this does
not provide the same information as our proposed approach. Specifically, running
a decision verifier multiple times does not provide information about the actual
number of violations. Nevertheless, the UNSAT case can be interpreted as a counting
result, where the answer is zero violations.

Models
2.5(2_6(2_7| 3.3 || 4.2
Result |SAT||SAT|| SAT ||[UNSAT |[UNSAT
Time (s)| 8.2 || 8.1 ||8.12]| 74.23 || 85.1

Table 3.13: Single Check Verification on property ¢, of ACAS Xu.

Full Experimental Results ACAS Xu

We report in Tab 3.14 the full results of comparing CountingProVe and the exact
counter on ¢, of the ACAS Xu benchmark discussed in Sec.3.3.6. We consider only
the model for which the property ¢, does not hold (i.e., the models that present at
least one single input configuration that violate the safety property). From the results
of Tab 3.14, we can see that our approximation returns a tight interval confidence
(mean of 2.83%) of the VR for each model tested in about 4 hours. We want to
underline that these obtained results do not exploit any particular optimization of
our approximation, and therefore the times to compute these intervals can be greatly
improved. For example, a simple optimization would compute the various ¢ iterations
in parallel, significantly reducing computation times.
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Instance Exact Count CountingProVe (confidence > 99%)
BaB
Violation Rate Time || Interval confidence VR Size  Time

@7 ACAS Xu_2.1 - 24 hrs [0.45%, 5.01%] 4.56% 246 min
¢y ACAS Xu_2.2 - 24 hrs [1.06%, 4.81%] 3.75% 246 min
¢> ACAS Xu_2.3 - 24 hrs [1.23%, 4.21%] 2.98% 241 min
@7 ACAS Xu_2.4 - 24 hrs [0.74%, 3.43%] 2.68% 243 min
@7 ACAS Xu_2.5 - 24 hrs [1.67%, 4.10%] 2.42% 240 min
¢> ACAS Xu_2.6 - 24 hrs [1.01%, 3.59%] 2.58% 248 min
¢> ACAS Xu_2.7 - 24 hrs [2.35%, 5.22%] 2.87% 240 min
¢7 ACAS Xu_2.8 - 24 hrs [1.77%, 4.68%] 2.92% 248 min
@7 ACAS Xu_2.9 - 24 hrs [0.18%, 2.77%] 2.59% 239 min
@7 ACAS Xu_3.1 - 24 hrs [1.62%, 4.98%] 3.36% 242 min
¢> ACAS Xu_3.2 - 24 hrs [0%, 2.50%] 2.5% 243 min
@7 ACAS Xu_3.3 - 24 hrs [0%, 2.54%] 2.54% 245 min
@7 ACAS Xu_3.4 - 24 hrs [0.26%, 3.08%] 2.82% 244 min
¢> ACAS Xu_3.5 - 24 hrs [0.92%, 3.60%] 2.68% 244 min
¢> ACAS Xu_3.6 - 24 hrs [1.71%, 4.48%] 2.77% 251 min
@7 ACAS Xu_3.7 - 24 hrs [0.14%, 2.64%] 2.49% 213 min
@7 ACAS Xu_3.8 - 24 hrs [0.75%, 3.28%] 2.54% 216 min
@7 ACAS Xu_3.9 - 24 hrs [2.11%, 5.20%] 3.09% 242 min
¢> ACAS Xu_4.1 - 24 hrs [0.33%, 3.04%] 2.71% 246 min
¢> ACAS Xu_4.3 - 24 hrs [1.3%, 3.61%] 2.31% 243 min
@7 ACAS Xu_4.4 - 24 hrs [0.79%, 3.57%] 2.79% 247 min
@7 ACAS Xu_4.5 - 24 hrs [0.71%, 4.03%] 3.33% 240 min
¢> ACAS Xu_4.6 - 24 hrs [1.65%, 4.72%] 3.08% 244 min
¢> ACAS Xu_4.7 - 24 hrs [1.67%, 4.33%] 2.66% 248 min
@7 ACAS Xu_4.8 - 24 hrs [1.68%, 4.17%] 2.49% 241 min
@7 ACAS Xu_4.9 - 24 hrs [0.10%, 2.61%] 2.51% 247 min
¢> ACAS Xu_5.1 - 24 hrs [1.06%, 3.76%] 2.7% 240 min
¢> ACAS Xu_5.2 - 24 hrs [0.86%, 3.58%] 2.72% 248 min
@7 ACAS Xu_5.4 - 24 hrs [0.75%, 3.25%] 2.5% 239 min
¢7 ACAS Xu_5.5 - 24 hrs [1.66%, 4.35%] 2.68% 247 min
¢> ACAS Xu_5.6 - 24 hrs [1.81%, 4.45%] 2.64% 240 min
¢> ACAS Xu_5.7 - 24 hrs [1.75%, 5.15%] 3.40% 246 min
@7 ACAS Xu_5.8 - 24 hrs [1.96%, 4.65%] 2.70% 241 min
@7 ACAS Xu_5.9 - 24 hrs [1.62%, 4.40%] 2.77% 241 min

Mean 2.83% 242 min

Table 3.14: Comparison of CountingProVe and exact counters on different bench-
mark setups.
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Experiments on a Different Property

To validate the correctness of our approximation, we also performed a final ex-
periment on property ¢3 of the Acas Xu benchmark. In particular, this property
encodes a scenario in which if the intruder is directly ahead and is moving towards
the ownship, the score for COC will not be minimal (we refer to [131] for further
details). This property is particularly interesting as it holds for all 45 models, i.e.,
we expect a 0% of violation rate for each model tested. For simplicity, in Tab. 3.15
we report only the first 5 models since the results were very similar for all the DNNs
tested. As expected, we empirically confirmed that also for this particular situation,
the lower and upper bounds computed with CountingProVe never overestimate and
underestimate, respectively, the true value of the violation rate, in this case, 0%.

Instance CountingProVe (confidence > 99%)
Interval confidence VR Size  Time
@3 ACAS Xu_1.1 [0%, 2.26%] 2.26% 215 min
@3 ACAS Xu_1.2 [0%, 2.88%] 2.88% 216 min
¢3 ACAS Xu_1.3 [0%, 2.30%] 2.30% 215 min
@3 ACAS Xu_1.4 [0%, 2.47%] 2.47% 218 min
@3 ACAS Xu_1.5 [0%, 2.48%] 2.48% 214 min

Table 3.15: CountingProVe on ACAS Xu ¢3 property

Summary. In this section, we first introduced the #DNN-VERIFICATION, the
problem of counting the number of input configurations that generate a violation
of a given safety property. We analyzed the complexity of this problem, proving
the #P-hardness and highlighting why it is relevant for the community. Further-
more, we proposed an exact count approach that, however, inherits the limitations
of the formal verification tool exploited as a backend and struggles to scale on
real-world problems. Crucially, we presented an alternative probabilistic approach,
CountingProVe, which provides an approximated solution with formal guarantees
on the confidence interval. However, the backend used in CountingProVe still needs
to perform exact verification over a subset of the input space under analysis. Conse-
quently, the overall efficiency of our approach strongly depends on the performance
of these exact solvers. To address this limitation, in the next section, we introduce a
method designed to improve their efficiency and, in turn, enhance the scalability of
our solution to the #DNN-VERIFICATION problem.
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3.4 Scaling #DNN-Verification Tools with Efficient Bound
Propagation and Parallel Computing

The main solutions of formal verification state-of-the-art tools for both DNN-
VEriricaTioN and #DNN-VERIFICATION, presented in the previous sections, are
strongly based on the Branch-And-Bound approach [38]. However, unlike the meth-
ods to solve the DNN-VERIFICATION problem, which potentially explore only part
of the tree generated through BaB, since they seek for a single counterexample, to
solve in a sound and complete fashion the #DNN-VERIFICATION problem, we have to
explore every single node, which exponentially increases the complexity, resulting
in a prohibitive computational demand.

Hence, inspired by the recent BaB-based solutions employed to solve efficiently
the DNN-VERIFICATION [275], in this work, we first investigate possible optimiza-
tions to solve the #DNN-VERIFICATION in an exact fashion. Moreover, we employ
these optimizations to CountingProVe, the approximate solution described in the
previous section, to assess the scalability and efficiency improvements. We argue
that by integrating similar optimization of standard FV tools on previously proposed
exact and approximate solutions for the #DNN-VERIFICATION problem, we are able
to enhance the scalability and efficiency of these solutions. More specifically, our
intuitions rely on the fact that every time we develop a new level of the BaB tree,
instead of computing the result on each node iteratively, we can employ the power
computation of GPUs to check multiple scenarios simultaneously. In addition, in
order to maintain an optimal branching tree size, we can employ in our optimization
the symbolic linear relaxation (SLR) [273], one of the most recent and efficient
techniques to compute a tight bound propagation through the DNN.

The empirical evaluation on standard FV benchmarks as ACAS xu [125] and
on realistic robotic DRL mapless navigation domain confirm our hypothesis. In
particular, we empirically show the improvement in scalability even in complex
robotic scenarios, where previous approaches for the #DNN-VERIFICATION problem
struggled to scale, making this new type of verification applicable also in different
robotic real-world applications.

Summarizing, the main contributions of this section are the following:

» we proposed an efficient bound propagation method based on BaB and SLR for
solving the #DNN-VErIricaTION efficiently.

* inspired by existing FV tools that exploit GPU to speed up the verification
process [275] we employ the parallel computation of each BaB layer to enhance
the performance of existing exact count approaches.

* we empirically show the effectiveness and the scalability improvement of the
solution proposed on standard FV benchmark (ACAS xu) and realistic robotic
scenarios.

3.4.1 Background

Our solution exploits two main components common to most recent state-of-the-
art verifiers: interval analysis with BaB approach that integrates symbolic linear
relaxation to compute tight output reachable sets and parallel computation [273, 275].
In the following, we briefly recall these strategies.
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Efficient Bound Estimation via Symbolic Interval Propagation and Linear
Relaxation

In Fig. 3.21, we report a representation of the reachability analysis combined with a
branching method called iterative refinement. In particular, the idea is to exploit the
fact that any neural network with a finite number of layers is Lipschitz continuous.
Hence, leveraging the fact that the dependency error for Lipschitz continuous func-
tions decreases as the width of intervals decreases, the iterative refinement process
allows us to bisect the input interval by evenly dividing the interval into the union
of two consecutive sub-intervals obtaining more tight reachable sets w.r.t. the naive
propagation [274].
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Fig. 3.21: Explanatory image of reachability analysis combined with branching
method called iterative refinement[274]. Exploiting Moore’s interval algebra [196],
the lower and the upper bounds of each interval are propagated through the DNN
layer-by-layer. In the left part, naive interval analysis produces a very large overesti-
mation of the reachable set. Using input split refinements (right part) we are able to
reduce the over-approximation and provably verify the property.

However, another source of over-approximation is given by the fact that naive
interval propagation—even when combined with iterative refinement— does not take
into account all the inter-dependencies with the previous layers. To this end, [274]
proposes the symbolic interval propagation (SIP) as a novel solution to preserve as
much dependency information as possible while propagating the bounds through the
DNNss layers. In particular, simarly to what we have seen in the previous chapters,
Wang et al. [274] consider DNNs with ReLU activation functions, and they seek to
maintain linear equations for all the propagation, simplifying the non-linear nature of
the neural networks and significantly speeding up the verification process. However,
ReLU nodes can demonstrate non-linear behavior for a given input interval and when
the interval in input to the ReLU node produces a result with a negative lower bound
and a positive upper bound, a concretization process is required, thus losing all
the inter-dependences preserved up to that specific node. To address such an issue,
[273] proposed the symbolic linear relaxation of ReLU nodes, which allows in these
scenarios to partially keep the input dependencies during interval propagation by
maintaining symbolic equations (the same used in the linearization of ReLU layers
presented in Sec. 3.2) in the form:
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u
A
where z is the ReL.U node, and ¢, u denote the concrete lower and upper bounds for
Eq¢ and Eq,, respectively. More specifically, in Fig. 3.22, we report an explanatory
example of interval propagation using SIP and SLR. Focusing on the left part of the
image and considering the upper ReLU node, we have to perform a concretization
since, considering the input bounds, we have a possible negative lower and a positive
upper bound. This process leads to the loss of all the input dependencies preserved
until that moment. In contrast, on the right part of the figure, using Eq. 3.17 on the
same ReLLU node, we are able to partially preserve the information and thus obtain
a tighter output reachable set.

z= Eq,, ——(Eqyu - 0) (3.17)
u-—-=
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) l
B 5 [021] B 5 095[-a+56, ~a+56+1]
[1,5] "X 3_ ol \‘1‘ [2a + 36 - 21, [1,5] x4 3_ -/ \’1 [2.950 —1.756 - 0.95,
2a + 3p] 2.95a - 1.756]
a Yy Y
[-10, 27] -1 [2,17]
[4,6] x2 T - /1' [4,6] x2 T 4 /l'
a [2a + 20 + 3B] o 2 + 20 + 3]
(a) (b)

Fig. 3.22: Explanatory image of (a) Symbolic interval propagation proposed in [274]
and (b) Symbolic linear relaxation [273].

3.4.2 Efficient #DNN-Verification via Symbolic Linear Relaxation and Parallel
Computing

In this subsection, we present our main contributions. Considering the fact that the
#DNN-VERIFICATION problem is #P-hard, the time complexity of the algorithm for
exact counting the violations in the property’s domain deteriorates rapidly as the
instance input size of the network grows. In fact, even moderately small networks
with only five input nodes become unmanageable using this approach. In particular,
what makes the problem so complex is having to solve an instance of the DNN-
VERIFICATION problem on each node of the BaB. As the size of the input increases,
we have a larger number of potential splits to perform, significantly increasing the
complexity of the problem. In fact, suppose to consider a network of only 5 input
nodes, where on each dimension, we perform 12 splits to be able to get an exact
count of the violation rate, thus getting 5 - 2'? nodes to verify. Assuming that each
node of the BaB requires an average time of 5 seconds to get an answer, it would
require about 5 - 212 - 55 = 1024005 ~ 28 hours in order to compute the total count
of violations in the property’s domain.

To address this challenging problem, inspired by the existing optimizations of
search-reachability methods for the DNN-VERIFICATION problem, we propose to
combine the symbolic linear relaxation [273] to reduce the number of splits re-
quired during the computation, and the parallel computation to make the #DNN-
VERIFICATION problem manageable. We implement our exact count for ReLU DNNs,
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Algorithm 8: Exact Count
1: Input: 7 = (f, X, V)

2: Output: Violation Rate (VR)

3: VR « 0, unknown « X

4: while unknown # @ do

5: X’ « Pop(unknown)

6: R <« ComputeReachableSet(X’, f)
7. if R C VY then

8: VR «— VR +|R|

9: elseif RNY =0 then
10: unknown « unknown \ X’
11:  else
12: unknown « unknown U IterativeRefinement(X")

13: return VR

even though our approach is easily extendable to different DNNs such as Tanh or
Sigmoid, using similar solutions proposed in [100] to deal with different non-linear
activation functions.

We report in Alg. 16 the complete pipeline of our exact count method. We start
by considering the entire property’s domain X which encodes the property’s pre-
condition, and we check for the negated property’s postcondition Y (as discussed in
Sec.2). Hence, for each sub-portion X’ of the original input space under considera-
tion, we use the method ComputeReachableSet to compute the output reachable
set of that portion. In detail, for each node of each hidden layer, we store two linear
equations, one for the lower and one for the upper bound of the interval. Once we
reach a ReLU node, in case concretization is needed, we use the symbolic linear
relaxation, i.e., Eq. 3.17, described above, to preserve the interdependence with the
previous layer, obtaining tight output bounds and thus speeding up the verification
process. At the end of the computation, we check if the corresponding output reach-
able set of R(X, f) lies in the undesired reachable set Y/, using Moore’s interval
algebra [196] and, in particular, this relation:

RXN)CY = (Re2Y AR <Y

where Ry, .Y, are the lower bound and R,, Y, are the upper bound of the
reachable sets R(X, f) and Y, respectively. Since we start verifying the negation of
the postcondition, if the R(X, f) C Y this implies that all X is unsafe, that is, there
exists at least one and possibly an infinite number of violation points.!! On the other
hand, if R(X, f)NY = 0, we can state that there are no violation points in X, thus the
original safety property holds. Finally, if we are in the case where the two reachable
sets overlap only on one side, i.e., a situation in which (R, < Yy AR, < VY,) or
the symmetric case, (R, > Y, A R, > Y,), we cannot state whether the property is
respected or not, and we have to proceed with the iterative refinement process [274].

1 Since we operate with a continuous input space hence we could have an infinite number
of violations.
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This process is repeated until, in all the partitions of the input space created with the
iterative refinement, we have complete safety or violation.
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Fig. 3.23: Left: the original approach proposed in the previous section for obtain the
exact count for the #DNN-Verification problem. Each node of the BaB is explored
iteratively, thus resulting in poor sample efficiency and scalability as the size of the
tree grows. Right: part of the optimization proposed in this work. Exploiting GPUs
acceleration we can verify each layer of the BaB in parallel, thus enhancing the
performance of exact count tools.

Even though the application of SLR improves the speed up of the verification
process, the main difference with the DNN-VERIFICATION problem is that we have
to check every single node of the BaB tree. Hence, an iterative approach like the
one represented in the left part of Fig. 3.23, can be very inefficient as the number
of branches increases. In contrast, the idea is to fully exploit the power of modern
accelerators, i.e., GPUs, to compute in a parallel fashion the result of the FV verifi-
cation of each layer of the BaB tree, as previously shown in Sec. 3.2 and reported
in the right Fig. 3.23. In particular, each node located in the same layer ¢ of the
BaB tree represents a separate sub-instance to analyze and thus can be threaded
independently. We represent the total number of sub-instances at the same layer ¢
with a value n and the cardinality of each sub-instance with k. Thus, each layer ¢ of
the BaB tree can be represented using a matrix of size (n, k, 2), where the number
2 represents the lower and upper bound of each of the n intervals of cardinality k to
be verified. To clarify, referring to Fig.3.23 and assuming we want to parallel verify
the last level of the BaB tree shown on the right side of the image, this would be
encoded with a matrix (8, k, 2), with k the dimension of the input space.

The main difficulties in implementing SLR on GPUs in CUDA are related to
the management of memory cost. When comparing SLR with naive propagation,
we can notice that the propagation of the coefficients of two equations for SLR, as
compared to the propagation of the upper and lower bound values for naive, requires
more memory in proportion to the number of input nodes in the network. In fact,
given m the maximum layer size and k the number of input nodes, naive propagation
requires m - 2 floats in memory to propagate the upper and lower bound on each node
in the layer, while SLR requires m - k -2 floats in memory to propagate the coefficients
associated with each input node through the DNN. Since both the global and shared
memory of each block in the GPU is generally limited, performing the verification on
DNNSs with either a considerable number of input nodes or particularly large hidden
layers can be challenging on GPUs. To address this issue, we implement a parallel
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version of symbolic linear relaxation via a CUDA kernel, which concurrently runs
interval analysis on each of the n sub-instances by assigning each one to a separate
CUDA thread. In order to further improve the computational efficiency, we load the
lower and upper equations for symbolic linear relaxation onto the shared memory,
which provides faster access time compared to the global memory, vectorizing
every data structure into one-dimensional arrays. Moreover, to address the memory
limitation discussed above, we maintain a small number of threads per block within
limits allowed by the ratio of shared memory and equation size for the network we
want to verify. The resulting output bounds for each of the n sub-instances verified
are then saved on the specific indices of an output vector and analyzed to compute
the next layer ¢ + 1 of the BaB tree.

3.4.3 Empirical Evaluation

In this subsection, we empirically analyze the improvement in scalability and effi-
ciency of the methods proposed in this section. In particular, our goal is to show that
the combination of efficient techniques employed for standard FV can be extended
for the #DNN-VERIFICATION, enhancing the computational efficiency of existing
tools and thus allowing the adoption of these methodologies also in realistic robotic
applications.

To this end, we applied the optimization discussed above on ProVe[51] and
we refer to this new method as ProVe_SLR and CountingProVe (presented in
the previous section) referred as CountingProVe_SLR. Moreover, we compare our
methods against the Exact Count presented in Alg. 16, which uses naive interval
propagation and no parallelization. All the data have been collected on a commercial
PC running Ubuntu 22.04 LTS equipped with Intel i5-13600KF and Nvidia GeForce
RTX 4070 Ti, reporting for each method the violation rate and the computation time.

We show the results of our experiments on three different case studies. In the first
block of Tab. 3.25, we analyze ACAS Xu[125, 131], a realistic safety-critical domain
in which finding all possible unsafe configurations is crucial. In more detail, ACAS
Xu is an airborne collision avoidance system for aircraft, a well-known benchmark
for FV of DNNEs. It consists of 45 models with five input nodes, five output nodes, and
six hidden layers containing 50 Re LU nodes each. In our experiments, we compare
the performance of each method on three different models for which we have a SAT
answer (i.e., at least a violation point) on the property ¢,, which describes a scenario
where, if the intruder is distant and significantly slower than the ownship, the score
of a Clear of Conflict (CoC) can never be maximal.

We then analyze a set of DRL mapless navigation models [8, 168]. In particular,
in the second block of Tab.3.25, we consider an input space composed of nine
nodes, two hidden layers of 16 nodes activated with ReLLU, and three output nodes
that encode discrete actions that the agent can perform in the environment.

Finally, in order to test the scalability, in the last block of Tab. 3.25, we increase
the complexity and test a model with 13 inputs representing more dense laser scans,
two hidden layers of 64 ReLU nodes, and six output nodes that encode, once again,
discrete actions for the robot. The safety properties tested in both of these mapless
navigation scenarios are behavioral properties. We provide the reader with a pictorial
representation of the property tested in Fig. 4.11.
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Fig. 3.24: Explanatory image of the safety property tested on different models in
the second block of Tab 3.25. Each input xy, . .., x represents a lidar scan value
between [0, 1], while x7, xg are heading and distance from the goal, respectively.
Hence, the safety property ensures that in this situation, a forward movement (yg) is
not chosen by the agent.

Focusing on the first block in Tab. 3.25, due to the scalability issues discussed in
Sec.3.3, the Exact Count method reaches the timeout (fixed after 24 hours), failing
to return an exact answer for all the tests performed.

On the other hand, ProVe_SLR is able to return the exact VR in about 8 hours
and 34 minutes (mean computation time), which corresponds to a ~ 64.3% mean
time reduction to compute the VR rate. The time required by ProVe_SLR is still
considerable, primarily due to the need to write partial results to disk during the
verification process to address memory constraints. We specify that with more
powerful hardware, the verification times can be improved further, but we argue that
it is interesting to show how the optimizations proposed in this work allow the use of
these verifiers in safety-critical robotic scenarios, even using commercial hardware.

A slight minor improvement is also obtained when we use the CountingProVe_SLR
approximation that uses ProVe_SLR as backend over the original CountingProVe[173].
Recalling the intuitions of this latter approximation provided in Sec. 3.3, given the

Exact methods Approximations (confidence >99%)

Instance Exact Count ProVe_SLR CountingProVe CountingProVe_SLR
VR  Time VR Time |[Lower Bound VR Time ||[Lower Bound VR Time

¢y ACAS Xu_4.3|| X > 24h 1.43% 8h46m 1.32% 2h4m 1.28% 45m
¢y ACAS Xu_4.9| X >24h | 0.15% 12h21m 0.093% 2h23m 0.10% 59m
¢y ACAS Xu_5.8| X > 24h 2.2% 4h35m 1.96% 2h10m 1.76% 51m
Model_9_1 X >24h |[|27.98% 3h46m 26.47% 2h17m 25.98% 42m
Model_9_2 X >24h [{20.88% 4h20m 19.73% 2h31m 19.95% 48m
Model_9_3 X >24h ||25.62% 3h12m 24.64% 2h2m 24.26% 47m
Model_13_64 X >24h |[|22.13% 5h4lm 20.99% 3h21m 21.24% 1h30m

Table 3.16: Comparison on different case studies of Exact Count without paral-
lelization, ProVe_SLR that combines parallelization and SLR, CountingProVe and
CountingProVe_SLR which exploits the efficiency improvements of ProVe_SLR
as backend. The first block shows the results on the ACAS Xu ¢, FV benchmark.
The second and third blocks report the results of the robotic mapless navigation
scenario.
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improvement in the scalability of ProVe_SLR, we are able to reduce the number
of splits required before employing the exact count on the leaf, thus reducing the
computational time required to compute the lower bound of the VR. In particular,
focusing on the results, given the randomized nature of CountingProVe, the VR
reported by this latter and CountingProVe_SLR is slightly different. Nonetheless,
both the results are correct as we obtain a lower bound of the real violation rate com-
puted by ProVe_SLR. The significant difference in this first block is that we obtained
a ~ 61.4% mean reduction in the computation time between CountingProVe and
CountingProVe_SLR.

Regarding the experiments of robotic mapless navigation, also in this realistic
scenario, we notice a substantial improvement in computation time when applying
the combination of SLR and parallel computing. Crucially, in both these sets of
experiments, we obtain a mean computational improvement of ~ 80% when using
ProVe_SLR over a naive exact count approach and a ~ 61.6% when employing
CountingProVe_SLR over CountingProVe.

Summary. In this section, we presented an efficient optimizations to the existing
solutions for the #DNN-VERIFICATION problem. Crucially, we show that the combi-
nation of symbolic linear relaxation for tight output reachability sets estimation and
parallel computation on GPUs enhances the scalability and performance of existing
#DNN-VERIFICcATION tools. This optimization paves the way for the application of
different types of FV in very complex, realistic robotic scenarios, such as mapless
navigation. We show how naive sample-based approximations can fail to capture a
minimal fraction of the violation rate in the property’s domain, emphasizing the ne-
cessity for more sophisticated approximation methods for counting violation points
such as CountingProVe_SLR.

Nonetheless, solutions to the #DNN-VERIFICATION problem allow for estimating
the probability that a DNN violates a given property, but they do not provide infor-
mation on the actual input configurations that are safe or violations for the property
of interest. The knowledge of the distribution of safe and unsafe areas in the input
space is a key element to devise approaches that can enhance the safety of DNNs,
e.g., by patching unsafe areas through re-training. To address this aspect in the next
section, we introduce the ALLDNN-VERIFICATION problem.
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3.5 Enumerating Safe Regions in Deep Neural Networks with
Provable Probabilistic Guarantees

For the sake of clarity, in this first part of the section, we recall the existing FV
approaches and related key concepts on which our approach is based. In contrast to
the standard robustness and adversarial attack literature [41, 158, 299], FV of DNNs
seeks formal guarantees on the safety aspect of the neural network given a specific
input domain of interest. Broadly speaking, if a DNN-Verification tool states that
the region is provably verified, this implies that there are no adversarial examples —
violation points — in that region. We recall in the next section the formal definition
of the satisfiability problem for DNN-VErIFIcATION [131].

DNN-Verification

In the DNN-VERIFICATION, We have as input a tuple 7 = (f,X,Y), where f is
a DNN, X is precondition on the input, and Y a postcondition on the output. In
particular, X denotes a particular input domain or region for which we require a
particular postcondition Y to hold on the output of f. Since we are interested in
discovering a possible counterexample, Y typically encodes the negation of the
desired behavior for f. Hence, the possible outcomes are SAT if there exists an input
configuration that lies in the input domain of interest, satisfying the predicate X, and
for which the DNN satisfies the postcondition Y, i.e., at least one violation exists in
the considered area, UNSAT otherwise.
To provide the reader with a better intuition, we discuss a toy example.

Example 2: (DNN-Verification) Suppose we want to verify that for the toy DNN f
depicted in Fig. 3.25 given an input vector x = (x,x3) € [0, 1] X [0, 1], the resulting
output should always be y > 0. We define X as the predicate on the input vector
x = (x1,x2) which is true iff x € [0,1] x [0, 1], and Y as the predicate on the
output y which is true iff y = f(x) < 0, that is, we set Y to be the negation of our
desired property. As reported in Fig. 3.25, given the vector x = [1,0]” we obtain
y < 0, hence the verification tool returns a SAT answer, meaning that a specific
counterexample exists and thus the original safety property does not hold.

Weighted ~ Activated
sum Layer
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[1] & ) ‘ ‘\1)

><[+4] [+4]
/

—1 7
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Input Output
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Fig. 3.25: A counterexample for a toy DNN-VERIFICATION problem.
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#DNN-VERIFICATION problem

Despite the provable guarantees and the advancement that formal verification tools
have shown in recent years [150], the binary nature of the result of the DNN-
VERIFICATION problem may hide additional information about the safety aspect of
the DNNs. To address this limitation in the previous section we discuss the #DNN-
VERIFICATION, i.€., the extension of the decision problem to its counting version. In
this problem, the input is the same as the decision version, but we denote as I'(7")
the set of all the input configurations for f satisfying the property defined by X and
Y, ie.

(7)) = {x | X (x) A y(f(x))} (3.18)

Then, the #DNN-VERIFICATION consists of computing |[I"(77)|.

The approach (reported in Fig.3.26) solves the problem in a sound and complete
fashion where any state-of-the-art FV tool for the decision problem can be employed
to check each node of the Branch-and-Bound [38] tree recursively.

() uNSAFE 2 SAFE UNKNOWN

lsplit
[0, 1], [0,1]]

|

[[0,0.49], [0, 1]] 9 105,1], [0,1]]

% } 0049] [0.5,1]]

[0, 0241,105,171 (9 %) 110.25,0.49], [0.5,1]]

[[0,0.49], [0,0.49]]

Fig. 3.26: Explanatory image execution of exact count for a particular f and safety
property.

In detail, each node produces a partition of the input space into two equal parts as
long as it contains both a point that violates the property and a point that satisfies it.
The leaves of this recursion tree procedure correspond to partitioning the input space
into parts where we have either complete violations or safety. Hence, the provable
count of the safe areas is easily computable by summing up the cardinality of the
subinput spaces in the leaves that present complete safety. Since our setting is in the
continuum, the number of points in any non-empty set is infinite. Hence, we consider
the cardinality as a proxy for the volume of the corresponding set. Nonetheless, if
we assume some discretization of the space (to the maximum resolution allowed by
the machine precision), I'(7") becomes a finite countable set.

Clearly, by using this method, it is possible to exactly count (and even to enumer-
ate) the safe points. However, due to the necessity of solving a DNN-VERIFICATION
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instance at each node (an intractable problem that might require exponential time),
this approach becomes soon unfeasible and struggles to scale on real-world scenar-
ios. In fact, it turns out that under standard complexity assumption, no efficient and
scalable approach can return the exact set of areas in which a DNN is provably safe
(as detailed in the next section).

To address this concern, after formally defining the ALLDNN-VERIFICATION prob-
lem and its complexity, we propose first of all a relaxation of the problem, and subse-
quently, an approximate method that exploits the analysis of underestimated output
reachable sets obtained using statistical prediction of tolerance limits [286, 216]
providing a tight underapproximation of the safe areas with strong probabilistic
guarantees.

The ALLDNN-VERIFICATION Problem

The ALLDNN-VERIFICATION problem asks for the set of all the safe points for a
particular tuple (f, X, V). Formally:

Definition 3.9 (ALLDNN-VERIFICATION PROBLEM):
Input: A tuple 7 = (f, X, Y).
Output: the set of safe points T'(T"), as given in (3.18).

Considering the example of Fig. 3.26, solving the ALLDNN-VERIFICATION prob-
lem for the safe areas consists in returning the set:

= {[[0.5, 1] x [0, 1]] U [[0,0.24] x [0.5, 1]]}.

Hardness of ALLDNN-VERIFICATION

From the #P-hardness of the #DNN-VERIFICATION problem proved in the previous
section and the fact that exact enumeration also provides exact counting, it imme-
diately follows that the ALLDNN-VERIFicATION is #P-hard, which essentially states
that no polynomial algorithm is expected to exist for the ALLDNN-VERIFICATION
problem.

3.5.1 e-ProVe: a Provable (Probabilistic) Approach

In view of the structural scalability issue of any solution to the ALLDNN-
VERIFICATION problem, due to its #P-hardness, we propose to resort to an approxi-
mate solution. More precisely, we define the following approximate version of the
problem:

Definition 3.10 (e-Rectilinear Under-Approximation of safe areas for DNN (e-
RUA-DNN)):

Input: A ruple 7 = (f, X, Y).

Output: a family R = {ri,...,ry} of disjoint rectilinear e-bounded hyperrect-
angles such that \J;r; C T(T) and |T'(T") \ U, ri| is minimum.
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Fig. 3.27: Explanatory image of how to exploit reachable set result for solving the
ALLDNN-VERIFICATION problem.

A rectilinear e-bounded hyperrectangle is defined as the cartesian product of in-
tervals of size at least . Moreover, for € > 0, we say that a rectilinear hyperrectangle
r = X;[;, u;] is e-aligned if for each i, both extremes ¢; and u; are a multiple of €.

The rationale behind this new formulation of the problem is twofold: on the one
hand, we are relaxing the request for the exact enumeration of safe points—in fact,
as argued in [130] due to the #P-hardness proof (from #3-SAT), even guaranteeing
a constant approximation to [['(77)| by a deterministic polynomial time algorithm is
not possible unless P = N P; on the other hand, we are requiring that the output is
more concisely representable by means of hyperrectangles of some significant size.

Note that for ¢ — 0, e-RUA-DNN and ALLDNN-VERIFICATION become the
same problem. More generally, whenever the solution I'(77) to an instance 7~ of
ALLDNN-VERIFICATION can be partitioned into a collection of rectilinear e-bounded
hyperrectangles, I'(7") can be attained by an optimal solution for the e-RUA-DNN.
This allows us to tackle the ALLDNN-VERIFICcATION problem via an efficient ap-
proach with strong probabilistic approximation guarantees to solve the e-RUA-DNN
problem.

Our method is based on two main concepts: the analysis of an underestimated
output reachable set with probabilistic guarantees and the iterative refinement ap-
proach [274]. In particular, in Fig. 3.27 we report a schematic representation of the
approach that can be set up through reachable set analysis. Let us consider a possible
domain for the safety property, i.e., the polygon highlighted in light blue in the upper
left corner of Fig. 3.27.

Suppose that the undesired output reachable set is the one highlighted in red
called R* in the bottom left part of the image, i.e., this set describes all the unsafe
outcomes the DNN should never output starting from X. Hence, in order to formally
verify that the network respects the desired safety property, the output reachable set
computed from the domain of the property (i.e., the green R area of the left side of
the image) should have an empty intersection with the undesired reachable set (the
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red one). If this condition is not respected, as, e.g., in the left part of the figure, then
there exists at least an input configuration for which the property is not respected.
To find all the portions of the property’s domain where either the undesired
reachable set and the output reachable set are disjoint, i.e., R* (R = 0, or, dually,
discover the unsafe areas where the condition R € R* holds (as shown in the right
part of Fig. 3.27) we can exploit the iterative refinement approach [274]. However,
given the nonlinear nature of DNNs, computing the exact output reachable set is
infeasible. To address this issue, the reachable set is typically over-approximated,
thereby ensuring the soundness of the result. In this vein, [294] proposed an enumer-
ation approach based on an over-approximation of the reachable set to compute the
set of unsafe regions in the property’s input domain. Still, the relaxation of the non-
linear activation functions used to compute the over-approximated reachable set can
be computationally demanding. In contrast, we propose a computationally efficient
solution that uses underestimation of the reachable set and constructs approximate
solutions for the e-RUA-DNN problem with strong probabilistic guarantees.

Probabilistic Reachable Set

Given the complexity of computing the exact minimum and maximum of the function
computed by a DNN, we propose to approximate the output reachable set using a
statistical approach known as Statistical Prediction of Tolerance Limits [286, 216].

We use a Monte Carlo sampling approach: for an appropriately chosen n, we
sample n input points and take the smallest and the greatest value achieved in the
output node as the lower and the upper extreme of our probabilistic estimate of the
reachable set. The choice of the sample size is based on the results of [286] that allow
us to choose 7 in order to achieve a given desired guarantee on the probability ¢ that
our estimate of the output reachable set holds for at least a fixed (chosen) fraction
R of a further possibly infinitely large sample of inputs. Crucially, this statistical
result does not require any knowledge of the probability distribution governing our
function of interest and thus also applies to general DNNs. Stated in terms more
directly applicable to our setting, the main result of [286] is as follows.

Lemma 3.5: For any R € (0, 1) and integer n, given a sample of n values from a
(continuous) set X the probability that for at least a fraction R of the values in a
further possibly infinite sequence of samples from X are all not smaller (respectively
larger) than the minimum value (resp. maximum value) estimated with the first n
samples is given by the s satisfying the following equation

1
n/ X" ldx=(1-R") =y (3.19)
R
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Fig. 3.28: Example of computation single reachable set for a DNN with two outputs.

Computation of Safe Regions

We are now ready to give a detailed account of our algorithm e-ProVe.

Our approximation is based on the analysis of an underestimated output reachable
set obtained by sampling a set of n points P4 from a domain of interest A. We
start by observing that it is possible to assume, without loss of generality, that the
network has a single output node on whose reachable set we can verify the desired
property [150]. For networks not satisfying this assumption, we can enforce it by
adding one layer. For example, consider the network in the example of Fig. 3.28 and
suppose we are interested in knowing if, for a given input configuration in a domain

= [0,1] x [0, 1], the output y; is always less than y,. By adding a new output
layer with a single node y* connected to y; by weight —1 and to y, with weight 1
the condition required reduces to check that all the values in the reachable set for y*
are positive.

In general, from the analysis of the underestimated reachable set of the output node
computed as R = [min; y;, max; y;|, we can obtain one of these three conditions:

A is unsafe upper bound of R < 0
A 1s safe lower bound of R > 0 (3.20)

unknown otherwise

With reference to the toy example in Fig. 3.28, assuming we sample only n = 2
input configurations, (1,0) and (0, 1) which when propagated through f produce as
a result in the new output layer the vector y* = [8, 5]. This results in the estimated
reachable set R = [5,8]. Since the lower bound of this interval is positive, we
conclude that the region A, under consideration, is completely safe.

To confirm the correctness of our construction, we can check the partial values of
the original output layer and notice that no input generates y; > y,. Specifically, if
all inputs result in y; > y, (violating the specification we are trying to verify), then
the reachable set must have, by construction, a negative upper bound, leading to the
correct conclusion that the area is unsafe. On the other hand, if only some inputs
produce y; > y», then we obtain a reachable set with a negative lower bound and a
positive upper bound, thus we cannot state whether the area is unsafe or not, and we
should proceed with an interval refinement process. Hence, this approach allows us
to obtain the situations shown to the right of Fig. 3.27, i.e., where the reachable set
is either completely positive (A safe) or completely negative (A unsafe).

112



CHAPTER 3. ON ADVANCED NEURAL NETWORK VERIFICATION
TECHNIQUES

Algorithm 9: e-ProVe
1: Input: 7 = (f,X,Y), n (# of samples to compute R), e-precision desired
: Output: set of safe and unsafe regions in X.

2

3: f’ « CreateAugmentedDNN(f,X,Y)
4: safe_regions < 0; unsafe_regions < 0
5: unknown « GetDomain(KX)
6
7
8

: while (unknown # 0) or (e-precision not reached) do
A « GetAreaToVerify(unknown)
. Ra « ComputeReachableSet(f’, A, n)
9: if lower(R4) > O then

10: safe_regions « safe_regions U {A}

11:  elseif upper(Ra) < 0 then

12: unsafe_regions « unsafe_regions U {A}

13:  else

14: unknown «— unknown U IntervalRefinement(A)

15: return safe_regions, unsafe_regions

We present the complete pipeline of e-ProVe in Algorithm 9. Our approach
receives as input a standard tuple for the DNN-VERIFICATION and creates the aug-
mented DNN f” following the intuitions provided above. Moreover, we initialize
respectively the set of safe regions as an empty set and the unchecked regions as
the entire domain of the safety specification encoded in . Inside the loop, our
approximation iteratively considers one area A at the time and begins computing
the reachable set, as shown above. We proceed with the analysis of the interval
computed, where in case we obtain a positive reachable set, i.e., the lower bound is
positive, then the area under consideration is deemed as safe and stored in the set
of safe regions we are enumerating. On the other hand, if the interval is negative,
that is, the upper bound is negative, we add the area into the unsafe regions and
proceed. Finally, if we are not in any of these cases, we cannot assert any conclu-
sions about the nature of the region we are checking, and therefore, we must proceed
with splitting the area according to the heuristic we prefer. The loop ends when
either we have checked all areas of the domain of interest or we have reached the
e-precision on the iterative refinement. In detail, given the continuous nature of the
domain, it is always possible to split an interval into two subparts, that is, the process
could continue indefinitely in the worst case. For this reason, as is the case of other
state-of-the-art FV methods that are based on this approach, we use a parameter to
decide when to stop the process. This does not affect the correctness of the output
since our goal is to (tightly) underapproximate the safe regions, and thus, in case the
e-precision is reached, the area under consideration would not be considered in the
set that the algorithm returns, thus preserving the correctness of the result. Although
the level of precision can be set arbitrarily, it does have an effect on the performance
of the method. In the supplementary material, we discuss the impact that different
heuristics and hyperparameter settings have on the resulting approximation.
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Theoretical Guarantees

In this section, we analyze the theoretical guarantees that our approach can pro-
vide. We assume that the IntervalRefinement procedure consists of iteratively
choosing one of the dimensions of the input domain and splitting the area into two
halves of equal size, as in [274]. The theoretical guarantee easily extends to any other
heuristic provided that each split produces two parts, both at least a fixed constant
fraction S of the subdivided area. Moreover, we assume that reaching the € precision
is implemented as testing that the area has reached size €, i.e., it is the cartesian
product of d intervals of size €. It follows that, by definition, the areas output by
e-ProVe are e-bounded and e-aligned.

The following proposition is the basis of the approximation guarantee (in terms of
the size of the safe area returned) on the solution output by e-ProVe on an instance
of the e-RUA-DNN problem.

Proposition 3.5: Fix a real number € > 0, an integer k > 3, and a real v > ke.
Let T be an instance of the €e-RUA-DNN problem. Then for any solution R =
{ri,...,rm} such that for each i = 1,...,m, r; is y-bounded, there is a solution

d
RE) = {rif), e, r,gf)} such that each rl.(e) is e-aligned and ||R©]|| > (%) [IR]],
where d is the number of dimensions of the input space, and for every solution R’,
[|R'|| = | U; ;| is the total area covered by the hyperrectangles in R’.

The result is obtained by applying the following lemma to each hyperrectangle
of the solution R.

Lemma 3.6: Fix a real number € > 0 and an integer k > 3. For any y > ke and
any y-bounded rectilinear hyperrectangle r C R, there is an e-aligned rectilinear

d
hyperrectangle r'€ such that: (i) '€ C r; and (ii) |r'©] > (kk;z) 7.

aj by

: : | 1) e — aligned

d
M- k-2
o / |7’§€)| = 6e? 2 [T] -l

€ — precision
7l = (by —a,)(by —a,) = 12€?

Fig. 3.29: An example of applying Lemma 3.6 with k = 3.

Fig. 3.29 gives a pictorial explanation of the lemma. In the example shown, k = 3
and the parameter € is the unit of the grid, which we can imagine superimposed to the
bidimensional (d = 2) space in which the hyperrectangles live. Hence y = 3¢. The
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non-e-aligned r; (depicted in blue) is y-bounded, since its width w = (b| —a) = 4€
and its height & = (b, — ap) = 3€ are both > 3€. Hence, it covers completely at least
w — 2 columns and & — 2 rows of the grid. These rows and columns define the green
e-aligned hyperrectangle ', of dimension

i

k

w-—h=

>(w-2)-(h-2) > k

k-2 k-2 k—2\¢
|7i].

The following theorem summarizes the coverage approximation guarantee and
the confidence guarantee on the safety nature of the areas returned by e-ProVe.

Theorem 3.8: Fix a positive integer d and real values €,y,R € (0,1), with R >
1 — €. Let T be an instance of the ALLDNN-VErirication with input in'? [0, 1]¢,
and let k be the largest integer such that I'(7") can be partitioned into ke-bounded
rectilinear hyperrectangle.

Let ‘Rff) and R'E) be the sets of areas identified as safe and unsafe, respectively,
by e-ProVe using n samples at each iteration, with n > logp(1 — ¢'/™) and
m > max{|7€ff)|, |R ) |}. Then, with probability >

d
1. (coverage guarantee) the solution Rf) isa (%) approximation of T'(T), i.e.,

d
IR = (52) 10l

2. (safety guarantee) in each hyperrectangle r € ﬂff) at most (1 — R) - |r| points
are not safe.

This theorem gives two types of guarantees on the solution returned by e-ProVe.
Specifically, point 2. states that for any R < 1 and ¥ < 1, e-ProVe can guarantee
that with probability ¥ no more than (1 — R) of the points classified as safe can, in
fact, be violations. Moreover, point 1. guarantees that, provided the space of safety
points is not too scattered—formalized by the existence of some representation in
ke-bounded hyperrectangles— the total area returned by e-ProVe is guaranteed to
be close to the actual I'(7"). Finally, the theorem shows that the two guarantees are
attainable in an efficient way, providing a quantification of the size n of the sample
needed at each iteration. Note that the value of m needed in defining n can be either
set using the upper limit 2¢1°¢(1/€) _ which is the maximum number of possible split
operations performed before reaching the e-precision limit—or m can be estimated
by a standard doubling technique: repeatedly run the algorithm doubling the estimate
for m at each new run until the actual number of areas returned is upper bounded by
the current guess for m.

Proof. The safety guarantee (item 2.) is a direct consequence of Lemma 3.7.
In fact, a hyperrectangle r is returned as safe if all the n sampled points from r are
not violations, i.e., their output is > 0 (see (3.20)). By Lemma 3.7, at most (1 — R)
of the points in r can give an output < 0, with probability ¢y = (1 — R"). Since
samples are chosen independently in different hyperrectangles, this bound on the
number of violations in a hyperrectangle of R(€) holds simultaneously for all of them

12 This assumption is w.1.0.g. modulo some normalization.
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with probability > ™. With n > logp(1 — ¢!/") we have y < ™, i.e., the safety
guarantee holds with probability > .

For the coverage guarantee, we start by noticing that under the hypotheses on
k, Proposition 3.5 guarantees the existence of a solution R{ made of e-bounded
and e-aligned rectilinear hyperrectangles. Let RS be a solution obtained from R
by partitioning each hyperrectangle into hyperrectangles of minimum possible size
€, each one e-aligned. The first observation is that, being a solution made of
e-bounded and e-aligned rectilinear hyperrectangles, RS is among the solutions
possibly returned by e-ProVe. We now observe that, with probability > ¢, each

hyperrectangles in RS must be contained in some hyperrectangle r in the solution

R'®) returned by e-Prove.

First note that if in each iteration of e-ProVe, r’ keeps on being contained in
an area where both safe and violation points are sampled, then eventually " will
become itself an area to analyze. At such a step, clearly every sample in " will be
safe and r’ will be included in Rff), as desired. Therefore, the only possibility for 7’
not to be contained in any r € ‘Rff) is that at some iteration an area A 2 r’ is analyzed
and all the n points sampled in A turn out to be violation points, so A (including r”)
is classified unsafe (and added to R'®)) by e-ProVe. However, by Lemma 3.7 with
probability (1 —R") this can happen only if €/ = |#’| < (1—R)|A|, which contradicts
the hypotheses. Hence, with probability (1 — R")™ > y, no hyperrectangle of R
contains 7/, whence it must be contained in a hyperrectangle of Rff), concluding the
argument. ]

Fig. 3.30 (left) shows the correlation between the number of points to be sampled
based on the number of areas obtained by e-ProVe if we want to obtain a total
confidence of ¥ = 99.9% and a lower bound R = 99.5%. As we can notice from
the plot, if we compute our output reachable set sampling n = 3250 points, we are
able to obtain the desired confidence and lower bound if the number of regions is
in [1,10000]. For this reason, in all our empirical evaluations, we use n = 3500
to compute R. An example of the possible result achievable using our approach is
depicted in Fig. 3.30 (right) with different shades of green for better visualization.

a =99.9% and R=99.5%
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points to sample
N
(o
o
o
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o
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Fig. 3.30: Left: Correlation point to sample and # of (un)safe areas using e-ProVe
to obtain a confidence ¢ = 99.9% and a lower bound R = 99.5%. Right: example of
a set of safe regions (in green) returned by e-ProVe (scaled x100).
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3.5.2 Empirical Evaluation

In this section, we evaluate the scalability of our approach, and we validate the
theoretical guarantees discussed in the previous section. Our analysis considers
both simple DNNSs to analyze in detail the theoretical guarantees and two real-world
scenarios to evaluate scalability. The first scenario is the ACAS xu [125], an airborne
collision avoidance system for aircraft, which is a well-known standard benchmark
for formal verification of DNNs [150, 131, 273]. The second scenario considers
DNN trained and employed for autonomous mapless navigation tasks in a Deep
Reinforcement Learning context [174, 168].

All the data are collected on a commercial PC equipped with an M2 Apple
silicon. The code used to collect the results and several additional experiments and
discussions on the impact of different heuristics for our approximation are available
in the supplementary material.

Correctness and Scalability Experiments

These experiments aim to estimate the correctness and scalability of our approach.
Specifically for each model tested, we used e-ProVe to return the set of safe regions
in the domain of the property under consideration. All data are collected with
parameters Yror = 99.9% and R = 99.5% and n = 3500 points to compute the
reachable set used for the analysis. The results are presented in Table 3.25. For all
experiments, we report the number of safe regions returned by e-ProVe (for which
we also know the hyperrectangles position in the property domain), the percentage
of safe areas relative to the total starting area (i.e., the safe rate), and the computation
time. Moreover, we include a comparison, measured as percentage distance, of the
safe rate computed with alternative methods, such as an exact enumeration method
(whenever feasible due to the scalability issue discussed above) and a Monte Carlo
(MC) Sampling approach using a large number of samples (i.e., 1 million). It’s
important to note that the MC sampling only provides a probabilistic estimate of the
safe rate, lacking information about the location of safe regions in the input domain.

The first block of Table 3.17 involves two-dimensional models with two hidden
layers of 32 nodes activated with ReLLU. The safety property consists of all the
intervals of X in the range [0, 1] and a postcondition Y that encodes a strictly
positive output. Notably, e-ProVe is able to return the set of safe regions in a
fraction of a second, and the safe rate returned by our approximation deviates at
most a 1.75% from the one computed by an exact count, which shows the tightness

Instance e-ProVe (¢ =99.9%) Exact count or MC sampling| Und-estimation (% distance)
# Safe regions Safe rate Time||Safe rate Time

Model_2_20 335 78.50% 0.4s || 79.1% 234min 0.74%
Model_2_56 251 43.69% 0.3s || 44.46% 196min 1.75%
Model_MN_1 545 64.72% 60.6s|| 67.59% 0.6s 4.24%
Model_MN_2 1 100% 0.4s || 100% 0.4s -

¢y ACAS Xu_2.1 2462 97.47% 26.9s || 99.25% 0.6s 1.81%

¢y ACAS Xu_3.3 1 100% 0.4s || 100% 0.5s -

Table 3.17: Comparison of e-ProVe and Exact count or Monte Carlo (MC) sampling
approach on different benchmark setups.
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of the bound returned by our approach. In the second block of Tab. 3.17, the Mapless
Navigation (MN) DNNs are composed of 22 inputs, two hidden layers of 64 nodes
activated with ReLU, and finally, an output space composed of five nodes, which
encode the possible actions of the robot. We test a behavioral safety property where
X encodes a potentially unsafe situation (e.g., there is an obstacle in front), and the
postcondition Y specifies the unsafe action that should not be selected. The table
illustrates how increasing input space and complexity affects computation time.
Nevertheless, the proposed approximation remains efficient even for ACAS xu tests,
returning results within seconds. Crucially, focusing on Model_MN_2 and ¢, ACAS
Xu_3.3, e-ProVe states that all the property’s domain is safe (i.e., no violation
points). The correctness of the results was verified by employing VeriNet [100], a
state-of-the-art FV tool.

Impact of Heuristics on e-ProVe Performances

Although the correctness of the approximation does not depend on the heuristic
chosen to split the input space under consideration (as shown in Theorem 3.8), we
performed an additional experiment to understand its impact on the quality of the
estimation. In particular, as shown in Alg. 9, the loop ends when either e-ProVe
explores all the unknown regions, or it reaches a specific e-precision. Regarding the
latter, all our results are given for the case of a maximum number of splits equal
to s = 18, since, in preliminary testing, this value has been shown to give the best
trade-off between efficiency and accuracy. Hence, with respect to theoretical analysis
in Theorem 3.8), with this choice, we expect the solution returned by e-ProVe to be
e-bounded, for some € € [21/ s pd/ %], considering the maximum and the expected
number of times that a split happens on the same dimension.

Moreover, another key aspect when using iterative refinement is the choice of
the dimension (input coordinate) and the position where to perform the split. To this
end, our sampling-based approach to estimating the reachable set also allows us to
obtain some useful statistical measures, such as the mean and median of the samples
in each dimension, that can be useful for the heuristics. More specifically, we tested
the following five heuristics:

* HI: split the node along the bigger dimension, i.e., d = argmax;’ u; — ¢;, with
u; and ¢; the upper and lower bound of each interval, respectively. The split is
performed in correspondence with the median value of the samples that result
safe after the propagation through the DNN.

* H2: as HI, but the split is performed along the mean value of the safe samples.

* H3: select one dimension randomly, and the split is performed along the median
value of the safe samples.

» H4: as H3, but the split is performed along the mean value of the safe samples.

* H5: select the dimension and the position to split based on the distribution of the
safe and violation points, i.e., partitioning the input space into parts where we
have as many as possible violation points in one part and safety in the other. We
report a simplified example of this heuristic in Fig. 3.31.

More specifically, let us suppose to have only two dimensions and to have
sampled n points that result in the situation depicted in Fig. 3.31. Hence, for
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Fig. 3.31: Example of single test split on each dimension x1, x3, (highlighted in blue)
using HS in a specific situation.

each dimension, the heuristic seeks to find the splitting point that better divides
the safe points from the unsafe (violation) ones. In this situation, the dimension
chosen will be x, as it allows a better partition of the input space, splitting in
correspondence with the dotted line, which represents the maximum value of the
safe points along x;.

We have noticed that all these heuristics have roughly the same computational cost
on a single split, and thus an improvement in the computation time of the complete
execution of e-ProVe translates directly into the choice of better heuristics. We
tested each heuristic on three different models with ¢ = 99.9%, R = 99.5%, and
n = 3500 samples. For each heuristic tested, we collected: the number of safe
regions, the safe rate, and the computation time, respectively. Ideally, for a similar
safe rate, the best heuristic should return the fewest regions (i.e., the best compact
solution of the safe regions) in the lowest possible time. In Tab.3.18, we report the
results obtained. As we can see, H5 is the best heuristic as it yields the best trade-off
between the efficiency and compactness of the solution for all the models tested.
We can notice that for model_M N _3 the improvement between H2 and HS5 is not
significant, we think this is due to the larger cardinality of the input space w.r.t the
other models. Further experiments should be performed to devise better heuristics
for these types of DNNs.
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Instance H1
# Safe regions Safe rate Time
Model_2_20 731 78.91% 0.5s
Model_MN_3 1196 53.14% 1m21s
@2 ACAS Xu_2.1 3540 97.32% 29.1s
H2
# Safe regions Safe rate Time
Model_2_20 678 79.01% 1.2s
Model_MN_3 739 53.08% 1m42s
¢2 ACAS Xu_2.1 1613 97.24% 39s
H3
# Safe regions Safe rate Time
Model_2_20 2319 78.63% 1.9s
Model_MN_3 - - -
2 ACAS Xu_2.1 22853 83% 4m20s
H4
# Safe regions Safe rate Time
Model_2_20 1757 78.8%  2.9s
Model MN 3 - - -
¢2 ACAS Xu_2.1 31515 78.09% S5Sm
HS
# Safe regions Safe rate Time
Model_2_20 355 78.5% 0.4s
Model_MN_3 845 52.95% 1m1Ss
¢2 ACAS Xu_2.1 2462 97.47% 26.9s

Table 3.18: Comparison of different heuristic on e-Prove. ’-’ indicates a heuristic
that requires more than 5 minutes. The target safe rates obtained using either an
exact enumeration method (when possible) or a Monte Carlo estimation are: for
model_2_20 79.1%, for model_MN_3 55.93% and finally for ¢ ACAS Xu_2.1
99.25%.

Full Results e-ProVe on Different Benchmarks

We report in Tab 3.19 the full results comparing e-ProVe on different benchmarks.
We consider three different setups: the first one is a set of small DNNs, the second
one is a realistic set of Mapless Navigation (MN) DNNs, used in a DRL context,
and finally, we used the standard FV benchmark ACAS xu[125]. For the latter, we
consider only a subset of the original 45 models. More precisely, based on the result
of the second international Verification of Neural Networks (VNN) competition
[35], we test part of the models for which the property ¢, does not hold (i.e., the
models that present at least one single input configuration that violates the safety
property) and one single model (¢, ACAS Xu_3.3) for which the property holds
(i.e., 100% provable safe).
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Instance e-ProVe (YroT =99.9%) ||Exact count or MC sampling|Und-estimation (% distance)
# Safe regions Safe rate Time ||Safe rate Time

Model_2_20 335 78.50% 0.4s || 79.1% 234min 0.74%

Model_2_56 251 43.69% 0.3s || 44.46% 196min 1.75%

Model_2_68 252 31.07% 0.3s || 31.72% 210min 2.07%

Model_MN_1 545 64.72% 60.6s|| 67.59% 0.6s 4.24%

Model_MN_2 1 100% 0.4s || 100% 0.4s -

Model_MN_3 845 52.95% 75.5s|| 55.93% 0.4s 5.33%
¢ ACAS Xu_2.1 2462 97.47% 26.9s|| 99.25% 0.6s 1.81%
¢y ACAS Xu_2.2 1990 97.12% 21.7s|| 98.66% 0.5s 1.56%
¢ ACAS Xu_2.3 2059 96.77% 20.0s|| 98.22% 0.5s 1.47%
¢y ACAS Xu_2.4 2451 97.97% 17.5s|| 99.09% 0.5s 1.13%
¢ ACAS Xu_2.5 2227 95.72% 23.6s|| 98.19% 0.5s 2.51%
¢> ACAS Xu_2.6 1745 97.46% 19.2s|| 98.79% 0.5s 1.34%
¢y ACAS Xu_2.7 2165 95.69% 23.6s|| 97.35% 0.5s 1.7%
¢y ACAS Xu_2.8 1101 97.52% 9.0s || 98.06% 0.5s 0.55%
¢y ACAS Xu_2.9 767 99.24% 6.7s || 99.7% 0.5s 0.47%
¢y ACAS Xu_3.1 1378 97.37% 13.1s|| 98.15% 0.5s 0.79%
¢7 ACAS Xu_3.3 1 100% 0.4s || 100% 0.5s -
¢ ACAS Xu_3.4 1230 99.03% 9.3s || 99.53% 0.5s 0.49%
¢> ACAS Xu_3.5 1166 98.39% 8.0s || 98.9% 0.5s 0.51%
¢ ACAS Xu_3.6 1823 96.34% 20.8s|| 98.17% 0.4s 1.86%
¢> ACAS Xu_3.7 1079 98.16% 11.1s|| 99.82% 0.5s 0.66%
¢y ACAS Xu_3.8 1854 97.97% 17.0s|| 99.09% 0.5s 1.12%
¢y ACAS Xu_3.9 1374 95.96% 17.6s|| 97.34% 0.5s 1.43%
¢y ACAS Xu_4.1 1205 98.91% 10.1s|| 99.6% 0.5s 0.67%
¢y ACAS Xu_4.3 2395 97.38% 18.9s|| 98.56% 0.5s 1.2%
¢y ACAS Xu_4.4 2693 97.99% 17.7s|| 99% 0.5s 1.04%
¢y ACAS Xu_4.5 1733 97.24% 16.2s|| 98.2% 0.5s 1.01%
¢> ACAS Xu_4.6 1843 96.72% 17.0s|| 97.74% 0.5s 1.04%
¢y ACAS Xu_4.7 1923 96.34% 25.7s|| 98.17% 0.5s 1.86%
¢y ACAS Xu_4.8 1996 95.53% 22.3s|| 98.14% 0.5s 1.64%
¢y ACAS Xu_4.9 601 99.62% 4.3s || 99.85% 0.5s 0.23%
¢ ACAS Xu_5.1 2530 97.77% 16.5s|| 98.72% 0.5s 0.97%
¢ ACAS Xu_5.2 2496 96.59% 27.7s|| 98.92% 0.5s 2.36%
¢ ACAS Xu_5.4 2875 97.83% 21.6s|| 99.13% 0.5s 1.31%
¢r ACAS Xu_5.5 1660 97.07% 15.1s|| 98.03% 0.5s 0.97%
¢ ACAS Xu_5.6 1909 97.06% 14.7s|| 97.94% 0.5s 0.89%
¢ ACAS Xu_5.7 1452 96.15% 16.2s|| 97.2% 0.5s 1.09%
¢y ACAS Xu_5.8 2357 95.15% 27.5s|| 97.74% 0.5s 2.65%
¢y ACAS Xu_5.9 1494 97.13% 10.9s|| 97.83% 0.5s 0.71%
¢3 ACAS Xu_1.3 1 100% 0.7s || 100% 0.6s -
@3 ACAS Xu_1.4 1 100% 0.7s || 100% 0.6s -
¢3 ACAS Xu_l1.5 1 100% 0.7s || 100% 0.6s -

Mean: 1.27%

Table 3.19: Comparison of e-ProVe and Exact count or Monte Carlo (MC) sampling
approach on different benchmark setups.

Moreover, to further validate the correctness of our approximation, we also
performed a final experiment on property ¢3 of the same benchmark. This property
is particularly interesting as it holds for most of the 45 models (as shown in [35]). In
particular, in this scenario we tested only models for which the property holds, i.e.,
we expect a 100% of safe rate for each model tested. For simplicity, in Tab. 3.19,
we report only the first three models tested for ¢3 since the results were similar for
all the DNNs evaluated. As expected, we empirically confirmed that also for this
particular situation, e-ProVe returns a correct solution.

From the results of Tab 3.19, we can see that our approximation returns a tight,
safe rate (mean of underestimation 1.27%) for each model tested in at most half a
minute, confirming the effectiveness and correctness of our approach.
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#DNN-Verification on e-ProVe Result

We performed an empirical experiment using an exact count method to confirm
the safety probability guarantee of Theorem 3.8. Specifically, theorem 3.8 proves
thate-ProVe returns with probability i a set of safe areas R'®), where for each
hyperrectangle » € R(€) at most (1 — R) - |r| points are not safe. This experiment
aims to empirically verify this safety guarantee with a formal method. To this end,
we rely on ProVe [51], an exact count method that returns the violation rate, i.e., the
portion of the area that presents violation points in a given domain of interest.

Due to scalability issues of exact counters, we only perform this evaluation on
each of the 252 hyperrectangles returned by e-ProVe for the model_2_68. The
formal results are reported in Tab. 3.20.

ProVe

yperrectangle r Violation rate

[[0.6999231, 1], [0, 0.2563121]] 0%
[[0.6999231, 1],[0.2563121, 0.40074086]] 0%
[[0.48361894, 0.6999231], [0, 0.18614466]] 0%
[[0.23474114, 0.34573981],[0, 0.09308449]] 0%

[[0.39214072, 0.39503244],[0.245827, 0.25156769]] 0.031%
[[0.95905697, 0.95924747], [0.60187447, 0.60229677]]|| 0.0488%

Table 3.20: Partial results of Prove [51] on each single hyperrectangle r returned as
solution for the e-RUA-DNN for model_2_68.

The exact count method used on each hyperrectangle r returned by e-ProVe
confirms the correctness of our approach. Since we set R = 99.5% as a provable
safe lower bound guaranteed, we expected at most a 0.05% violation rate on each
hyperrectangle r;. Crucially, we notice that for only 2 of 252 hyperrectangles tested,
we have a violation rate over the 0%, and this value is strictly less than 0.05%.
Hence, this experiment also confirms the strong probabilistic guarantee presented in
point 2 of Theorem 3.8.

Summary. In this section, we introduced and studied the ALLDNN-VERIFICATION,
a novel problem in the verification of DNNs, asking for the set of all the safe regions
for a given safety property. Due to the #P-hardness of the problem, we presented a
novel approximation approach, e-ProVe, which is able to efficiently approximate
the safe regions with strong probabilistic guarantees on the tightness of the solution
returned. It is important to note, however, that the reliance on a single decision
tree to provide the solution often results in the generation of a large number of re-
gions, which in complex scenarios can even exhaust memory resources, producing
highly fragmented representations that are difficult to interpret and impractical for
downstream tasks such as safe recovery or explanation. To address this issue in the
next section, we explore the potential of bootstrap-based and randomized approaches
that are capable of capturing complex patterns in high-dimensional spaces, including
input regions where a given output property holds.
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3.6 On the Probabilistic Learnability of Compact Neural
Network Preimages Bounds

The ability of Deep neural networks to learn complex patterns from vast amounts
of data has allowed them to tackle challenging tasks in several domains. However,
as DNNs become more powerful and pervasive, safety concerns have become in-
creasingly prominent. In particular, DNNs are often considered "black-box" systems,
meaning their internal representation is not fully transparent. A crucial weakness
of DNNSs is the vulnerability to adversarial attacks [246, 8], wherein small, imper-
ceptible modifications to input data can lead to wrong and potentially catastrophic
decisions when deployed.

On top of standard DNN-VErIricaTION [150, 297,291, 275], which aims to estab-
lish provable guarantees that the network adheres to specific formal specifications,
recent works [136, 304], based on seminal results of [55, 186], have formalized the
quantitative version of the verification problem, namely identifying the subset of a
desired input region where a DNN produces (or not) a desired output. This problem
is formally defined as ALLDNN-VERIFICATION or provable DNNs’ preimage bound
computation.'®> Computing the preimage bound provides a more informative and
fine-grained characterization of the model’s behavior, enabling the quantification
and localization of the full region of inputs that lead to unsafe outputs, rather than
relying on the mere existence of (possibly) isolated counterexamples. This informa-
tion can be used to guide model debugging, improve training procedures through
targeted data augmentation, and inform safe recovery strategies by identifying and
avoiding risky regions during deployment. In this context, producing compact rep-
resentations of such unsafe regions is crucial to enhance explainability and support
safer fallback mechanisms, as compact regions are easier to interpret.

However, as for most of the classical enumeration problems (e.g., ALLSAT [264]),
the exact enumeration of neural network preimage bounds is computationally pro-
hibitive, as the problem has been shown to be #P-hard [173]. To circumvent such a
problem, recent efforts [304, 305] have explored the combination of sound under-
and over-approximations to approximate the preimage bounds of a neural network
with a set of polytopes as compact as possible. Nonetheless, these solutions still face
significant scalability issues due to the reliance on a provably sound solution. We
argue that the #P-hardness of the problem and its intractability necessitate novel prob-
abilistic solutions that balance computational feasibility with accuracy. Specifically,
in this work, we investigate an approximate variant of the ALLDNN-VERIFICATION
problem which is probabilistically solvable, that is, we devise an efficient algorithm
that delivers an approximate and compact solution with high-confidence guarantees
and bounded error. In this vein, in the previous section we propose a probabilis-
tic enumeration of preimage bounds. However, our focus there lies primarily on
maximizing coverage, rather than on ensuring compactness of the solution. In fact,
as previously stated, the reliance on a single decision tree to provide the solution

13 We note that our work in [173] (presented in the previous section) and Kotha et al. [136]
independently and contemporaneously addressed the same underlying problem under
different names. In this section, we use ALLDNN-VERIFICATION problem or bounding the
DNN’s preimage interchangeably.
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often results in the generation of a large number of polytopes, which in complex
scenarios can even exhaust memory resources, producing highly fragmented repre-
sentations that are difficult to interpret and impractical for downstream tasks such as
safe recovery or explanation.

In contrast, in this section, we explore the potential of bootstrap-based and
randomized approaches that are capable of capturing complex patterns in high-
dimensional spaces, including input regions where a given output property holds.
Our probabilistic bounds are, once again, from the realm of statistical prediction on
tolerance limits [286], which enable high-confidence guarantees on region purity
and global coverage.

Specifically, we present Random Forest-Property Verifier (RF-ProVe), a novel
probabilistic approach based on a random forest-inspired classifier. In detail, we
exploit an ensemble of randomized decision trees structurally similar to a random
forest, but without relying on the traditional majority voting scheme for classification
[33].'* This choice is motivated by the goal of representing the preimage bounds
of a neural network as axis-aligned boxes. Alternative representations, such as
unions of halfspaces, are computationally more complex and often less interpretable
[29]. Although random forests implicitly partition the input space into axis-aligned
regions, they are not represented in an explicit way. To address this, we extract
axis-aligned boxes directly from the decision paths leading to the leaves of the trees.
However, while these leaf regions may appear pure (e.g., according to the Gini index),
their reliability could be compromised by limited training data. To mitigate this, we
employ a filtering phase based on an active resampling strategy that validates the
purity of each region. Crucially, our probabilistic guarantees, based on Wilks [286]’
results, allow us to formally determine the number of resampling points needed
during this filtering phase. This enables us to return a final set of regions for which
we can provide high-confidence guarantees on both their individual purity and the
overall coverage of the preimage.

Our empirical evaluation on standard verification benchmarks demonstrates that
RF-ProVe provides a valuable probabilistic framework for challenging instances
that are difficult to verify with exact or provable solvers, producing compact solu-
tions with fewer polytopes compared to existing approaches for the (approximate)
ALLDNN-VERIFICATION problem.

In summary, the contributions of this section are:

* We present RF-ProVe, a random forest-based method that combines passive
learning with an active resampling strategy to efficiently approximate unions of
axis-aligned boxes representing compact neural network preimages.

* We develop probabilistic bounds based on [286] statistical tolerance limits, pro-
viding high-confidence assurances on the purity and coverage of the extracted
input regions, guaranteeing a scalable and practical approximate solution to the
(#P-hard) exact verification problem.

14 Throughout the section, we slightly abuse notation by referring to this ensemble as a
random forest, even though it does not employ majority voting.
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3.6.1 ALLDNN-Verification or DNN’s Preimages Bounds Computation

The ALLDNN-VERIFICATION problem presented in the previous section, also referred
to as exact preimage bounds of a neural network [186, 136, 304], asks for the subset
of points in the input space X that a given function f maps to a given subset Y of
output values, i.e., the pre-image of Y with respect to f. In detail, we can rewrite
the problem as:

Definition 3.11 (AIIDNN-Verification Problem):
Input: A ruple 7 = (f, X, Y).
Output: ['(7) = {x X | flx)e J/}.

For the sake of simplifying the presentation, we focus on a binary classification
task, and we assume that f is the boolean function obtained by thresholding the
single output of a DNN, i.e., such that f(x) = 1 iff the output of the DNN is > 0.5,
hence we have Y = {1} and I'(7) ={x e X | f(x) = 1}.

As we have already discussed, one possible approach to solve this challenge in
an exact fashion, e.g., discovering the set of polytopes that exactly cover the volume
of I'(77), Vol(I'(7)), is to leverage the branch-and-bound (BaB) [38, 37] process
commonly used in verification and recursively record which regions are (or are not)
correctly mapped into Y, as illustrated in Fig. 5.11.

Split PR
X

|
[[0, 1], [0,1]] o /
VX
0 ~

Y 105,11, 01 \
l \
(?) (10,0491, 05,17]

é [[0.25,0.49], [0.5,1]] Y

Enumeration result

|
[10,0.49}, 10,171 ()

[[0,0.49], [0,0.49]]

[[0, 0.24], [0.5,1]]

Fig. 3.32: Illustrative overview of ALLDNN-VERIFICATION problem.

However, as shown in Sec. 3.3, similarly to standard verification, the number of
splits either on the input or on the network’s non-linearities required in the worst
case can grow exponentially, since the problem is #P-hard. Recent progress has
been made through linear relaxation techniques [297, 291, 275, 290], which over-
approximate the network’s non-linear behavior and enable backward analysis to
compute conservative estimates of the preimage. However, approaches like [136]
rely on sound over-approximations and still face scalability limitations, making them
unsuitable for quantitative verification. To address such an issue, novel solutions have
been proposed in [304, 305, 26] for the approximate version of the problem:
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Definition 3.12 (Approximate AIIDNN-Verification):
Imput: 7 = (f,X,Y),c € (0, 1].
Output: a set B = {by,...,by,} of disjoint polytopes such that \J; b; € T'(T")
d Vol(U; bi) > C.
Vol(T(T)) =

In this setting, the input includes the tuple 7 and a desired coverage ratio of the
volume of the preimage set I'(77). Since computing this volume in an exact fashion
is computationally prohibitive, typically an estimation is computed, for example,
using the Monte Carlo method obtaining Vol(I'(77)) = Vol(X) X % Zl’.‘zl L=t
where xi,...,x; are sampled from the input domain X, and 1 (-1 indicates
whether each sample is mapped to the target set Y encoded in 7. The goal then is
to construct a set 8 of disjoint polytopes (e.g., axis-aligned hyperrectangles) that
under-approximate I'(7") while covering at least a fraction ¢ € (0, 1] of the esti-
mated volume Vol(I'(7)). Specifically, [304, 26, 305] extend the work of [136] by
introducing a novel combination of sound under- and over-approximation strategies
based on neural network linearization, effectively guiding the divide-and-conquer
procedure for estimating the preimage bounds set. Nonetheless, these approaches are
deterministic and sound, but due to the absence of a theoretical bound, to guarantee
a desired approximation, the algorithm needs to empirically verify it at run time by
estimating the coverage via sampling, which can still lead to scalability issues, as
shown also in our experiments.

In this work, we focus on a novel probabilistic relaxation of the problem, where the
solution is allowed to (possibly) include some incorrect input points but guaranteeing
that with confidence at least 1 — ¢ the volume of the incorrect points is bounded to
at most an e-fraction of the returned solution, and, moreover, this covers at least a
desired portion of the exact preimage set.

Definition 3.13 (Probabilistic Approximate AIIDNN-Verification):
Input: 7,c € (0,1] and €,6 € (0, 1).
Output: A set B = {by, ..., by} of polytopes such that, with probability at least
1-6,
Vol(T(T) N Uy by) _
Vol(T'(T)) -

¢ (coverage)

and

Vol({if() ¢ ¥ [ x e Uibi}) _
Vol({U; bi}) -

In this vein, [176] employs a sampling-based approach to generate probabilisti-
cally sound reachable sets and designs efficient heuristics to support the BaB verifi-
cation process, ultimately collecting a set of axis-aligned hyperrectangles. However,
as noted earlier, their reliance on a single decision tree often results in highly frag-
mented representations of the preimage bounds and, in the worst-case scenarios, can
lead to memory exhaustion. In this work, we use both approaches, namely the sound
under-approximation provided by [305] and the probabilistic one provided by [176],
as baselines for our empirical evaluation.

€ (error).
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3.6.2 RF-ProVe: a Novel Probabilistic Approach

While recent approximate solutions for ALLDNN-VERIFICATION have made sig-
nificant progress in efficiently addressing the problem, they often face trade-offs
between scalability and provable coverage guarantees. To address this, we propose
RF-ProVe, a novel probabilistic random forest learning-inspired method specifically
tailored for the probabilistic ALLDNN-VERIFICATION problem.

Our key idea is to leverage the potential of bootstrap and randomized-based ap-
proaches, which are well-suited for capturing complex patterns in high-dimensional
spaces. Fig.3.33 illustrates the overall problem and our proposed approach. Given
a target output property Y, our objective is to identify the corresponding region(s)
in the input space, denoted as X, that the neural network maps into Y. Since the
location of such input regions is not known a priori, we propose to sample labeled
examples from the original input space X and use them to guide the construction
of a collection of decision trees. In detail, these trees are used to partition X into
subregions up to a fixed depth D, which inherently defines a user-defined preci-
sion parameter ¢ = 2P, Consequently, our goal becomes identifying, with high
confidence and bounded error, a collection 8 of £-bounded axis-aligned boxes that
approximate, as tightly as possible, the neural network preimage of Y. We highlight
that the discretization step does not compromise the soundness of the procedure, as
the input space can be assumed to be discretized up to the resolution allowed by ma-
chine precision. Moreover, if a region cannot be resolved to the required &-precision,
it is excluded from the returned set, which preserves the correctness of the final
result. In fact, in the worst case, this may lead to a conservative approximation, i.e.,
a looser under-approximation of the true preimage bounds. Importantly, our method
leverages statistical prediction via tolerance limits [286] to derive novel theoretical
guarantees for the use of randomized ensemble learners such as random forests on
both the error within individual regions and the overall coverage of the returned set
of boxes.

\ &-precision *~  &-bounded
axis-aligned
hyperrectangle

Y
Im =& B = {0y, by, )

Fig. 3.33: Explanatory image of the solution returned by our RF-ProVe.
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Algorithm 10: RF-ProVe
1: Input: 7 = (f,X,Y), T # decision trees, D maximum depth, R leaf purity desired, &
confidence error, m # training examples, k testing examples, ¢ desired coverage.

: Output: B set of regions (hyperrectangles) satisfying Y, estimated coverage reached.

2
3: B0

4: S « GetExamples(f,m,X,Y)

5: rf « RandomForest(S, T, D)

6: for tree in rf.trees do

7 B < GetPurePositiveLeaves(tree, V)
8

_ In(5)

= 0®)
9: > filtering phase.
10:  for b in B do
11: if SamplesInside(b) > n then
12: B—BUDb
13: else
14: S’ « GetExamples(f,n,b,Y)
15: if f(x;) =1V x; €8 then
16: B—BUD

17: B <« RemoveDuplicateBoxes(8B)

18:  coverage, k « EstimateCoverage(8, k)
19:  if coverage > c then

20: break

21: return B, coverage

Random Forest Classifier

The first component of our novel probabilistic approach is a random forest-inspired
classifier [33]. Given a labeled dataset S = {(x;, y;)},, where x; € RY and y; €
{0, 1}, we train a random forest with T (fixed) decision trees. Each tree creates a
partition of the input space into axis-aligned boxes, corresponding to its leaf nodes
up to a maximum predefined depth D to be reached in each tree. We use the Gini
criterion to maximize the purity of leaves (i.e., maximizing the probability of having
leaves containing only positive or non-positive examples from §). Hence, after the
training of the classifier, we collect all pure positive leaves (boxes containing only

positive examples in S) across the T trees and store them in B.

Active Resampling Strategy

Each box in the set B, denoted b; C R”, is an axis-aligned hyperrectangle repre-
senting a candidate preimage region in the input space. These boxes are initially
extracted from leaves of decision trees in the random forest that appear pure with
respect to the target output property Y, based on the Gini. However, this criterion
may overestimate the true purity of a region, especially when leaves contain only
a few training samples. As a result, a region may appear purely positive due to
sampling bias, despite containing unobserved non-positive points. To mitigate this
issue and obtain stronger probabilistic guarantees, we introduce an active resampling

strategy. Specifically, we compute the number of positive samples n = 113(?) derived
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from our theoretical analysis (detailed in the next paragraph), that each candidate
box b; should contain in order to be stored in the returned solution. Hence, we first
verify whether a positive leaf, i.e., a b;, already contains at least n such samples; if
it does, we include b; in 8. Otherwise, we uniformly sample » new inputs from b;,
label them using the neural network f, and collect the results in a set S”. If all inputs
x; € 8§ satisfy f(x;) = 1, then b; is added to B; otherwise, it is discarded. As we
will show in the next paragraph, this procedure guarantees that, with probability at
least 1 — 9, each accepted box b; € B contains at least a fraction R of its volume
classified as positive. The boxes in 8 may partially overlap, as only full containment
is eliminated by the filtering step. Notwithstanding the theoretical guarantee on the
achieved coverage (Theorem 3.9), since this, in practice, may speed up the conver-
gence, we also estimate the volume of the coverage of the current solution using a
Monte Carlo estimation as in [305].

Specifically, we count how many new examples in a fresh test set of k samples
fall within at least one of the collected boxes in 8, i.e., satisfying f(x) = 1. This
empirical estimate serves as a proxy for the true volume of the positive part of the
preimage under construction. If the estimated volume reached the desired coverage
ratio, we stop the loop and return the solution B and the corresponding coverage;
otherwise, we proceed.

Theoretical Guarantees

In this part, we discuss the theoretical guarantees underlying our RF-ProVe ap-
proach. To this end, we begin by revisiting the key result on statistical prediction of
tolerance limits [286], also presented in the previous section 3.5, adapting it to our
specific setting.

Lemma 3.7 (Wilks [286]): Fix a function g : R? +— R. For any R € (0,1) and
integer n, given a sample X\ of n values from a (continuous) set X C RY the
probability that for at least a fraction R of the values in a further possibly infinite
sequence of samples x from X the value of g(x) is not smaller (respectively larger)
than the minimum value minycy, g(x) (resp. maximum value minycy, g(x)) of g
estimated with the first n samples is at least equal to 1 — 6, where § is the value
satisfying the following equation

1
1—5:n-/ x"Vdx = (1-R" (3.21)
R
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Corollary 1: Let g: RN — [0, 1] be a real-valued function and let X € RN be a
region of interest. Let f be the function mapping points from RN to {0, 1} defined
by f(x) =1iffg(x) > 1/2. Fix6,R € (0, 1) and let n > 29

— InR"
Draw n i.i.d. samples x1,...,x, from X. Let p = V”““&f,'ég):l)}), be the true
fraction of points in X which are positive for f. If for each i = 1,...,n we have

f(x;) =1 then
Pr[p < R| <¢.

Equivalently, with probability at least 1 — 6 the region X has at least a fraction
P = R of positive points for f.

Importantly, Lemma 3.7 and Corollary 5.12 do not require any knowledge of
the probability distribution governing the function of interest and thus also apply to
general DNNs.

Definition 3.14 (¢£-bounded hyperrectangle): A rectilinear &-bounded hyperrect-
angle is defined as the cartesian product of intervals of size at least &. Moreover, for
& > 0, we say that a rectilinear hyperrectangle r = X;[{;, u;| is &-aligned if for each
i, both extremes {; and u; are multiples of €.

Lemma 3.8 (Positive Samples in 5¢)): Let X € RY be a region of interest. Fix
E,R,6€(0,1)andletn = 11:1‘—2 be the sample size sufficient to guarantee the bound
in Lemma 5.12. Let Volg = EN be the volume of a hyperrectangle where each side

na
V01§ ’

Consider a hyperrectangle b®) € XN of volume Volg. Then, the probability that
among m points independently and uniformly sampled from the input space X less
than n points are from b¢ is < P-,

. . . (1-1)2u
is of size €. Fix @ > 1 and let m > —5—).

u=m-Volg. and P, = exp(—

Proof. Fori =1,...,m,let X; be the indicator random variable of the event that
the ith point is from ). Then, we have E[X;] = Volg and u = mE[X;] = E[X; Xi].
Then, the desired result is a direct consequence of the Chernoff bound [194]. O

Theorem 3.9 (Coverage Guarantees of RF-ProVe): Let X € RY be a region of
interest. Let B = {by,...,by} be the collection of disjoint hyperrectangles con-
taining all and only the input positive points of the neural network for X, i.e.,
B =U;b; = F7Y(1), where f is the function computed by the neural network.
Assume that for each j = 1,...,k, it holds that b; is k&-bounded, for some k > 3,
hence, in particular, we have Vol(b ;) > kN Volg. Let B* = J; b be the total exact
preimage bound.

Consider a random forest with T random trees trained on m samples, with
m, satisfying the bound of Lemma 3.8. Let B4 = {b?, b?, ..., b1}, be the set of
(possibly overlapping) hyperrectangles that estimate the preimage output bounds
computed by RF-ProVe. Then, we have that (%)NVOI(B*) < Vol(B2 N B*) and
Vol(B4 N B*) > R Vol(BA). In particular, the fraction of incorrect points (false
positives) among the output boxes satisfies: Vol(84 \ 8*) < (1 — R) Vol(B4).
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Proof. Recall the definitions and the notation of Lemma 3.8. For the sake of
simplifying the argument, We will use the following lemma from [176], rephrased
in the context of our present setting.

Lemma 3.9 (Marzari et al. [176]): Fix a real number ¢ > 0 and an integer
k > 3. For any y > k& and any vy-bounded rectilinear hyperrectangle r € RV,
there is an é-aligned rectilinear hyperrectangle r'é) such that: (i) r'¢) C r; and (ii)

Vol(r¥)) > (%)N Vol(r).

By applying this lemma to each hyperrectangle b; we obtain a collection of
rectilinear £-bounded and &-aligned hyperrectangles by, . . ., by, such that for each
j=1,...,k, we have 13]- C bj, and Vol(Bj) > kk;zVol(bj). Let B = U; 13,-. For
each j and each £-aligned hyperrectangle 5¢) of volume &V contained in b ; we
have that the probability that for each tree the training set used for building the forest
T contains less than n points sampled from 5¢) is at most PL. Let P_ g be the
probability that for some j € [k] there is an &-aligned hyperrectangle of volume &V
included in b ; such that in the training set of each tree, less than n samples are from

b©) . Then, by the union bound, we have P_g< VOZI(V@ )

PT. Hence, with probability
> 1 - P_ 4, for every £-aligned hyperrectangle b® of volume &V contained in B

there is at least one tree f whose training set contains at least n points from b¢). Since
we are assuming that our algorithm uses &-aligned splits, in each tree, the points
from b'¢) will all be assigned the same leaf £. Let b, be the hyperrectangle associated
to £. Since the tree is built so that leaves are pure, the leaf ¢ and hence all the points
in b, are classified as positive. Moreover, since b, contains > n samples, in the
output of the algorithm, there is a hyperrectangle containing by, i.e., either b itself
or some hyperrectangle that completely contains it. Since this holds simultaneously
for every &- ahgned hyperrectangle 5¢) of volume &V contained in 8 it follows that
B4 N B* 2 B, whence Vol(B2 N B*) > Vol(B) > (k 2\Nyol(B*), which proves
the first inequality in the statement of the theorem.

For the right inequality, we note that from b, we have sampled > n points all test-
ing positive. Hence, by Corollary 5.12 with probability at least 1 -6, at least a fraction
R of b, contains only positive points, i.e, it is part of the positive preimage. Consider-
ing all the boxes returned, we get Vol (84NB*) > RY; Vol(bf‘) = RVol(8B%) from
which directly follows Vol (B84\B*) = Vol (B84)-Vol(BANB*) < (1-R)Vol(B4),
concluding the proof. O

These theoretical results show that the ensemble of positive leaves produced by
RF-ProVe has strong probabilistic guarantees on both purity and coverage. Impor-
tantly, since RF-ProVe aggregates the positively classified regions from all T trees,
the total covered region B can only grow larger than in the single-tree case. In
practice, it is often significantly higher, thanks to the complementary contributions
from multiple trees, a phenomenon clearly confirmed by our empirical evaluation.

131



CHAPTER 3. ON ADVANCED NEURAL NETWORK VERIFICATION
TECHNIQUES

3.6.3 Empirical Evaluation

In this section, we investigate whether our new random-forest-inspired method,
RF-ProVe, can generate more compact solutions and better scale with both the
input dimensionality and the encoding constraints of the problem. We begin our
empirical evaluation by analyzing how to set the hyperparameters of RF-ProVe to
ensure probabilistic guarantees on both the confidence and the purity of the collected
regions.

How to select the hyperparameters? In RF-ProVe, two main hyperparameters
guide performance and guarantees: the training set size m, and the total number
of resampling points n used to validate leaf purity. While there is no closed-form
rule for selecting m, as it depends on input dimension, and desired property to
verify, we empirically found that using m = 20000 uniformly sampled examples
provides a sufficiently dense coverage of the input space to populate the leaf regions
of the decision trees across various depths. It also ensures that each tree receives
a diverse subset of examples via bootstrapping, preserving both region purity and
ensemble diversity. Larger values of m yield diminishing returns while increasing
training costs. The number of total resampling points 7 is derived from Theorem 3.9
and depends on the confidence level 1 — ¢, the minimum required purity R, and
the maximum number of candidate regions |B]|,,,x, Which is dictated by the forest
structure. For trees of depth D, each can produce up to 2P~! pure positive leaves,
so a forest with 7 trees yields |B|ax =T - 2D-1, Fig. 3.34 (top) shows that even for
D =12, achieving up to 1024 boxes, the total needed resamples stay under 1.5M for
0 = 0.001 and R = 0.995, ensuring a very efficient solution. Crucially, rather than
relying on deep trees that risk overfitting, we favor many shallow ones to enhance
generalization via randomized partitions. Fig. 3.34 (bottom) shows that even for a
fixed extreme maximum number of boxes (e.g., 32000), using depths D € [5,7]
allows for forests with 500-2000 trees. We adopt D = 5 in all experiments, offering
a scalable and expressive partitioning of the input space.

1e6 Sample Complexity R = 99.5%, 1 — 6 = 99.9% Trees vs Depth before reaching 32768k boxes
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Fig. 3.34: Correlation samples complexity, number of trees, and depth decision trees.
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Verification experiments We compare RF-ProVe against the Exact [186] solu-
tion, provable sound PREMAP [305], as well as the probabilistic approach &-ProVe
[176]. All these approaches compute the preimage using unions of axis-aligned
hyperrectangles, making them directly comparable in both representation and out-
put format. In our evaluation, we consider standard verification benchmarks used
in [305], such as the aircraft collision avoidance system (VCAS) from [124], and
reinforcement learning tasks, such as Cartpole, Lunarlander, and Dubinsrejoin.'>
Notably, we focus on structured, verification-relevant domains (e.g., Dubinsrejoin)
where compact preimage bounds are interpretable and actionable. Image datasets
like MNIST or CIFAR lack such semantics and are less meaningful for safety analy-
sis. Since methods like PREMAP and e-ProVe already struggle with Dubinsrejoin,
higher-dimensional image inputs would add stress without offering additional in-
sight. To evaluate the quality of the solutions produced by the tested methods, we
follow the approach proposed in [305], using for all approximate methods the same
number of samples (10k) to estimate the coverage, and define a target coverage
ratio for each task. Given the stochastic nature of the RF-ProVe, results Tab. 4.9
including the number of polytopes (# Poly), the achieved coverage, the percentage
of impurity (for probabilistic methods), and the runtime across the tested models,
report the average result over 3 random initializations. Moreover, we set a desired
confidence in the result of 1 — § > 99.9% (i.e, 6 = 0.001) and a maximum error in
the final solution of 1 — R < 0.005 (i.e., R = 0.995). Our goal is to compute the most
compact representation of the preimage region, i.e., using the fewest number of poly-
topes—while achieving a target level of coverage and ensuring zero, or statistically
bounded, impurity. All data are collected on an RTX 2070, and an 17-9700k.

Method Task Property Config #Poly Coverage %oerror Time
Exact VCAS {y €R% | Asef18) Y0 2 ¥i} as in [186] 131 100% 0% 6352.21s
PREMAP  VCAS {y € R | Aeis) Y0 = ¥i} as in [186] 15 908% 0%  12.8s
&-ProVe VCAS {y eR?| Aie[1,8] Yo = Yi} as in [186] 122 90.48% 0.02%  0.65s
RF-Prove  VCAS {y €R% | Aef1,8] Y0 2 Yi} as in [186] 15 90.5% 0.06%  03s
PREMAP  Cartpole {y e R2 | yo = y1} 0 e [-2,0] 66 75.5% 0% 32.37s
&-ProVe Cartpole {y e R? | Yo = yi} 0 e [-2,0] 72 7647% 0.27% 2s
RF-ProVe Cartpole {yeR? |y =y} 0 e [-2,0] 22 768%  0.3% 4.5s
PREMAP  Lunarlander {y eR*| Aie{0,2,3} Y1 2 Yi} ve[-4,0] 97  75.1% 0% 85.42s
&-ProVe  Lunarlander {y e R? | Aief0,2,3) Y1 2 Yi} ve[-4,0] 440 76.51%  0.5% 12.2s
RF-ProVe Lunarlander {yeR*| Aie{0,2,3} Y1 = Yi} ve[-4,0] 42 75.63% 0.3% 59s

PREMAP Dubinsrejoin {y € R® | (Aze[1.3)0 2 ¥i) A(Aje[s.7)4 = ¥i)} X0 € [-0.3,0.3] 1002 787% 0%  656.47s
&£-ProVe  Dubinsrejoin {y € RS | (Aier1,31%0 = ¥i) A(Aje[s,71y4 = yi)} xp € [-0.3,0.3] 4929 85.02%  0.3%  260.23s
RF-ProVe Dubinsrejoin {y € RS | (Aie[1,31%0 = ¥i) A(Nje[s,71y4 2 yi)} xp € [-0.3,0.3] 136  90.08%  0.3% 66s

Table 3.21: Empirical evaluation results of preimage approximation for rein-
forcement learning tasks, with Exact [186], PREMAP [305], &-ProVe [176] and
RF-ProVe in gray proposed in this work.

VCAS task results. For the first task, we consider the entire set of VCAS models
of the benchmark and we set a desired coverage ratio of at least 90% as in [305].
Tab. 4.9 reports the mean across all the tested models. As we can notice, the Exact
method [186] achieves full coverage but at a prohibitive cost, as it requires over

15 We refer the interested readers to [305] for a comprehensive overview of the selected
tasks.
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130 polytopes and takes more than 6300 seconds on average to complete. This
highlights the scalability bottleneck of exact methods , which even on simpler
instances struggle to scale. Importantly, our RF-ProVe achieves the same number of
polytopes as PREMAP [305] (15) while maintaining extremely low impurity (less
than 0.1%) but with an increase of 20X faster runtime, showcasing the power of
bootstrapped, data-driven strategies over fixed symbolic solvers.

RL task results. In this experiment, we evaluate preimage approximation meth-
ods on neural network controllers across several reinforcement learning tasks. Specif-
ically, we target a coverage of 75% for Cartpole and Lunarlander, and 90% for the
more challenging DubinsRejoin task. The Exact method [186] is omitted from this
evaluation, as it cannot scale to networks of this size. The results demonstrate
the effectiveness of our proposed method. Across all tasks, RF-ProVe consistently
matches or exceeds the coverage achieved by existing methods, while requiring sig-
nificantly fewer polytopes and less computation time. The benefit of our approach
is particularly evident in the DubinsRejoin task, where PREMAP fails to meet the
90% coverage target, achieving only 78.7% coverage despite generating over 1000
polytopes and requiring more than 650 seconds. Similarly, e-ProVe fails to meet the
desired coverage, reaching just 85% while producing a large number of polytopes
before encountering memory issues. In contrast, RF-ProVe attains 90.08% coverage
using just 136 polytopes and 66 seconds, with an impurity of only 0.3%, crucially
below the 1 — R = 0.5% desired. This highlights a key strength of our approach: by
allowing an infinitesimal error, we can efficiently approximate high-coverage preim-
ages with high confidence, even for complex tasks where exact or provable methods
are no longer practical. These results demonstrate the scalability and practical rel-
evance of RF-ProVe, offering a valuable alternative for real-world safety-critical
applications where soundness can be slightly relaxed in favor of crucial safety infor-
mation gains.

Ablation study. To assess the contribution of our active resampling strategy, we
evaluate the performance of RF-ProVe with and without this phase. Specifically, we
consider the solution of the method that skips the filtering step and directly returns
the pure positive leaves selected by the Gini index from each decision tree, even if the
number of positive samples in the leaf is fewer than the one derived theoretically. This
isolates the effect of resampling on compactness (number of polytopes), correctness
(error rate), and runtime. Table 3.22 summarizes the results on the RL benchmarks.

Method Task #Poly Coverage Yoerror Time
RF-ProVe Cartpole 19  75.48% 0.39% 2.6s
RF-ProVe Cartpole 22 76.8% 0.3% 4.5s

RF-ProVe Lunarlander 190 76.33% 3.54% 20s
RF-ProVe Lunarlander 42 75.63% 0.3% 59s

RF-ProVe Dubinsrejoin 308 90.26% 3.43% 39s
RF-ProVe Dubinsrejoin 136 90.08% 0.3%  66s

Table 3.22: Ablation study of preimage approximation for reinforcement learning
tasks, with RF-ProVe without filtering phase (in white) and original (in gray).

134



CHAPTER 3. ON ADVANCED NEURAL NETWORK VERIFICATION
TECHNIQUES

Across all tasks, active resampling consistently reduces impurity by over an order of
magnitude, from > 3% down to less 0.5%, while also producing significantly more
compact solutions. For instance, in the LunarLander task, the number of polytopes
drops from 190 to 42 with nearly identical coverage. While the resampling step
introduces a moderate runtime overhead (roughly 2x), the added cost is negligible
compared to the error reduction and interpretability gain. These results highlight
that active resampling is crucial to achieving the desired statistical guarantees of
RF-ProVe. Without it, the method tends to overfit sparse training data, returning
leaf regions that appear pure but actually include a substantial number of non-
positive inputs. Hence, we can conclude that the filtering phase effectively corrects
this bias by validating each candidate box using a statistically derived number of
additional samples, ensuring high-confidence guarantees on region purity.

Summary. In this section, we addressed the computational intractability of ex-
act neural network preimage bound computation by proposing a novel probabilistic
framework, RF-ProVe. Our approach exploits the strength of bootstrap-based and
randomized methods to capture complex structures in high-dimensional input spaces,
introducing a random forest-inspired method that combines passive learning with ac-
tive resampling to approximate preimage regions with high-confidence guarantees.
Our novel theoretical results provide strong probabilistic guarantees on region purity
and global coverage of the returned solution. Empirically, RF-ProVe significantly
produces compact solutions, while maintaining low impurity and high coverage,
even on complex verification tasks where existing exact, provable, and probabilistic
methods fail to scale. Overall, RF-ProVe represents a promising shift toward scal-
able, data-driven verification tools that retain strong probabilistic guarantees. Future
work may explore its integration with hybrid verification pipelines and extensions
to richer geometric representations.

In the next section, we conclude the chapter by presenting
ModelVerification. jl, a comprehensive toolbox for verifying deep neural net-
works that incorporates several of the solutions discussed in the previous sections.

135



CHAPTER 3. ON ADVANCED NEURAL NETWORK VERIFICATION
TECHNIQUES

3.7 ModelVerification.jl: a Comprehensive Toolbox for Formally
Verifying Deep Neural Networks

The use of deep neural networks is becoming increasingly prominent in several ap-
plications, including image classification [78, 138, 146, 95], autonomous navigation
[44,172,249], robotics [8, 98, 171, 281], and control [151, 279, 280, 288]. The main
characteristic of these functions is their ability to approximate complex nonlinear
functions often employed in solving these tasks. Nonetheless, while these functions
are very efficient, their opaque nature can result in unpredictable and potentially
unsafe behavior when small changes in the input, often imperceptible to the human,
are performed. Broadly speaking, these functions are subject to so-called “adversar-
ial inputs" [246] that can make them behave unsafely both for the system itself and
especially for those around them. Hence, given the applications of DNNs in safety-
critical contexts where human life is potentially at risk, the need to obtain formal
guarantees about the safety of these systems arises and is of paramount importance.

To address this issue, the research field of formal verificatio of DNNs [150], has
emerged as a valuable solution to provide formal assurances on the safety aspect of
these functions before the actual deployment in real scenarios. The main goal of FV is
to prove (or falsify) a desired input-output relationship (safety property) for a given
DNN. More specifically, many methods have been developed to formally verify
collision avoidance tasks with standard Feed Forward Neural Networks (FFNNs)
or robustness in image classification with Convolutional Neural Networks (CNNs)
using reachability analysis [79, 154, 289, 61, 254], optimization techniques [19, 253,
131], or combining the two approaches [100, 31, 297, 275, 298]. Recently, there have
also been techniques to find not only an individual violation point in the property’s
input domain but also to enumerate entire regions that may lead to unsafe behaviors
to repair the network in those specific areas [173, 176, 294].

Despite the considerable advancements made by FV over the years, given the NP-
complete nature of the problem [131], there are still several remaining issues, such as
scalability, that limit the application of these systems in very large and complex real-
world scenarios. Moreover, another limitation of applying FV in realistic scenarios
is that existing toolboxes tailored themselves to different assumptions of tasks or
properties. Hence, the complexity of the verification landscape in literature implies
that users may need to switch between toolboxes or solvers when they intend to
employ diverse verification approaches. This necessity poses a significant challenge,
as such transitions are often neither convenient nor user-friendly. As a result, using
an in-depth and comprehensive pre-deployment formal verification process is hard to
achieve, and often, the only guarantees of safety rely on pure empirical evaluations.

To this end, in this work, we present ModelVerification. jl (Fig. 4.39), the
first comprehensive cutting-edge toolbox that contains a suite of state-of-the-art
methods for verifying different types of DNNs and safety specifications.

Our toolbox targets two distinct user categories within the formal verification
domain. The first target audience comprises individuals who are relatively new or
considered “outsiders" to the FV world. For this latter, our toolbox is designed to
be user-friendly, accompanied by complete and comprehensive documentation of
all the methods developed. Hence, we provide an accessible and educational re-
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Fig. 3.35: The user specifies the network, the safety property to check, and the
solver. ModelVerification. jl provides an assertion of whether the safety prop-
erty holds.

source for those looking to learn the intricacies of the field. Concurrently, the second
audience consists of researchers already well-versed in FV practices. Our toolbox
offers valuable resources to even the sophisticated requirements of experienced prac-
titioners. More specifically, our toolbox is written in Julia [22] language, ideal for
specifying algorithms in human-readable form, and with the key “multiple dispatch”
feature, that enhances the development of an elegant and highly modularized design
for ModelVerification. jl . From this design, expert users can access the com-
bination of great performing solvers on par with state-of-the-art ones (i.e., we focus
not only on user-friendliness but also on toolbox efficiency) and even the possibility
of implementing novel strategies of different natures (e.g., combining optimization
and reachability) all in a single comprehensive toolbox.

Yet another FV toolbox? The Formal Verification of DNNs is increasingly be-
coming essential for providing provable guarantees of deep learning models. We
refer the interested reader to the following article for a complete taxonomy of the
various state-of-the-art methods [150]. In addition to these works mentioned in [150],
it is important to mention recent methods such as Verinet [100], MN-BaB[71], a-5-
CROWN [275, 291, 297], which provide the ability to test more complex properties,
such as semantic perturbation, in addition to the classic methods based on regres-
sion and classification tasks. However, although a-g-Crown, for instance, was the
top performer in the last three years of the NN verification competition [35], it lacks
support for novel types of DNNs such as Neural Ordinary Differential Equations
(NeuralODEs) [161]. To this end, a recent toolbox, NNV 2.0 [155], has arisen to
overcome this limitation. Still, the latter presents a lack of support for different deep
learning models such as Residual Neural Networks (ResNets) [97], confirming the
non-existence of a single, self-contained framework that allows a complete range
of verification types. We then have a range of toolboxes such as Juliareach [230],
Sherlock [61], jax_verify [56], ReachNN [69], and RINO [87] that mainly focus on
specific verification of DNNs (e.g., for Control Systems); and as also pointed out
in [155], either they present lack of support for different types of DNNs or are no
longer maintained. In contrast, our toolbox covers major state-of-the-art verifiers,
including a,8-CROWN (275, 291, 297], Image-Star [254], DeepZ, Zonotope [79],
and different layer types as mentioned before, enabling the user to pick the most
appropriate solver for the given problem. Hence, ModelVerification. jl is the

137



CHAPTER 3. ON ADVANCED NEURAL NETWORK VERIFICATION
TECHNIQUES

first self-contained toolbox that supports different verification and safety specifica-
tion types designed to empower developers and machine learning practitioners with
robust tools for verifying and ensuring the trustworthiness of their DNN models.

3.7.1 Toolbox Features

To overcome the limitations presented in the previous section, we now discuss the
main features and the improvement of ModelVerification. j1 over the state-of-
the-art in four macro categories:

1) Comprehensiveness. As previously discussed, a notable constraint of using pre-
deployment FV arises from the lack of a unified framework for verifying a broad
spectrum of safety models and properties. Notably, existing solvers employ distinct
representations for property verification, or they exclusively address particular cat-
egories of DNNs, thereby complicating the transition between tools. Consider a
scenario where we have a collection of models encompassing both ResNets [97]
and NeuralODEs [161] alongside a set of safety properties to be verified. If, for
instance, we opt to use the state-of-the-art @-5-CROWN method [291, 275, 297], it
exclusively supports the verification of the former type of networks. Meanwhile, for
the latter, an alternative solver such as NNV 2.0 [155] becomes necessary. A critical
constraint lies in the fact that these distinct solvers may be implemented following
different design architecture strategies or even in different programming languages,
as exemplified in this case, where the first solver is coded in Python while the second
one is in Matlab. Consequently, accomplishing the verification process, in this case,
entails the user’s proficiency in both languages and a comprehensive understanding
of how safety properties are encoded within the respective toolboxes.

To address such an issue, our primary objective is to provide the community
with a tool of maximal comprehensiveness. We report in Tab. 3.23 the main features
supported by ModelVerification. jl.

Feature ModelVerification.jl support

Neural Network FFNN, CNN, ResNet, and NeuralODE

Activation functions ReLU, Sigmoid, Tanh

Layers type FC, Linear, ReLU, MaxPool, AvgPool, Conv, Identity, BatchNorm, Skip, Parallel

Geometries Representation Hyperrectangle, Polytope, Zonotope, Star, ImageStar, ImageZono, Image Convex Hull, Taylor
Model Reachable Set

Verification Safety, Robustness, Adversarial attack, VNNLIB, Enumeration of (un)safe regions

Reachable set visualization Layer-by-layer, Exact and Over-approximation visualization

Table 3.23: Features supported by ModelVerification. jl.

Hence, the main purpose of our toolbox is to provide the possibility to verify all
different types of neural networks, starting from the classical FFNNs and CNNs up to
the more complicated ResNets and NeuralODEs. Also of primary importance is the
support of general squashing activation functions, such as Tanh and Sigmoid, in ad-
dition to the standard ReLU. Moreover, we decide to write ModelVerification. jl
in Julia for the following reasons:
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* Julia is a language specifically designed for scientific computation, which com-
bines the efficiency of C and the flexibility of Python.

* We have an ample range of libraries available for operations with various com-
plex geometric figures (e.g., LazySets [73]). While this gives us prominent per-
formance, it also allows us to encode a wide range of safety properties with
consistent geometric representations, resulting in a unified framework as de-
sired.

* Julia’s “multiple dispatch" feature allows us to adopt a uniform abstract pipeline
such that different solvers can share the same function interface. The pipeline is
both efficient and easy to follow.

Addressing the comprehensiveness, our toolbox provides the ability to perform
several types of verification (Fig. 3.36), not only safety and robustness, using reach-
ability analysis (Fig. 3.36a-b), but also the possibility to perform adversarial attack
(Fig. 3.36¢) —by exploiting one of the main methods, such as Fast Gradient Sign
Method (FGSM), Projected Gradient Descent (PGD) attack, and Auto-PGD. More-
over, our toolbox includes recent exact and approximation methods [294, 173, 176]
even to enumerate the set of (un)safe regions of a given safety property (Fig. 3.36d).
Finally, ModelVerification. j1l provides the user with visual representations of
the intermediate results of the verification process (i.e., the reachable sets) as de-
picted in Fig. 3.37. We also introduce a new type of input set, ImageConvexHull,
which contains all possible interpolations of the given seed images. ImageConvex-
Hull is particularly useful for semantic perturbations such as occlusion, rain, fog,
and shadow.
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Fig. 3.36: Different types of verification supported in ModelVerification.jl.X
represents the safety property’s domain, while Y the undesired reachable set.

All of these features enable ModelVerification. jl to verify different types of
networks and properties in a single framework. We report in Tab. 3.24 the improve-
ments of our toolbox with respect to a@-8-CROWN [291, 275, 297], NNV 2.0 [155],
and MN-BaB [71] methods, considered state-of-the-art for formal verification of
neural networks.
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Features Toolbox - Solver
a-3-CROWN NNV 2.0 MN-BaB MV.jl
Standard v v v v
Layers
General v v v v
Comp.
Graph
General v v v v
non-
linearities
GPU v v v
support
Reachable v v
set vis.
Input sets  Lj,-ball, VNNLIB format Lc-ball, Zonotope, Star, L-ball, Zonotope, L,-ball, Polytope,
Polyhedron, VNNLIB VNNLIB format Zonotope, Star,
format ImageConvexHull,
VNNLIB format
Solvers a-3-CROWN, IBP, Zonotope, Star, IBP, Zonotope, MN-BaB a-3-CROWN, IBP,
CROWN, MIP Neural ODE CROWN, Zonotope, Star,

MN-BaB, NeuralODE

Table 3.24: Comparison between ModelVerification. jl and existing state-of-
the-art toolboxes.

2) User-friendliness. Another major aspect of our toolbox is the ease of use. Our
toolbox only requires several lines of code to formulate a verification problem in
most cases. We provide comprehensive documentation, facilitating the use of the
toolbox through detailed explanations and tutorials and, for Python users, a compiled
library of this package such that they can directly call the package from Python itself.

To provide the reader with an intuition of the user-friendliness of our toolbox, let
us consider a verification task that considers verifying a ResNet-based Neural ODE.
Due to the modularized design chosen for ModelVerification. j1 and the possi-
bility of combining different solver strategies, we obtain a toolbox that encapsulates
a vast range of verification scenarios, avoiding any model architecture modification
potentially required in other solvers to meet their specific design.

using ModelVerification as MV

model = MV.get_resnet_model("path_to_model")

input_set = Hyperrectangle(low=[0.9, -0.1], high=[1.1, 0.1])

output_safe_set = Hyperrectangle(low = [2.2, 2.2], high = [2.8, 3.2])

search_method = BFS(max_iter=10, batch_size=1)

split_method = Bisect(1)

prop_method = ODETaylor (t_span=1.0)

verify(search_method, split_method, prop_method, ODEProblem(model, input_set, output_safe_set))

More specifically, in ModelVerification. j1 with a few simple lines of code,
reported in the listing above, we can load the desired model and perform the required
type of verification, regardless of the dataset we want to use. In particular, our
toolbox provides a set of model converters commonly used in the literature, such
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as ONNX, TensorFlow (Keras), and PyTorch, to name a few, to Flux models, a
Julia library for machine learning that contains an intuitive way to define models,
just like mathematical notation. In addition, Flux allows differentiable programming
of cutting-edge models such as neural ODEs, typically not supported by state-of-
the-art (e.g., -B-CROWN) methods, as previously discussed. As we can notice
in the code above, the high-level language exploited in Julia allows for an easy
understanding of what is being performed in the verification phase. Moreover, to
increase even further the level of clarity, ModelVerification. j1 provides the
possibility to obtain a set of intra-layer representations of reachable sets obtained
during the verification process, as shown in Fig. 3.37. This visualization shows how
the perturbations “diffuse" during the reachability analysis, and how does it affects
the final prediction, providing a human conceivable robustness.

Reachability result with ImageZono Reachability result with ImageZono on perturbed DNN

2 _conv 0 relu center 2 conv_0 _relu bound size 2_conv 0 relu center 2 _conv 0 relu bound size

k30 3.0
20 25 20 25
20 ]
s 15
15 1
) 10
-1, 10
s 05 s 05
0 0

4 conv 1 cenler 4 conv 1 bound 5|7e 4 conv 1 cenler 4 _conv l bound sve

8 s s s
40 8

5 . 7

3 6

25 s

4 20 4 -
1 3

0 2 2

s 1

o 0

12 dense 2 bound sue -
08

08

07

06

o

04

03

02

o1

Fig. 3.37: Explanatory example of visualization of the reachable set layer-by-layer
using ModelVerification. jl for a specific robustness verification instance of
MNIST dataset. In this example, a single image representing the “five" handwritten
digit and a local perturbation in the bottom left corner of the figure is considered. On
the left part of the image, we report layers 2, 4, and 12’s reachable sets computed using
ImageZono, where each reachable set is visualized using its center and the bound
size using a heatmap. On the right, the reachable sets computed using ImageZono
for a perturbed DNN are visualized. A convolutional layer and the last dense layers
of the DNN are perturbed to visualize their effect on the final prediction. In the last
row, we highlighted the predicted class in red. Crucially, we can notice a large scale
in correspondence to the lighter row, meaning that the noise is larger.
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Fig. 3.38: Computational flow of ModelVerification.jl . The user provides
the verification problem, including the model, the input set, and the desired output
property. Our toolbox follows a branch and bound scheme to divide and conquer the
problem. A result will be returned to verify or falsify the property if not timed out.

3) Extensibility. Our toolbox follows a highly modularized design, making it easy
to understand and customize. Specifically, based on the “multiple dispatch" feature
previously mentioned, we developed straightforward and easy-to-follow implemen-
tations. We abstract out a general pipeline and modularize MV . j1 following the stan-
dard Branch-and-Bound [150] paradigm. In detail, all the verification algorithms
implemented in our toolbox divide the hard-to-verify problem into easier problems
and proceed to verify the single easier subparts. This results in the possibility of
choosing and combining different existing solvers provided in the toolbox to solve
each part of the verification process optimally.

In the literature, it is worth noting that some solvers work best exploiting GPU
computation, while others heavily rely on the CPU. Crucially, our toolbox supports
both GPU and CPU-based methods. This dual support, in combination with an ele-
gant, highly modularized, and well-documented BaB design, enables a key feature
of our toolbox with respect to other state-of-the-art methods, as such, the possibility
to combine different solvers for any verification purpose. We report in Fig. 3.38
a high-level overview of the computational flow of ModelVerification.jl. As
discussed, each base submethod that composes the verify function is highly customiz-
able based on the user’s necessity. Based on MV. j1, neural control barrier functions
[107] and neural Hamilton-Jacobi Reachability value functions [295] can be verified.
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4) Efficiency. Besides prioritizing user-friendliness, the last main feature of
ModelVerification. jl is concerned with efficiency. Our toolbox provides sig-
nificant improvements over the first Julia toolbox ever for FV of DNNs called
Neural Verification.jl (NV.jl) [150]. In detail, NV.jl is written in Julia to provide the
community with pedagogical and immediate-to-understand implementations, sim-
ilar to our goal. However, given the pedagogical nature adopted, performance is
suboptimal. In contrast, based on the architectural design choices for our toolbox,
we are able to achieve user-friendly implementations and, at the same time, efficient
results —in terms of verification time and scalability— comparable to, or in certain
cases, surpassing those achieved by state-of-the-art solvers, as shown in Sec. 3.7.2.
Recently, [157] efficiently verifies semantic perturbations on images using zonotope-
based reachability analysis, while [45] verifies robust model predictive control lever-
aging the efficient CROWN [297] implementation in ModelVerification. jl.

3.7.2 Evaluation

This section demonstrates how versatile ModelVerification. jl is in encoding
various input-output specifications for various tasks, as well as testing the perfor-
mance of our toolbox in standard benchmarks from the VNN competition [35] to
showcase the efficiency.

Empirical evaluation on VNN benchmarks

The first part of our evaluation concerns the robustness of trained ResNets, in
particular, ResNet2b and ResNet4b. This verification is a valuable benchmark of
scalability, particularly difficult to verify due to the large number of parameters
contained in these architectures. In detail, ResNet2b comprises two residual blocks
composed of five convolutional layers plus two linear layers, while ResNet4b has
four residual blocks with nine convolutional layers and two linear layers. For this
evaluation, we use images from the CIFAR-10 dataset [137] (composed by image
size 32 x 32) with different occlusion perturbations. The occlusion adopted is a
6 % 6 black block and is randomly placed on the original image. We report in Fig.
3.39 a set of explanatory images of the type of robustness tested. In this study, a
total of 100 images were subjected to verification using ImageZono as the solver,
and the outcomes are presented in Tab. 3.25. All instances yielded deterministic

Fig. 3.39: Examples of the original and the occluded images used for the ResNet
verification process.
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Holds instance Violated instance Unknown instance #Parameters Time

ResNet2b 54 46 0 112K 93.51s
ResNet4b 72 28 0 123K 1086.40s

Table 3.25: Verifying ResNet with occlusion perturbation.

results. Notably, the ResNet4b model, characterized by a greater number of layers
and enhanced robustness, exhibited a higher number of holds instances and thus a
longer verification time compared to ResNet2b.
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Fig. 3.40: Verification time of 45 instances in ACAS Xu ¢;.
ModelVerification.jl is the fastest for most of the instances. The aver-
age verification time is ModelVerification.jl : 3.34s, a-B-CROWN: 8.37s,
Marabou: 13.60s, and PyRat: 9.12s.

We then evaluate ModelVerification.jl on a subset of benchmarks from
VNN-COMP’23 [35], ACAS Xu property ¢, for 45 different networks that have
13K parameters. We compare with the toolboxes that won the first three places:
a-B-CROWN, Marabou, and PyRat. We run our toolbox on an AWS m5 instance
following the same VNN-COMP setup [35] as other toolboxes. The results of other
toolboxes are directly from the competition. Detailed setting can be found in our
toolbox repository. As shown in Fig. 3.40, our toolbox is faster than other toolboxes
for most instances of this property, showcasing its efficiency.
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Summary. In this last section, we introduced ModelVerification. jl, a com-
prehensive toolbox for verifying deep learning models. Our tool is the first cutting-
edge toolbox containing a suite of state-of-the-art methods for verifying DNNSs,
including the verification of feedforward, convolutional, ResNet [97], and Neu-
ralODEs. We believe the easy-to-follow implementation, combined with detailed
documentation, provides a valuable and unique resource for using formal verifica-
tion, even for people new to the subject. Moreover, the wide range of geometries that
can be employed to describe both safety properties and different types of verification
problems allows even the most experienced users to be able to take full advantage
of this tool. For the future development of this toolbox, we want to further opti-
mize the performance of the implemented solvers, including making the code more
GPU-friendly, optimizing the general structure to reduce redundant computation,
supporting more branching algorithms and solvers, and optimizing memory cost as
well as performing a more comprehensive comparison with other state-of-the-art
toolboxes.

In the next chapter, we will demonstrate how the verification techniques intro-
duced in this part of the thesis can be applied to complex DRL tasks, improving both
the safety of the trained models and their explainability.
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CHAPTER

Formal and Probabilistic Verification for Safe DRL
Applications

“Not everything that can be counted counts, and not
everything that counts can be counted.”

— Albert Einstein

Chapter Contributions'

(\’ n this chapter, we address RQ.2, namely how the formal and probabilistic

verification methods introduced in the previous chapter can be effectively
applied to enhance and ensure the safety of deep reinforcement learning systems. Due
to the NP-hard nature of formal verification, these techniques are typically applied
post-training. Within this set of contributions, we investigate two complementary
directions: (i) Post-training verification for model selection: we demonstrate how
verification can be used to guide model selection in safety-critical applications, such
as autonomous navigation in medical robotic colonoscopy. Here, verification helps
identify the most reliable policy among several candidates, based on formal safety
guarantees. (ii) Verification-informed training: we integrate our novel probabilistic
verification methods into the DRL training loop, enabling safety-aware learning.
Crucially, we study how safety-relevant information collected during training can be
leveraged to automatically infer task-level safety properties, particularly in scenarios
where such properties are difficult to specify manually. Finally, we conclude by
presenting a novel framework that integrates probabilistic verification to design
a control barrier function-based layer that ensures safety for given trained DRL
policies for autonomous mapless navigation tasks.

! The content of this chapter is based on the following articles:
[C.9] Amir G., Corsi D., Yerushalmi R., Marzari L., Harel D., Farinelli A., and Katz G. (2023) “Verifying Learning-Based
Robotic Navigation Systems”, International Conference on Tools and Algorithms for the Construction and Analysis of
Systems (TACAS).
[C.10] Corsi D.*, Marzari L.*, Pore A.*, et al. (2023). “Constrained Reinforcement Learning and Formal Verification for
Safe Colonoscopy Navigation”, IEEE International Conference on Intelligent Robots and Systems (IROS).
[C.11] Marzari L. et al. (2023). “Online Safety Properties Collection and Refinement for Deep Reinforcement Learning
Mapless Navigation”, IEEE International Conference on Robotics and Automation (ICRA)
[C.12] Marchesini E.*, Marzari L.*, Farinelli A., and Amato C. (2023). “Safe Deep Reinforcement Learning by Verifying
Task-Level Properties”, International Conference on Autonomous Agents and Multiagent Systems (AAMAS).
[C.13] Marzari L., et al. (2025), “Verifying Online Safety Properties for Safe Deep Reinforcement Learning”, To appear
in ACM Transactions on Intelligent Systems and Technology (TIST).
[C.14] Marzari L., et al. (2025). “Improving Policy Optimization via &-Retrain”, International Conference on Autonomous
Agents and Multiagent Systems (AAMAS).
[C.15] Marzari L., et al. (2025). “ &-Retrainin Reinforcement Learning Algorithms”, Under review JAAMAS.
[C.16] Marzari L., etal. (2025), “Designing Control Barrier Function via Probabilistic Enumeration for Safe Reinforcement
Learning Navigation”, IEEE Robotics and Automation Letters (RA-L).
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CHAPTER 4. FORMAL AND PROBABILISTIC VERIFICATION FOR SAFE DRL
APPLICATIONS

4.1 Neural Network Verification for Safe Colonoscopy Navigation

In 2020, there were 1.9 million new cases of ColoRectal Cancer (CRC) detected
globally, resulting in a mortality of 935 thousand people [245]. The World Health
Organization (WHO) predicts an average annual increase of 3% worldwide for the
next two decades [202]. Early detection is crucial for improving the survival rate,
which decreases to below 5% at Stage IV and is close to 100% at Stage 0 [267].
Early detection of ColoRectal Cancer (CRC) is a key element for achieving optimal
disease treatment and improving the survival rate. Colonoscopy is a widely adopted
diagnostic and therapeutic procedure for CRC, where a Flexible Endoscope (FE)
1s manually operated by an expert interventionist [159]. However, one of the main
drawbacks to this procedure is that patients without sedation experience significant
discomfort and pain due to tissue stretching associated with FE manipulation. To this
end, Robotic Endoscopes (RE) provide a less painful and more ergonomic approach
to colonoscopy. Manual control of RE, however, is prone to human error and requires
extensive operator training. These limitations have motivated the development of
autonomous navigation systems since navigation is one of the principal phases of
colonoscopy [170].
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Fig. 4.1: Schematic overview of the control layers associated with autonomy levels.
(Martin et al. 2020)

In particular, the navigation system is composed of several elementary blocks
organized in three main layers (as shown in the Fig.4.1). Each layer provides a set of
features characterized by increasing autonomy, relying on functionalities offered by
the underlying layers. Autonomous navigation systems based on visual information
use different processing techniques, which rely on the assumption that the region of
maximum depth within an image represents a valuable target for immediate heading
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adjustment. This region typically corresponds to the darkest area in the endoscopic
image. Hence, different segmentation methods for the estimation of darkest region
have been proposed based on contour estimation [220, 219], optical flow [224],
image intensity [170] and convolutional neural network (CNN) [140].

Fig. 4.2: A realistic Unity-based simulator of the colon environment, developed and
used in this section.

Regardless of the estimation method used, once the deeper or darker region is de-
tected, a rule-based controller, commonly based on Proportional-Integral-Derivative
approach [140, 170] or finite state machines [219], is used to minimize the error
with respect to the center of the endoscopic image, called lumen distance. However,
these techniques employed to minimize the error with respect to the center of the
endoscopic image, called lumen distance, share 2 main limitations: (i) reaching the
darkest part of the image does not always correspond to safe navigation in the pa-
tient’s colon, (ii) these controllers are not robust to rapid changes in the estimates
provided, often due to errors in the segmentation method or dynamic deformations
of the anatomy.

As an alternative, deep reinforcement learning has been proposed for generating
adaptive control signals. In particular, this method uses a deep neural network pro-
viding an end-to-end mapping between the endoscopic images and the endoscope’s
control signal [215]. The capsule agent learns to make decisions through trial and
error in the realistic simulated scenario, as the one depicted in Fig. 4.2. However,
implementing DRL in real-world robotic systems raises concerns over safety, which
is of utmost priority in surgical settings. As discussed earlier, since DRL methods
rely on DNNSs, they are vulnerable to unexpected behaviors in situations not encoun-
tered during training, which can lead to potentially harmful consequences [246]. To
this end, in this section, we propose the use of a constrained reinforcement learning
(CRL) techniques which provide a way to tackle safety by restricting the agents from
taking potentially unsafe actions through the incorporation of an additional so-called
"cost function” that should be minimized. While the reward function incentivizes
specific behavior, the cost function is designed to penalize undesired actions. How-
ever, in practice, achieving a perfect zero-cost result through numerical optimization
in DRL is often impractical. Thus, a threshold is set as a maximum acceptable value
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for the cumulative cost. Examples of algorithms to face this challenging problem
include CPO [2], based on the concept of safe policy improvement. In this section,
we employ the Lagrangian Proximal Policy Optimization (L-PPO) algorithm, which
leverages the Lagrangian dual relaxation of a constrained optimization problem
[243]. L-PPO inherits all the strengths of the PPO algorithm [232] (e.g., trust-
region policy improvement and first-order optimization) while offering a simple and
efficient method for updating constraints.

In CRL methods, safety specifications estimate the expected risk over the entire
trajectory and do not guarantee safety at a particular state [150, 2]. Hence, ensuring
that the DRL agent never causes safety violations is crucial. Formal Verification
has been recently applied to robot-assisted surgical tasks [214]. However, previous
FV approaches applied to robot-assisted surgical setups only identify states that can
potentially lead to safety violations without utilizing the findings for other scalable
objectives, such as model selection.

Inner Loop Outer Loop
(DRL training) (Safe selection)

Trained models

CMDP
Safe RL a

Agent /\

Formal Verification

!

Model selection

St Tty Ct Colon Env Provable safe agents

Fig. 4.3: Safe reinforcement learning framework proposed in this work. Agents are
trained in a CMDP setting with soft constraints. The trained policies are examined
with the FV tool, which identifies the safety violations. Policies without safety
violations are selected for final deployment to ensure a completely safe behavior.

In this study, we develop a model selection strategy (see Fig.4.3) that chooses
policies without any safety violation, by formally verifying each of the policies over
a set of safety properties.

Therefore, we propose a novel framework that integrates the following features:

* An end-to-end DRL method for colon navigation that eliminates the need for a
separate lumen detection system.

* A CRL approach that constrains the policy in a pre-defined safe state-space to
minimize potentially dangerous actions.

* A model selection strategy that selects policies satisfying all safety constraints,
with each policy formally verified to check for its safety violations.

We evaluate the proposed framework in a virtually simulated colonoscopy setup
that accurately emulates the dynamics of colon tissue. The colon navigation per-
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formance and the safety of the proposed CRL approach are evaluated against the
standard safe DRL approaches. Our results demonstrate that the combination of CRL
and FV can improve safety in autonomous colonoscopy navigation.

4.1.1 Problem Statement

In this section, we give an overview of the colonoscopy environment used and briefly
introduce the safety objectives for autonomous navigation.

Colonoscopy Environment

The 3D models of the colon are derived from publicly available CT colonography
datasets and are refined to generate volumetric and superficial meshes with realistic
textures [110, 215]. In order to simulate the deformable nature of the colon, a biome-
chanical model based on the Simulation Open Framework Architecture (SOFA) is
integrated in Unity3D to obtain a high-quality, realistic anatomical environment.

To simulate the navigation of a RE tip actuation, we consider a rigid capsule with
a camera, weighing 20g and with a length and diameter of 36mm and 14mm, re-
spectively, as the endoscope tip. This modeling approach is consistent with previous
works [110, 215].

Overview of the safety framework

The conventional approach of using the region of greatest depth as the immediate
heading adjustment goal suffers from an intrinsic weakness, where lighting condi-
tions, focal length, and surrounding tissue geometry can considerably impact the
actual distance to the deepest point, making it an unreliable target for precise navi-
gation [140, 170]. Relying solely on the perfect alignment of the camera towards the
deepest point ignores the 3D structure of the surrounding anatomy and will inher-
ently limit the ability of the endoscope to navigate through tight bends (as depicted
in Fig. 4.4), where a large proportion of images will not be well-centered within
the lumen (shown in Fig. 4.5a). This results in close-up views of the lumen wall,
which can be highly illuminated due to reflection. Thus, defining safety objectives
to prevent the endoscope from moving in the orthogonal direction of the colon wall,
which could potentially lead to perforation, can result in a safer trajectory.
Henceforth, we establish two safety indices for our study: (1) Soft constraints
that provide guidance for avoiding colon wall collisions based on safety probability
analysis and optimization. The incorporation of soft constraints during the training
of standard DRL methods facilitates the agent to learn actions that conform to safe
configurations, leading to CRL. (2) Hard constraints that impose strict restrictions on
the system to prevent it from entering specified unsafe regions, such as perforation.
We observe that movement of the scope towards the illuminated region of the
image can lead to a trajectory orthogonal to the wall. Consequently, we propose
a set of four hard constraints, referred to as safety properties (®), based on user-
defined brightness thresholds in different image regions. If the values surpass the
threshold, the robot must restrict its actions in that direction. It is often difficult
for CRL methods to enforce hard constraints by setting indirect constraints on the
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trajectory
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Fig. 4.4: Capsule endoscope positioned inside the lumen, facing an upcoming turn,
with both the point of greatest depth (darkest point) and the lumen center visible. If
the capsule endoscope is guided towards the deepest point, it will inevitably cause
biased motion towards the inner wall of the turn, as shown in (a). This biased motion
could potentially lead to occlusion of the camera and collision with the wall, as
shown in (b). The right-hand side square boxes display the endoscopic view, with (a)
showing the two endoscope tips at a similar position, providing the same view, and
(b) illustrating that endoscope 1 approaches the wall more closely than endoscope 2
as it follows the line of greatest depth.

expectation of cumulative cost [150, 2]. Therefore, a key objective of our work is to
leverage FV techniques to analyze the policy and assess its adherence to the specified
hard constraints.

Observation Space

The observation space is characterized by a low-dimensional discretization of the
endoscopic image, represented by a 4x4 matrix (as depicted in Fig. 4.5b). The image
is first discretized by dividing each dimension into four regions, and each square
region is assigned a value that represents the normalized average of the underlying
pixels. We demonstrate that achieving state-of-the-art autonomous navigation per-
formance is feasible even with a discretized low-dimensional input space, without
relying on CNN or other complex architectures. This discretization step further sim-
plifies the FV process, which can be computationally expensive and face scalability
challenges when dealing with high-dimensional inputs like images, as shown in the
previous chapter. The resulting 2-D down-scaled image is then flattened into a list
of 16 values, which form the input to the DRL algorithm.
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Fig. 4.5: (a) Endoscopic view with the allowed actions. (b) Discrete representation
of the input space used for the agent.

Action space

The action space is comprised of five discrete actions, each of which corresponds to
amovement in one of the four cardinal directions, namely a:up, a;:down, a3:right,
and a4:1left; plus an additional action, ag:center, to set the angular velocity to
zero. The agent moves at a constant linear velocity of 3 mm/s. The angular velocity,
which determines the rotation of the endoscope tip, is dependent on the specific
action selected and corresponds to a fixed angle of 0.017 rad/s in the two degrees of
freedom. To facilitate the input-output mapping, the neural network controller has
been designed with 5 output neurons (one for each action) and 16 input nodes, which
is consistent with the discretized image representation discussed in the previous
subsection.

Reward function

We design a reward function that incentivizes the agent to reduce the distance from
the end of the colon while minimizing the interactions with the colon wall. In light
of this, we have formulated a reward function that provides a high positive reward
to the agent upon successful completion of the task, a small penalty upon touching
the colon wall, and an additional penalty that scales with the distance between the
agent and the end of the colon. The mathematical expression of the reward function
is as follows:

10 reaches the end
R =4-8 touches the wall “4.1)
(—dist;) - otherwise

where dist, is the centerline distance from the end of the colon at time ¢. The cen-
terline distance for each colon model is estimated prior to training using checkpoints.
n is a normalization factor, and 3 is a fixed penalty for each collision. The values of
n and S are empirically set to 0.001 and 0.01, respectively, in our experiments.

For the sake of clarity in the following, we recall the notation and the concepts
presented in Chapter 2 regarding constrained reinforcement learning and verification
of neural networks.
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Constrained DRL and Lagrangian-PPO

In the previous sections, we have discussed the concept of optimal policy for an
MDP. However, in safety-critical scenarios, it is necessary for an agent to guarantee
additional behaviors of paramount importance, even more than achieving the pri-
mary task [243]. For instance, in colonoscopy, preventing lumen wall perforation
takes precedence over reaching the destination, despite the latter being the primary
objective [219].

This issue is typically addressed by modeling the problem using a constrained
Markov decision process, which is an extension of a standard MDP that includes
an additional signal, namely the cost function, defined as C : S X A — R, and
a threshold value ¢ € R that the expected value of the cost must remain below.
For the sake of simplicity, we consider the case of only one cost function and
its corresponding threshold, but the framework can be easily extended to handle
multiple constraints. We formally define the set of feasible policies for a CMDP as
follows:

Mg :={ng € 1 : Vk, Jc(mp) < ci} 4.2)
where Jc(mg) is the expected cost function over the trajectory and cy is the corre-
sponding threshold.

A constrained DRL algorithm should find a policy 6 € Il; that maximizes the
reward. A natural way to encode this problem is through a constrained optimization
problem in the form of:

max J,(mg), st Je(mg) <c (4.3)
7o

One viable method to incorporate the constraints in an optimization problem involves
the utilization of Lagrange multipliers. In the context of DRL, a possible technique
is to transform the constrained problem into its dual unconstrained counterpart. The
objective function for optimization can be expressed as follows:

J(6) = min r/Ill;’:lé( L(mg, ) 4.4)

where L(mg, ) = J(mg) — A(Jc(mg) — ¢). Among the various DRL algorithms
that can be used to maximize this function, a typical choice is to exploit PPO,
which has shown promising results when applied together with the Lagrangian
dual optimization [243]. In our setup, we consider the same reward function of
PPO, with the addition of a cost function that assumes a value of 1 only when the
capsule interacts with the wall; otherwise is always 0. A cost threshold values of 500
was selected, balancing the safety of the capsule without compromising its reward
performance (discussed in Sec.4.1.2).

Formal Verification

Formal Verification of DNNs [150] is mathematically defined by the tuple 7 =
(f,X,Y), where f is a trained DNN, is a precondition on the input, and Y is
a postcondition on the output. The precondition X specifies the admissible input
configurations that are of interest, while the postcondition Y represents the desired
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O;: B : 0.:
Xg,, X3 €[0.8, 1.0] A Xo, X4, Xg,x12 € [0.8, 1.0] A X3, X7,%11,x15 € [0.8, 1.0] A
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Fig. 4.6: Illustration of four safety properties designed, namely ©, ©1,0_,, and O
. When the scope is close to the upper, lower, left, or right lumen wall, the respective
row squares in the input space have high illumination with values in [0.8, 1], hence
the agent should not move in that direction.

output results that must be verified. Solving the verification problem requires demon-
strating the existence of at least one concrete input (vector) x that satisfies the given
constraint, as formulated by the following assertion:

dx | X(x) AY(f(x)) 4.5)

As previously discussed, the verification process uses a search procedure to
determine whether there exists an input vector x that satisfies both the precondition
X and the postcondition Y, returning SAT if such a vector is found [131]. To solve
the verification problem, we employ VeriNet, a state-of-the-art FV tool [100].

In this section, we define a set of safety properties, denoted as ©|, Oy, © and
©_,, to ensure safe operation of the agent during colonoscopy, shown in Fig. 4.6.
The safety properties are expressed using the possible input values x = [xo, ..., x15]”
for f, where x¢ and x;s represent the values of the upper-left and bottom-right
squares, respectively and the five possible actions, denoted as ay, ..., a4 (highlighted
in Fig. 4.5a), that the agent can take.

The precondition X is encoded using a set of hyper-rectangles, represented by
intervals, one for each possible input value. In more detail, we consider two types of
intervals to encode X: [0, 0.6] represents a safe image area, free of obstacles, while
the interval [0.8, 1] represents a bright image area, i.e., the agent is close to the colon
wall (illustrated in Fig.4.6). The postcondition Y requires the agent to choose any
action other than a;, which corresponds to the unsafe action of scope motion in the
direction of illumination. Hence, to verify these properties, FV searches for a single
input x that satisfies X and for which f satisfies the negation of the postcondition,
i.e., a configuration in which the agent selects the unsafe action ;. If no such
configuration is found, the original property holds.

Itis important to emphasize that the safety properties outlined in our study specify
the action the agent should not take in an unsafe situation. However, they do not
specify which action should be taken instead. This is a crucial concept because we
do not want to force the agent to select a specific action, limiting its capability of
finding novel and optimal strategies, but instead only avoiding the most harmful
actions.
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4.1.2 Experimental Validation

In this part, we present the results of the empirical evaluation of the proposed
framework. The experiments aim to address the following research questions: (Q1)
What is the effect of a constrained approach on the training of the agent and its
performance in the task of autonomous colon navigation? (Q2) Can reducing the
violation of soft constraints lead to the elimination of violations of hard constraints?

Experimental setup

The evaluation of the proposed framework is based on four colon models of varying
complexity, characterized by their length and the number of acute bending angles
(exceeding 90°), as shown in Fig. 4.7 and detailed in [215].

VPV

Fig. 4.7: Colon models used in the experimental phase. (From left to right) ranked
in increasing complexity order, Cy, C1, C2, C3 models. The model complexity is
characterised by the centerline from rectum to caecum, and the number of acute
bends, i.e.,>90 degrees, which is estimated through visual inspection.

The primary objective is to evaluate the differences in training the proposed CRL
(L-PPO) and standard DRL (PPO) approaches. The following steps were used for
evaluation.

* (S1):5000 policies were trained on the hardest colon model with different random
initialization.

* (S2): The best 300 policies were selected based on success rate during training,
which is the number of times the agent successfully reaches the colon end in 100
consecutive trials while minimizing the number of collisions with the walls.

* (S3): These 300 policies were evaluated on other colon models, and the navigation
performance based on the average distance traveled by the scope on each colon
model was recorded.

* (84): FV was performed on the 300 policies to obtain a policy that shows no
safety violation for final deployment.

All data were obtained using an RTX 2070 and an 17-9700k.

While carrying out S3, in addition to the considered methods (i.e. L-PPO and
PPO), we also include the results of the PPOy,,, method in Table 4.1. PPOy,,,
represents the PPO baseline trained using the lumen centralization reward function
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proposed in prior research by [215]. The average distance travelled is a crucial factor
in evaluating trajectories since multiple backward motions or reversing the direction
of motion may lead to suboptimal trajectories. The measurement of distance travelled
utilizes position values of the endoscope tip normalized by the centerline distance
of the colon model.

Colon Cj|Colon C;|Colon C;,|Colon C;
PPO,,,, [215]| 0.84 0.85 0.97 0.92
PPO 0.86 0.92 0.99 0.91
L-PPO 0.88 0.81 0.92 0.84

Table 4.1: Average distance traveled results.

Training results

The learning curves of PPO and L-PPO are presented in Fig. 4.8 left, demonstrating
a comparable performance between the two algorithms, with both reaching higher
reward values at approximately 400 episodes. Our analysis reveals that L-PPO ef-
fectively enforces constraints by maintaining a constraint cost below the limit value
at 300 episodes, while PPO’s constraint cost remains above the limit.

2000-
1.00-

1500-
0.75-

0.50-

0.25-

Fig. 4.8: Average performance vs the number of episodes of PPO and L-PPO over ten
seeds. On the left, we report the expected returns while, on the right, the cumulative
cost. Solid blue and red dashed lines are the empirical mean, while shaded regions
represent the standard deviation. The black dashed line indicates the cost threshold.

Note that a single collision can produce a large number of interactions, depending
on the number of timesteps the agent stays in contact with the wall. These results sug-
gest that L-PPO can achieve better constraint satisfaction on average than PPO. Our
examination further demonstrates that both PPO and L-PPO achieve a 100% success
rate in navigating all colon models by reaching the end of the colon. We observe
an equivalent performance among all three algorithms, indicating that DRL can be
trained without a lumen centralization reward, over a global objective of reaching
the colon end. The results in Table 4.1 indicate that all three algorithms follow a

157



CHAPTER 4. FORMAL AND PROBABILISTIC VERIFICATION FOR SAFE DRL
APPLICATIONS

path shorter than the centerline. L-PPO shows the shortest path for Colon 1, 2, and
3. As for Colon 0, which represents a simple scenario, all three algorithms perform
well, making it difficult to determine the cause of L-PPO’s lower performance on
Colon 0.

Formal verification results

To address Q2, FV is conducted on the 300 policies trained using each methodology.
Table 4.2 provides the violations for PPO and L-PPO across all four safety properties.
Specifically, for each safety property, we report the SAT values indicating the number
of models that violate that particular property. Notably, we observe that for the first
safety property ©, which pertains to the situation where the upper part of the image
is very bright and does not require an upward action from the agent, all 300 PPO
policies violate the safety property. The observed violation is not straightforward to
interpret, and it may be attributed to the infrequent exposure of the agent to such
setups during the training process. It is plausible to suggest that the lack of sufficient
training data for these specific scenarios may have hindered the agent’s ability to
learn the corresponding actions that adhere to the prescribed safety property.

Safety Properties

0|0, |0.|0_,| Model Selection

Method |[SAT|SAT |SAT|SAT|Completely safe model
PPO |300(246| 80 (167 0

L-PPO |221]198| 53 |161 3

Table 4.2: Results of model selection. SAT indicates property violation.

According to the results reported in Table 4.2, L-PPO has fewer violations than
PPO, confirming that incorporating soft constraints in training has a direct impact
on decreasing violations of hard constraints. We show the positions of the hard
constraints violation of PPO on one of the colon models in Fig. 4.9c. As expected,
large proportions of violations take place at sharp bends, which are the critical points
for the correct execution of the colonoscopic procedure.

This analysis sought to ascertain if it is feasible to identify a policy that adheres
to all the hard constraints. As Table 4.2 attests, three models satisfying all the hard
constraints were identified in the case of L-PPO, while no policies conforming to
the same standards were observed in the case of PPO, demonstrating the efficacy
of the framework proposed herein. It is noteworthy that the L-PPO utilized in prior
experiments (for example, in Table 4.1) is one of the three safe policies.

In order to emphasize the vulnerability of DNNs and the necessity of using FV
in these safety-critical scenarios, we can consider Fig. 4.9. This figure displays the
results of the analysis on a policy trained with PPO. Fig. 4.9b shows an input on
which the tested model acts safely, without violating the property, while with the
same property ©; in Fig. 4.9a, an adversarial input is discovered by the formal
verifier. It is clear that the input only differs by 0.18 in the 6th value, yet this
insignificant alteration causes the network to output a secure action in one case and
a potentially dangerous action in the other.
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Fig. 4.9: (a) Adversarial example discovered with FV for the safety property ©;.
(b) A small perturbation in the square marked green, the agent shows safe behavior.
(c) Hard constraint violation positions for one of the PPO policies are marked with
green Crosses.

Summary. In this section, we investigated the challenges associated with the
deployment of DRL approaches in safety-critical scenarios such as autonomous
colonoscopy navigation in a virtual simulation. DRL-based methods have demon-
strated the ability to successfully traverse patient-specific colon models with com-
parable performance to that of expert clinicians [215]. Nevertheless, these methods
are susceptible to adversarial attacks, which could result in safety violations with
potentially fatal consequences. Consequently, we exploit a constrained reinforce-
ment learning approach that ensures soft safety constraints through a cost function
of safety violations. However, enforcing hard constraints through this methodology
is not feasible, and even imposing stringent cost thresholds for soft constraints in
CRL-based approaches often leads to suboptimal behaviors that ultimately fail to
satisfy the intended behavioral preferences. As a first solution to this challenging
problem, we proposed a model selection strategy that exploits formal verification
of deep neural networks to evaluate the safety of a vast pool of policies trained
using CRL. From the 300 policies trained using CRL, we identified three policies
that adhered to all safety constraints, compared to no policies that met the same
criterion for standard DRL. In the next section, we explore an alternative uncon-
strained approach that integrates probabilistic quantitative verification (introduced
in the previous chapter) directly into the DRL training loop to further enhance the
safety of intelligent systems.
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4.2 Verifying Online Safety Properties for Safe Deep
Reinforcement Learning

As shown in the previous section, deep reinforcement learning algorithms have
demonstrated promising results in various applications, to medical robotic, manip-
ulation tasks [98, 171], video games [276] and mobile navigation [167, 249, 166].
However, using these deep neural networks-based systems on real-world problems
requires incorporating safety into DRL methods.

Safe DRL approaches have been explored to enhance safety by modeling a prob-
lem as a constrained Markov decision process [6]. As previously stated, in a CMDP,
an agent aims to maximize a reward signal while keeping an accumulated cost,
received from visiting unsafe states, below a specified threshold. However, defin-
ing informative cost functions is as challenging as designing rewards [104] due to
the difficulty of quantifying the risk of policy decisions around unsafe states. Con-
sequently, the proposed solutions rely on indicator cost functions where a positive
value marks a state-action pair (s, a) as unsafe [6]. These cost values are then backed
up to propagate safety information and estimate a cost-value function, which guides
the learning process toward safety via penalties [251] and constraints [243, 152].
However, learning cost-value functions with DNNs introduces brittle convergence
properties and local optima [109, 163], limiting sample efficiency and the efficacy
of cost functions in promoting safety. The sparse nature of the indicator cost also
poses a significant issue, requiring numerous unsafe state visits to learn reasonable
estimates from sparse feedback. Moreover, these sparse values also fail to provide
information about the likelihood of incurring an unsafe behavior for a specific action
a around s. Consider robotic navigation as an explanatory domain. In this task, the
RL policy determines the agent’s velocity based on sensor data, and prior works
trigger a positive cost when an action results in a collision (Fig. 4.10 on the left),
deeming the state-action pair as unsafe. These methods thus necessitate many sim-
ilar unsafe interactions around s to approximate the cost-value function effectively
[152, 243, 47].

On top of these issues, DNNs are also vulnerable to small input variations that can
fool a network to output an undesired value (or action) [246]. Although these inputs
are most commonly observed in high-dimensional visual domains, [8] shows that
they can also occur in low-dimensional state configurations like DRL navigation
tasks, leading to unsafe behaviors and potential hazards. Formal verification for

Obstacle Obstacle ’
Mz

Fig. 4.10: Indicator cost function (left). Unsafe interactions are caused by the same
action around the unsafe state (right).
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DNNs [150] has arisen to tackle this issue, leveraging state-action relationships
(called safety properties) to provably detect these configurations. However, applying
FV during training presents many challenges:

1. the safety properties are hand-designed by a system designer, which may be
unfeasible in complex tasks;
2. FV is NP-complete and thus computationally demanding [131]

These challenges raise the question:

How can we enhance safety during training without relying on cost functions?

We address this question by proposing a novel approach that leverages online
safety properties, i.e., collected during training, to (i) get information on which
part of the state space is potentially unsafe, and (ii) compute the probability of
incurring in one of these configurations in the surrounding of that state. We then
use this probability as a safety metric, called violation, as a penalty to the agent for
discouraging unsafe decisions [1, 149].

We hypothesize that this procedure will significantly improve safety, reducing
the number of hazardous states visited and addressing all the issues related to
cost functions. Recalling the navigation example, let us consider a state s where
performing an action a led to a collision. The proposed approach exploits state-
action information (e.g., robot size, max velocity) to define an area of a specified
size around s where performing a would likely result in unsafe interactions (Fig.
4.10 on the right). Our goal is to quantify the states in the unsafe area where the
policy chooses a and use this information as a penalty to bias the policy towards
safer regions.

To this end, in this section we present an integrated and extended approach,
building on two of our previous works, to bridge the gap between formal verification
and safe DRL:

* Collection and refinement of online properties (CROP) framework [174] for
collecting safety properties during training without relying on a system designer.
CROP also refines similar properties to limit their number.

* Monte Carlo sample-based verification [168] that samples and propagates a set of
states from the w area of interest to approximate the violation value by counting
the instances where the agent selects an unsafe action.

In detail, we significantly extend these contributions by providing probabilistic
guarantees on the approximate violation value. We also analyze the non-Markovian
nature of the violation penalty, presenting a state-augmented method to address such
an issue. Additionally, we expand the empirical analysis by evaluating our framework
on standard safe DRL benchmarks (i.e., SafeMuJoCo and SafetyGym [222]), and
additional baselines. Finally, we transfer our trained policies to real robots in a
navigation task [300, 166].

In all scenarios, we apply the violation penalty to the well-known Proximal Policy
Optimization (PPO) algorithm [232], comparing to a cost-penalty version [276, 232],
a constrained implementation based on the Lagrangian method (LPPO) [243], a
Lagrangian-based penalty function (RCPO) [251], and the more recent penalty-
based algorithm Penalized PPO (P30) [301]. Our extensive evaluation shows that
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cost penalties result in high costs and violations at convergence, confirming the lim-
itations of indicator cost functions. Lagrangian and penalty-based baselines exhibit
similar issues due to using additional cost-value functions. In contrast, our violation-
based penalty significantly reduces unsafe behaviors (i.e., lower cost and violation)
while preserving high returns. To further assess the improvement in terms of safety
provided by our proposed approach over different methods tested in this work, we
compare the violation value for converged policies using a formal verification tool.
Our results confirm the safety benefit, resulting in the lowest violation value per-
centage, confirming the impact of incorporating an approximate violation value as
a penalty for the trained agents.

4.2.1 Safety Properties and Formal Verification

We now revisit the definition of the safety property used in the context of robotic
navigation tasks, and specifically in this section. This definition is consistent with
the one presented earlier in the thesis, with only minor modifications.

A safety property for a DNN (f) is typically expressed as a state-action re-
lationship [150]. Specifically, as presented early, the property is encoded using a
precondition and a postcondition. The precondition is a predicate on the state fea-
tures modeling desired unsafe situations (i.e., the domain of the property). It is used
to check if a specific state falls within a set of intervals X representing the unsafe
area of interest. Thus, X is a Cartesian product of intervals, one for each feature in
the state space. The postcondition is a predicate Y on the output of f specifying the
action to avoid in X. Broadly speaking, the postcondition Y encodes a requirement
such as never select the action corresponding to the output y;, with i being the index
of the action to avoid.

[ Goal

Heading
Distance
—— Lidar

'. Property
~ bound

Agent

Fig. 4.11: Left: components of a safety property (legend in the upper left corner).
Right: Explanatory image of a safety property for a navigation contexct.

Using the navigation task, Fig. 4.11 shows an explanatory encoding of a safety
property in a value-based DRL setup, where the policy selects the action with the
highest value.? To encode a property, we start by considering the current state of the
agent as a vector of observed features xo, . . . , xg, and its possible actions {yg, y1, y2}

2 Similar considerations apply to the continuous policy-gradient case by using deterministic
policies and checking the action values, and not their max.
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corresponding to a forward, left, and right movement. Given there is an obstacle in
front of the robot, the safety property uses an w = 0.05 surrounding of the agent’s
state (the blue bounds on the left figure) to model the set of intervals X representing
the unsafe area (i.e., where a forward action would lead to a collision). In this
situation, we want to check that a forward movement is not selected, so a safety
property is formally encoded as follows:

V)C(),X4 € [0.95, 1],)61,)63 € [0.03,0.08],)62 € (0,0.05],)65 € (0, 1],x6 S [—1, 1],

X
max(y1,y2) > Yo,

Y

where xo, ..., x4 are the 5 lidar values, x5, x¢ is the relative position of the agent
with respect to the goal (i.e., distance and heading), and action yq corresponds
to the forward movement. In the example, we set X5 = (0,1],Xs = [-1,1] to
indicate a generic goal position in the environment. Hence, if the agent is in
any state that satisfies X, i.e., VX = [xo,x1,X2,X3,X4,X5,%6]1 € X (with X =
{[0.95,1],0.03,0.08], (0,0.05], [0.03,0.08], [0.95,1], (O, 1], [-1,1]}), if xo €
[0.95,1],x; € [0.03,0.08],x € (0,0.05],x3 € [0.03,0.08],x4 € [0.95,1],x5 €
(0, 1], x¢ € [—1, 1], it should not select the forward action yy.

#DNN-Verification and the Violation Value

Since our goal is to quantify the probability of unsafe policy decisions within a
specific region of the state space, the #DNN-VERIFICATION problem, introduced in
Sec. 3.3, is well suited for this purpose. For clarity, we restate the problem definition
here.

Definition 4.1 (#DNN-Verification problem):
Input: A tuple 7 = (f, X, Y).
Output: [I'(7)|

withI'(7) =<x | X(x) ANY(f(x)) ¢ representing the set of all the input configura-

tions for f satisfying the property defined by X and Y (i.e., all the unsafe state-action
pairs). Since our setting is in the continuum, the number of points in any non-empty
set is infinite. Hence, we consider the cardinality as a proxy for the volume of the
corresponding set. Nonetheless, if we discretize the space to the machine precision,
I'(7") becomes a finite countable set. In practice, rather than the cardinality of I'(77),
it is more useful to define the problem in terms of the ratio between the cardinality
of I' and the one of the set of inputs satisfying X. This quantity is called violation
and it is formally defined as follows:

Definition 4.2 (Violation value): Given an instance of #DNN-VERIFICATION T =

(f.X.Y),
[T

{x | X}
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Here, we remark that DNN-VERIFICATION is an NP-complete problem [131].
Moreover, formally counting (or enumerating) all violation points in an area of
interest is even more challenging, since, as we demonstrate in Sec. 3.3 it is a #P-hard
problem. Hence, these methods are unfeasible to be applied during training and
motivate the investigation of approximate solutions.

4.2.2 Safe Deep Reinforcement Learning via Probabilistic Verification

In this section, we present our two main contributions addressing the limitations
of FV methods discussed above, namely: (i) the complexity of hand-design safety
properties and (i1) the computational overhead of computing the violation value. To
tackle the first issue, we propose the collection and refinement of online properties
framework. To address the latter, we introduce a Monte Carlo sampling approach that
approximates the violation value with probabilistic guarantees, providing an efficient
alternative to the “formal” violation value computed using modern FV tools.

Collection and Refinement of Online Properties

unsafe state-action pair

. . property
Environment » Collection

H

Properties
buffer

. State,
action reward

Approximate
penalty \_ Verification

<

relevant
properties

Agent

€ J U J
T

DRL Training Sampling-based Verification CROP

Fig. 4.12: Overview of the CROP framework.

Fig. 4.12 shows an overview of the proposed CROP framework (in blue), which
is designed to collect and refine safety properties during training. Similar to existing
safe DRL methods [152, 243, 226], CROP uses a cost indicator function to identify
unsafe state-action interactions. When such an interaction is detected, we generate
a safety property using the state and the action that led to the hazardous situation.
CROP then performs a refinement procedure merging properties deemed similar
according to a similarity rule, which is described in the following section. Finally,
the violation value is computed using the sample-based approximation described in
the next section, applied to the properties generated by CROP.

The general flow of CROP is presented in Algorithm 11.

We augment the training of a DRL algorithm with a buffer P = {properties P}
that stores the properties generated by CROP. Given a state s; deemed unsafe by
the cost signal, CROP generates a new safety property #’ considering an initial
w surrounding (passed as a parameter) of the state s;_; and the action a,_; that
triggered the positive cost. In particular, we model the precondition X of the safety
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Algorithm 11: Collection and Refinement of Online Properties

1: Given:
* f < a DRL agent parametrized by a DNN
* w <« initial size for the area surrounding an unsafe state
* [ « similarity threshold to merge properties.
* dunsafe <— minimum interval that encodes a potentially unsafe situation.
2: During each episode of the training of DRL agent:
3P0
4: if s, is unsafe (i.e., cost > 0) then
5: P’ <« GenerateProperty(w, S$;-1,ar-1)

6 for P € P where s;_1 € X A a;_; is unsafe in Q of P do

7 if ASimilar(P,P’, B, dunsate) VP € P then

8: P—Pu®

9 else
10 P < PropertyRefinement(?,P’,P)
11 violation < ApproximateVerification(f, P) > as in Sec. 4.2.2

property with a set X of intervals encoded as [x; — w, x;] V x; € x, where x;
is the i-th input feature of the state s at timestep # — 1. Notably, we encode the
interval [x; — w, x;] and not [x; — w, x; + w] to exclude potentially unfeasible
configurations The postcondition Q checks that the agent does not select the action
a;—1 that led to the unsafe state s;. CROP then samples the properties whose set
X contains the state s,_;, and whose postcondition Q considers the same unsafe
action a,_1 that triggered the positive cost. For each selected property, we check if
the new property #’ is similar to a sampled one ¥ that will be refined as described
in the following section. Notably, the w employed by CROP differs from the w
value typically required to design a safety property (as discussed in Sec. 1), which
requires some knowledge of the task or agent’s hardware. CROP’s w is initialized
as an arbitrarily small value that is reshaped during refinement. Moreover, we note
in domains where many unsafe interactions occur, the buffer P grows unbounded.
Hence, we reset P at the beginning of each episode. This approach allows us to
compute the violation value only on unsafe situations encountered over the last
epoch.

Similarity Rule and Refinement.

Different safety properties could model a similar unsafe interaction (or not). We
define a similarity rule to identify when two safety properties are not similar. To
clarify the process, let us recall our navigation example. Consider two sets X =
{[0.95, 1], [0.95, 1], [0.01,0.06], [0.03,0.08], [0.95, 1]}, X" = {[0.04,0.09],

(0,0.05],10.95,1], [0.95,1],[0.95,1]} encoding the preconditions of two safety
properties P and P’, respectively.’ These scenarios are shown in Fig. 4.13, where
the agent would collide upon moving forward (i.e., the two safety properties have
the same postcondition). The two preconditions significantly differ. Let us compare
the first two intervals of X and X'— Xy = [0.95,1] and Xj = [0.04,0.09]—as

3 For simplicity, we omit the values for the goal’s heading and distance.
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[0.95,1]

[0.95,1]
[0.01, 0.06][[0.03, 0.08]

[0.95,1]

[0.95,1] [0.95,1]

Fig. 4.13: Explanatory example of two different safety properties for the same
forward action.

a practical example. We formally define the two properties to be not similar by
leveraging Moore’s interval algebra [196] and defining the following similarity rule:

P i P = Tie{0,|X]} 5.t (X C dunsate VX! C dunate) A X; = X[| > B

Specifically, given the two safety properties # and #’, we check: (i) whether there is
atleast one interval in the sets X, X’ contained in dyngafe . dunsafe 1S the smallest interval
encoding a potentially unsafe situation (e.g., in Fig. 4.13, dypsate = [0, 0.09] and is
highlighted in red); (ii) whether the lower bound of the absolute value difference
between the two intervals |X; — X/| is greater than a similarity threshold value B4
If the two conditions hold for at least one interval, then $ and P’ are deemed not
similar. On the other hand, if two properties are similar, we perform a refinement
process merging them by considering the minimum lower and maximum upper
bound for each interval of X and X’. The refinement enables us to cluster together
similar unsafe situations. Fig. 4.14 shows an explanatory refinement process in a
scenario considering the forward action yy.

[0.7, 0.75]

[0.75, 0.8] [0.65, 0.7] [0.85, 0.9]

Py : Vag € [0.75,0.9], 21 € [0.7,0.9], z2 € (0,0.06], x5 € (0,0.07], z4 € [0.25,0.7], max(y1,y2) > yo

Fig. 4.14: Explanatory example of refinement process for two similar safety proper-
ties.

4 B is a hyperparameter that can be tuned to be more or less restrictive in considering two
properties as similar.
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Monte Carlo Sampling-based Approximate Verification

The violation value computed on a safety property quantifies the probability of
incurring unsafe policy decisions within an area of the state space, addressing the
sparsity of indicator cost functions (Fig. 4.12 in purple). However, due to the NP-
completeness and #P-hardness of the verification problem [131, 173], computing
a formal violation (i.e., using a FV tool) during training is intractable. Therefore,
we propose a computationally efficient sample-based method to approximate the
violation value, allowing us to use it as a penalty during training. Similar to the
violation computed with formal tools, our approximation can be interpreted as a
locally-aware (dense) cost value. It quantifies the risk of performing a certain action
a in a state s, based on the hazardous effects that a could have in a local region
around s. More formally, consider a deep neural network f with {y1,...,y,} outputs
representing the possible actions the agent can perform in the environment. Let yj
be the unsafe action to avoid in a particular region of interest X specified by the
precondition X. Our goal is to count the number of times y;, > max(y;) Vi €
{1,...,n} \ {k} over the total number of states tested.

This approximation offers several advantages over indicator cost functions: it
(i) provides safety information for areas of interest as it is computed over state-
action mappings (i.e., the safety properties); (ii) approximates how often a property
violation might occur, having a similar role to Lagrangian multipliers without re-
quiring additional gradient steps or value estimators; (iii) does not require additional
environment interactions, significantly reducing the number of visited unsafe states.

Algorithm 12 shows the general flow of our sample-based method. Our approach
requires f, an unsafe state s, a property buffer P, and the number of samples to use
for computing the approximate violation value. The first step is to consider the safety
properties that contain s in their preconditions, and store these properties in a new
buffer P’.

We initialize the violation value to zero, and for each # € P’ we randomly sample
a set of m input vectors for the DNN X = {xi,...,Xn} from X. After propagating
X through f, we count how many outputs do not satisfy the postconditions. To this
end, for each x;, we check if the index of the corresponding output (i.e., the one with
the highest value) is equal to the index k of the unsafe action to avoid. Finally, we
compute our approximate violation value as the ratio between the number of such
outputs over the total sampled states. This process closely resembles how the formal

Algorithm 12: Computing the Approximate Violation Value

1 Given f with outputs yi, ..., y,, unsafe state s, properties buffer P, and m
number of states to sample.

P (X Y)ifsNnX#0,V(X,Y)eP

violation < 0

: for P € P’ do
X « Sample(m, X)
violation < violation + count(argmax(f (X)) = k)

return violation | (m |P’|)

AN ey
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violation is computed in Sec.3.3 but employs random sampling and feed-forward
steps through the f, avoiding the computational demands associated with FV tools.

Visual Example.

[0.75, 0.8]

Fig. 4.15: Illustrative example of a potential unsafe scenario for a DRL mapless
navigation task.

We further clarify the approximate violation value computation by relying on
our navigation example in Fig. 4.15. The agent receives 5 lidar scan values as input
and outputs three values {y, y», y3} corresponding to a forward, left, and right move-
ment, respectively. We thus have X = {[0.75, 0.8], [0.85,0.9], (0, 0.05], [0.02,0.07]
,[0.65,0.7]} encoding the unsafe area where we want to avoid the action y; that has
index O (i.e., a forward movement at velocity v). Hence, given any state sampled in
X, the action y; should not be selected. This safety property is formally defined as
Vx € X, max(y,, y3) > y;. Considering a sample of m = 2 states from the X of the
property precondition, we obtain two states X = {x;, X} € X which are then forward
propagated through f. If this propagation outputs f(x;) = [1, 3, 2], then the greedy
agent selects argmax( f(x;)) = 1. Conversely, for X, we obtain f(x;) = [4,2,3],
and the agent selects argmax( f(x;)) = 0. To approximate the violation value, we
count the states x € X where the argmax of f(x) is equal to the index of the unsafe
action yy, in this case 0. In this example, we have one violation since only the sec-
ond propagation of x; leads to argmax| f(x»)] = 0. By normalizing the number of
violations over the size of the sampled configurations, we obtain the violation value
of 0.5, meaning that half of all the states sampled led to a property violation.

A natural question that arises is what number of states x,, is needed to get an
accurate estimate of the violation and what kind of guarantees we obtain about this
estimate.

Probabilistic Guarantees on the Violation Value

We aim to estimate the number of states where a binary property holds (i.e., whether
the agent commits a violation or not) from a potentially infinite set of states. To
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this end, we can sample a smaller subset of the states and show that this particular
subset is representative of the larger one we are interested in. To this end, we use the
following Chernoff bound.

Theorem 4.1 (Chernoff bound): Let X1, - - - , X,,, be independent indicator random
variables, such that Pr[X; = 1] = p;. Let X = 3" | X; and u = E[X] = 21", p;. For
0 < € < 1 the following inequality holds:

2
Pri|X — p| > eu] <25
A direct application of Theorem 4.1 implies the following result (see, e.g., [194,
section 4.2.1]), that we recall here to keep the section self-contained.
Let p be the actual violation value in the area X that encodes the property’s
precondition. Assume we would like to estimate p up to an additive error-tolerance
6 and with confidence at least 1 — ¢, for fixed (desired) 8, 6 € (0, 1). To this end, we

sample m points Xi, . .., Xy independently and uniformly from the property input
space X. Foreachi =1,...,m, let X; be the indicator random variable of the event
that x; is a violation point, hence Pr[X; = 1] = p. Define X = %X‘ We are

interested in a bound on m that can guarantee Pr[|X — p| < 6] > 1-6.
Let X = 3", X;, hence u = E[X] = mp. Considering that p < 1, by Theorem
4.1 we get

Pr[|X — p| = 6] = Pr[|X — | > m6]

Therefore, for

m=>n (%) (4.6)

we have B
Pr(|X - p| =6] <9.

Recalling that we are interested in the complementary event of the term on the
left-hand side of the latter inequality, the above derivation leads to the following
result.

Proposition 4.1: Fix 6,6 € (0, 1), and let m be an integer satisfying m > % ln(%).
Let Xy, -+, X, be independent and identically distributed indicator random vari-
ables for the event that a uniformly sampled input point from the set X violates the
property, and let X = }"* | X;, whence Pr[X; = 1] = p, and yt = E[X] = mp. Then,
Pri|¥-pl<6]>1-6.

m

The proposition gives a lower bound on the number of m pointsin § = x, ..., X,
such that if V are violation points, |V|/m provides an estimate of p with the desired
precision 8 and confidence 6. For example, if we want a maximum error tolerance
of 8 = 0.05 with confidence at least 1 — 6 = 0.99 for the approximate violation
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we are computing, sampling m > % ln(%) = 0.(% ln(ﬁ) = 6357 states would be
sufficient.

It is important to note that our approach is not efficient when the formal violation
value we are trying to estimate is arbitrarily small. To clarify this, let M be the size
of the instance (the network’s encoding and the property where we want to compute
the violation value). If p > m (i.e., bounded by some polynomial function of
the instance size), the approach is clearly a polynomial time algorithm in M as it
requires a number of samples polynomial in the size of the instance. On the other
hand, if, for instance, p = 0(2_M ), then our sampling method would require an
exponential number of samples. However, in view of the hardness of both the FV
problem and its counting version, under the standard complexity assumptions, we
believe this intractability issue is strictly related to the inherent complexity of the
problem rather than a weakness of our approach. From (4.6), we see that for any fixed
m, there is a direct proportionality between the error tolerance 6 and the values of

the confidence ¢ = 1 -0, thatis, 6 = | /% In (%) Hence, for any fixed m, the better

(higher) the confidence ¢ = 1 — ¢, the looser (higher) the error tolerance bound 6.
Fig. 4.16 visualizes this relationship. From the curves, we note that using m = 10000
samples is sufficient to guarantee confidence > 0.99 and an error tolerance below
0.05.

\ error tolerance 6

m=10000 ///

>
1

0 0,1 0,2 03 ,6 0,7 08 0,9

074 . 05 0
confidence 1-6

Fig. 4.16: The relation between confidence (x-axis) and error tolerance (y-axis) for
different values of m = 100, 1000, 10000.
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Comparing the Approximate Violation with the Formal One

To empirically assess how good our approximate violation is, we compare it over
the exact violation computed by ProVe, a FV tool for the #DNN-VERIFICATION.’

To this end, we consider the same navigation task used in our previous examples,
the average results of ten models collected at random steps during the training, and
the following set of hand-designed properties®

* $1: There is an obstacle close in front = Do not go forward
o P : There is an obstacle close to the left = Do not turn left
» P_,: There is an obstacle close to the right = Do not turn right

Table 4.3 shows a comparison between the violation values for $;  _, computed
by ProVe, and with our approximation with samples of size 100, 1000, and 10000.

In practice, we measure the difference between the formal violation value (i.e.,
first column) and our best approximation achieved with m = 10000 states (i.e., last
column). These violation values are computed using the three safety properties, and
result in a negligible 0.47% difference. Hence, our sample-based method achieves a
very accurate estimation of the real mean violation value.

Moreover, by exploiting parallelism and batch computation of modern deep
learning frameworks, the increase in computation time for the approximate violation
with 100 or 10000 samples is comparable. Conversely, ProVe’s average computation
time is orders of magnitude higher compared to our approach (i.e., 0.06 over 157
seconds).

Property ProVe Estimation 100 Estimation 1k Estimation 10k
Pr 8148 +1.2 81.0x0.6 81.1+£0.8 81.17+0.5
P 73.9+08 73.5x0.2 73.63 £ 0.2 73.65 £ 0.3
P, 742+03 73.6+0.1 73.67 0.1 73.68 + 0.1
Mean violation: 76.53 76.00 76.13 76.17
Mean computation time: ~2m37s ~0.053s ~ 0.056s ~0.060s

Table 4.3: Average violation (%), and computation time for properties 7 — _, cal-
culated using ProVe, and our approximation with 100, 1000, and 10000 samples.

3 ProVe is available at https://github.com/Isla-1lab/Neural-Network-Verifier

6 We use the maximum agent velocity to determine the size of the area around the (unsafe)
states of interest (i.e., the w-area). However, for simplicity, we describe these properties
in natural language.
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Employing the Violation Value to Foster Safety

Having an efficient way for collecting properties and computing a good approxi-
mation of the violation, we now investigate the benefits of using the violation as a
penalty during training.

Following prior penalty-based approaches [77, 251], we maximize the following
objective:

maxJ; :=E;

mell .7

> Vr(snan) - Z()
t=0

where Z () is a generic penalty function. For instance, in the simplest case, Z () could
be expressed as Z(s,a) = —1 upon experiencing a collision, i.e., as a cost function.
In our case, we employ a violation-penalty Z; (s; +w) = Eys,+0Eq,~r(s)L[a: = ax],
where ay is the unsafe action that led to a collision. Such a value indicates that
the violation depends on the policy decisions in a proximity w of the state (i.e.,
the w-area, or R). Equation 4.7 has two main benefits over other constrained DRL
algorithms:

* Penalty-based objectives potentially maintain the same optimal policy of the
underlying MDP as they do not constrain exploration nor reduce the space of
feasible policies as constrained approaches [199].”

* Constrained DRL typically estimates an additional value function to propagate
cost information, hindering their application with values that strictly depend on
the current policy. This also requires visiting unsafe states to learn effective
estimates for the sparse cost values. In contrast, penalty-based methods do not
require learning additional value functions. Additionally, many DRL algorithms,
such as PPO and RCPO, provide significant empirical evidence on the benefits
of employing penalties over constraints [251].

4.2.3 Limitations

The proposed approach only considers vectorized inputs for computing the violation.
While it is conceptually feasible to include different modalities (e.g., images, tem-
poral sequences), doing so would require further research and experiments. In more
detail, while related verification works [190, 235] have been previously employed in
vision-based problems [198], they typically consider robustness analysis rather than
verifying image-based control policies. This stems from the fact that it is not trivial
to apply a perturbation that would change the state of the agent (i.e., what it sees)
coherently without additional strong assumptions, such as having access to vision
models of the world. For example, applying a perturbation to an Atari game taken as
input by a policy would result in a noisy image, while verifying the policy behaviors
requires encoding images of related state configurations. Hence, despite being con-
ceptually feasible considering different modalities for control policies, applying the
proposed approach to these settings is seldom straightforward and goes beyond the
scope of this section. Another limitation of our approach is related to the fact that,

7 This is not the case for navigation tasks as safe behaviors bias the policy to avoid obstacles.
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while our framework addresses the issues of using indicator cost functions and con-
straints, it remains unclear how to provide provable safety guarantees in model-free,
safe DRL training approaches. Such a lack of formal guarantees on the behavior of
the policy during training includes our work, constrained DRL [2, 152, 293], and
several other approaches summarized in [77]. As discussed in [109], using DNNs
to approximate policies and values causes the method to diverge from the under-
lying theoretical framework. Nonetheless, we begin to address these key issues by
employing approximate violation with probabilistic guarantees during training, and
formal verification approaches at convergence to check the trained policy decisions
over the properties of interest.

4.2.4 Empirical Evaluation

In this section, we propose an empirical evaluation to assess the benefits of employing
our violation penalty for training DRL agents. To this end, we used a realistic
set of navigation tasks for a Turtlebot3 mobile robot as well as standard safety
benchmarks inspired to [222]. Our experiments aim to show the following: (i) The
benefits of combining the reward signal with our provable safety metric to enhance
the learning of safer behaviors at convergence. (ii) The advantages of using the
proposed violation metric over indicator cost functions. (iii) The effectiveness of
our additional investigations: using CROP over commonly employed hand-designed
properties; relying on a state-augmentation method to deal with the issues related to
the Markov property.

To assess our claims, the following plots consider a variety of metrics such as success
as the number of goals reached, cost as the number of the agent collides with an
obstacle, and finally, the violation at different stages of the training. All such metrics
are averaged over the last 1000 steps. Each methodology uses CROP to collect online
properties during training to compare the violation metric. The average violation
is thus calculated on the properties collected by each methodology (but clearly, we
used the violation value as a penalty only in our approach).

The data are collected on an 17-9700k and consider the mean and standard de-
viation of ten independent runs [50]. We consider the cost and violation penalty
objective (Equation 4.7) in a policy-based (PPO [232]) baselines, referring to the
resultant algorithms as PPO_{cost, violation}. Hence, PPO_cost receives a fixed
penalty Z = 1 upon experiencing an unsafe interaction (i.e., the cost). This penalty
value is based on the results obtained in the additional experiment of [168], where
we investigate the effects of different penalty regularization terms, Z. In particu-
lar, we found a good trade-off between performance and safety with Z = 1, while
lower values give more importance to the reward, resulting in more unsafe behav-
iors. We compare with Lagrangian PPO, LPPO [243], as it is a widely adopted
constrained DRL baseline and achieves state-of-the-art performance in similar Safe-
tyGym navigation-based tasks® In addition, we compare our approach with RCPO,
which employs a reward penalty based on Lagrangian multipliers [251] and P30
that relies on a scaled penalty based on the gap between the estimated cost and a

8 For a fair comparison, we set the cost threshold of LPPO to the average cost obtained by
PPO_cost
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desired safety threshold. As such, these works are the most closely related methods
to ours.

According to relevant literature, the value-based and policy-gradient baselines
should achieve the highest rewards and costs, having no penalty information [222].
Conversely, LPPO should show a significant trade-off between average cost and
success or present a failure at maintaining the cost threshold when set to low values
[152, 222]. In contrast, we expect the penalty-based methods to achieve promising
returns while significantly reducing the cost and the number of violations during the
training.

Robotic Navigation Tasks

We first introduce our safety navigation tasks that enable rapid testing of policies in
realistic contexts. Our environments rely on Unity [126] as it offers rapid prototyping,
Gym compatibility, and interface with the Robotic Operating System (ROS), which
allows the transfer of the trained policies to actual robots.

In more detail, we employed navigation since it represents a well-known prob-
lem in model-free DRL [300, 164], prior safe DRL works [222], and multi-agent
DRL [167, 166] literature. While standard navigation planners use a map of the
environment and dense sensor information, DRL setups consider significantly more
challenging conditions, such as not having a map and relying only on sparse local
sensing. We use a similar encoding to prior work [300, 164, 172]. Such encoding in
this contest consists of 22 sparse laser scans with a limited range and two values for
the target relative position (i.e., distance and heading), resulting in a vector x € R?*
as input for the agent. Discrete actions encode angular and linear velocities to re-
duce training times while maintaining good navigation skills [164].” The agent thus
obtains a dense reward given by the distance (d) difference (A) from the goal in two
consecutive steps, with a per-step penalty (—n) that provides an incentive for shorter
paths. Formally, at step ¢, the agent receives a reward:

1 if goal reached
t = (4.8)

A(dy-1,d;) = otherwise

Each collision returns a positive cost signal that can be used to compute the de-
sired penalty (e.g., violation), enabling a straightforward application for different
penalty-based objectives (as in Equation 4.7) or constraints. We introduce two train-
ing and one testing environment with different obstacles, namely Fixed_obs_NT,
Dynamic_obs_NT, and Evaluation_NT depicted in Fig. 4.17. Such a variety of con-
ditions provides different settings for properly evaluating safe DRL approaches. The
environments inherit several characteristics from known benchmarks such as Safety-
Gym [222]. The proposed scenarios share a 4 X 4 squared meters size (6 X 6 squared
meters for the testing one), randomly generated obstacle-free goals, and a timeout at
500 steps. The main features of the environments are the following:

2 Our environments also support continuous actions and different domain randomization of
the tasks and physical properties through the Unity editor.
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’ Goal ! ‘
E Fixed obstacle
Dynamic
obstacle y A
€ )
Agent's Lidar Agent
Dynamic obstacle .
Non Terminal
Dynamic_obs_NT Evaluation NT

Fig. 4.17: Overview of the Dynamic and Evaluation tasks with different obstacles.
Non-terminal obstacles allow the robot to cross them, experiencing more unsafe
states. The evaluation environment has both fixed and dynamic non-terminal obsta-
cles.

e Fixed_obs_NT has fixed non-terminal (NT) obstacles. The environment returns
a signal upon each collision that can be used to model cost functions or other
penalties. Non-terminal obstacles are visible to the lidars, but non-tangible,
i.e., the Turtlebot3 can pass through them. This class of obstacles represents
the main challenge to designing safe DRL solutions, as the robot could obtain
positive rewards by crossing an obstacle towards the goal at the expense of unsafe
behaviors.

* Dynamic_obs_NT has cylindrical-shaped dynamic NT obstacles. Such obstacles
move toward random positions at a constant velocity, representing a harder
challenge. The obstacles can travel on the robot’s goal, so the agent must learn a
wider variety of behaviors (e.g., react to an approaching obstacle, stand still to
wait for the goal to clear).

* Evaluation_NT: we use this evaluation environment to test the generalization
abilities of trained policies to new situations. This scenario is wider and contains
both fixed and dynamic non-terminal obstacles of different shapes.

Comparison Between hand-designed Properties and CROP

We perform a preliminary experiment showing that creating an exhaustive set of
properties encompassing all unsafe behaviors in difficult environments is unfeasi-
ble. Hence, we show the benefits of our CROP method to collect and refine safety
properties at training time. In our evaluation, we consider the Fixed_obs_NT sce-
nario using PPO_violation as a baseline algorithm and hand-design a set of 15 safety
properties. The definitions of these specifications follow the rational, safe behaviors
for navigation described in Sec. 1.
Fig.4.18 shows the average success (left) and cost (right) obtained by PPO_violation

when using only: (i) properties generated during the training with CROP, (ii) hand-
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Fig. 4.18: Comparison between a PPO_violation method that uses: CROP (blue),
hand-designed (yellow), and hand-designed plus one generated property upon col-
lision (red) properties.

designed properties as described in Sec. 1, (iii) the setup proposed in [168] paper
considering hand-designed properties plus one property generated online upon each
collision. Note that the latter does not consider the property buffer and the refine-
ment method proposed in CROP [174]. Clearly, computing the violation on CROP’s
properties provides more information to the learning agent on unsafe behaviors that
are challenging to hand-design by a system designer. As such, PPO_violation using
CROP achieves the highest performance in terms of average success while also
converging to the lowest amount of collisions. For this reason, the following exper-
iments only consider the PPO_violation approach that uses CROP. We will refer to
this method as PPO_CROP.

Coverage Online Properties.
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Fig. 4.19: Average number of proprieties’ used for the violation computation during
the training of PPO_violation and our PPO_CROP.
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Although is unfeasible to ensure comprehensive coverage of all safety require-
ments, to investigate the scope of safety requirements collected by CROP, we com-
pare and report in Fig.4.19 the mean number of properties employed to compute the
violation value (i.e., properties that contain the unsafe interaction in their domain-
codomain) in the case of PPO_CROP (ours) and PPO_violation (which considers
the set of hand-designed properties for navigation).

As expected, CROP collects a high number of properties on the task, while the
hand-designed approach cannot cope with the complexity of the environment and
employs a reduced number of properties for computing the violation. Importantly, we
note that the number of properties used in CROP tends to slightly increase during the
training, while it remains constant for the other methodology. Such a result implies
that collecting properties during the training by the agent allows it to find borderline
cases of unsafe situations that are difficult to explore using hand-designed properties.

Ensuring the Markov Property

This section aims to tackle one possible drawback of the proposed approach. In par-
ticular, by employing the violation value as a penalty, the next state and reward could
not be independent of past experienced states and actions, thus potentially violating
the Markov property of the problem formulation. Nonetheless, by leveraging the
intuitions of [72], we can address such an issue by augmenting the state information
with the parameters of the policy at the previous step. While it is unfeasible to
include all the policies’ weights due to their high dimensionality, we concatenate
the output policy parameters, which fully describe the action distribution and the
current training step. Previous work [72] refers to such augmentation as fingerprint
and discusses how this information disambiguates trajectories in more detail. Hence,
we adopt the same strategy to solve the issues the violation value could present with
respect to the Markov property.

—— PPO_CROP —— PPO_CROP
14 —— PPO_CROP (markovian) 50 —— PPO_CROP (markovian)
=== Cost threshold = 5

Mean Success
Mean Cost

0 100k 200k 300k 400k 500k 600k 0 100k 200k 300k 400k 500k 600k
Number of steps Number of steps

Fig. 4.20: Comparison between PPO_CROP and PPO_CROP (markovian) with
fingerprint.

However, while having theoretically grounded drawbacks, practical implemen-
tations can often benefit from lower-dimensional state representations. For this rea-
son, we compare the theoretically justified version of PPO_CROP with the finger-
print, called PPO_CROP (markovian) and PPO_CROP that does not use it, in the
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Fixed_obs_NT task. Fig. 4.20 confirms the practical advantages of maintaining a
lower-dimensional input representation, as PPO_CROP (markovian) leads to lower
performance than PPO_CROP in the training regime considered in our experiments.
While PPO_CROP (markovian) may eventually converge to the same success and
cost values as PPO_CROP, it remains much less sample efficient. Hence, the follow-
ing sections will consider the PPO_CROP implementation.

Empirical Evaluation on Navigation Tasks

We now compare the performance of our best-performing approach, PPO_CROP
(i.e., without employing hand-designed properties and state-augmentation), over the
considered safe DRL baselines. Fig.s 4.21, 4.22 show the results of our evaluation
with Fixed and Dynamic obstacles for our PPO_CROP, PPO_cost (that uses the cost
as a fixed penalty), and the baselines LPPO, RCPO, and P30.

—— PPO_CROP —— PPO_CROP
14 PPO_cost 50 PPO_cost
—— LPPO —— LPPO

RCPO RCPO
—— P30 — P30

=== Cost threshold = 5

Mean Success
Mean Cost

0 100k 200k 300k 400k 500k 600k 0 100k 200k 300k 400k 500k 600k
Number of steps Number of steps

Mean Violation

100k 300k 650k
*PPO_CROP  6.7+1.0 48+18 22+12
LPPO 1.1+0.5 21+14 35+12

RCPO 037 £0.23 1.66+0.97 4.6+53
PPO_cost 37+1.0 25+04 67+58
P30 24+1.1 22+08 58+39

Fig. 4.21: Comparison between PPO_CROP, PPO_cost, RCPO, LPPO, and P30 in
the Fixed_obs_NT environment. The y-axis limit of the mean cost plot has been
set to 60 to better visualize the cost value at convergence. In the table, we report the
mean violation value at three different global steps for each method tested.

When considering fixed obstacles (Fig. 4.21), our PPO_CROP outperforms other
methodologies in terms of average success rate while significantly reducing the cost
(i.e., number of collisions) and violation at convergence. Even though in lowering
the mean cost and violation, PPO_CROP is slower than the other methodologies, at
convergence, it shows a remarkable improvement. The nature of this result is clear:
our approach requires experiencing different unsafe behaviors and thus collecting
different safety properties before achieving in-depth navigation information. How-
ever, as the training steps and knowledge augment, our method outperforms the other
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methodologies, augmenting the mean success rate while lowering the mean cost.
Moreover, by focusing on the violation metric, which, as stated before, measures the
probability of the policy to commit an unsafe action, at convergence, PPO_CROP
shows a ~ 4.5% lower violation over PPO_cost. Considering the number of points
used to compute the violation (m = 10000) and three common safety properties
collected by all the approaches, such improvement maps to 1350 fewer collisions
on average. Moreover, LPPO, RCPO, and P30 successfully maintain the cost accu-
mulation under the specified threshold but fail to learn good navigation behaviors.
PPO_CROP also achieves a =~ 2.4%, ~ 1.3%, and ~ 3.6% violation improvement,
translating into 720, 390, and 1080 fewer collisions over RCPO, LPPO, and P30 at
convergence, respectively. Crucially, the lower number of successes is not motivated
by performing longer but safer paths, as PPO_CROP reaches a significantly higher
number of successes while maintaining lower violations and cost values.

In general, the poor average success obtained by the Lagrangian baselines con-
firms the issues of employing indicator cost functions. On top of this, we notice
the lack of information carried by the cost since all the methods achieve similar
average cost at convergence, but result in significantly different violation values.
This further motivates us to introduce the violation metric to foster safety, as the
cost could not be sufficient to determine how safely a policy behaves in continuous
space environments.

10 —— PPO_CROP —— PPO_CROP
PPO_cost 50 PPO_cost
g —— LPPO ‘/\/\,,,. —— LPPO
RCPO RCPO
— P30 — P30

Cost threshold = 12

Mean Success
Mean Cost

Ok 250k 500k 750k 1.0M 1.2M 1.5M 1.8M 2.0M Ok 250k 500k 750k 1.0M 1.2M 1.5M 1.8M 2.0M
Number of steps Number of steps

Mean Violation

500k 1M 2M
*PPO_CROP 162+28 109+17 78+37
LPPO 89+14 71+14 97+22
RCPO 90+34 91+43 87+16
PPO_cost 158+29 115+11 98+12
P30 126+04 10.8+28 81+23

Fig. 4.22: Comparison between PPO_CROP, PPO_cost, RCPO, LPPO and P30 on
the Dynamic_obs_NT environment. The y-axis limit of the mean cost plot has been
set to 60 to better visualize the cost value at convergence.

We reach similar conclusions in the task with dynamic obstacles, where our
method achieves better or comparable successes and cost values over the counterparts
but significantly reduces the violations during the training, showing an =~ 1.9%,
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~ 0.9%, ~ 2.00%, and ~ 0.3% violation improvement over LPPO, RCPO, PPO_cost,
and P30. Crucially, this difference translates to 570, 270, 600, and 90 fewer collisions
on average when employing PPO_CROP over LPPO, RCPO, PPO_cost, and P30,
respectively.

For a fair evaluation, all algorithms have been trained over the same parameters
and configurations of dynamic obstacles (i.e., they experience the same random
obstacle movements during the training phase, which change over different seeds).
Additionally, we note that the additional value functions commonly required by
existing safe baselines lead to a comparable wall-clock time overhead (considering
the same hardware architecture) over the online safety properties collection and
verification procedures of our method, with a maximum deterioration of 30% on the
unsafe PPO’s total training time.

Formal Violation Value at Convergence.

As discussed in Sec. 4.2.2, the violation value computed using the proposed Monte
Carlo sampling-based method approximates the one computed with FV tools. How-
ever, considering the gap between the two values, performing an additional analysis
using FV before deploying a trained model is crucial. This allows us to provably
guarantee whether a model is safe or not with respect to desired safety properties.
We also leverage such analysis to confirm our claims on the superior performance
of PPO_CROP in terms of violations.

Method
Property PPO_cost *PPO_CROP RCPO LPPO P30
Pr 2.1% 1.12% 1.7% 1.83% 1.26%
P, 6% 1.81% 0.82% 0.5% 0.67%
P 0.7% 0.1% 0.89% 0.9% 1.4%

Mean  2,.93% 1.01% 1.14% 1.08% 1.1%

Method
Property PPO_cost *PPO_CROP RCPO LPPO P30
Pr 0.05% 0.04% 0.34% 0.134% 0.02%

P, 0.04% 0.01% 0.03% 0.005% 0.06%
P 0.21% 0.03% 0.12% 0.35% 0.17%

Mean 0.1% 0.03% 0.16% 0.16% 0.08%

Table 4.4: Mean violation expressed in percentage values computed using formal
verification on the best model at convergence. The results of Fixed obstacles envi-
ronment are reported on the left, while those of Dynamic obstacles are reported on
the right.
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Table 4.4 shows the average formal violation value computed on the models
at convergence in the Fixed and Dynamic tasks with respect to the hand-designed
properties of Sec. 1. We consider hand-designed properties for a fair comparison
since PPO_CROP is trained to minimize violations of the CROP’s properties, but
not these hand-designed ones. All methodologies achieve a violation value of a
few percentage points, confirming the learning of basic safe navigation skills. Cru-
cially, focusing on #_,, we notice that only for this specific property, LPPO is safer
than PPO_CROP. This confirms our hypothesis regarding the significant trade-off
between average cost and success that these cost-based methods are subject to. In
fact, checking the behavior of LPPO for this property, we noticed that the policy
chose a "stay in place" action, thus not raising the average cost but sacrificing mean
success. In contrast, considering the mean violation on all three safety properties,
PPO_CROP turns out to be the safest approach even when employing FV.!°

Evaluating Trained Policies in an Unseen Scenario.

To test the generalization skills of the trained policies in a previously unseen scenario,
we perform an additional experiment on the Evaluation_NT task depicted on the
right of Fig. 4.17.

Table 4.5 reports each model’s average success, cost, and (the approximate)
violation at convergence. Results confirm the higher performance of PPO_CROP.
In particular, our method shows superior navigation skills by achieving a higher
number of successes while being safer than the cost counterparts, LPPO, RCPO,
and P30.

Table 4.5: Evaluation results in the Evaluation_NT environment

Method Mean Success Mean Cost Mean Violation

*PPO_CROP 8.8 + 0.8 1.8+ 0.9 1.3+ 0.6

LPPO 4.0+0.9 21+1.6 1.8+1.3
RCPO 49+1.2 21+19 20=+1.5
PPO_cost 84+15 24+05 21+05
P30 63+1.5 23+02 1.9 £0.7

Transferring Policies to Real Robots.

Considering the features offered by the Unity game engine and its compatibility with
ROS, designing a digital twin copy of a real scenario does not require significant
effort. It is thus possible to transfer policies trained in simulation on ROS-enabled

10 We note results in Table 4.4 differ from the ones published in our previous contributions as
we refined the size of the input areas for the three hand-designed properties. In particular,
we employed stricter bounds by leveraging the information returned by CROP’s online
collected properties.
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platforms such as our Turtlebot3. Fig. 4.23 shows an example of the same envi-
ronment in simulation (left) and in the real world (right), on which we tested our
trained policies. In particular, our real-world experiments compare our PPO_CROP
and LPPO (which resulted in the overall safest approach after ours) in several real
corner-case scenarios. The test on the real robot confirms that PPO_CROP shows
superior performance with respect to LPPO. In particular, we confirm our hypothe-
ses on the low expressiveness of cost functions. As shown in the video PPO_CROP,
by exploiting the collection and refinement of safety properties in combination with
the violation value metric leads the agent to acquire safer navigation skills in many
corner cases that are difficult to code with cost functions or hand-designed safety
specifications. Crucially, we noticed that when the agent trained with LPPO experi-
ences unobstructed forward lidar perception, it tends to favor selecting the shorter
path toward the goal, often resulting in collisions with obstacle corners. In contrast,
the agent trained using our approach enables the policy to opt for a longer yet safer
trajectory toward the goal.

Fig. 4.23: Overview between our Unity simulation environment (left) and the real-
world scenario (right).

Empirical Evaluation in Standard Safety Benchmarks

We performed several additional experiments in the SafetyBallRun, SafetyCarRun,
and SafetyHalfCheetahVelocity tasks, which are standard benchmarks employed by
the safe DRL research community. These tasks consider different simulated robots
and safety specifications, which allow showing the general effectiveness of using
the violation value as a metric for the safety level. These experiments aim to further
confirm the benefit of CROP and the use of the violation value as a penalty in a
different domain known in the literature.!' In more detail, we consider the same
hyperparameters of our navigation experiments. However, we only consider LPPO
as a Lagrangian baseline since it showed the best trade-off between performance and
safety over the other baselines. The following results consider the average reward,
cost, and violation collected over ten runs with different random seeds. Fig. 4.24
shows the average performance obtained by our algorithm during the entire training

''We refer to the original works for more details about the environments and the cost
functions used for the task[2], github.com/SvenGronauer/Bullet-Safety-Gym
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Fig. 4.24: Plots BulletSafetyGym envs

phase. Crucially, these results confirm the behavior of previous works, where LPPO
struggles to keep the cost threshold in some scenarios due to the task complexity.
Moreover, LPPO converges to comparable performance with PPO_cost. In contrast,
the PPO_CROP maintains the best trade-off between reward, cost, and violation
through the training phases.

Fig. 4.25 summarizes these results using the Pareto frontier of the average reward

versus cost at convergence, which drastically improves (up and to the left) with
PPO_CROP.
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Fig. 4.25: Pareto frontiers of the methodologies tested in several BulletSafetyGym
environments. The x-axis represents the average cost, while the y-axis the average
reward at convergence. The best possible result is achieved by reaching the top left
corner of the plot.
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Summary. In this section, we introduced an unconstrained DRL framework that
leverages local violations of input-output conditions to foster safety. In detail, we
discussed the limitations of using cost functions as in safe DRL [77] presenting: (i)
the CROP framework that allows the collection and refinement of safety properties
during training, thus overcoming the limitations of hand-designed approaches; (ii)
a sample-based approach to approximate a violation metric and use it as a penalty
in DRL algorithms. We provided provable probabilistic guarantees on the correct-
ness of our approximation, showing that such a violation introduces task-level safety
specifications into the optimization, addressing the potential lack of safety informa-
tion of cost-based approaches. We empirically demonstrated that CROP allows us
to obtain a more robust approach with respect to other safe DRL methodologies,
promoting safer behaviors while maintaining similar or better returns.

Building on this idea, in the next section, we draw inspiration for adopting a
similar mechanism to identify and collect regions of the state space where the agent
violates specific behavioral preferences. Instead of solely using these regions to
compute penalties, we investigate whether, motivated by the way humans improve
through repeated practice, retraining the agent specifically on these challenging
regions can enhance both its sample efficiency and its safety.
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4.3 £-Retraining Reinforcement Learning Algorithms

Despite the recent advances in (deep) reinforcement learning (RL), deploying these
solutions in safety-critical or preference-sensitive scenarios is challenging: reward-
based training alone does not guarantee learning desired behaviors, such as respect-
ing velocity limits or maintaining safe operating conditions in a power network [9].
These behaviors that we want the agent to exhibit are often referred to as behavioral
preferences.

For example, consider training an RL controller for a power grid. The agent
receives a positive reward for meeting electricity demand and a penalty for contin-
gencies, with initial states sampled uniformly from historical operational time series.
A natural behavioral preference in this setting is “maintain voltage levels within safe
bounds." To satisfy this preference, the agent must learn effective control strategies,
specifically in configurations where voltage bound violations are likely. Yet, because
uniform initialization samples the state space evenly, the agent rarely re-encounters
similar undesirable (unsafe) states, even though these are precisely the regions where
preference adherence matters most. This uniform restart strategy also produces high
variance in local performance estimates [127, 231], making it more challenging to
learn stable and safe policies [68, 123].

To address these challenges, prior policy-based work has explored restarting the
environment from carefully chosen states to improve exploration [139, 74, 163]. A
prominent example is the vine trust region policy optimization (TRPO) algorithm
[231], which restarts the agent in states visited by the current policy and generates
additional rollouts to reduce gradient-update variance. While theoretically sound,
these approaches have important limitations: (i) they are not explicitly designed
to improve adherence to specific behavioral preferences; (ii) poorly chosen restart
distributions can cause approximate methods to get stuck in local optima [127, 139];
and (iii) they can hinder sample efficiency, requiring many additional rollouts per up-
date. On the value-based side of RL, recent work has also emphasized the benefits of
exploiting simulator resets to select starting states [192]. However, these results focus
on statistical complexity and low-rank problems, rather than high-dimensional, real-
istic tasks. Another direction widely studied is constrained optimization [6], where
the agent maximizes the reward while keeping the accumulated costs (triggered by
a preference violation) below a hard-coded threshold. While theoretically appeal-
ing, constrained RL suffers from practical drawbacks: (i) sparse cost signals require
many unsafe interactions before learning meaningful value estimates; (ii) threshold
choices often induce brittle trade-offs, either crippling task performance or offering
little safety benefit; and (iii) constraints do not guarantee avoiding frequent viola-
tions during training. These drawbacks motivate the need for novel methods that can
directly target the specific regions of the state space where violations occur, without
depending on additional rollouts, sparse cost feedback, or finely tuned thresholds.

To overcome these limitations, we introduce e-retrain [180], an exploration
strategy for policy-based RL encouraging the learning of behavioral preferences.
As illustrated in Fig. 4.39, e-retrain augments the standard uniform restart dis-
tribution (blue) with a distribution over retrain areas (green)—regions of the state
space where the agent previously violated a preference. At each episode, the restart
distribution is chosen with probability &, which decays during training (purple) to
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Fig. 4.26: Explanatory overview of e-retrain.

preserve the asymptotic convergence properties of the underlying algorithm. Retrain
areas are iteratively collected and refined (combining similar ones) to focus the
training phase on learning how to satisfy behavioral preferences where needed. Our
work shows that this mixed restart scheme preserves the monotonic improvement
guarantees of TRPO [231], and experiments with TRPO, PPO [232] and their con-
strained variants [243] showed significant improvements in sample efficiency and
preference adherence across locomotion, power network, and navigation tasks.

In this section, we explore the benefit of e-retrain from policy-optimization
based RL to value-based methods. Our contributions are summarized in the follow-
ing:

* We explore e-retrain for off-policy, value-based algorithms, replacing on-
policy episodic restarts with off-policy sampling from retrain areas.

* We first prove that e-retrain for using mixed uniform restart distributions for
policy optimization methods leads, in the worst case, to the same monotonic
improvement guarantees as in Schulman et al. [231]. Moreover, we show that
an e-retrain version of Q-learning, the underlying algorithm employed by
most value-based (deep) RL algorithms, maintains its convergence properties
to the optimal action-value function without additional assumptions [277]. On
this theoretical side, we also derive a lower bound on the number of state visits
required to guarantee a bounded error with respect to the optimal action-value
function. We believe this analysis motivates how e-retrain improves practical
performance, given that e-retrain increases the visitation counts in the retrain
areas.

* We present an in-depth empirical analysis on the performance influence of
g-retrain parameters.

Our experiments cover diverse tasks, including simulated locomotion, power
grid management, and navigation, demonstrating that e-retrain improves sample
efficiency and behavioral adherence across both policy and value-based RL.

Furthermore, we use formal verification of neural networks to provably quan-
tify preference adherence and validate the method in a realistic robotic navigation
experiment, confirming its potential in unsafe real-world settings.
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4.3.1 g-retrain algorithms

We introduce e-retrain to restart an agent from regions of the state space where
it previously violated a behavioral preference. Our goal is to encourage a policy
to exhibit behaviors aligned with the preference while improving performance and
sample efficiency. To this end, e-retrain collects retrain areas—subsets of the
state space S C S defined using an iterative procedure that merges parts of S where
the agent violated the preference during training. Training then proceeds under a
mixed restart distribution that combines: (i) the standard uniform restart distribution
p over the full state space S, and (ii) a uniform distribution p restricted to the
retrain areas S. At the start of each episode, the environment is initialized from p
with probability € and from p with probability 1 — &, where & decays over time to
preserve the asymptotic properties of the underlying RL algorithm. Crucially, this
design requires only the detection of preference violations and a simple merging
procedure for retrain areas, making it easy to implement and broadly applicable.
We show how e-retrain can be seamlessly integrated into both policy-based and
value-based RL algorithms, preserving their theoretical guarantees while enhancing
preference adherence. Algorithm 13 presents the general template for e-retrain.
We begin by initializing the memory buffer of retrain areas S as an empty set,
and the initial state sg is selected from the uniform distribution p over the entire
state space S. During training, whenever the agent encounters an unsafe interaction,
signaled by a positive cost, we trigger the iterative procedure for collecting and
merging retrain areas. As in the safe RL literature, this indicator cost acts as a
reliable signal for detecting violations of the desiderata [77]. Specifically, upon a
violation, the generate_retrain_area method is called, taking the previous state
s;—1 and producing an w-bubble. Intuitively, this w-bubble defines a neighborhood
around s;_1 by encoding each state feature as an interval of fixed size w, thereby
capturing a local region of the state space likely to exhibit similar unsafe behavior.

Algorithm 13: Template for g-retrain methods

1: Input: bubble size w for initial retrain area, similarity value 8 to merge similar areas,
decay, initial, and minimum values for the ¢ scaling.

2: &_decay « (min_e — 1.0)/(decay - (epochs - steps_per_epoch))

30 S — 0; 5o — o(S) Initialize areas buffer and environment

4: for each episode do

5:  while episode is not done do
6: Execute the training loop of the RL algorithm for each step z.
7: if s, is unsafe (i.e., cost > 0) then
8: r « generate_retrain_area(s;_1,w)
9: if 37 €S thatis B-similar to r then
10: r « area_refinement(r,r’)
11: S—Sur
12:  if random(0,1) < e A S # 0 then
13: so «— p(sample_retrain_area(S))
14: € «— max(e_decay - (epoch) = steps_per_epoch + 1.0, min_g)
15:  else
16: s0 «— p(S)
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Fig. 4.27 illustrates this idea in a navigation task: when the agent collides with an
obstacle, the resulting retrain area represents the range of states around the collision
that are also at risk. Retraining the agent from such regions increases the chances of
correcting unsafe actions more efficiently.

Obstacles

Fig. 4.27: (left) The agent collides with an obstacle, receiving a positive cost. (right)
A retrain area is created from that state.

Once generated, this bubble becomes a retrain area r. The algorithm then auto-
matically checks for an existing similar retrain area r’ within S, using the similarity
threshold g. If such an r’ is found, the area_refinement method merges the two
into a single, more compact retrain area. If no match is found, r is stored in the buffer
S, which was initialized as empty. This refinement procedure provides two benefits:
(1) it keeps the buffer size manageable by avoiding redundant retrain areas, and (ii) it
clusters similar violations together, ensuring balanced sampling across distinct types
of unsafe states. The updated buffer S then becomes available for future retraining
episodes. At the start of each new episode, if S is non-empty, the environment is reset
either from the full state space S with probability 1—¢ or from one of the retrain areas
with probability €. To avoid biasing training toward suboptimal restart distributions,
eg-retrain employs a linear decay of &, gradually shifting the restart distribution
back toward p as training progresses. When the initial state is drawn from a retrain
area, the agent is effectively re-exposed to situations where it previously violated the
behavioral preference, allowing it to improve its policy (or value estimates) in those
critical regions. While the general structure of e-retrain remains unchanged, its
implementation differs depending on whether the underlying algorithm is on-policy
or off-policy. These differences are particularly evident in how retrain trajectories
are stored, reused, and incorporated into updates.

On-policy vs. Off-policy-based Implementations of c-retrain. Minor differ-
ences arise when adapting e-retrain from on-policy to off-policy algorithms. In
the on-policy case, trajectories restarted from retrain areas are always used in the
policy update but are then discarded, consistent with the standard trajectory-based
data flow of on-policy policy-gradient methods. By contrast, off-policy methods
that are more popular in value-based setups, typically rely on sampling mini-batches
of transitions from a replay buffer, which means that restarted trajectories are not
guaranteed to appear in the sampled batch, or may only appear partially. Since the
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effectiveness of e-retrain hinges on revisiting the initial steps of retrain trajec-
tories (where the agent re-experiences or corrects actions that previously violated
the preference), we must ensure that these samples are not lost during replay. To
this end, we decouple the memory into two buffers: a standard buffer for all inter-
actions and a retrain buffer dedicated to storing the first steps of retrain trajectories.
At each update, we form a mini-batch by sampling from both buffers, ensuring
that preference-violating regions are consistently revisited when updating the value
functions. Finally, unlike the on-policy case where retrain trajectories are removed
after each update, in the off-policy version these are retained. Hence, to prevent
filling the retrain buffer with redundant copies of the same unsafe episodes, during
retrained episodes we move trajectories in the replay buffer.

Generation and Refinement Processes

To better illustrate how e-retrain works in practice, this section presents through
two visual examples the key components of the retrain-area mechanism: (i) the
generation of new retrain areas when a violation occurs, and (ii) the refinement
process used to merge similar areas. We first present the generation step in the context
of robotic navigation and then describe refinement in the HalfCheetah locomotion
task.

Retrain Area Generation. Consider an agent navigating an environment that
receives a positive cost signal after colliding with an obstacle. This unsafe interaction,
illustrated in Fig. 4.28(a), triggers the generation procedure. The state s,_; that
immediately preceded the collision (Fig. 4.28(b)) is selected, and an w-bubble is
placed around it to create a retrain area (Fig. 4.28(c)).

The w-bubble is defined by expanding each feature of s;_; into an interval of
fixed size w. For example, with w = 0.035, the resulting retrain area X can be written
as:

X : {x0 =1[0.95,1], x; =[0.03,0.08], x, = (0,0.05],
x3 = [0.03,0.08], x4,xs5,x6 = [0.95,1]}.

States sampled from X are potentially risky, as they correspond to situations in
which a violation is likely. By restarting training episodes from this region using
e-retrain, the agent is repeatedly exposed to unsafe conditions, giving it the
opportunity to learn behaviors that better satisfy the desired safety preference.

Refinement Procedure. After a retrain area is created, e-retrain checks
whether it should be merged with an existing one. This is achieved by compar-
ing the similarity of intervals that define two candidate retrain areas, X and X’.
Each area is represented as a set of feature intervals, X = {xg,x;,...,x,} and
X" = {x},x],...,x,}, and similarity is assessed using Moore’s interval algebra
[196]. The distance between intervals [x;, X;] and [xl’.,;lf] is:
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Fig. 4.28: Retrain area generation. (a) Collision with an obstacle. (b) State that led
to the collision. (c) w-bubble used to initialize the retrain area. In this example, the
w-bubble size is the same for all features but is shown at different scales here for
clarity.

Two retrain areas are considered similar if and only if:'?
Vie{0,...,n}, d(x;,x)) <p,

where (8 is a user-defined similarity threshold. If X and X’ are deemed similar,
g-retrain merges them into a new area X”, with intervals defined as:

x; = [min(x;, x7), max()Ti,x_;)].

This union expands the coverage of the retrain area while avoiding redundancy.
Otherwise, the two areas remain separate. Fig. 4.29 provides an example in the
HalfCheetah locomotion task. The desired preference is a velocity bound along the
x-axis. The red marker indicates a violation of this threshold. In the left panel, two
unsafe states fall within distance S, leading to refinement into a larger retrain area.
In the right panel, the states are too dissimilar, so the areas remain distinct.

Fig. 4.29: Left: Explanatory similar unsafe states for a subset of the input features—
the two states are within distance . Right: Explanatory different unsafe situations—
at least a couple of input features have a distance greater than .

12 Without loss of generality, we assume the £,-norm in the feature space is a meaningful
distance metric. Other choices (e.g., task-specific metrics in robotic manipulation) do not
affect the refinement procedure.
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Improving Policy Optimization via g-retrain

In this part, we derive a bound on the monotonic policy improvement for g-retrain’s
mixture of uniform restart distributions. We show that the original bound on mono-
tonic policy improvement presented by [231] still holds and can be tighter. Notably,
this result motivates both the design of our method as well as its superior perfor-
mance (Sec. 5.1.4). For the sake of clarity, we first recall the definition of a-coupled
policies and the related lemma introduced to derive the bound in case of a single
uniform restart distribution over S. First, Definition 4.3 couples two policies that
behave in the same way (i.e., given a state, they pick the same action) with probability
> 1 — a, and Lemma 4.1 bounds the gap between policy advantages satisfying such
policies.

Definition 4.3 (a-coupled policies Schulman et al. [231]): We say that n© and n’
are two a-coupled policies if Vs € S, we can define a joint distribution (a,a’)|s
such that P(a # a’|s) < a.

Lemma 4.1 (Schulman et al. [231]): Given two a-coupled policies, © and n’, we
have that: |E x [A(s)] — YtN,T[A(st)]| < 4da(l - (1 - @)')maxy, |A(s,a)|. It

follows that: |y (n") — Ly(n")| < 4“ Vk with k = maX|A (s,a)l.

We extend Lemma 4.1 to the mixture of restarting distributions used by &-
retrain (right side of Equation 4.9, where so ~ p). To this end, we define the
expected discounted return of a new policy 7’ over the current 7 under the &£ mixture
of restart policies as:

Mg

IA(St)]

{r)=(1-2) [an) +Bqen [
50~p

! (4.9)
L(7) + e | ) 7’A(s,)] .

so~p - =

+ (&)

Hence, for the surrogate loss (see Equation 2.1), we compute the following local
approximation:

La(x) = (1-2) [an) +Epn [iy’m»]
=0 (4.10)

+ ()| (1) +Brox | S]]

=0

_ We then extend Lemma 4.1 to provide an upper bound on the distance between
(') and L, (n") under &-retrain.

Lemma 4.2: Considering a mixed restart distribution over p and p using -retrain,
it holds that

40 4ayk
T k(1 -e)+Ke| < 1=,
(1-v) e
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with k' = max |Ap (s, a)| < k = maxlA (s,a)|, € € [0,1].

Y0~P ,
T~7T T"‘ﬂ'

Proof. In order to show the monotonic improvement guarantees of g-retrain,
we want to bound the difference | (n') — L, (x")| where

4<n>—<1—s>[ <n>+E§~HP[Z¢A(st>] +(2) <n>+ET~Np[i¢A(st>]
0~ 50~P " 1=0
and
La(x) = (1-2) [m) +Egn [gwﬂso] +(o)|¢(m) +E;1%[gy’fi<s»] .

Hence, following the proof of [231] we can derive a similar bound with simple
algebra as:

|Z(7T/) _ Zﬂ(ﬂ',)l =

(1=#)| ¢ +Bpr| S| |+ @)|cn + B | S i |-
i S0P =0 ] i S0~P " 1=0 l
(1-0)|¢tm + B [ io wi(st)]_ +()|¢(n) + Erx | io y'AGs)]

Z T~7r’A(st) - ETN” A(St)

=0 So~p

T~7r’A(st) ET~"A(SI) +(¢e)

So~p

=(1-¢)

t=0

?lka Y by Schulman et al. [231]

dka’y -
<(1- ‘9)[(1 - y)z] +(e) [ ; epAls) ~Epr )]

From the fact that the a-coupling definition (reported in Def. 4.3) is expressed
over all possible states s, without any assumption or restriction on the initial state
distribution, we have that 7 and 7’ are still @-coupled even when we chose s using
a p as initial state distribution. Hence,

200) - Lol < (1 - )| KOY ]y (o[ 227 )

(1-7y)? (1-y)?
2 2
- (14‘_” 77)2 |+ etk - k)| = (14‘_y yy)z |k(1-2)+ Kz

Next, note that since 0 < £ < 1, we can derive that k¥’ < k. In fact, we have:
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k(1—g)+ke<k

—ek+€ek’ <0
k>k.
Thus we conclude that
4o 4ayk
Y k(1 -8) +Ks| <« 22
(I-v) (I-1v)

The correctness of our result stems from the following facts: (i) a-coupled policies
are coupled over the entire S, ensuring that policies are coupled even when com-
bining p and p, and (ii) k is defined as the maximum over all (s,a) € (S 2 S, A)
and, as such, k > k’. In more detail, Lemma 4.2 shows that enforcing the agent
to start from retraining areas can help in narrowing the gap between the {(7’) and
the local approximation L, (7). In fact, when k = k’, the difference reduces to the
original case of Lemma 4.1. In contrast, when k’ < k, the trajectories induced by
p are not optimal since agents are penalized for violating the preference. Thus, the
agent gains a more precise understanding of the portion of the state space where the
policy does not yield the maximum possible advantage. This motivates the design
of e-retrain that linearly scales down € — 0, avoiding getting stuck in suboptimal
restart distributions. O

Finally, by exploiting the relationship between the total variation divergence
and the KL divergence [213], we derive the following corollary on the monotonic
improvement guarantee under e-retrain-based methods.

Corollary 2: Let p and p be two different restart distributions. Combining p and p
during the training as in g-retrain, and by setting_a = D’I?zx(ﬂ, n’), the bound on
the monotonic improvement for the policy update {(n’) > Ln(n') — CDR{* (7, 7")
with C =

ffyyz is still guaranteed.

The result naturally follows from Lemma 4.2 and the original derivation of
Schulman et al. [231].13

Improving Value Function Estimation via e-retrain

In this section, we show how e-retrain’s mixture of uniform restart distributions
(1-¢)p+ep maintains the same convergence properties as Q-learning [277], since it
is the underlying algorithm over which modern deep RL value-based approaches are
built upon. In particular, Q-learning is known to converge to the optimal action-value
function Q* under standard stochastic approximation conditions, provided that every
state—action pair is visited infinitely often Then, we derive the lower bound on the
number of visits required to guarantee a bounded error on an estimated Q-function
with respect to the optimal action-value function Q*. We believe this analysis further
clarifies how e-retrainimprove practical performance since e-retrain increases
the visitation counts in the retrain areas.

13 We note the theoretically justified procedure motivating the policy improvement bound
[231] does not hold for most practical deep RL policy optimization algorithms.
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Following standard assumptions that (i) the MDP is finite (as stated in Chapter
2); (ii) the reward function r(s, a) is bounded, for instance r(s,a) € [O, Rmax];14
and (iii) the learning rate schedule satisfies the Robbins-Monro conditions [225].
The latter condition requires to specify how the sequence of learning rates a;(s, a)
decays for convergence to the true value function (i.e., by (i) diminishing but not
too fast 3,2, @;(s,a) = oo and (ii) having squared summability 377, a’(s,a) < o,
ensuring that the updates eventually stabilize and do not oscillate indefinitely).'

Rmax

These assumptions imply that Q-values are bounded by Vi« = Toy -

Corollary 3 (Mixed restart distribution does not affect asymptotic conver-
gence): Let (S, A,P,p,R,y) be a finite MDP with discount factor y € (0,1)
and bounded rewards r(s,a) € [0, Ryax]|. Consider a Q-learning algorithm with
updates

Orr1(sr,a1) = Qi(sr,ar) + (s, ar) ”z+)’maa;XQt(St+l,a/) = Qi(s,ar) |,

Assume the agent’s episode initial states are drawn i.i.d. from the mixed restart
distribution
d. = (1-¢)p + &p, g€ [0,1],

and that under the resulting behavior policy, each state—action pair (s, a) is visited
infinitely often almost surely.

Then the asymptotic limit of the Q-learning iterates is the unique optimal action-
value function Q* with probability 1; in particular, the choice of € € [0, 1] (and of
p) does not affect convergence to Q*.

Proof. Under the stated assumptions, the Q-learning update may be viewed
as a stochastic approximation of the fixed point equation Q = TQ, where T is the
Bellman optimality operator. The operator 7 is a y-contraction in the || - ||co norm
and thus has a unique fixed point Q*. Standard convergence results for Q-learning
[277] show that the stochastic iterates Q; converge almost surely to Q* provided
that: (i) the state—action space is finite; (ii) rewards are uniformly bounded; (iii) the
step sizes a, (s, a) satisfy the Robbins—Monro conditions; and (iv) every state—action
pair is visited infinitely often (so that the noise in the stochastic approximation is
adequately averaged out). The restart distribution d, affects only the sampling/visit
frequencies of states (and thus which transitions are observed more or less often), but
it does not change (a) the form of the Bellman operator 7, (b) its fixed point Q*, nor
(c) the Q-learning update rule. Therefore, as long as the chosen restart distribution
(and the induced behavior policy) ensures condition (iv) i.e., each (s, a) is visited
infinitely often almost surely, all other assumptions required by the convergence
theorem remain satisfied, and the iterates converge to the same unique Q* regardless
of & or the particular p used. Hence, the mixed restart distribution (1 — &)p + ep
does not influence the global convergence of Q-learning under the stated conditions.

O

14 This assumption can be relax assuming » € [ Rmin, Rmax ], but we consider a simpler bound
for our derivation.

15 For notation consistency with the literature, in the following « is referred to as the learning
rate and not to "coupled” policies as in the previous section.
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Nonetheless, to assess the efficiency of Q-learning-based algorithms, it is useful
to quantify how the accuracy of the learned action-value function depends on the
number of samples collected for each state-action pair. In particular, finite-sample
analyses show that achieving a bounded error with respect to the optimal value
requires a sufficient number of visits to every (s,a). The following theoretical
analysis formalizes this by providing a lower bound on the sample complexity
needed to ensure that the estimation error is within a desired tolerance. Additionally,
this result directly allows us to discuss the role of our e-retrain strategy with
respect to the improved sample efficiency that e-retrain shows in the empirical
evaluation. Notably, by biasing exploration toward states where the agent shows
suboptimal behaviors, e-retrain effectively accelerates the growth of the visit
counts N (s, a) in the most critical regions of the state space, thereby tightening the
error bound in those regions.

Lemma 4.3 (Finite-sample bound for Q-values): Let (S, A, P, p, R, y) be a finite
MDP with discount factor y € (0,1) and bounded rewards r(s,a) € [0, Rmnax]-
Define Viax = Iff;x. For any accuracy parameter ¢ > 0 and confidence parameter
0 € (0, 1), if each state-action pair (s,a) € S X A is sampled at least

2V gax
N(s,a) > 21—y ln(

then with probability at least 1 — 6 we have

2|S||ﬂ|) 2REu ln(2|S||ﬂ|

s ) - B2a-p "o ) 1D

|0'(s,a) - Q*(s,a)| < &  forall (s,a),

where Q' := TQ is the one-step empirical Bellman update of some Q, and Q* is the
optimal action-value function.

Proof. We prove this lemma using two well-known results, namely the con-
traction property of the Bellman operator and Hoeffding’s concentration inequality
[103].

Specifically, fix a state-action pair (s, a) and a reference value function Q. If we
draw N (s, a) independent samples {(r;, s;)}fil with s7 ~ P(- | s,a) we can define
the empirical Bellman backup

N(s,a)
Z [r,- + 7y max Q (s}, a/)] ,
a’
i=1

1
N(s,a)

TQ(s.a) =
and its expectation
(TQ)(S’ a) = Es’~P(~|s,a) [V(S, Cl) +y rnaa;x Q(S,’ a’)] .

We note that each summand X; := r; + ymax, Q(s},a’), which represents a
stochastic sample of the target value, is bounded in [0, Viyax], since r € [0, Rpax]
and y max, Q(s’,a’) € [0, ¥Vmax] and thus
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Rinax

I-y
_ Rmax(l B 7/) + ')/Rmax
= = 5

Rmax + ')’Vmax = Rypax + Y

= Vinax-
We can now bound the difference error between f@ (s, a), the estimate of Q (s, a)
over N samples, and the true expectation (7Q) (s, a) using the following.

Lemma 4.4 (Hoeffding [103]’s inequality): Ler Xi,...,X, be N i.i.d. random
variables with range [0, C]. Let k € (0, 1) be the error with the aim of bounding.
Then, the probability that the sample mean deviates from the true mean is bounded

by
1N
Pr||— X, —E|X
r(Ni:Z1  —E[X]

Specifically, by lemma 4.4, for any k > 0 and C € [0, Vjnax], i.e., the range of
each X;, we have

> K) < e 2NK/C? (4.12)

2
NG, ) ) . (4.13)

Pr(|fé(s, a) — (TQ)(s, a)| > K) < 2exp(— >
Vmax
From known results in the Q-learning convergence analysis [244], if the empirical
operator is k-accurate uniformly, i.e., sup, , [TQ(s,a) — (TQ)(s,a)| < «, then the
resulting update satisfies ||Q' — Q|| < 12TK7 Hence, to guarantee a final error
Q" — OF|l < &, is enough to set k = 'HIT_V)
Now consider the event E , as the “bad event" where a Q-value estimate for a pair

(s, a) exceeds the error k. By Lemma 4.4, we know that Pr(E, ;) < 272N @)% [Viax
Now we want to guarantee the total probability of any bad event occurring across
all |S||A| pairs to be at most 6. By union bound, we have Pr(U, Esq) <
YseS.aca Pr(Eg ). Hence, substituting 6 with m for each (s,a) we enforce
that

2N a)E(l=y)?) 9

2 exp < , 4.14)
2V2 ok |S||A
so that a union bound across all |S||A| pairs ensures failure probability at most
d, as desired. Solving for N (s, a) yields exactly the claimed bound. O

Connecting the finite-sample bound to e-retrain. We consider an episodic
MDP with horizon H and a behavior policy n. Let the per-episode initial state be
drawn from the mixed restart distribution d, = (1 — &) p + & p. For a fixed policy
nt, define the (per-episode) occupancy measure up to horizon H:

H-1
1
dng(s, a) = EESONd&ﬂ[Z 1{s; =s, a; = a}] .
t=0

Thus, in M episodes, the expected visitcountto (s, a) isE[N(s,a)] = M HdZ ,(s,a).

196



CHAPTER 4. FORMAL AND PROBABILISTIC VERIFICATION FOR SAFE DRL
APPLICATIONS

Proposition 4.2 (Sample complexity under e-retrain): Fix & > 0 and 6 € (0,1)
and let No be the per—(s, a) sample threshold. From Lemma 4.3 it holds that

2V2
N max lrl(ZISIISf’II) '

Ce0-yr T\ e
Assume episodes are independent through restarts from d. and that within each

episode the process follows n for H steps. Then, for any (s,a) and any n € (0, 1),
by a multiplicative Chernoff bound [194],

2

2MHdA" (s,
Pr(N(s,a) < (1_77)MHdg,H(s,a)) < exp(—n S,H(s a)).

Consequently, if

2 S| A

> 1 d (1-n)MHA ,;(s,a) > Ny,

T PHA(s.aq) “( 5| and (I-mMHd,(s.a) > No
then with probability at least 1 — 6, every pair (s, a) satisfies N(s,a) > Ny, hence
|Q" = OF|leo < & by Lemma 4.3.

Proof. For fixed (s, a), the per-episode visit indicator sequence can be written
as a sum of H bounded Bernoulli variables whose expectation is H d;H(s,a).
Across independent episodes, {N (s, @)}y is a sum of i.i.d. bounded variables with
mean H di] (s, a). Apply a standard multiplicative Chernoff bound (see, e.g., [194,
section 4.2.1]) to obtain the stated tail probability. Choose M so that (i) the tail is
at most 6/ (|S||A|), and (ii) the lower tail value exceeds Ny. The claim follows by
union bound over all (s, a) and the derivation of Lemma 4.3. ]

Why e-retrain improves performance. The mixed restart distribution directly
boosts occupancy in targeted regions dg’H(s, a) = (1 -¢g)dj(s,a;p) +
edy(s,a;p), where d7,(s,a;v) denotes the H-step occupancy under initial dis-
tribution v. Hence, for any (s, a) that is reachable with nonzero probability under p
and 7, dg,H(s, a) 2> edj(s,a;p). Plugging this lower bound into Proposition 4.2
yields an explicit episode bound:

M > max

2 |S||&Z(|) No }

{nszdZ(s,a;ﬁ) n( o (1 -n) Hedy(s,a;p)

Thus, choosing p to place mass on states where the agent underperforms (violates
preferences) provably increases d7 (s, a) for those regions, reducing the episodes M
needed to surpass Ny and thereby shrinking the local value error € as per Lemma 4.3.
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In summary, applying e-retrain to value-based algorithms highlights two key
insights:

* The convergence of Q-learning fundamentally relies on visiting every relevant
state—action pair infinitely often. In practice, this condition translates into visiting
them “sufficiently often.” The mixed restart distribution (1 — €)p + gp directly
shapes these visitation counts N (s, a) by biasing exploration toward particular
regions of the state space.

* By defining p as a distribution over states where the agent violates behavioral
preferences, e-retrain explicitly drives exploration into the parts of the state
space most critical for safe and reliable learning. This ensures that the visitation
counts N (s,a) for these pairs grow rapidly during the early phases of training,
helping them reach the minimum threshold Ny required for convergence more
quickly.

In this way, e-retrain not only preserves the convergence guarantees of value-
based RL but also accelerates learning in practice by focusing updates on the regions
of the state space most relevant for satisfying behavioral preferences.

4.3.2 Limitations

We identify the three following limitations in our work:

e Our algorithm requires a simulator to train the agent and the possibility of
resetting the system to specific states. We believe this requirement is reasonable
in the RL literature.

* In g-retrain , we assume having access to an additional indicator cost signal
from the environment. Such a signal is widely adopted in the safe RL literature,
where system designers assume having access to a cost function that deems a
state-action pair as safe or unsafe [6, 223, 114].

* We assume the area surrounding a collision state is also prone to violations of the
desiderata. When such an assumption does not hold (e.g., in highly non-linear
systems such as power grids), we use the exact feature values to determine a
retrain area instead of intervals of size w.
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4.3.3 Experiments

We present a comprehensive evaluation of e-retrain applied to TRPO [231] that
approximates the policy optimization theory of Sec. 4.3.1, and PPO [232] which
relaxes the computational demands of TRPO.!® We refer to these methods as &-
TRPO and £-PPO. Additionally, we investigate the impact of the proposed approach
on top and against safe RL baselines, using the Lagrangian method with TRPO and
PPO and modeling behavioral preferences as constraints. The resulting algorithms
are named TRPOLagr, PPOLagr, e-TRPOLagr, and e-PPOLagr. Our experiments
address the following questions:

* Does e-retrain allow agents to better adhere to behavioral preferences while
solving the task in both an unconstrained (where we penalize the reward upon
violating the preference) and constrained formalization?

* How does g-retrain impact existing CMDP-based methods aimed at satisfying
these preferences?

* How often do agents satisfy the behaviors provably and empirically?

* How do &-retrain parameters influence performance?

To answer these questions, we begin our experiments using two known safety-
oriented tasks, “SafetyHopperVelocity-vl, and “SafetyHalfCheetahVelocity-v1",
from the Safety-Gymnasium benchmark [113]. To evaluate our method in a va-
riety of setups and different behavioral desiderata, we also employ two practical
scenarios based on an active network management task for a power system [101],
and navigation for a mobile robot [165]. Fig. 4.30 shows these tasks. For simplicity,
we will refer to them as Hopper, HalfCheetah (Cheetah), Active Network Manage-
ment (ANM), and Navigation, respectively.

m
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(b) HalfCheetah  (c) Active Network Management (d) Navigation

Fig. 4.30: Environments employed in our experiments.

In the following, we briefly describe the tasks and the desired behavioral specifi-
cations, referring to the original works for more details [113, 101, 168].

* Hopper, HalfCheetah (Fig.s 4.30a, b). The robots have to learn how to run
forward by exerting torques on the joints and observing the body parts’ angles
and velocities (for a total of 12 and 18 input features). The actions control the
torques applied to the (3 and 6) joints of the robot. The agents are rewarded based
on the distance between two consecutive time steps (i.e., positive and negative

16 We also tested vine TRPO, which achieved comparable results with lower sample effi-
ciency than TRPO. For this reason, our evaluation considers the TRPO algorithm.
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values for forward and backward movements). In these tasks, we have a velocity
preference—agents should not go faster than 0.7402 and 3.2096~", respectively.
These are the same limitations considered in the safe RL literature [114], and the
indicator cost deeming a velocity violation triggers when the limits are violated.
The positive cost has a three-fold role: it (i) starts the generation of a retrain
area as described in Sec. 4.3.3, using an initial size ¢ = 0.01 given by our initial
grid search; (ii) triggers a small reward penalty to encourage the unconstrained
baselines to avoid such an undesired behavior; and (iii) gets accumulated to model
the constraints of the Lagrangian implementations. As in relevant literature, we
set the constraints threshold to 25.

* Active Network Management (Fig. 4.30c). The agent has to reschedule the
power generation of different renewable and fossil generators, to satisfy the en-
ergy demand of three loads connected to the power grid. Specifically, we observe
the state of the power network through 18 features (i.e., active and reactive
power injections, charge levels, and maximum productions). Moreover, we con-
trol power injections and curtailments using 6 continuous actions.The behavioral
preference here models energy losses and a grid’s operational and transmission
constraints. For this reason, we want our agent to limit penalties associated with
violating these constraints. This task is significantly more complex than the pre-
vious ones since the agent is negatively rewarded based on the energy losses,
the generation cost, and the violation of the operational constraints—however,
to successfully solve the task in this particular environment, the agent must re-
ceive penalties associated with energy losses, which are a natural consequence
of power transmission. The indicator cost has the same role and consequences as
the previous environments and is triggered when the agent violates the system’s
operational constraints. Based on the performance of the unconstrained base-
lines, we set the constraints threshold to 350. Due to the non-linear dynamics of
power networks, a retrain area is generated using the exact violation state, with
an initial bubble size w = 0.

 Navigation (Fig. 4.30d). A mobile robot has to control its motor velocities to
reach goals that randomly spawn in an obstacle-occluded environment without
having a map. The agent observes the relative position of the goal and sparse lidar
values sampled at a fixed angle (for a total of 22 features) and controls linear and
angular velocity using 2 continuous actions. Intuitively, the behavioral preference
here models a safe behavior since we want the robot to avoid collisions. Similar
to the previous environments, the agent is positively (or negatively) rewarded
based on its distance from the goal in two consecutive timesteps. The indicator
cost has the same consequences as the previous environments, and it is triggered
upon every collision. We set the constraints threshold to 20, indicating the robots
should not collide for more than 20 steps in a training episode that lasts for
500 steps. We consider the simulated lidar precision to initialize the bubble size
w = 0.025.

Implementation Details

Data collection is performed on Xeon E5-2650 CPU nodes with 64GB of RAM.
For policy-based baselines, we rely on existing implementations of PPO, TRPO,
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and their Lagrangian variants from the omnisafe library [114]. For value-based
baselines, we consider a CleanRL implementation of DDQN [108]. A complete list
of hyperparameters is provided below.

Hyperparameters

Regarding the baselines, we performed an initial grid search, but the original param-
eters of the Omnisafe library resulted in the best performance [114]. Table 4.6 lists
the key hyper-parameters considered in our initial grid search for TRPO, PPO, their
Lagrangian versions, and e-retrain. The best parameters used in our evaluation are
highlighted in the last column.

Parameter Grid Search  Best Values
Policy Optimization Steps per epoch 20000, 30000 20000

Update iterations 10, 20 10

Batch size 64, 128 128

Target KL 0.01, 0.001 0.01

Max grad. norm 20, 40 40

0% 0.9,0.95,0.99 0.99

GAE 0.95 0.95

PPO clip 0.2 0.2

Penalty 0.0,0.1,0.25 0.1
DDQN Buffer size 250000, 500000 500000

Batch size 64, 128 128

0% 0.9,0.95,0.99 0.99

Penalty 0.0,0.1,0.25 0.1
Networks N° layers 2 2

Size 64, 128 64

Activation tanh tanh

Optimizer Adam Adam

Learning rate le-3, 3e-4, 5e-5 3e-4
Lagrangian Multiplier init. 0.001 0.001

Multiplier learning rate 0.035, 0.0035  0.035

Cost limits - Section 4.3.3

Cost y 0.9, 0.99 0.99

Cost GAE 0.95 0.95
g-retrain Bubble size init w 0.0, 0.01, 0.025 0.0, 0.01, 0.025

Similarity S8 0.03, 0.06, 0.12 0.03

Max retrain areas 500, 1250, 2500 500

e-decay 0.25,0.5,0.75 0.75

Minimum & 0.25,0.5,0.75 0.5

Table 4.6: Hyper-parameters candidate for initial grid search tuning, and best pa-
rameters.
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We report the average return, cost, and standard error as shaded regions over
50 independent runs per method. Fig.s 4.31 and 4.34 (the latter reported in the
supplementary) show the average return in the first row and the average cost in
the second row, where each column represents a different task. Notably, we are
seeking agents that achieve a lower cost, which indicates they better adhere to
the desired behavioral preferences while also solving the task. Our claims on the
performance improvement of g-retrain are supported by over 1800 independent
training runs, far exceeding the 3—10 runs per method commonly reported in prior
policy optimization work [231, 232]. We note that due to employing a small penalty
in the reward function to encourage specific behavioral preference, our results are
not directly comparable to the published baselines [231, 232]. For a fair comparison,
we first collect the baseline with this new setting and then compare the performance
with our approach. Considering the computational resources used for our extensive
evaluation, we address the environmental impact of our experiments.

Environmental Impact

Despite each individual training run being “relatively” computationally inexpensive
due to the use of CPUs, the ~ 1800 experiments of our evaluation led to cumula-
tive environmental impacts due to computations that run on computer clusters for
an extended time. Our experiments were conducted using a private infrastructure
with a carbon efficiency of ~ 0.275%, requiring a cumulative ~260 hours of
computation. Total emissions are estimated to be ~ 7.21kgCO,eq using the Ma-
chine Learning Impact calculator, and we purchased offsets for this amount through

Treedom.

Empirical Evaluation
Performance of e-TRPO and e-PPO.

Fig. 4.31 shows that TRPO and PPO enhanced with our &-retrain improve sample
efficiency and allow agents to better adhere to the behavioral preferences. In more
detail, in Hopper and HalfCheetah, TRPO and PPO achieve substantially higher
returns than their e-retrain version; a result that could be easily misunderstood. In
fact, this is related to the nature of the task, where the reward is directly propor-
tional to the agents’ velocities. For this reason, an agent that violates the behavioral
preference “limit velocity under a threshold”, achieves higher returns.

This is clearly shown in the first two columns of Fig. 4.31, where e-TRPO and
&-PPO resulted in notably lower cost compared to the baselines, indicating they
lead the agents towards adhering to the velocity limit significantly more often than
TRPO and PPO. Similar results are achieved in the ANM task where e-TRPO and
£-PPO are notably safer and more sample efficient as shown in the Pareto frontier
reported in Fig.4.32. Specifically, we report on the y-axis the average reward and
on the x-axis the average cost at convergence. g-retrain in general allows to achieve
the best trade-off between average reward and cost (no other methods reach better
performance in the upper-left corner), i.e., less violation of the behavioral desiderata
while still successfully solving the task. It is important to notice that only in the
navigation scenario the cost value of TRPO at convergence is slightly lower than
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Fig. 4.31: Comparison of &-PPO, &-TRPO, PPO and TRPO.

e—TRPO one. However, as reported in the learning curves, our approach results in
significantly more sample efficiency than the baseline counterparts.
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Fig. 4.32: Pareto frontier of &-PPO, e-TRPO, PPO and TRPO at convergence in four
different environments. Each column (i.e., each task) shows the average reward and
cost during the training. Learning curves are reported in Fig. 4.31.

The benefits of e-retrain are also confirmed in the navigation task, where vio-
lating the safety desiderata “avoid collisions” leads to more collisions. Ultimately,
achieving a higher cost (i.e., more collisions) hinders the navigation performance of
the agent and leads to lower returns. Specifically, TRPO and £-TRPO converge to
the same average cost. However, the higher sample efficiency of the latter through
the training, in terms of learning collision avoidance behaviors more quickly, al-
lows £-TRPO to learn better navigation behaviors, outperforming TRPO in terms
of average return. Moreover, £-PPO significantly outperforms PPO both in terms of
average cost and return.

Performance of £-DDQN Fig. 4.33 shows that DDQN enhanced with our
eg-retrain also improves sample efficiency and allows agents to better adhere
to the behavioral preferences. These results confirm what discussed in the policy-
based case, with e-DDQN outperforming the baseline DDQN in terms of average
reward and cost in both tasks.
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Fig. 4.33: Comparison of e-DDQN and DDQN in two different environments. Each
column (i.e., each task) shows the average reward and cost during the training.

Performance of e-TRPOLagr and e-PPOLagr.

During training for the Lagrangian algorithms, both e-TRPOLagr and &-PPOLagr
drastically reduce the amount of constraint violations in the Hopper and HalfCheetah
velocity environments as shown in Fig. 4.34. In detail, we report the training perfor-
mance of original constrained policy optimization algorithms and the one enhanced
with g-retrain. Our approach allows us to reduce the constraint violations and, in the
more complex tasks, to improve performance.

-- £-PPOLagr = &-TRPOLagr =+ PPOLagr = TRPOLagr
(a) Hopper (b) HalfCheetah (c) Active Network Management (d) Navigation
5 0

PPREPCNRS
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Fig. 4.34: Comparison of €-PPOLagr, e-TRPOLagr, PPOLagr and TRPOLagr in
four different environments. Each column (i.e., each task) shows the average reward
and cost during the training. The black dotted line represents the cost threshold.

To see this aspect in practice, we specify the fraction of training steps where
agents violate their constraint in Table 4.7.

However, at convergence, all the approaches satisfy the imposed thresholds. Fig.
4.35 shows the Pareto frontier reporting on the y-axis the average reward and on
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Hopper Cheetah ANM Navigation

PPOLagr 0.57 033 0.44 0.46
e-PPOLagr 0.04 0 0.59 0.44

TRPOLagr 0.51 0.17  0.58 0.64
e-TRPOLagr 0.25 0 0.79 0.56

Table 4.7: Average fraction of the training steps where agents violate the constraints
(lower is better).

the x-axis the average cost at convergence. These results lead to some interesting
considerations based on the setup of interest. In safety-critical contexts where it is
crucial to satisfy constraints at training time, g-retrain showed significant empirical
benefits.
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Fig. 4.35: Pareto frontier of reward versus cost for e-PPOLagr, e-TRPOLagr, PPO-
Lagr and TRPOLagr at convergence.

On the other hand, in non-critical contexts where performance at convergence
is the main evaluation metric, the naive Lagrangian methods have superior return
performance. Intuitively, this relates to the fact that Lagrangian methods often vi-
olate the constraints at training time, allowing agents to explore more and thus
learn higher-performing behaviors. In the more complex, realistic scenarios, our
empirical analysis leads to different considerations. Specifically, in navigation, &-
retrain-based methods and the Lagrangian baselines achieve comparable results in
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terms of cost (i.e., constraint satisfaction). However, retraining agents in areas that
are collision-prone allowed them to learn policies with better navigation skills and
higher performance. In the ANM task, retraining an agent during grid instability in-
creases the frequency of constraint violations compared to the baseline. Nonetheless,
our approach helps agents learn to manage the grid effectively over time in contrast
to Lagrangian baselines, which in the end, fail to solve the problem efficiently.

Provably Verifying Navigation Behaviors

To further assess the benefit that e-retrain has over the behavioral preferences, we
formally verify the policies trained for the navigation task. We consider this problem
as an explanatory task for clarity since it allows us to easily visualize the retrain
areas generated for “collision avoidance” on top of the environment.

Fig. 4.36: Density map of the retrain areas collected in the first and last training
epochs; yellow indicates higher density.

Fig. 4.36, shows a kernel density estimation map of the retrain areas distribution
at the beginning (left) and final stages (right) of the training for the e-TRPO agent.
Here we can notice how the agent successfully learns to navigate the environment
over time since the retrain areas are more equally distributed through the entire
scenario. Using a recent verification tool [173], we aim to quantify the probability
that a navigation policy violates the collision avoidance preference. To this end,
we consider three representative retrain areas collected while training the different
g-retrain-based algorithms (depicted as red dots in Fig. 4.36). For each area, we
encode the input-output relationship, considering the retrain area as the precondition,
and the minimum linear and angular velocities that would cause a collision as the
postcondition. Broadly speaking, the FV tool checks where the trained policies do
not exceed such minimum velocities (i.e., they do not collide), and returns the portion
of each retrain area for which the given policy violates the postcondition (i.e., the
probability of colliding in that area).

Table 4.8 reports the probability that policies at convergence collide in the chosen
retrain areas, averaged over all the runs. This additional FV-based analysis shows that
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Retrain areas (1, 2, 3)

&-PPO 0.007%  0.011% 0.22%
PPO 0.012%  0.017% 0.59%
&e-TRPO 0.014% 0.67% 1%
TRPO 0.015%  0.69% 0.8%

&-PPOLagr 0.006% 0% 0.012%
PPOLagr  0.013%  0.05% 0.1%

&-TRPOLagr 0.0004% 0.007% 0.46%0
TRPOLagr 0.00005% 0.012% 0.58%

Table 4.8: Average behavioral violations percentage for policies trained with TRPO,
PPO, PPOLagr, TRPOLagr, and their e-retrain version (ours).

g-retrain algorithms better adhere to the behavioral preference, further confirming
our intuitions and the merits of our approach.

4.3.4 Sensitivity analysis of e-parameters

We also conducted an additional empirical study in the mapless navigation envi-
ronment to examine how the parameters introduced by e-retrain influence per-
formance, using our best e-TRPO algorithm. This analysis allows us to assess not
only the effectiveness but also the robustness of the method with respect to design
choices such as € decay, maximum number of retrain areas, minimum value of &,
bubble size, and similarity threshold.

The results are reported in Fig. 4.37. Overall, the parameter configuration se-
lected through our grid search, shown with the &-TRPO label, achieves the best
performance across the evaluated metrics. Importantly, however, the performance
differences among alternative parameter settings are relatively small. This indicates
that e-retrainis not overly sensitive to initialization and can deliver consistent im-
provements across a broad range of hyperparameter choices. This robustness further
supports the practicality of deploying e-retrain in diverse real-world scenarios
without requiring extensive parameter tuning.
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Fig. 4.37: Sensitivty analysis of e-retrain parameters. The evaluation is conducted
over 10 independent seeds per each algorithm (as such, e-retrain TRPO shows
slightly different performance than those in Fig. 4.31).

Real (embodied) experiments

To conclude our comprehensive evaluation, we perform an additional evaluation
in realistic (embodied) unsafe mapless navigation settings. Due to the similar per-
formance at convergence for TRPO and £-TRPO in our simulated evaluations, we
choose these two approaches for comparison. Specifically, we compare £-TRPO and
TRPO in scenarios where the agent has either all or only partially occluded LiDAR
information. We hypothesize that if the agent is not exposed to multiple unsafe
situations during the training, i.e., without an &-retrain strategy, it is less likely to
select a longer but safer trajectory, and eventually, the agent will prefer a straight
trajectory leading to a collision. To test this, using the Unity framework [126] we
used to create the navigation task, we transfer the policies trained in simulation onto
ROS-enabled platforms such as our Turtlebot3. We then test several corner-case
situations, comparing the safer (from the formal verification results) trained agent
at convergence for both e-TRPO and TRPO. In our experiments, we observe our
hypothesis to be correct (see Fig. 4.46), showing the benefit of retraining the agent
in specific regions of the state space that are deemed unsafe.
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Fig. 4.38: Real-world experiments comparing &-TRPO and TRPO in corner-case
scenarios. Video available here.

Summary. This section presented e-retrain, a lightweight exploration strat-
egy designed to improve RL agents by explicitly encouraging adherence to behav-
ioral preferences. The central idea is to retrain agents from retrain areas—regions
of the state space where preferences have previously been violated. By doing so,
eg-retrain directs training toward precisely those situations that matter most for
satisfying the preferences, while maintaining the theoretical guarantees of the un-
derlying algorithms.

We introduced and analyzed e-retrain for policy-based RL and value-based
methods. On the policy side, we showed that e-retrain retains monotonic im-
provement guarantees and improves adherence to preferences when integrated
with standard and constrained policy optimization algorithms. On the value-based
side, we extended the framework to Q-learning and related methods, proving that
g-retrain preserves convergence to the optimal action-value function. We fur-
ther provided a sample-complexity analysis that clarifies how emphasizing re-
train areas accelerates learning by increasing visitation counts in critical regions
of the state space. Our extensive empirical evaluation confirmed these theoretical
insights. Across locomotion, power network management, and navigation tasks,
eg-retrain consistently improved sample efficiency and adherence to behavioral
preferences for both policy and value-based methods. A sensitivity study further
demonstrated that the performance of g-retrain is robust to different param-
eter choices, easing deployment in practice. Finally, we validated the approach
in embodied navigation experiments on real robots, where policies trained with
e-retrain selected safer trajectories and better avoided unsafe states.

In summary, e-retrain offers a general and practical mechanism for embedding
behavioral preferences into reinforcement learning. By focusing training on the
regions of the state space where agents are most likely to fail, it improves both
learning efficiency and safety, without compromising the guarantees of the base
algorithm. We believe this aspect positions e-retrain as a promising step toward
deploying reinforcement learning in safety-critical real-world applications.
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4.4 Designing Control Barrier Function via Probabilistic
Enumeration for Safe Reinforcement Learning Navigation

Achieving safe autonomous navigation is a crucial requirement to deploy robots in
the real world, where human interactions and expensive hardware are often involved.
For example, robots can assist humans in monitoring and mitigating pollution in a
variety of environmental sustainability scenarios (e.g., aquatic ecosystems [32])
or perform complex autonomous navigation in precision agriculture tasks [212].
Traditionally, these applications are based on manual human intervention, which is
costly and struggles to capture real-time changes reliably. These are challenges that
a drone equipped with a safe autonomous navigation stack can successfully address
[90].

To this end, online model-based learning methods embedding hierarchical con-
trol architectures have been used to deal with uncertainty in various navigation
tasks [21, 256, 257, 258]. Nevertheless, these methods rely on extensive domain
knowledge, which could be difficult to obtain in practice. To address this issue, deep
reinforcement learning algorithms have been employed to learn how to navigate
in complex and unknown (i.e., mapless) environments [222, 113, 114]. However,
DRL-based policies are modeled as deep neural networks, which are known to be
vulnerable to adversarial inputs—small perturbations to the input state leading to
unexpected and unsafe actions [246]. Two main lines of work have been investigated
to address such an issue. On the one hand, formal verification of neural networks
can certify safety, providing rigorous theoretical guarantees that a DNN-based nav-
igation policy lies within predefined safety constraints [150]. However, FV scales
poorly, and novel probabilistic verification approaches have recently gained traction
to address the limits of formal methods [284]. In detail, probabilistic enumeration
introduced in Sec.3.5 can identify regions of the state space (i.e., parts of the envi-
ronment) where a DNN exhibits unsafe behavior with a high degree of confidence,
but this information has not been exploited to correct unsafe navigation behaviors.
On the other hand, control barrier functions (CBFs) [7] also provide a principled way
to enforce safety constraints by specifying a function that characterizes a safe set,
ensuring its forward invariance [7]. Hence, CBFs can potentially guarantee that nav-
igation trajectories remain within pre-defined safety regions. However, designing
effective CBFs for high-dimensional, complex environments remains challenging
when dealing with uncertainty and complex dynamics.

To mitigate these issues, recent work has explored the use of neural CBFs [151].
In detail, [96] proposed to learn a neural CBF used as a reactive safety filter that
enforces collision avoidance for aerial robots. On top of these approaches, [57]
proposed to enhance the safety of learning RL agents using a safety shield approach
combining the robustness of the model predictive control (MPC) approach with the
predictive capabilities of RL. Despite these different lines of research, correcting
agents’ actions upon detecting an unsafe situation at deployment time remains an
open research question.

We address this gap by leveraging the advantages of probabilistic verification
and CBF-based control, introducing a framework that guarantees safe DRL-based
navigation policies and correct policy actions in potentially unsafe situations (Fig.
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Fig. 4.39: Overview of the proposed approach.

4.39). At a high level, we compute a safe navigation set by first identifying unsafe
regions through offline probabilistic enumeration presented in Sec.3.5 and then
removing them from the state space of the DRL policy. We then design a CBF-
based control mechanism to ensure the agent avoids both these pre-identified unsafe
regions and any obstacles detected during navigation—ensuring the agent remains
within the precomputed safe set. At deployment time, a quadratic programming (QP)
optimization incorporating the CBF’s safety constraints evaluates the policy’s action,
determining whether the chosen action keeps the agent within the precomputed safe
set or not. If the action violates any safety constraints, a low-level controller modifies
the action to ensure the agent returns to the safe set while maintaining effective
navigation behaviors.

A key advantage of our approach is that the enumeration component, which em-
ploys an abstract interval representation to identify the (un)safe regions, is agnostic
to the specific navigation environment where the agent is deployed, thus enhancing
generalization. Furthermore, the proposed framework works on top of arbitrary DRL
policies, and it is orthogonal to both the training and verification strategies employed
by a neural CBF for the execution of safe policies.

To confirm the effectiveness of the proposed approach, we first validated our
strategy in two different Unity-based simulated navigation scenarios using a mobile
Turtlebot3 and an aquatic drone for water monitoring. We then performed a real-
world deployment of a trained DRL policy to validate the correctness of our pipeline.
Our empirical results demonstrate that the proposed method enables safe and scalable
autonomous robotic navigation, achieving zero violations of safety restrictions at
deployment while increasing navigation effectiveness.
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4.4.1 Preliminaries
Control Barrier Function
Consider an affine nonlinear system of the form:
X =f(x)+gx)u, (4.15)

where x € X C R” represents the state variable within the dynamics model state
space X, and u € U C R™ is the control input within the control input space U. The
functions f(x) and g(x) are nonlinear mappings from R” to R” and are assumed to
be Lipschitz continuous. In this setting, a CBF is defined as follows.

Definition 4.4 (Control Barrier Function [7]): Let C C R” be the set defined by a
continuously differentiable function h : R" — R such that

C={xeR": h(x) >0},
0C = {x € R" : h(x) =0}, (4.16)
Int(C) = {x € R" : h(x) > 0}.

We say that h is a control barrier function if Vh(x) # 0 for all x € 0C and there
exists a class-K function a, such that for all x € C, Ju such that L h(x)+Lgh(x)u >
—a(h(x)), with Lsh(x) := Vh(x)T f(x) and Loh(x) := Vh(x)Tg(x).

In other words, consider a single integrator system as an explanatory example X =
u, x €R, ueR. Define the safe set as C = {x € R : h(x) = 1 — x> > 0}, which
corresponds to keeping the state within the interval [—1,1]. Let h(x) = 1 — x2.
Then we have Va(x) = —2x, f(x) =0, g(x) = 1. Therefore, the Lie derivatives
become Lsh(x) =0, Lgh(x) =—2x. The CBF condition requires that there exists
a control input u such that Lyh(x) + Loh(x)u = 0+ (=2x)u > —a(h(x)), for some
class-K function . Choosing (k) = h, the condition becomes —2xu > —(1 — x?).
This implies u < 15)’;2 forx > 0, u > lgjz for x < 0. Thus, the control
input u must satisfy this inequality to ensure that the state remains within the safe
set C. This formalization will be used in Sec 4.4.3 to define the CBF for navigation

policies.

Dynamic Models

The design of the proposed pipeline requires the definition of the dynamic models
to compute a corrective action for the navigation policy. Specifically, in this work,
we consider (i) the kinematic equations of a mobile robot (Turtlebot3) and (ii) the
nonlinear dynamics model of an aquatic drone.

Mobile robot

The kinematics equations of the robot are represented by p, = vicosf, p, =
vy sinf, 6 = w3, where p,, py, 0 are the positions and orientation of the robot and
u = [v, w3] are the controlled linear and angular velocities.
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Aquatic drone

The aquatic drone motion is described following the 6-degrees-of-freedom nonlinear
dynamic model and the fluid dynamics coefficients are computed through spline
interpolation using a high-fidelity simulator following common formalisms in the
literature [259, 83]. Hence, the aquatic drone state and control vector are defined as:

wi wy w3 px py p: ¢ 0 ¥l

4.17)

where vy, v2, v3 are linear velocities and w1, wy, w3 are the rate of the angles in the
body frame, respectively. With p,, p,, p, and ¢, 8, , we refer to the boat position
and the Euler angles in the Earth frame. Regarding the control variables, ¢; and 9§,
represent the left and right thrusts of the boat. For readability purposes, in the next
we call a = (cos ¢ sin 8 sin ¢ — siny cos ¢), b = (cos ¢ sin 6 cos ¢ + sin Y sin ¢), ¢ =
(siny sin 6 sin ¢p+cos Y cos @), d = (siny sin 6 cos p—cos Y sin @), e = cos fsin @, f
cos 6 cos ¢. Hence, following the affine dynamic system of the form (4.15), the kine-
matic components of the positions and orientation (Euler angles) in the Earth frame
of the dynamic model can be expressed in the following form:

[P ] vaa + v3b [cos y cos 6 0
Dy vac +vpd sin s cos ¢ 0
Pzl ve+uvsf N —sinf 0
q? " |wy + wy tan @ sin ¢ 0 tan @ cos ¢ r (4.18)
0 w7 COS ¢ 0 —sin¢
H w» sin ¢ cos ¢
L w E czos [ 0 cos 0
f(x) g(x)

with r = [v1, w3]7 is the controlled linear and angular velocities. Concerning the
dynamic components of the linear and angular accelerations in the body frame, we
have:

[ ] —wyv3 + w3y — g sin(0) [X/m 0]
1)) —w3v] + w1v3 + g sin(¢) cos(H) Y/m 0O
03 | _ |~wivz + wavy + g cos(¢p) cos(8) N Z/m 0 y
w1 (ciwa + cowr)wr 0 K|~ (4.19)
W) C5W1W3 — CG((U% - w%) 0 M
(W3] (csw1 = cow3)w> | 0 N
—_—
f(x) g(x)
with X, Y, Z, K, M, N defined as:
X=(6,+6;) - F F, = %pU%CFxAx’
Y =-F, Fy = 3p05Cry Ay,
Z=F,-F, F, = 3p03Cr A, 420)
K=-M,-Ci($)Fy M, =3pwiCily, '
M=-My-Cn(0)F,  M,=75pwiCuyly,
N=3(6-06)d-M, M, =5pwiCy.lL..
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In detail, F}, = pgVsu(p)Cp» with Vg, representing the submerged volume, C,
are the drag coefficient on the translational and moment on the tree axes and the
bouncing drag respectively, while A,, Ay, A, are the contact areas with the water,
and d is the distance between the two motors.

4.4.2 Problem Statement

S0 1] T u”
DNN CBF-QP NMPC PLANT

Fig. 4.40: Block diagram of the hierarchical architecture.

To ensure safe and successful deployment of the DRL-based navigation policy,
we define a CBF to provide a reference for a low-level controller that corrects the
policy action (if necessary) to satisfy the safety constraints (illustrated in Fig. 4.40).
To this end, we first investigate how it is possible to synthesize a forward invariant
safe set C for a DRL agent that has to navigate within a given environment.

In detail, we consider a neural network f that encodes a DRL policy m and
define an input state s as part of the dynamics state vector x (Eq. 4.17). The input
space of the policy consists of: (i) 15 sparse beam scans for the boat or LiDAR for
the mobile robot, each representing the mean value measurements sampled within
a cone in the range [0,360] degree; (ii) the agent’s position p = [px,py,pz]T
and orientation n = [¢, 6,¥]” (i.e., odometry values); and (iii) the target’s relative
position and orientation (i.e., distance and heading). Given a state s, the policy
n predicts an action a = [v‘ll‘m, wg““]T, representing the agent’s linear and angular
reference velocities. To ensure that this action respects safety criteria, we aim to keep
the agent within safe regions of the state space (in the context of navigation, these
safety criteria relate to avoiding collisions with obstacles). Our intuition is to identify
these regions and design a safe set C by exploiting the enumeration process. Given
the computed safe set, we then formalize a CBF h(x) to enforce safety constraints
in the agent’s trajectory toward the target. Our approach involves correcting the
policy actions by solving a QP problem that incorporates the CBF constraints. This
procedure generates reference velocities r, which serve as inputs for an optimal
low-level controller based on nonlinear model predictive control (NMPC) [88]. The
latter computes the optimal control input u* for the plant, which evolves using the
dynamic (4.19) providing both the new state x for the controller and CBF, and s for
the policy.
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4.4.3 Methodology
Compute the Forward Invariant Safe Set

To construct the forward-invariant safe set, we identify the regions where the agent
does not adhere to safety specifications within a subset of the state space of interest,
denoted as S. To this end, we rely on e-ProVe presented in Sec.3.5.

This process begins at training time, where we leverage an indicator cost function
to detect collisions. This function is the same used in constrained RL literature and
deems a state-action pair as unsafe [113]. Hence, the cost allows us to identify
portions (or regions, interchangeably) of the state space where the agent is prone to
perform unsafe behaviors. We describe this process using the explanatory example
in Fig. 4.41.

Target

[0.0,0.2]

[0.05,0.25] [0.8,1]

< J[0.8,1]

raw ‘ an '[0.8,1/‘];

A

Age.n't gets a S
positive cost!

Collision!

Actions: ag T
a; <
as —

Unsafe action: ag

Fig. 4.41: Illustrative example of a safety property in aquatic mapless navigation.
The left image shows a collision with an obstacle. In the center, we identify the
unsafe state that leads to the collision, while on the right, we define a region of
the state space ScSto verify that the agents never choose a forward movement.
The property is formally encoded as: S : so € [0.8,1.0],s; € [0.7,0.9],s, €
[0.05, 0.25], §3 € [0.0, 0.2], $456 € [0.8, 1]; Y: {al, ag}.

Suppose that the aquatic drone agent receives a positive cost value from the
environment. This indicates a collision with an obstacle (left figure). The generation
procedure selects the state that led to the collision (center figure) and considers
an &-ball around this state to generate a potentially unsafe area (right figure).!”
In the example, we encode an unsafe state deviation using & = 0.2 to reflect the
dimension and maximum speed of the aquatic drone and an assumed maximum
water current velocity. Hence, the selected value & is subtracted from the input
features obtaining one interval for each input feature as: S: {so=1[0.8,1.0],s =
[0.7,0.9], s2 = [0.05,0.25], s3 = [0.0,0.2], s456 = [0.8, 1]}. We assume the states
in S are thus potentially risky and model the regions where the agent does not
adhere to safety specifications. Therefore, within this area, we probabilistically
enumerate the subset of unsafe regions, represented as C;. Importantly, by encoding

17 We use ¢ instead of w, which was used in the previous section, since w is already reserved
for representing the dynamics.
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the neighborhoods of unsafe state-action pairs, the approach becomes independent
of the specific environment used to train the agent, enabling the identification and
mapping of unsafe behaviors to different, potentially unseen scenarios.

Fig. 4.42 then shows an explanatory example on the safe set construction for a
region of interest Si.

Specifically, as illustrated on the right side of Fig. 4.42, each safe subset C; is
obtained by subtracting a finite union of verified unsafe regions C; from a compact
subset of the state space Si, ie.,C = Si \a. Since removing a finite union of closed
sets from a compact set yields another compact set, each C; remains compact and is
thus a valid safe subset for a CBF [7, 148].

Hence, by taking the union of all such safe subsets computed in each verified
safety property, we obtain a globally valid safe set C for the CBF. Formally,

Proposition 4.3: The set C = | J; C; is a valid safe set for a control barrier function.

In the next section, we show that from a safe set C as in Prop. 4.3 there exists a
continuously differentiable function 4 : R* — R such that 4(x) > 0 for all x € C.

Control Barrier Function and Low-Level Controller

After the computation of the safe set C, we need to define a CBF that keeps the
agent in this set. To this end, starting from the dynamic models of the agent (see Sec.
4.4.1), we propose a strategy to compensate for the policy actions and ensure safety.
Hence, we design a hierarchical approach that forces the agent to comply with the
constraint generated by the verification process.

Control Barrier Function

Given the linear and angular reference velocities produced by the policy, our goal
is to modulate them to satisfy the safety constraints. To achieve this, we design a
CBF that enforces the position constraint defined by C. We then incorporate this
CBF into a QP formulation that adjusts the policy’s reference values, ensuring the

= e Ci
C; :unsafe regions
Obstacle
9(Ci)
Agent
Int(Ci)

Fig. 4.42: Explanatory example of the relationship between the enumeration process
and the CBF. (Left) We report an unsafe situation where the agent has two obstacles
on the left and the coastline on the right. (Center) We define the input region to be
verified in green, and we enumerate the unsafe regions where the agent has a high
probability of colliding. (Right) We report the translation of the enumeration result
into the CBF’s formulation.
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resulting actions keep the agent within the safe set. Given the constraint on the
position, we focus only on the kinematic components of the dynamic model defined
in equations (4.18). Therefore, we have the safe set computed by the enumeration
C =U;C = {x € R": h(x) > 0}, with the control barrier function designed as
follows:

h(x) = [|p = pobs||* = d2e (4.21)

where p = [py, py, p;]7 is the position of the agent, pobs = [pobs, pgbs, p‘z’b“]

the position of the obstacle detected by the sensor and dgage = max(c, ||p — pPareal|? )
is a safe distance to the unsafe areas. In particular, pu., is the centroid of each
enumerated unsafe area, and o is a safe threshold manually defined and based on the
sensor precision. Hence, as stated in Def. 4.4, the CBF constraint enforces forward
invariance of the set C defining /1(x)+ah(x) > 0. By computing the time derivative
of h(x) as h(x) = x we obtain

Vh(x)f(x)+Vh(x)g(x)r + a(h(x)) >0, (4.22)
where f(x) and g(x) are the matrices in equation (4.18), and:
Vi(x) = [2(px = P, 2(py = PY*), 2(p2 = p2™),0,0,0], (4.23)

At this point, we have the constraint on the linear and angular reference velocities,
and we can formulate a QP problem to get a modulation action when the policy action
does not comply with the constraint. We model the reference variable r as the sum
of the policy DNN and CBF as follows:

dnn cbf

+0v

r= [ (linn+ajcbf] . (424)
3 3

To compute the contribution of the CBF on the linear and angular reference velocities
( cbf _ [Ucbf cbf]

0w Ty, we solve an optimization problem formalized as QP in the form:
bf _ cbf 12 cbf 12
= min [ 4 e
oS
subject to:

dnn + Ucbf

Vh(X)f(X)+Vh(X)g(X)[ dnn cbf +a(h(x)) 2 0.

In this way, if the action of the DNN complies with the constraint, the explicit solution
to the QP problem does not provide a contribution on vgbf and a)be Otherwise, the
QP problem provides some linear and angular velocities in order to modulate the
action of the DNN to comply with the constraints. Importantly, we note that the
kinematic model of the Turtlebot3 mobile robot described in Sec. 4.4.1 and the

barrier function /(x) defined as (4.21), leads to the reformulated QP problem as:
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rcbf — min ||Ucbf||2 + ||waf||2,
Ucbf,wcbf
subject to: (4.25)

T
2(px - p)(gbs) cos 6 dnn cbf
2(py - pgbs) sin T+ 07+

2(px = 2bs ! —sin 6
28} - IIZObS;] [ cos ] (0™ + ™) + a(h(x)) > 0.
’ y

We report in Alg. 14 the complete pipeline of the proposed approach, considering
a TB3 mobile robot with LiDAR scans to sense the environment.

Algorithm 14: Deploy algorithm
1: Input: robot, DNN, unsafe_areas, dsafe, 0, initial_cond

state «— initial_cond.state

goal « initial_cond.goal

while target_not_reached or collision do
action_DNN « DNN(state)
action_CBF « QP+CBF(action, unsafe_areas, state, dgafe,0") Asin (4.25)
action « action_DNN + action_CBF Asin (4.24)
state < robot.low_controller(action)

A I

The loop begins with the robot’s initial state and goal, and iteratively computes
control actions until the target is reached without collisions. At each step, the DNN
predicts an action based on the current state. If either the robot’s position prophot, as
defined in the state, is closer than the safe distance threshold dsaf. to an unsafe area,
or any LiDAR measurement falls below the threshold o, a safety margin manually
set based on sensor precision, indicating proximity to an obstacle, then a corrective
action is computed using the QP formulation with CBF constraints to ensure safety.
The final action is obtained by combining the DNN’s prediction and the CBF-
based correction, as specified in the referenced equation. This composite action is
then applied through the robot’s low-level controller (e.g., an NMPC) to update its
state. The loop ensures goal-directed behavior while enforcing safety constraints in
potentially hazardous regions.
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Low-level controller

After computing safe reference values, we focus on reaching them in an optimal
way by designing an NMPC to manage the control variables ¢y, d,. To this end, we
focus on the dynamic model defined by equation (4.19). We formalize the NMPC
to compute the optimal control u}) over a finite time horizon [k, k + H] at discrete
time t; = kAt, k € N as

H-1
U = min Z €prifk Qehilk + Uy Rilesifie,
kseees Uk+H -
=0
subject to:
Xiintlk = J ki) + 8 (Xgeari ) Uik »
Uk+ilk, € U Umin < Uk+ilk < Umax
Vie{0,...,H—-1},
Xklk = Xk>

where x; are the initial conditions at time k equal to the actual state of the plant xy
and H is the horizon of NMPC. The error is deefined as ex4;jx = ||X¢+ix — 7|| and
the immediate cost function and Q € R and R € R™ " are symmetric positive
semi-definite matrices. Note that we indicate the predicted evolution of the state
with k + i|k, where the right k is the actual time, and the left k + 7 is the time in the
prediction horizon.
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Fig. 4.43: Linear and angular velocities tracking via NMPC. Red dashed lines are
the reference r while the blue lines are the optimal control action of the NMPC u*.

To confirm the correctness of the proposed solution, Fig. 4.43 shows the action
of the nonlinear model predictive control employed in our pipeline in order to track
the reference (dashed red lines in the plot) provided by the policy modulated via
QP problems. Specifically, the figure illustrates the control action on the linear and
angular velocities of the boat (blue lines in the plot), indicating that the controller
manages and minimizes the tracking error during the evolution. For readability
purposes, we only report a short execution of the NMPC with different changing
reference values.
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4.4.4 Empirical Evaluation

To validate the proposed autonomous safe navigation framework, we conducted a
thorough evaluation in simulation and real scenarios. Our goal is to assess, given
a DRL-trained policy for a mapless navigation task, whether: (i) our verification-
guided CBF layer can consistently correct unsafe actions (i.e., ensure zero collisions)
while preserving goal-reaching efficiency; and (ii) empirically investigate if such a
layer can unstuck the agents when the policy ends up in local minima. This is
particularly relevant since, as we will show in our experiments, a policy trained
to satisfy stringent safety constraints typically prefers actions that keep the agent
still to satisfy the strict thresholds imposed at training time. For the DRL policies,
we consider popular unconstrained, penalty-based, and constrained algorithms that
have been widely employed in safe navigation tasks [222, 114, 168] - PPO [232],
PPO_penalty, its Lagrangian (safe) version, PPOLag [243], SAC [93] and P30
[301]. In all training configurations employed, episodes are not terminated upon
collision; instead, the agent continues its trajectory, and cost signals are accumulated
throughout the episode to reflect the ongoing safety performance. In detail, PPO
does not receive information regarding collisions, PPO_penalty uses a —0.01 reward
penalty, and PPOLag uses a cost threshold set to 0 (aiming to achieve no collisions).
Asinrelated safe DRL mapless navigation works and as seen in the previous section,
we performed an initial grid search to set the reward penalty, with —0.01 resulting in
the best value to incentivize collision-free behaviors. We remark that our focus is on
correcting unsafe actions at deployment time. Hence, the specific choice of reward
penalty for training a navigation policy does not influence the proposed methodology.
We train these policies on an RTX 2070 and an 17-9700k CPU equipped with 48
GB of RAM over 15 random seeds, using existing Omnisafe implementations of the
algorithms [114].

Fig. 4.44: Indoor mobile navigation scenario and aquatic navigation task employed
in our simulation empirical evaluation.

For the environments (Fig. 4.44), we create two Unity-based scenarios consid-
ering a navigation task in a cluttered indoor environment with static obstacles for a
Turtlebot3 mobile robot and a more challenging aquatic environmental monitoring
task. The latter is characterized by an autonomous surface vehicle operating in a
simulated aquatic environment with drift, sensor noise, and external disturbances.
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Simulation Results

Our results are reported in Fig. 4.45. During training, all methods achieve a high suc-
cess rate, indicating successful navigation behaviors towards random target locations.
However, collisions still occur at convergence for all the DRL baselines. The average
cost at convergence for the safety-oriented methods—PPOLag, PPO_penalty, and
P30 approaches—is significantly closer to zero compared to the unconstrained base-
line. Notably, even Lagrangian-based methods fail to fully satisfy the imposed strict
cost threshold. The benefits of our CBF layer are clearly highlighted in Tab. 4.9 - all
the given (unsafe) DRL policies combined with our method have a higher success
rate while achieving safe navigation with O collisions. This result confirms both the
effectiveness and the potential of our framework in guaranteeing safety while miti-
gating instances where the agent gets stuck or exhibits near-zero cost during training
but fails to be deployed safely. This phenomenon is evident in the aquatic navigation
task, where both PPO_penalty and PPOLag achieve the lowest collision rates (at
the expense of lower success rates) compared to the unconstrained PPO baseline.
Crucially, our method demonstrates strong recovery capabilities in these situations,
enabling the agent to progress toward goal locations. These improvements are fur-
ther confirmed by statistically significant differences (p < 0.05), as determined by
pairwise Welch’s t-tests conducted over 100 runs (in bold in the table).

— PPO PPO-penalty — PPOLag —— SAC —P30
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Fig. 4.45: Training results using PPO, PPO_penalty, PPOLag, SAC and P30 on TB3
(top) and Aquatic (bottom) navigation task, respectively.
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This behavior is further highlighted in Fig. 4.47, which shows enumerated regions
where the agent not only tends to collide but also moves with near-zero linear velocity.
Interestingly, some of these red-marked areas lack any visible obstacles, suggesting
that the agent gets stuck even in open space due to suboptimal local policy decisions.
It is important to remark that our approach does not endow the agent with navigation
skills; if the base policy lacks the ability to reach the goal from certain states, our
method is not designed to compensate for this. Rather, our approach enhances the
base policy by helping the agent recover from stuck situations, and reaching the goal
is due only to the policy’s capabilities to generalize to unseen scenarios properly.

TB3 Evaluation Aquatic Evaluation

Method Success (%) Collision (%)| Success (%) Collision (%)
PPO 1000 %  14.99 +0.02%| 84.2 £9.75 % 11.22 +3.26 %
PPO+CBF 10040 %o 0+0% 87.0 + 12.72% 0.0 = 0.0 %
PPO_penalty 100+£0 %  3.32 £1.03% | 89.7 £ 5.19 % 0.007 £ 0.005 %
PPO_penalty+CBF  100+0 % 0+0% 96.7 = 2.30% 0.0 = 0.0 %
PPOLag 99.66 + 0.47% 0.47 £ 0.21% | 84.0 = 5.65 % 0.001 = 0.002 %
PPOLag+CBF 100+0 % 0+0% 94.0 = 4.24% 0.0 £ 0.0 %
SAC 91.87 +£2.63% 8.13 £0.49% | 88.4 +7.83 % 11.6 +2.31 %
SAC+CBF 1000 % 0+0% 915+ 3.67% 0.0 = 0.0 %
P30 99.80 = 0.21% 0.2 =0.03% [91.03 £2.13% 4.17 +0.3 %
P30+CBF 1000 % 0+0% 95.67 + 3.33% 0.0 = 0.0 %

Table 4.9: Evaluation results of the proposed verification-guided CBF on the trained
policies over 100 trajectories.

Real-World Results

On top of the simulation results, Unity allows us to deploy the policies onto ROS2-
enabled platforms, such as the Turtlebot3 robot. We thus selected the three best-
performing seeds of all the baselines tested at convergence (i.e., the baseline achiev-
ing the best trade-off between safety and performance) and evaluated the effective-
ness of our CBF-based approach in the real setting depicted in Fig. 4.46. We set
dsafe = 0.15 and o = 0.2 as the safety thresholds (values are normalized between
0 and 1), based on the sensor precision of TB3 and the environment dimension
employed in our real experiments. Results reported in Fig. 4.46 confirm that our ap-
proach consistently achieves zero constraint violations while maintaining effective
navigation performance, even under real-world sensor readings. The complete video
of our empirical evaluation is available in the supplementary material.

Importantly, we note a substantial difference between improvements in collision
rate and success rate. This phenomenon can be explained by how collisions affect task
completion in the real-world setting. In our experiments, a collision typically results
in the robot getting stuck or unable to proceed toward the goal, thus leading to both
a constraint violation and a failed episode. Therefore, the high collision rate of the
baseline policy (e.g., SAC 24.99%) is directly responsible for its lower success rate
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Method Success Rate (%) Collision Rate (%)
PPO 89.03 +3.19 % 1097 £ 2.1 %
PPO+CBF 100 + 0.0% 0.0 + 0.0 %
PPO_penalty 97.08 + 4.82 % 2.92 +£3.24 %
PPO_penalty+CBF 100 + 0.0% 0.0 + 0.0 %
PPOLag 73.07 £5.19 % 16.93* £ 2.1 %
PPOLag+CBF 98.73 + 2.5% 0.0 + 0.0 %
SAC 75.01 +4.35 % 24.99 £ 4.1 %
SAC+CBF 100 + 0.0% 0.0 + 0.0 %
P30 91.43 £ 6.7 % 8.57 +3.5%
P30+CBF 100 + 0.0% 0.0 + 0.0 %

Fig. 4.46: Mean success and collision rate for the real-world experiments over 10
random start and goal positions with different baselines and the proposed approach.
* Low collision is due to a suboptimal stuck policy that does not reach the goal. Bold
indicates statistically significant differences (p < 0.05) over the 10 runs.

(75.01%). In contrast, our CBF-based approach consistently prevents collisions by
design, ensuring that the robot always selects a longer but safer trajectory toward the
goal. This safety guarantee translates directly into improved task success, resulting
in both zero collisions and an almost perfect success rate (100%) for all the policies
tested. The only exception is PPOLagr, which shows a lower success rate due to a
policy that gets stuck and fails to reach the goal, but still without colliding. This
outcome aligns with our simulation results, confirming that imposing a strict cost
threshold can produce safer but suboptimal policies.

Ablation Study

To further support the validity of our approach, we conducted an additional experi-
ment aimed at qualitatively comparing the unsafe regions inferred probabilistically
with a ground truth set obtained by simulating the SE(2) dynamics using depth
ray (LiDAR) observations. It is important to clarify that this experiment is purely
illustrative: in our framework, we assume a mapless navigation setting, and thus do
not rely on a priori knowledge of the environment. Although, in principle, one could
compute the unsafe set by exhaustively simulating the SE(2) dynamics with LiDAR
observations or beam scans to detect the obstacles’ position in the environment,
this process is highly inefficient in practice and does not accurately reflect the true
unsafe regions associated with the DRL policy. Nevertheless, the results reported
in Fig.4.47, which visualizes a comparison between the two approaches, show that
the probabilistically inferred unsafe regions (highlighted in red) are consistent with
those computed via dynamics-based exploration (orange dots). Moreover, due to the

223



CHAPTER 4. FORMAL AND PROBABILISTIC VERIFICATION FOR SAFE DRL
APPLICATIONS

inclusion of the parameter w, which allows the safety property to be evaluated over a
broader portion of the state space, our method can identify regions where the agent
is likely to move toward obstacles. This insight is crucial from a safety perspective,
as it enables the QP-CBF layer to provide corrective actions before the agent en-
ters states from which unsafe behaviors are more likely. Additionally, as discussed
earlier, our verification-based approach can also detect portions of the state space
where the agent becomes stuck, enabling the design of ad hoc shielding or recovery
strategies.

Additionally, our probabilistic enumeration approach provides a form of explain-
ability for the DRL policy. By collecting and aggregating unsafe regions, we can
generate density maps that highlight the areas of the state space where the agent is
more prone to exhibit unsafe behavior. These visualizations, reported in the right part
of Fig. 4.47, allow for the identification of agnostic start and goal position failure-
prone zones and the analysis of the underlying causes of risk. In fact, as highlighted
in the image, the clearer regions in the density map are the ones that present more
enumerated unsafe regions. Such interpretable representations can provide a way to
understand policy weaknesses, potentially guiding further training or enabling the
integration of safety monitors that focus on high-risk regions.

Fig. 4.47: On the left, comparison between unsafe region generated with SE (2)
dynamic (in orange) and probabilistic enumeration (in red). On the right is the
density map of the unsafe regions in the state space.
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Limitations

While our approach demonstrates promising results in enhancing the safety of RL
agents during the deployment phase, there are important considerations to be made.
First, our approach, as common in the safe reinforcement learning literature [113],
requires a simulator to train the agent and assumes access to a cost signal that
indicates the safety of a given state-action pair. Second, we assume that the area
surrounding an unsafe (e.g., collision) state is also prone to safety violations. While
this assumption improves conservative behavior, it may lead to overly cautious
policies, especially in systems with highly non-linear dynamics, by labeling larger
regions of the state space as unsafe, potentially sacrificing an optimal trajectory
towards the goal for safety. Nonetheless, we argue that longer but safer trajectories
are preferable in safety-critical applications. Finally, our approach requires solving
a convex QP problem at each step, which can be done in polynomial time using an
interior-point algorithm. While this introduces additional computational overhead
compared to the baseline, the increase is polynomial and, we believe, tolerable in
real-world applications given the significant improvements in safety that our method
provides.

Summary. In this last section, we proposed a novel framework that integrates
probabilistic verification to design a CBF-based layer that ensures safety for given
DRL policies trained for autonomous mapless navigation. By identifying unsafe
regions in the state space through probabilistic enumeration and enforcing safety
constraints via CBF-based control, our approach provides a principled and scalable
method to correct unsafe actions while preserving and potentially improving the
performance of the learned policies. Unlike traditional methods that rely heavily
on domain-specific knowledge or incur high computational costs, our framework
is agnostic to the deployment environment and operates independently of the DRL
training process, enhancing its general applicability. Through extensive evaluations,
we demonstrated that our approach achieves robust safety guarantees with zero
violations of safety constraints. At the same time, it preserves effective navigation
behaviors across different robot platforms, including an indoor robot ground and an
aquatic drone.
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CHAPTER

Towards Explainable Al via Verification Techniques

“I learned very early the difference between knowing the
name of something and knowing something.”

— Richard P. Feynman

Chapter Contributions'

(\ n this chapter, we address RQ.3, studying the problem of generating ro-

bust counterfactual explanations for deep learning models subject to model
changes. We focus on plausible model changes, altering model parameters, and pro-
pose a novel framework to reason about the robustness property in this setting. To
motivate our solution, we begin by showing for the first time that computing the
robustness of counterfactuals with respect to model changes is NP-hard. As this
(practically) rules out the existence of scalable algorithms for exactly computing
robustness, we propose a novel probabilistic approach that is able to provide tight
estimates of robustness with strong guarantees while preserving scalability. Remark-
ably, and different from existing solutions targeting plausible model changes, our
approach explores the use of a verification method for explainability purposes and
does not impose requirements on the network to be analyzed, thus enabling robust-
ness analysis on a wider range of architectures, including state-of-the-art tabular
transformers. Throughout the sections, we provide experimental analysis on four
binary classification datasets, revealing that our verification-based method improves
the state of the art in generating robust explanations, outperforming existing meth-
ods. We conclude the chapter by presenting a novel Python library implementing a
collection of generation and evaluation methods for CEs, with a focus on the robust-
ness property. It provides easy-to-use interfaces for implementing new CE methods
and benchmarking performances against a range of robust methods.

! The content of this chapter is based on the following articles:
[C.17] Marzari L., et al. (2024). “Rigorous Probabilistic Guarantees for Robust Counterfactual Explanations”, European
Conference on Artificial Intelligence (ECAI).
[C.18] Marzari L., et al. (2025). “Probabilistically Robust Counterfactual Explanations under Model Changes”, Artificial
Intelligence Journal (AlJ).
[C.19] Jiang J.*, Marzari L.*, Purohit A., and Leofante F. (2025). “RobustX: a Python Framework to Benchmark the
Robustness of Counterfactual Explanations”, International Joint Conference on Artificial Intelligence (IJCAI).
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5.1 Probabilistically Robust Counterfactual Explanations under
Model Changes

Deep Neural Networks have emerged as a groundbreaking technology revolutioniz-
ing several fields ranging from autonomous navigation [249, 172] to image classifi-
cation [203] and robotics for medical applications [52]. However, despite remarkable
successes, their vulnerability to adversarial attacks [246, 8], i.e., imperceptible mod-
ifications to input data that can lead to wrong and potentially catastrophic decisions
when deployed, has raised crucial safety concerns. Consequently, understanding and
explaining the decisions of black-box deep learning models has become a dominant
goal in Al research. In this section, we focus on counterfactual explanations (CE), a
popular class of explanation methods that aim to demystify the decision-making of
a DNN by showing how an input needs to be changed to yield a different, typically
more desirable, decision (see [242, 129] for recent surveys).

To understand what makes CEs useful, consider the widely used example of a
loan application, where a mortgage applicant represented by an input x with fea-
tures unemployed status, 25 years of age, and low credit rating applies for a loan
and is rejected by the bank’s Al. A CE for this decision could be a slightly modi-
fied input, where increasing credit rating to medium would result in the loan being
granted. Ideally, a counterfactual explanation should be as close as possible to the
original input to ensure that the changes it suggests are feasible. The approach of
[272], showed how this requirement can be mathematically achieved by generating
a counterfactual as close as possible to the decision boundary of a DNN. However,
producing explanations in this way raises critical concerns about their reliability
(see [118] for a survey). For example, as illustrated in Fig. 5.1, fine-tuning the model
with additional data can significantly alter its decision boundary, potentially inval-
idating previously generated counterfactuals. This sensitivity to the model changes
for the counterfactuals poses critical questions about the reliability of explanations
and long-term usability in dynamic settings.

New instances

X3 X

Trained DNN

(Y

Re-Trained DNN

— Decision Boundary — New Decision Boundary
O Original Input O Original Input
X Valid Counterfactual X Invalid Counterfactual

Fig. 5.1: Vignette illustrating the problem of robustness under model changes. A
counterfactual explanation is initially generated for a trained model (left). Then, the
model is updated to include new data (right). This step might induce slight changes
in the decision boundary of the model, ultimately invalidating the counterfactual
explanation generated in the first step.
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While recomputing counterfactuals from scratch after every model update would
be possible in principle, doing so might have some undesirable consequences. First
of all, in domains such as credit scoring and medical decision-making, previously
issued explanations form part of an auditable record. As such, arbitrarily discarding
previously issued CEs may raise compliance concerns. Moreover, CEs are often
advocated as tools to provide ground for recourse recommendations. This clearly
introduces compliance requirements, as previously stated, but also cognitive ones:
users would reasonably expect a certain degree of consistency in the behavior of
the explainer. If counterfactual recommendations fluctuate arbitrarily across retrain-
ings, user trust in the system may decrease dramatically. Finally, as we will show
in this section, many CE generation procedures are iterative optimization processes,
which are known to be computationally expensive. Hence, for organizations issu-
ing thousands of explanations, re-computation after every minor update would be
undesirable. Hence, recent work has highlighted issues related to the robustness of
CEs against Plausible Model Changes (PMC) [262, 116], showing that the validity
of CEs is likely to be compromised when bounded perturbations are applied to the
parameters of a DNN, e.g., as a result of fine-tuning [262, 27, 200, 116, 94]. Con-
sider the loan example: if retraining occurs while the applicant is working toward
improving their credit rating, without robustness, their modified case may still result
in a rejected application, leaving the bank liable due to their conflicting statements.

In this section, we focus on this troubling phenomenon and advance the state of
the art in CE robustness research in several directions. More specifically, we start
by studying the computational complexity of exactly determining whether a CE is
robust to PMC in SubSec. 5.1.1. Our result formally shows for the first time that
this is an NP-hard problem in the size of the neural network model, i.e., the number
of parameters and layers defining the classifier, thus providing new insights into
algorithmic developments in this area.

As our hardness results rule out the existence of practical algorithms to compute
the CE robustness in an exact fashion, we argue that probabilistic approaches are
needed to obtain answers on the CE robustness under model changes. Notably, the
work by [94], proposes a probabilistic approach to compute the robustness of CE
under Naturally-Occurring Model Changes (NOMC).? Even though both PMC and
NOMC notions are commonly used in the literature, very little is known about
their potential interplay, and whether robustness to NOMC subsumes robustness
to PMC is still unresolved. In SubSec. 5.1.2, we report a complete study of the
two notions and formally prove that these two notions capture profoundly different
scenarios. As a result, we demonstrate that robustness guarantees given for NOMC
do not directly extend to PMC. Having settled this, in SubSec. 5.1.3, we present an
extended overview of our APAS , a novel sampling-based certification algorithm that
allows us to determine a provable probabilistic bound on the maximum shift a CE
can tolerate under PMC. Unlike existing solutions for robustness under PMC, our
approach comes with significantly reduced computational requirements and does

2 In this work, we primarily use the term “model changes", following the notation used
in recent surveys on the topic [118]. An alternative term “model shifts", with similar
meaning, has also been used in related literature, as in [177]. The two terms will be used
interchangeably throughout.
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not make any assumption on the underlying DNN, thus making it applicable to a
wider range of architectures, including state-of-the-art transformer architectures.

To confirm this aspect, in SubSec. 5.1.4, we present a thorough experimental
evaluation analysing the performance of APAS , providing a comprehensive com-
parison of the proposed approach against several state-of-the-art methodologies for
CE robustness and different ablation studies. Crucially, we show that our approach
outperforms existing methods on several metrics from the CE literature, including
validity, proximity, and plausibility.

This section is structured as follows. SubSec. 5.1.1 presents our complexity
analysis and offers complete proof of NP-hardness for both PMC and NOMC.
Motivated by this result, in SubSec. 5.1.2, we study existing approaches to generate
probabilistically robust CEs and analyze their interplay. Then, in SubSec. 5.1.3, we
introduce our method to generate robust CEs, APAS , and evaluate it extensively in
SubSec. 5.1.4. The core contributions of this section can be summarized as follows:

* We prove, for the first time, that determining whether a CE is robust to model
changes in a deep neural network is an NP-complete problem, for both existing
notions of NOMC and PMC. This finding highlights the need for further research
into probabilistic methods to address this problem effectively.

* We analyse existing approaches to generate probabilistic guarantees for CEs
under NOMC and demonstrate that these guarantees do not extend to PMC.

* We present APAS , a scalable procedure that is able to generate provably robust
CEs. This approach introduces an iterative algorithm to generate probabilistically
robust CEs, which are demonstrated to have superior performance against four
robust baselines.

* To confirm the scalability and effectiveness of our solution, we employ APAS to
certify the robustness of CEs for state-of-the-art transformer architectures [11]
employed in tabular data classification. To the best of our knowledge, we are the
first to consider models of this size within the robust CE literature [118].

This section builds upon our previous work Marzari et al. [177] with significant
extensions. Specifically, SubSec. 5.1.1 non-trivially extends the corresponding sec-
tion in [177] and offers a full hardness proof for the problem of deciding robustness
of counterfactual explanations under PMC. As a corollary of this result, we are also
able to show the hardness with respect to NOMC, thus providing a rigorous char-
acterization of the complexity of verifying CE robustness under existing notions of
model changes. SubSec. 5.1.2 is also extended with a thorough experimental evalu-
ation, complementing our theoretical findings of [177] and showing that PMC and
NOMC capture very different robustness requirements in practice. Our experimental
analysis in SubSec. 5.1.4 is also extended considerably. In particular, we present a
novel analysis of the impact that the main hyper-parameters of APAS can have on
the quality of CEs it generates. Moreover, we demonstrate the scalability of our
approach by presenting new results obtained on large-scale tabular transformers. To
the best of our knowledge, this is the first time a method for robust CEs has been
shown to scale to state-of-the-art transformer models. These results complement our
previous analysis and demonstrate the versatility of APAS , as well as its effectiveness
in solving robustness issues in state-of-the-art machine learning models.
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5.1.1 Checking Robustness to Model Changes is Hard

In this section, we study the computational complexity of deciding whether a given
counterfactual explanation is robust in the presence of model shifts. Our aim here
is to better understand the computational challenges arising from this problem and
to use these results to guide the development of novel, more efficient certification
procedures. Without loss of generality, we first focus on PMC and show the NP-
hardness of verifying CE robustness with respect to this definition of model changes.
Later, we show that the set of PMC used by our reduction also constitutes a set of
NOMC, which implies that CE robustness is, in general, also hard to verify with
respect to NOMC.

Deciding whether for a given My a CE x’ is robust with respect to a set of PMC
A requires to check if, for at least one model shift in A, there exists a realization My
which classifies CE x” differently from My, i.e., Mg (x) < 0.5 < My. This question
is encoded in the following problem.

DistINCcT-REALIZATIONS PROBLEM (DRP)

Input: an instantiation My, of a parametric classifier Mg, an input x such
that My, (x) > 0.5, and a set A of PMC.

Output: yes <= there exists an instantiation My, of Mg which is a
realization of A and such that My, (x) < 0.5

Notably, in our analysis, we assume that the intervals parameter encoding the
model change are discretized at the maximum resolution representable in machine
precision, so that the set of model realizations is finite and the corresponding decision
problem is well defined. To prove the hardness of the problem, we show a reduction
from a prototypical NP-complete problem as typically done when studying the
complexity of reasoning about neural networks (see, e.g., [132, 28, 153]). In detail,
we consider a simple variant of 3-SAT, which we refer to as 3-NAF-SAT.

3-NoTALLFALSE-SAT (3-NAF-SAT)

Input: a 3-CNF ¢ such that the assignment of all false values is not satisfying,
i.e., ¢(false, false,..., false) = false.

Output: yes <= there exists an assignment a such that ¢(a) = true.

The NP-completeness of 3-NAF-SAT immediately follows from the NP-completeness
of 3-SAT. We provide a proof of this fact for the sake of self-containment of the
section.

Theorem 5.1: 3-NAF-SAT is N P-complete.

Proof. We show a reduction from 3-SAT. Let  be a 3-CNF formula over n

variables x1, . . ., x,. Consider the 3-CNF formula ¢ over n + 1 variables defined by
G(X1s ooy Xy Xne1) =W (X1, - oo X)) A (Xpg1 VXnt1 VXpe1). Clearly for the assignment
a such that a; = false foreachi = 1,...,n+ 1 we have ¢(a) = false, hence ¢ is

a proper instance of 3-NAF-SAT, which is obtainable in polynomial time from the

231



CHAPTER 5. TOWARDS EXPLAINABLE Al VIA VERIFICATION TECHNIQUES

instance ¢ of 3-SAT. Moreover, a = (ay, . . ., d,, ay+1) s a satisfying assignment for
¢ if and only if a,4) = true and ¥ (ay, ..., a,) = true,i.e. if andonly if ay, ..., a,
is satisfying for ¢. O

Theorem 5.2: Deciding DRP is NP-complete.

Proof. The inclusion of DRP in NP is trivial. A certificate is a My, which
is of the same size as My,, hence polynomial in the input size. The verification of
such a certificate, consists of a forward propagations of x through M, in order to
check that My, (x) < 0.5. This is clearly doable in time polynomial in the size of
the classifier, i.e., polynomial in the input.

For the hardness of DRP we show a reduction from 3-NAF-SAT. In particular,
we show that there is a 6 € (0, 1] such that, given a 3-CNF formula ¢, not satisfied
by the all-false assignment, we can construct an INN 7 whose edge intervals are all
of the width 26 and an input x such that

1. for My, being the DNN with the same topology of 7 and such that for each edge
e the weight w, is taken as the central point of the interval assigned to e in 7, we
have My, (x) > 0.5;

2. ¢ is satisfiable if and only if there exists another DNN M,, which is also a
realization of 7 and such that My, (x) < 0.5.

Note that we are using the INN 7 to represent both the parametric classifier Mg
and the set of PMC A, consisting of all the possible DN N being a realization of 7.

Gen(x) FH»

Fig. 5.2: Generating-gadget. The input to this gadget is the constant 1 represented
by the leftmost node. The output is the value y computed in the rightmost node, that
depends on the weights chosen in the intervals on the two edges.

We start by analysing several gadgets that will be used as building blocks of 1.
These gadgets are shown in Fig.s 5.2, 5.3, 5.4, 5.5.

Lemmas 5.1-5.6 provide the key properties of such gadgets which will be used
in the reduction. The parameter ¢ is a number in (0, 1) whose value will be fixed by
the analysis.

Lemma 5.1 (Generating-gadget): The value xy computed in the leftmost node of
the Generating-gadget in Fig. 5.2, satisfies y € [0, 1].
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from
generating
gadget

Fig. 5.3: Discretizer-gadget. The only non-constant input is the value computed in
the node labelled y. The output is the value computed in the node labelled 3.

Proof. The value computed by the first node satisfies A € [0, ¢]. Hence, since
x =max{0,A - w} withw € [%—26, (13] we have y € [0, 1]. O

Lemma 5.2 (Discretizer-gadget): Consider the Discretizer-gadget in figure 5.3
with x being the the leftmost node of a Generating-gadget, i.e., the corresponding
value satisfies y € |0, 1]. Then, for the value y the following holds:

1.ify>1—-0then y € [0,0]U[1 -9,1];

2. if x € {0, 1} then there are possible choices of the weights yielding y = 1;
3.ify # 1then y ¢ {0, 1}.

4.9 €[0,1].

Proof. The claims are a direct consequence of the following observations (refer
to Fig. 5.3 for the notation):

(a) if y € (6,1 —8)the A=0and B =0, hence y € [(1 -0)(1 —25),1-47].
(b) if0 < y < dthen B=0and A € [max{0,5(1-26)—-6(1+28)},6—x] C [0,9).
Hence

ye[(1-0)(1-26),(1-0)+ (06— x)] S [(1-0)(1-25),1).

(¢) if (1 =0) < y <1then A =0and B € [max{0, (1 —6)(1 =26) — (1 -06)(1+
20)}, x — (1 =6)] € [0,9). Hence,

Pe[(1=6)(1=28),(1-6)+x—(1=86)] C[(1=6)(1-26),1).
(d) if y =0then B=0and A € [6(]1 —25), 5], hence
$e[6(1=26)%+(1-6)(1-26),1].

In particular, for the realizations of 7 where the weights on the topmost edges
and on the bottommost edge are chosen to be 1 we have y = 1.
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(e) if y = 1then A = 0 and B € [max{0, (1 —20) — (1 +26)(1 —9),5] = [0,4],
hence
ye[(1=6)(1=-28),(1-6)+6]=[(1-06)(1-2),1].

In particular, for the realizations of 7 where all the weights on the edges are
chosen to be the maximum possible value, we have y = 1.

Item 1 in the statement follows directly from (a). Item 2 in the statement follows
from (d) and (e). Item 3 in the statement follows from (b) and (c). Finally, Item 4
follows from the (a)-(e). O

[i]

&)

[i]
Gadget Clause; computing the "disjunction” of literals variables 4

,,,,,,,,,,,,,,,,,,,,

Gadget Conjunction,
used for the sum of Discretizers outputs y...y,,
and logical AND of Clause outputs ¢;...c,

Fig. 5.4: LOGICALPORTS

Lemma 5.3 (Negation-gadget): With reference to the Negation-gadget in Fig.5.4,
forany 0 < 6 < % —1,and y € [0,6] U [1 =6, 1], the following holds:

1. -y €[0,0] & xel[l-06,1];

2oy e[l -36-26%1] < xe<]0,6].

3. if x € {0, 1} then there is a choice of the weights of the Negation-gadget such
that =y = 1 — y. In other words, if the input value is binary, then there is a
choice of the weights such that the Negation-gadget computes the boolean NOT
of the input .

Proof. We have =y = max{0,w, — |w;|x} where w; € [-1 — 28] and w, €
[1—26,1]. Therefore
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(i) if x € [0, 6] it follows that
—y € [(1-28)—6(1+268),1-0]=[1-35-26%1];
(i) if x € [1 -6, 1] then
—y € [max{(1-26) — (1+26),0},1-(1-6)] = [0,6].

Moreover, because of the hypothesis 0 < ¢ < % — 1, we have that 1 — 36 —26%2 > 6
and

[1-36-26%1]1Nn]0,6] =0,
which implies that the implications hold also in the opposite direction.

For the third claim of the lemma, it is enough to consider the weight in the
associated interval for each edge whose absolute value is equal to 1. O

Lemma 5.4 (Clause-gadget): For the Clause-gadget in Fig.5.4, the following holds:
Let 0 < 6 < 15, and for each t = 1,2,3, let £ € [0,6] U [1 - 36 — 26%,1].3 We
have that,
1. ¢c; € [0,56 + 652] if and only if for all t = 1,2,3, £V € [0, 6];
2.¢; € [1 =56 —85%—461] if and only if there is t € {1,2,3} such that
e e [1-35-26%1.
3. if foreach t = 1,2,3, ft[i] € {0, 1} then there is a choice of the weights of the
Clause-gadget such that ¢; € {0, 1} and ¢; = 0 if and only iffl[i] = g] = 53[!'] =0.

In other words, if the input values are binary, then there is a choice of the weights

such that the Clause-gadget computes the boolean OR of the inputs ft[l].

Proof. Consider a realization of the Clause-gadget. Let us denote by w’ the

weight taken from the interval on the edge connecting t’t[i] to A. Moreover, let w
denote the weight taken from the interval on the edge connecting the fixed value
node 1 to A. Let wy be the weight taken from the interval on the edge connecting
the fixed value node 1 to the output node of the gadget. Finally, let w4 be the weight
taken from the interval associated with the edge connecting the node A to the output
node of the gadget.

(i) If for all # = 1,2,3, it holds that £/ € [0,5] then, using A = max{0,w; —
3 [wE[e™y, we have that A € [max{0, 1 — 25 — 36(1 +26)},1] € [1-56 -
662, 1]. Since ¢; = max{0, w; — |w4| - A}, we have

¢; € [max{0, (1 -26 — (1+268)},1— (1 -56 —66%)] C [0,56 — 65°].

This shows the sufficiency of the condition in the first item of the statement.
(ii) Assume there exists 7 € {1, 2,3} such that {’f[l] e [1 -36 —262,1]. Then
A = max{0,w; — |wk] e + Z wk !y,
1#f

3 Note that this corresponds to the case when ft[i] is either the output —y of a Negation-
gadget or the output y of a Generating-gadget such that § > 1 — ¢
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It follows that
A > max{0, (1 =26) — (1+28) -1 -2(1+26)-1} =0,
and
A < max{0, 1-1-(1-36-26%)-2-(1)-(0)} = max{0, 1-(1-36-26°)} = 35+26°.
Hence A € [0, 36 + 262]. Therefore,
¢; € [max{0, (1-26)—(1+26)(36+26%)}, max{0, 1—(1)-0}] = [1-56—852—46>, 1].

This shows the sufficiency of the condition in the second item of the statement.

Finally, because of the assumption 6 < % we have that 56 —66% < 1—56 —86% — 46>
hence
[0,56 — 66%] N [1—56 — 85> —45°,1] =0,

which implies that the conditions in both items of the statement are also necessary.

For the third claim of the lemma, it is enough to consider the weight in the
associated interval for each edge whose absolute value is equal to 1. O

Lemma 5.5 (Conjunction-gadget): Consider the Conjunction-gadget in Fig.5.4.

Let i denote the output of a Conjunction-gadget whose inputs are the values
V1, ..., Yy output by the n Discretizer-gadgets, with input x1, ..., Xn, respectively,
such that y; € [0, 1].

Let ¢ denote the output of a Conjunction-gadget whose inputs are values
Cly...,Cm. Assume also that for eachi = 1,...,m, c; is the output of a Clause-
gadget whose inputs are either the output x; of a Generating-gadget or the output
of a Negation-gadget whose input is the output of a Generating-gadget.

1.If i > n— 6 then for each i = 1,...,m it holds that y; € (1 — 6, 1], and
xi €10,6]U[1-06,1].

2.If ¢ > m— (56 + 862 + 46°) then for each i = 1,...,m it holds that c¢; €
(1 — (56 +862 +46%),1].

Proof. The first claim follows from Lemma 5.2. In particular, by Lemma 5.2,
the condition on the values y; implies y; € [0, 1]. Moreover, by 7i > n — ¢, it
follows that for each i we have §; > 1 — . Again, by Lemma 5.2, this implies that
xi €10,6]U[1-0,1].

For the second claim, we first observe that the hypotheses on the Clause-gadget
whose outputs are the values c1, . . . ¢;,;, imply that the input to such gadgets satisfies

the hypotheses of Lemma 5.4. Therefore, for each i = 1,...,m, it holds that ¢; €
[0,56 +662] U [1—56 — 8% — 463, 1]. It follows that, if ¢ > m — 56 — 862 — 46° for
eachi=1,...,m,itholds that ¢; > 1 — 56 — 86% — 45°. o

Lemma 5.6 (End-gadget): Consider the End-gadget in Fig. 5.5). For any choice of
edge weights, it holds that if z < 1/2 then

e/l >n—0;
o> m— (56 +86° +46%).
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Fig. 5.5: End-gadget

Proof. We have that
1 L.
ZZmax{O,n+m+§—6—n—c}.

We show that if one of the inequalities in the statement is violated, then z > 1/2.

Suppose that 7i < n — 6. Then, since ¢ < m, it follows thatz > n+m+1/2 -6 —
n+6—m=1/2.

Suppose now that & < m — (56 +86% +46%) < m —& = m — 6. Then, since /i < n,
it followsthatz >n+m+1/2-6-n—-m+d6 =1/2. O
The reduction R : ¢ — ¢ = (M¢l,x¢, A%). Fix a 3-CNF ¢(x1, . ..,x,), such that
¢(a) = false, for the assignment a = (false, ..., false). Fix a positive rational
number § < 1—12 Consider the INN 7 = 7% built as follows (refer to Fig. 5.6 for an
example of this construction):

1. For each variable x; add to the network a copy of the Generating-gadget (and
refer to it as Gen(y;)) and a copy of the Discretizer-gadget (and refer to it as
Disc;).

2. Foreachi =1,...,n, connect Gen(y;) to Disc; by identifying the output node
xi of Gen(y;) with the non-constant input node y of Disc;. Refer to the output
node/value of Disc; as y; (see also Fig. 5.3).

3. Foreach clause C; = (/lgj) \//léj) V/lgj)) (j=1,...,m)of ¢ add a Clause-gadget,
henceforth referred to as Clause;. Foreacht = 1,2, 3,

e if /l,(J ) corresponds to the positive variable x; then create a connection so that

the input of Clause; that is labelled f,(j) is the output y; of the generating
Gen(y;) associated to x;.

e if /lﬁj ) corresponds to the negated variable —x; then make a connection so that
the input of Clause thatis labelled {’t(j ) is the output of a negation gadget, and
the input of such negation gadget is the output y; of the Generating-gadget

Gen(xi).
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d(x1,x2,x3) = (x1 v x2V x3) A (-x1 vXx2v -x3) A
Disc | Y1

Disc —= |

Gen(x4) /
3

X, Disc
1
X
Gen(xz) 2 Clause
1
2
3
Neg
Gen(xy) [ 43 !
\ Clause,
Neg |~ %3

Fig. 5.6: A complete example of the reduction on a simple formula, with n =

3 variables and m = 2 clauses. All the interval weights not explicitly given are
[1-206,1]

4. Add a conjunction gadget such that its inputs are the outputs y; (i = 1,...,n) of
the Discretizer-gadgets. Let 71 denote the output of such conjunction gadget.

5. Add a conjunction gadget such that its inputs are the outputs ¢; (i = 1,...,m)
of the Clause-gadgets. Let ¢ denote the output of such conjunction gadget.

6. Finally, add an End-gadget (Fig. 5.5) and connect it to the rest of the network by
making the output 7i, ¢ of the above conjunction gadgets (defined in items 4, 5)
coincide with the End-gadget inputs marked with 7 and ¢, respectively.

The above construction defines the topology of the DNN, representing the para-
metric classifier Mg. The classifier Mgl is chosen to be the realization of I¢
obtained by setting the weight on each edge e to the middle point of the interval
associated to e. Such a classifier takes as input x a vector whose components are

o the value in the leftmost node of each Generating-gadget. In the input x¢ defined
for our reduction these values are set to 1 as in Fig.5.7 ;

* the values in the first (top) and the two last (bottom) nodes in each Discretizer-
gadget. In the input x¢ defined for our reduction these values are set to 6, (1 —9),
and (1 — 9), respectively as in Fig.5.3;

o the values in the lowest node of each Clause-gadget. In the input x? defined for
our reduction these values are set to 1 as in Fig.5.4;
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« the values in the lowest node of each Negation-gadget. In the input x¢ defined
for our reduction these values are set to 1 as in Fig.5.4;

« the values in two bottom nodes of the End-gadget. In the input x? defined for our
reduction these values are set to n + m and % — 0, respectively, as in Fig.5.5.

Finally A? is defined as the set of realizations of 1.

It is easy to see that by fixing the value ¢ so that it can be encoded by number
of bits polynomial in the size of ¢, the instance /¢ can be constructed from ¢ in
polynomial time, since each gadget has a constant size, the number of gadgets is
polynomial in the size of the formula, and the input vector x can be described by a
number of bits polynomial in the size of § and the size of 7¢.

We first prove a lemma that characterises realizations of 7 such that the output
of each y; is binary.

Lemma 5.7: The following two claims characterise the realizations of 1 such that
foreachi=1,...,n, it holds that y; € {0, 1}.

1. Fix a truth assignment a such that ¢(a) = false. For any realization Mg of T
such that for each i = 1,...,n it holds that y; = 0 if a; = false and x; = 1 if
a; = true it holds that Mgy (x) > %

2. Fix a truth assignment a such that ¢(a) = true. Then, there exists a realization
My of T such that for eachi = 1,...,n it holds that y; = 0 if a; = false and
xi = lifa; =true, and My(x) < %

Proof. We show the two claims separately.

1. For the first claim, we observe that
a) 1 < n.
b) Since ¢(a) = false, there exists i € [m] such that the assignment a makes

all the literals in the ith clause to be false. We also have that the values {’t[i] S,

input to the clause gadget encoding the ith clause, will satisfy ft[i] € [0,0]—

in particular, we have f,[i] = x; = 0if the literal corresponds to some variable

xj = false; and, if the the literal correspond to the negation of some variable

xj = true, hence ft[i] = =y, with y; = 1 and by Lemma 5.3 —y; € [0, ¢].
Therefore, by Lemma 5.4, we have ¢; € [0,56 + 662]. It follows that ¢ < m — &
and

Z 2max{0,%—6+n+m—ﬁ—c~} 2%—5+n+m—n—m+5:%
2. For the second claim, consider the realization obtained by setting the weights as
follows:
* in the i-th generating gadget (the one associated to x;) the weights are chosen
in order to have output y = 1 if q; = true and y = 0if a; = false;
* in all the other gadgets, the weights are set to the value w such that |w| = 1.
Because of the correspondence a; = true — y; = 1 and a; = false — y; =0,

by Lemma 5.2, we have §; = 1 foreachi = 1,...,n. Hence 71 = n.
Because of the choice of the weights being all of the absolute value one, it is also
easy to see that, interpreting true as 1 and false as 0, foreachi =1,...,m and

t = 1,2, 3, we have an exact correspondence between the truth value assigned by
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a to the rth literal of the ith clause and the value Kl[i]. Hence, by the assumption
that ¢(a) = true, we also have that ¢; = 1 for eachi = 1, ..., m. It follows that
¢ =m.

Therefore,

1 1 1
z:max{0,5—5+n+m—ﬁ—c~}:5—5<5

O

Let My, be the realization of 7 obtained by setting the weight on each edge e to
the middle point of the interval associated to e. Let a be the assignment for ¢ such
that a; = false foreachi =1, ..., n. Therefore, My, coincides with the realization
of 7 such thatforeachi = 1,...,nitholds that y; = 0 and the hypotheses of Lemma
5.7 are satisfied Hence, by Lemma 5.7, it holds that Mg (x) > % We have shown
the following.

Lemma 5.8: For each instance ¢ of 3-NAF-SAT, the reduction R produces in
polynomial time a proper instance (Mg, I, x) of DRP.

In order to complete the proof of the Theorem, the following remains to be shown.

Lemma 5.9: The formula ¢ is satisfiable if and only if there is a realization My, of
I, such that Mg, (x) < %

Proof. The sufficiency of the condition directly follows from the second claim of
Lemma 5.7, which shows that: If there exists an assignment a such that ¢(a) = true
then there is a realization My, of I, such that Mg, (x) < %

Let us now focus on the other direction. Assume that there is a realization M,
such that My, (x) < % By Lemma 5.6, it follows that for the realization My, (x) it
holds that /i > n — § and & > m — (56 + 86% + 46°).

Then, by Lemma 5.5 it follows that

1. foreachi =1,...,nitholds that y; € (1 -6, 1], and y; € [0,6] U [1 -6, 1];
2. foreachi=1,...,mitholds that ¢; € (1 — (56 + 86% +46%), 1].

These two conditions together with § < 1/12 imply, by Lemmas 5.2, 5.3 and 5.4,
that foreachi = 1,...,m, thereis ¢ € {1, 2, 3} such that one of the following holds

1. ft[i] € [1-35-26%1] and fl[i] coincides with some output —y; of a negation-
gadget, and the input value satisfies y; € [0, 6]; moreover by construction, then
literal /ll[i] 1S —xj;

2. ftm € [1-6,1] and [,[i] coincides with some output y; of a generating-gadget,

whence by construction, then literal /l,[i] 18 x;

Leta = (ay,...,ay) be the truth assignment defined by

true  if y;=21-6
a; =
l false if y; <6.

Then, for each clausei = 1, ..., m at least one literal is set to true, and ¢(a) = true.
O
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The proof is complete. O

From Theorem 5.2, it follows that deciding whether a CE x’ is not robust to a set
of PMC A is NP-complete. We now show that the above reduction can be used to
prove the NP-completeness of deciding robustness with respect to a set A of NOMC
models. In particular, we have the following:

Theorem 5.3 (Hardness of DRP for NOMC): Given classifier My,, an input x
and a set A of NOMC, deciding whether 3 My, € A s.t E{ My, (x)] < % < My, (x)
is NP-complete.

Proof. The proof of the inclusion in NP is analogous to the one of DRP for
PMC models.

For the hardness, we use again a reduction from 3-NAF-SAT: given a 3-CNF
¢ that is not satisfied by the all-false assignment, build an interval neural network
exactly like in Theorem 5.2 but for one difference consisting in the interval of weights
on the first edge of the Generating-gadget, which are now set to [0, 2] as in Fig.

5.7.
0 [0, 26] g [1/6 —26,1/4] Q

Fig. 5.7: Generating-gadget used in this proof.

We denote by Zyouc this interval neural network. obtained from this reduction
starting from a 3-CNF ¢. Note that the new generating-gadget can also produce any
value in [0, 1]. More generally, we have the following important remark.

Remark 1: Lemmas 5.1-5.6 also hold for the interval neural network Zyoumc.

We define My, to be the realization of Zyopc obtained by setting the weight on
each edge e to the middle point of the interval associated with e. The input value x
is defined as in the proof of Theorem 5.2. We also let A to be the set of realization
of Iyomc.

From the above remark and the proof of Theorem 5.2, it follows that the 3-CNF
¢ has a satisfying assignment if and only if there exists a realization My, in A such
that My, (x) < 0.5.

Then, in order to complete the proof, we only need to show that My, (x) > %
and A properly defines a set of NOMC for My, (Def. 2.9), which we recall here for
readability purposes:

1. E[My(x)] = Mo, (x); where the expectation is over the randomness* of My;

2. Var[ My(x)] = v, where v, represents the maximum variance of the prediction
of My(x), and whenever x lies on the data manifold X, v, is upper bounded by
a small constant v;

4 In our case this is a random realization of Inomc, i.e., a realization of I opscobtained
by independently choosing the weight on each edge sampling uniformly at random from
the interval associated to that edge.
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3. If My, is Lipschitz continuous for some 1, then My is also Lipschitz continuous
for some 5.

For a (random or fixed) realization My of Zyoac and a node v, let us denote
by vg the value computed in the node v by My on input x. In accordance with the
analysis in Theorem 5.2, we assume ¢ = 1/12.

To show that Mg, (x) > % and that A satisfies property 1 for being a set of NOMC,
we prepare the following.

Lemma 5.10: Let My be a random realization of Inyoyc. It holds that

1. for the output node x of each Generating-gadget, we have E[ xg] = xo, = % - 8%

2. for the the output node -y of each Negation-gadget we have E[-x] = —xp, =
1-35+62+6%

3. for the the output node y of each Discretizing-gadget we have E[yg] = 9, = 1-6

4. for the output node c of each Clause-gadget we have E[cg] =cg, =1-0

5. for the output node ¢ of the Conjunction-gadget collecting the outputs of the
Clause-gadgets we have E[éq] = ég, = m(1 - 6)?

6. for the output node 7i of the Conjunction-gadget collecting the outputs of the
Discretizing-gadgets we have E[iig] = iig, = n(1 — 6)?

7. for the output node z of the End-gadget, we have E[zy] = zg, > %

Proof.

1. Letw;, w, denote the weights on the edges of the Generating-gadget, respectively,
in order from left to right. Because of the independence of the choices of the
weights of the random realization My, we have

Blxol = BlualElAr] = Bluz]Efun] = (§ - 6] 6= 5 - 6%
It is immediate to verify that this value is equal to yp,.

2. Let wy, w, denote the weights on the top edge and the bottom edge, respectively,
of the Negation-gadget. Using 1. the independence in the choice of the weights,
and the fact that with ¢ = % the argument of the ReLLU is always non-negative,
we have that

E[-xo] =Elxol - E[w:] + E[w:].

The claim then follows by the fact that the expected values of the weights are
given by the middle point of the intervals from which they are respectively taken.

3. Item 1. and the first claim of Lemma 5.2, together with 6 = 1/12 imply that
both for a random realization and for the realization My, , the (expected) values
computed in nodes A and B of the discretizing-gadget are both 0. Hence, we have
E[9] = E[wg], where w denotes the weight on the lowest edge of the gadget. By
noticing that this expected value is equal to the middle point of the interval, we
have the desired result.

4. Because of 1. and 2. we have that the expected value (as well as the value
computed by My, on x) of the input nodes ft[i] of each clause-gadgets are from
the set {3 —6%, 3 — 36+62+06°} It follows that the argument of the ReLU function
computed in the node A is negative. Hence, we have E[c] = E[wgy], where w
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denotes the weight on the lowest edge of the gadget. Again, noticing that this
expected value is equal to the middle point of the interval gives the desired result.

5. For a realization My let wg; denote the weight on the ith edge (counting from
top to bottom) of the conjunction-gadget collecting the outputs of the Clause-
gadgets, and cg; the output value of the ith clause gadget, as computed by My
on input x. Then, we have

E[éq] = ZE[Ce,i] -Elwe,i].

i=1
The results follow from 4. and the fact that the expected value of a uniformly
sampled weight is equal to the middle point of the interval from which it is taken.

6. The proof of this point is analogous to the proof of 5.

7. For a realization My let wg; denote the weight on the ith edge (counting from
top to bottom) of the End-gadget. We start by observing that from the results of
the previous points, it follows that the argument of the RELU function in node z
is always non-negative. Hence, we have

E[zg] = E[fig] - E[we,1] +E[Cg] - E[we2] + (n+m) - E[wg3] + (% - 5) -Elwg 4]

Then, the equality E[zg] = zp, in the claim follows again from the fact that the
expected values of the weights of a random realization are equal to the middle
point of the interval, i.e., the value of the weight on the edge in the realization
Mg, . The inequality in the claim follows from Lemma 5.6 since, with 6 = 1/12,
it holds that n(1 — 6)?> < n - 6.

m]
Claim 7 of the lemma directly implies that the first property of an NOMC is
slatisﬁed by A, i.e., E[My(x)] = My, (x). The same claim also proves that My, (x) >
’ For the second property, namely Var[J (x)]| = v,, we use the uniform continuity of
the function computed by the realizations of Zyouc, which is a direct consequence
of being linear combinations of RELU functions which are Lipschitz continuous
functions, hence uniform continuous. By the Extreme Value Theorem (see, e.g., [228,
Thm. 4.16]) any realization of Zyo ¢ Will be bounded and achieve its minimum and
maximum on the compact domain, and thus the variance will be indeed bounded.
Finally, the last property follows from the fact that the linear composition of Lip-
schitz continuous operations (ReLLU) is also Lipschitz continuous, which is indeed
the case of any realization of Zyoac. O
Summarizing, we have shown the following.

Corollary 4: Given a model My, a CE x" and a set of either NOMC or PMC model
changes A, the problem of verifying the A-robustness of x" is NP-complete.

These hardness results motivate the introduction of novel approximate solutions
to estimate the robustness of a counterfactual under a set of PMC A.
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5.1.2 Probabilistic Guarantees for Existing Notions of Model Changes

As we have established in the previous section, exact methods for computing robust-
ness under model changes are bound to lack scalability. This motivates the design
of approximate and/or probabilistic approaches to solve the problem. Previous work
by [94] presented an approach to obtain counterfactual explanations that are prob-
abilistically robust under NOMC. A natural question that arises then is whether
guarantees obtained for NOMC also transfer to the PMC setting. As we show for the
first time below, this is not the case in general.

Lemma 5.11: Naturally-Occurring model changes may not be Plausible, and vice-
versa.

Proof. Consider the DNN M, depicted in Fig. 5.8 (a) with two input nodes,
one hidden layer with two ReLU nodes and one single output.> The parameters
0 = [wy, ..., wes] are the weights on the edges listed top-bottom and left-right.

1 7 [0.7,1.3]
L 0 a 1 1 Q [0.7,1.3]
[-0.3,0.3]
. [-0.3,0.3] ‘
0 -l [-1.3,-0.7]
x 5
*2 0.6 9 . [0.3,0.913

Fig. 5.8: (a) The model My used as an example to prove the lemma. (b) An interval
neural network representing the realizations that can be obtained from My consid-
ering a set of PMC A with 6 = 0.3.

Propagating an input vector x = [x,x2]” through Mg, we obtain Mg(x) = y =
ws -max{0, w; - x1+x3- w3} +wg-max{0, wy-x1+x3-w4 }. Now assume an input vector
x = [0.9,0.9] and weights w; = 1,wr = O,w3 = O,wy = 0.6, ws = 1,wg = —1.
The corresponding output generated by the DNN is My(x) = 0.46. A counterfactual
for x could be given as a new input vector x’ = [1,0.8]7, for which we obtain
My(x") =0.52 > 0.5. Now, following Definition 2.10, we consider a set of plausible
model changes obtained for 6 = 0.3. This can be captured by defining on each weight
w; the corresponding interval in [w; — &, w; + 0] depicted in Fig. 5.8 (b) that represents
the set of all the possible models obtained from My, replacing each w; with a weight
in the interval [w; — 8, w; + &]. We then have that the expected result of a model My
sampled uniformly from such a set satisfies:

3 In this proof, we consider a DNN with only ReLU activation functions. However, we
notice that it is possible to have a similar counterexample even with other activations, e.g.,
Tanh, Sigmoid.
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E[Mg (x")] = E[ws] - E[ReLU(x; - w1 +x2 - w3)] +
E[wd : E[ReLU()q Wy +Xxp - w4)]
=E[[0.7,1.3]] - E[max{0, x; - [0.7,1.3] +
x5 [<0.3,0.3]}] + E[[~1.7, -0.3]]-
E[max{0,x; - [-0.3,0.3] +x3 - [0.3,0.9]}]
> 0.52 # Mg(x')

Definition 2.9 states that a model change is naturally occurring if E[ My (x)] =
My (x). This implies that A contains models that cannot be characterized as nat-
urally occurring model changes. Vice versa, the existence of Naturally-Occurring
model changes not being plausible is implicit in the definition, and for the sake of
completeness, we provide an example network in Fig. 5.9.

Consider a DNN having a single input value x and a single parameter 6 and
computing the function My(x) = ReLU(0.5-ReLU(x — 6))

0.5 1
! @' 0
-1

Fig. 5.9: The DNN considered in this proof

Fix a data set X and let & = max,cy x. Let us consider the set of model changes
Y ={S; | T € R;} defined by S;(Mpy) = Mys.. Clearly for any 7 > 0, we have

Mero(x) = Mo(x) = 0.5,

for any x € X. This trivially implies that X is a set of naturally occurring model
changes (all changes considered have exactly the same value in all points in X).

The claim now follows by observing that there is no finite ¢ such that the corre-
sponding set of plausible model changes A = {S | d,(My, S(My)) < d} contains
>

O

Lemma 5.11 shows the existence of witnesses proving that Definition 2.9
(NOMC) and Definition 2.10 (PMC) may capture very different model changes
in general.® To complement this observation, we also ran experiments to determine
how often these definitions disagree empirically. In particular, we considered three
binary classification datasets commonly used in Explainable Al:

6 We stress that this distinction does not preclude the existence of model changes that satisfy
both definitions simultaneously.
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* the credit dataset [60], which is used to predict the credit risk of a person (good
or bad) based on a set of attributes describing their credit history;

* the spambase dataset [105] is used to predict whether an email is to be considered
spam or not based on selected attributes of the email;

* the online news popularity dataset [70], referred to as news in the following, is
used to predict the popularity of online articles.

We trained a neural network classifier with two hidden layers (20 and 10 neu-
rons, respectively) for each dataset and used a Nearest-Neighbor Counterfactual
Explainer [89] to generate counterfactual explanations for 10 different inputs. After
generating a counterfactual, we produce n different perturbations My of the origi-
nal neural network My for n € {1000, 10000} under plausible model change with
A € {0.05,0.1,0.2,0.3}. We then considered two measures:

» average difference in output between My and My, for each of the n model My
and across all CEs;

* for each counterfactual, we perform a one-sided t-test to check whether the
average prediction generated by n models My equals the original prediction of
M. We report the percentage of CEs for which the null hypothesis was rejected
(p-value used 0.05).

Credit Spam News
n = 1000 n = 10000 n = 1000 n = 10000 n = 1000 n = 10000

Avg diff. Rej. (%) Avg diff. Rej. (%) Avg diff. Rej. (%) Avg diff. Rej. (%) Avg diff. Rej. (%) Avg diff. Rej. (%)
6 =0.05 0.008 90 0.022 90 0.018 50 0.017 70 0.034 70 0.033 80
6=0.1 0.017 100 0.047 100 0.034 100 0.035 100 0.064 80 0.063 100
6=0.2 0.046 100 0.086 100  0.0748 90 0.064 100 0.127 90 0.141 100
6=0.3 0.110 100 0.140 90 0.121 100 0.087 100 0.207 90 0.173 100

Table 5.1: Empirical evaluation across model perturbations of increasing magnitude
0 and different sample sizes n.

Table 5.1 reports our results. We observe that the requirement that the expected
output of perturbed models remains equal to the original prediction is often violated.
These results complement the result of Lemma 5.11, confirming that the two notions
indeed capture two different settings in general. In particular, our results show that
(probabilistic) methods devised for NOMC may fail to guarantee robustness under
PMC, thus motivating the development of dedicated approaches for probabilistic
guarantees under PMC. These results complement observations made in prior work
(see, e.g., Table 3 in [119]) and motivate the development of dedicated approaches
for probabilistic guarantees under PMC.

Indeed, having clarified the relationship between the two notions of model
changes, in the following, we focus on certification approaches for robustness under
PMC, presenting a novel approximate solution with probabilistic guarantees.
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5.1.3 Robustness under PMC with Probabilistic Guarantees

[116, 119] proposed to use INNs to enable a compact representation of a superset of
the models that can be obtained by a perturbation of the starting model under a set
A. By exploiting an exact reachable set computation method, e.g., based on MILP
[253], the authors could determine whether or not a CE is robust under the chosen
A via a single forward propagation of the CE. However, in view of the NP-hardness
of the problem discussed in the SubSec. 5.1.1 and the typical non-linear nature of
the classifiers, it presents some computational limitations.

In general, interval neural networks map inputs to intervals representing an over-
approximation of all possible outcomes that can be produced by any shifted model
My obtained under A. Given this property, if the output reachable set is completely
disjoint from the decision threshold 0.5, then one can assert —in a sound and complete
fashion — whether or not a given CE is robust (Fig. 5.10 (a,c)). On the other hand, if
we run into a situation such as the one depicted in Fig. 5.10 (b), one cannot assert
robustness with certainty. In this scenario, [116] propose to classify the CE as not
robust, which preserves the soundness of their result. Nonetheless, this might lead
to discarding a CE even when the actual probability that after retraining, we incur in
plausible model changes for which the CE is not robust is extremely low. As we will
show in SubSec. 5.1.4, this worst-case notion of robustness affects the CEs generated
by [116], which may end up being unnecessarily expensive (in terms of proximity)
and having low plausibility. Additionally, computing the exact output reachable set
of an interval abstraction may be costly (e.g., MILP is known to be NP-hard). This is
expected: Theorems 5.2 and 5.1.1 show that there is no polynomial time algorithm
able to return an exact estimate of the fraction of plausible changes for which the
CE is robust (hence a fortiori deciding whether it is A-robust), unless P=NP. In
the following, we propose a novel certification approach that aims to alleviate this
problem.

A Provable Probabilistic Approach

One possible idea to avoid exact reachable set computation to determine the robust-
ness of a CE under PMC is to use naive interval propagation. Given an input CE, we
propagate this input through the network, keeping track of all the possible activation

Fig. 5.10: Visual representation of the possible output reachable set for an interval
abstraction for a binary classification model. (a) For a given A, we classify an input
as 1 (robust) if the output range for that input is always greater 0.5. Otherwise, the
input is classified as 0, i.e., not robust (b),(c).
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values that can be obtained under A until the output layer is reached. However, the
non-linear and non-convex nature of DNNs may result in a significant overestimation
of the actual reachable set, thus resulting in a spurious decision of non-robustness.
In such cases, a CE may end up being labeled as non-robust even though the CE is
actually robust. Additionally, even with exact methods, a CE may be discarded even
though the fraction of plausible model changes in A for which the CE is not robust
is negligible.

To avoid these problems, we propose an approximate certification approach based
on Monte-Carlo sampling that draws sample realizations directly from A to obtain
an underestimation of the space of possible classifications under PMC. The idea
of using a sample-based approach stems from the fact that the A set, representing
all the plausible model changes, abstracts an infinite number of models to test.
As testing this infinite number of models may be impossible in practice, efficient
sampling-based solutions hold great promise. In detail, given a CE x” we can compute
an underestimation of the output reachable set under A by sampling n random
realizations My,, ..., My, from A, and compute the output reachable set by taking,
respectively, the min; My, (x) and the max; My, (x”) fori € {1,...,n}.

This approach is very effective and allows us to obtain an estimate of the output
reachable set without using an exact solver. Nonetheless, the number n of realizations
to sample in order to achieve a good reachable set estimation remains unclear, as well
as what kind of guarantees one could obtain from this approach. To answer these
questions, we leverage previous results on the statistical prediction of tolerance
limits [286]. Indeed, we observe that for each realization My, sampled from A,
the resulting output of the DNN My, (x”) can be interpreted as an instantiation of a
random variable X whose tolerance interval we are trying to estimate. Following this
observation, we can derive a probabilistic bound on the correctness of the solution
returned from n samples, using the following lemma based on [286]:

Lemma 5.12: Fix an integer n > 0 and an approximation parameter R € (0, 1).
Given a sample of n models Mg, , ... Mg, possible realizations Mg,, ... My, from
the set of PMC A, the probability that for at least a fraction R of the models in a
further possibly infinite set of realizations Mélz), e Méi) from A we have

miin Méiz) (x) > miin Mg, (x) (5.1)
(respectively max Mé_z) (x) < max My, (x))
{ ! [

is givenby @ =n - fRI ¥ ldx=1-R"

Informally, Lemma 5.12 allows us to derive the minimum number n of realizations
that it is enough to sample and check in order to guarantee that with probability « at
least a fraction R of the models in A satisfy the robustness property. More precisely,
from these n realizations, we can obtain an underestimation of the reachable set of
any realization in A that is guaranteed to be correct with confidence « for at least a
fraction R of a possibly infinite further sample of realizations from A. In practice, if
we set, e.g. @ = 0.999 and R = 0.995, we can derive n as n = logg(1 — @) = 1378.
After having selected 1378 random realizations from A, if the lower bound of the
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underestimated reachable set computed as min; My, (x") is greater than 0.5, then
with probability @ = 0.999, R is a lower bound on the fraction of plausible model
changes in A for which x” is robust. In other words, Lemma 5.12 allows us to assert
with a confidence « that x” is not A-robust for at most a fraction (1 — R) = 0.05 of
models from A.

The APAS Algorithm

Using the result of Lemma 5.12, we now present our approximation method APAS to
generate probabilistic robustness guarantees. The procedure, shown in Algorithm 15,
receives as input a model My, a CE x’ for which robustness guarantees are sought,
and the two confidence parameters @, R. The algorithm then searches for the largest
Omax such that, with probability «, the CE x” is robust for at least a fraction R of the
set of plausible model changes A = {S | d,(Ma, S(Mp)) < Smax}-

Algorithm 15: Approximate Plausible A-Shift (APAS)
1: Input: Model My, set of PMC A, CE x’, a, R, 6;ni:
Output: 6,4

n <« logp(l —a) > number of samples
rate < realizations(Mg, x’, 6;pnir, )
if rate # 1 then

return 0 > not robust for d;,;;
0 « Oinit
while rate = 1 do

0«20

rate < realizations(Mg,x’,d,n)

N e AR A S

—

> we exit from the while because we have found at least one model in the realizations
with an output < 0.5, and we have [§/2, &) to search for a 6,,,4x-

11: Spmax <« 6/2

12: while True do

13: if |(5 - 6max| < 6inil then

14: return o,,,,

15: 6new — (6max + 5)/2

16:  rate « realizations(My,x’, 6,ew,n)

17:  if rate = 1 then

18' 6max — 6"61})
19: else
20: 0 — Onew

The algorithm starts by computing the size n of a sample of realizations that is
sufficient to guarantee the condition in Lemma 5.12 (line 3). APAS then initializes
a small 6;,;; and checks if x” is at least robust to a small model shift. To this end,
it employs realizations(My,x’, §, n) which samples n realizations, pertubating
each model parameter by at most a factor ¢ and checks if for each of these realization
Mg, (x") > 0.5, thus computing a robustness rate. If not all these realizations result
in a robust outcome, thus achieving a final rate not equal to 1, the algorithm discards
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the CE x” as non-robust. Otherwise, it combines an exponential search and a binary
search to find dn,x. At each step of this search, the procedure checks whether for
each of the n realizations from A = {S | d,(Ms, S(Mg)) < Omax} the condition
My, (x") = 0.5 is verified.

Proposition 5.1: Fix §;,;; > 0. Given a model My and a CE X', let 6* be the (exact)
maximum magnitude of model changes such that x" is robust with respect to the set
of PMC A5« ={S | d,(Ms, S(My)) < 6*}. Then, with probability a, APAS returns
a Omax = 0% — Oinir such that the CE x is robust for at least a fraction R of the set of
PMC As,,.. Moreover, the computation of 6ay is polynomial.

Proof. Let 6 = sup{d > 0 | x’isrobust for all models in As} denote the
(unknown) exact maximal certified radius such that for every ¢’ < ¢* and every
S € As» we have My, (x") > 0.5 (i.e., the maximum ¢ s.t. the CE remains valid).

The APAS algorithm uses an exponential then binary search to locate the largest
¢ by drawing n independent random realizations from As for various ¢ values,
checking whether all n realizations satisfy My, (x") > 0.5. In the following we show
that (i) the chosen sample size n yields the stated probabilistic guarantee (invoking
Lemma 5.12), and (ii) the final numerical estimate 0, satisfies Omax = 0" — Oinir
with polynomial time complexity.

(1) Fix a desired @,R € (0,1) and any ¢ and let gs denote the true (un-
known) fraction of models in As for which My (x") > 0.5. Sampling a realiza-
tion S uniformly at random from As yields a Bernoulli trial with success proba-
bility g5 (success = the realization is robust). Draw n independent such realiza-
tions; the probability that all n trials succeed equals g§. Suppose the true fraction
satisfies gs < R. Then the probability of observing n successes is bounded by
Pr[all n sampled realizations are robust | gs < R] < R". Choose n such that R" <
l-a,ie,n> %. With this choice, Pr[all n trials succeed | gs < R] < 1 — a.
Equivalently, observing all n trials succeed is an event whose probability is at most
1 — @ under any hypothesis gs < R. Therefore, by standard inversion of such an
event (this is the same argument used in Lemma 5.12), if we observe all n successes
then with confidence at least « the true fraction satisfies g5 > R. This establishes
the probabilistic correctness of APAS where observing n successful realizations for
a given ¢, then (by the choice of n) with probability at least « at least a fraction R of
As yields robustness.

(i1) The dmax returned by the algorithm is obtained by iteratively increasing 9,
sampling n models from the corresponding As and verifying that My, (x) > 0.5
for each model My, sampled. By definition, 6" is the actual value we are trying to
estimate. When the algorithm stops, with values 6 ax and ¢ such that 6 —dmax < dinirs
we have by (i) that for » models in A, the CE x’ is robust and for at least one model
in As the x’ is not robust. Since for each model in As the CEs is robust, it must
hold that § > 6, hence dmax = 6 — 0inir. Each call to realizations( My, x’, 6, n)
requires n forward evaluations (one per sampled realization). The exponential search
and binary search performs O (10g(5max/dinir)) in the worst case iterations to reach
interval width 6;,;;. Therefore with a total time complexity of O (n -log(dmax/ (51-,”-,)) ,
which is polynomial in the input instance, APAS computes dmax-

This completes the proof.
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5.1.4 Experimental Analysis

Sec. 5.1.3 laid the theoretical foundations of a novel sampling-based method that
allows the obtaining of provable probabilistic guarantees on the robustness of CEs.
In this section, we evaluate our approach by considering five experiments:

* In SubSec. 5.1.4 we show how to instantiate APAS in practice using a synthetic
example. Specifically, we first demonstrate the interplay of parameters n, «,
and R used to obtain a probabilistic guarantee. Then, using the maximum 6,
discovered by APAS , we precisely characterize the subsets A of the set of PMC
As,,... for which the given CE x” cannot be proved to be robust. In our experiments
at most a fraction (1 — R) of As_ s in A, so complementing empirically our
theoretical results.

In SubSec. 5.1.4 we compare our certification approach with the one proposed
in [116]. In particular, we focus on the difference between the worst-case guaran-
tees offered by their approach and compare them with the average-case guarantees
of APAS in terms of maximum changes that can be certified. These experiments
confirm our intuition that worst-case guarantees might be too conservative in
practice, leading to a larger number of CEs being discarded.

In SubSec. 5.1.4, we consider the problem of generating robust CEs and compare
with two state-of-the-art approaches for robustness under PMC, [116] and [262].
We show that our approach produces CEs that are less expensive (in terms
of ¢, distance from the original input) and more plausible, without sacrificing
robustness.

In SubSec. 5.1.4, we perform an in-depth analysis of the impact that the two main
hyper-parameters of APAS , @ and R, have on the quality of generated CEs. We
show that higher values of there parameters typically lead to tighter estimates that
result in improved robustness. These results also align with existing literature on
CEs in revealing that improved robustness appears to be correlated with higher
plausibility and cost.

Finally, in SubSec. 5.1.4 we analyse the scalability of APAS . We consider tabular
transformer architectures, such as TabNet [11] and show that APAS scales well
even when employed in recent architectures employed at the state of the art
and containing hundreds of thousands of parameters, thus confirming the wide
applicability of our method.

max

An implementation of APAS is integrated in the RobustX library [122] available
at https://github.com/RobustCounterfactualX/RobustX.git. Additional
material is available at https://github.com/1lmarza/APAS.

APAS in Action

This experiment is designed to demonstrate how the three main parameters of APAS,
i.e., n,a, and R, can be used to obtain probabilistic robustness guarantees. To this
end, we focus on the synthetic example depicted in Fig. 5.11. Weights for the original
network My, as well as the input used for testing robustness, are generated randomly.
Considering arandom input x = —2.57, we use APAS to estimate a d,,,, for which we
seek the guarantee that for at least R = 90% of the plausible model changes induced
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[-0.48,-0.25] g [-1.14,-0.91]

i @

[-0.99,-0.76] 9 [0.69,0.93]

Fig. 5.11: The interval neural network used for exact enumeration.

by such 8,4, the CE x” is robust. Following Proposition 5.1, we set a confidence level
a > 1 - 107 (i.e., with certainty, in practice), which yields n = 100k realizations.
For this setting, APAS identifies a d,,4x = 0.115.

To validate this result, we define a procedure to exactly characterize, following the
intuitions of [173, 176], the models within A,  for which the robustness property
does not hold. The interval abstraction proposed by [116] can be used to exactly
compute the portion of the model changes from A for which a CE x” is not robust. In
fact, it is possible to build an interval neural network using the 9,,,, value identified
by APAS , setting each weight w; in 6 to [w; — Oy, Wi + Omax]. Then, recursively
splitting each interval weight of the network in half allows to identify portions of
A that are not robust. Employing the following strategy (reported in Algorithm 16),
after s = 7 splits, we obtain that for ~ 92% of sub-interval networks, the CE is
robust. The remaining 8% produced an unknown answer (i.e., the situation depicted
in Fig. 5.10(b)) that would require further splits, corresponding to only ten nodes to
explore in the next iteration. In the worst case, even considering all the remaining
ten nodes left to explore as non-robust, we would have a maximum percentage of
non-robustness still lower than the desired upper bound (1 — R) = 10%, confirming
that the guarantees produced by APAS indeed hold in practice.

Algorithm 16: Exact CE A-Robustness
1: Input: An INN N and a CE x” and an maximum e-precision for the splitting phase

2: Output: set of INNs for which x’ is robust.

3: robust_INNs « 0

4: non-robust_INNs «

5: unknown « Push(N)

6: while (unknown # 0) or (e-precision not reached) do
7. I < GetINNToVerify(unknown)

8: Ry « ComputeReachableSet(7, x’)

9: if lower(Ry) = 0.5 then

10: robust_INNs « Push(/)

11: unknown <« Pop(J)

12:  elseif upper(Ry) < 0.5 then

13: non-robust_INNs « Push(7)
14: unknown « Pop(J)
15:  else
16: I’, 7" « ChooseIntervalToSplit(J)
17: unknown « Push(Z’,71")

18: return robust_INNs

252



CHAPTER 5. TOWARDS EXPLAINABLE Al VIA VERIFICATION TECHNIQUES

Worst-case vs Average-case Guarantees

This set of experiments aims to compare the probabilistic guarantees offered by
APAS with the worst-case guarantees offered by [116]. What we aim to show here
is that adopting an average-case certification perspective may be more practical in
some circumstances, as worst-case guarantees may be unnecessarily conservative.
The comparison between probabilistic certification and provable verification ap-
proaches is not meant to position our method as a replacement for sound and complete
robustness certification techniques. Rather, our probabilistic certification framework
is designed as a complementary tool that provides additional robustness insights,
particularly in scenarios where provable solvers tend to be overly conservative and
not scale to large models. Our approach aims to obtain a 9,,,, for which the CE is
robust with confidence « for at least a fraction R of model changes in A. This is in
stark contrast with the worst-case reasoning of [116], where even a single realization
of A for which the CE is not robust results in the corresponding ¢ being discarded.
To show why such strict guarantees may not be needed, we use an analogous
experimental setup and the training process of [116], which considers four datasets:
Diabetes (continuous) [240], Credit (heterogeneous) [60], no2 (continuous) [268]
and Small Business Administration (SBA) (continuous features) [147]. In detail, for
the training procedure of the classifier, we randomly shuffle each dataset and split it
into two halves, denoted 9; and D,. First, we use 9 to train a base neural network;
then we use both D and D, to train a shifted model. We then generate 50 robust
CEs for the base network using the MILP-R and the same ¢ values as in [116] for
a fair comparison. Specifically, we use 6 = 0.11 for Diabetes, 6 = 0.02 for no2,
0 = 0.11 for SBA and 6 = 0.05 for Credit. Subsequently, we evaluate the resulting
CEs by looking at two metrics: (i) VM1, the percentage of CEs that are valid on
the base neural network and (ii) VM2, the percentage of CEs that remain valid for
the shifted neural network trained using both 9; and 9. The table in Fig. 5.12
reports the results we obtained for this experiment. As previously observed by [116],
the training procedure used to generate shifted models may result in changes that
exceed the ¢ used to generate provably robust CEs. Indeed, after inspecting the
networks obtained, we noted that the maximum empirical difference observed after
retraining (denoted as ¢.) is well above the 6 values used during CE generation.
In particular, we recorded 6, = 0.27 for Diabetes, 6, = 0.07 for no2, 6 = 0.25 for
SBA and 6, = 1.28 for Credit. Given the magnitude of these changes, the robustness
of the CEs generated by MILP-R cannot be guaranteed in practice. However, the

Diabetes no2 SBA Credit
VM1 VM2 4 lof VM1 VM2 ¥4 lof VM1 VM2 /¢ lof VM1l VM2 /{ lof
6=0.11 6, =0.27 §=0.02 6. =0.07 6=0.11 6§ =0.25 §=0.05 9. =1.28

Wacht-R ~ 100% 100% 0.122 1.00 100% 100% 0.084 1.00 92% 92% 0.023 -0.78 - - -

Proto-R  100% 96% 0.104 1.00 100% 100% 0.069 1.00 90% 88% 0.011 -0.02 32% 30% 0.300 -1.00
MILP-R  100% 100% 0.212 -0.48  100% 100% 0.059 1.00 100%  100% 0.018 -0.88  100% 100% 0.031 1.00
ROAR 82% 14% 0.078 0.95 88% 34% 0.074 1.00 82% 78% 0.031 -0.80  62% 60% 0.047 1.00
APAS 100% 100% 0.072 1.00 100% 100% 0.042 1.00 100%  100% 0.009 0.44  100% 94% 0.028 1.00

Fig. 5.12: Comparison on the robustness of CFXs using five state-of-the-art methods
and APAS proposed in this work.
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results show a rather intriguing picture: the VM2 metric appears to be unaffected by
retraining, and all CEs remain valid on the respective final models.

These results suggest that certification approaches based on worst-case reason-
ing may be too strict in practical scenarios. To further understand the implications
of worst-case vs average-case reasoning, we adapted Algorithm 15 to use the cer-
tification procedure of Jiang et al., i.e., a MILP solver instead of a sampled-based
approach, and compute the maximum provable * for which the previously generated
CE:s are robust (Algorithm 17).

Algorithm 17: Provable Plausible A-Shift

Input: Model My, CE x’, @, R
Output: 6,ax

Sinir «— 0.0001
rate « MILP( Mg, x’, Sinit)
if rate # 1 then

return 0 > no robustness
0 «— Oinit
while rate = 1 do

6«26
10: rate «— MILP( Mg, x’, &)
11: 6pax « 6/2
12: while True do
13: if |6 = Smax| < Sinis then
14: return 6,,,,x
15: Snew — (Smax + 6)/2
16: rate «— MILP( Mg, x’, Onew)
17: if rate = 1 then

Voo kW =

18: Omax < Onew
19: else
20 0 « Onew

Fig. 5.13 shows a comparison between the average maximum provable ¢ obtained
by this procedure and APAS . As we can observe, our average-case guarantees allow to
obtain ¢ values that are much higher, exceeding the MILP-certified in all instances.
This is expected, given the results discussed in Proposition 5.1. However, what
remains unclear is how these differences may affect the cost and plausibility of CEs
when certification procedures are embedded in procedures to generate CEs.

mean 6 using MILP
0.30 mean & using APAS

Diabetes Credit SBA no2
Dataset

Fig. 5.13: Average robust ¢ obtained using MILP-based certification and APAS .
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Generating Robust CEs using APAS

The results discussed in the previous section have important implications on
algorithms for the generation of robust CEs. Recent works, e.g. [62, 116, 94],
have proposed iterative procedures that generate provably robust CEs by alternating
two phases. First, a CE is generated solving (variations of) Definition 2.5; then, a
robustness certification procedure is invoked on the CE. If the CE is robust, then it is
returned to the user; otherwise, the search continues, allowing for CEs of increasing
distance to be found. Clearly, the certification step has the potential to affect the CEs
computed in several ways. A robustness test that is too conservative may discard
potentially good explanations and keep relaxing the distance constraint until the CE
is deemed robust. Ultimately, this may result in CEs that exhibit poor proximity and
plausibility.

To test this hypothesis, we adapt the CE generation algorithm of [116] and replace
their A-robustness test with the one performed by APAS . The complete procedure
is shown in Algorithm 18. In detail, after some initialization steps, we compute the
first CE using ComputeCE(x, M), which employs the solution proposed in [116]
and presented above. Given a CE x” and a plausible model shift A, at line 6, we
employ APAS setting @ = 0.999 and R = 0.995, thus obtaining 1378 realizations to
perform in the robustness test. If the CE x” returned by our approximation results
robust for all these realizations, then we return it to the user. Otherwise, we increased
the allowed distance for the next CE generation and the iteration number ¢.

We then compare the resulting procedure with the four generation algorithm
studied in [116]: Wacht-R, Proto-R, MILP-R, and finally, ROAR [262]. Notably,
ROAR is specifically designed to generate robust CEs under plausible model changes
using average-case certification. Using the same datasets and training procedures
of SubSec. 5.1.4, we generate 50 CEs for each dataset. We evaluate CEs based on
their proximity, measured by the £; distance, and plausibility, measured by the local
outlier factor (lof) which determines if an instance is within the data manifold by
quantifying the local data density [34] (+1 for inliers, —1 otherwise). We average ¢;
and lof over the generated CEs. We also report VM1 and VM2 for completeness.

Algorithm 18: Generation of Robust CEs
1: Input: Model M, input x such that M (x) = ¢, set of plausible model changes A,
maximum iteration number 7
: Output: A-robust CE x’

2

3: 1«0 > iteration number
4: whiler < 7 do

5:  x’ « ComputeCE(x, M)

6:  rate « APAS (M, x’',A)

7 if rate = 1 then

8

return x’ > x’ is approx. A-robust
9: else
10: increase allowed distance of next CE
11: increase iteration number ¢

12: return no robust CE can be found
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The results obtained, which we report in Table 3.25, confirm our hypothesis. Indeed,
APAS produces the best results across all datasets, always generating CEs with
high plausibility and better proximity. Notably, APAS outperforms ROAR as well,
producing CEs that retain a higher degree of validity after retraining.

Impact of hyper-parameters on validity, plausibility and cost

The previous set of experiments demonstrated that APAS is able to outperform
existing approaches and generate CEs that are robust, but also plausible and less
expensive than other robust approaches. What remains unclear is the role that the
main hyperparameters of our algorithm, @ and R, might play in obtaining these
results. We therefore conducted additional experiments to evaluate the interplay
between the tightness of the probabilistic guarantees offered by APAS and the quality
of resulting explanations. In particular, focusing on the same datasets used in previous
experiments, we started by checking the influence that & and R have on the validity of
CEs after retraining. We generated 50 CEs for each dataset using an instantiation of
Algorithm 18 that uses MILP encodings to generate candidate CEs as done in [116].
For clarity, Figs. 5.14-5.17 report only the results obtained for the Diabetes and SBA
datasets.
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Fig. 5.14: Mean validity after retraining visualized for increasing @, R values using
the Diabetes dataset.
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Our intuition is that lower values for @ and R should result in coarser robustness
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guarantees (i.e., larger ¢ values) and, thus, lower validity rates. As we can observe,
our intuition is confirmed across all datasets, further clarifying the nature of the

Fig. 5.17: Mean certifiable 6 obtained for increasing a, R values using the SBA

dataset.
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probabilistic guarantees that APAS can offer. Next, we investigate the impact that
a and R have on the plausibility and cost of CEs generated by APAS . As per our
previous experiments, we measure plausibility using the LOF score, and we use ¢,
{1, and {s, norms to measure the proximity of CEs. For conciseness, we only report
results for the Diabetes dataset in Fig. 5.18 below. To improve the readability of our
results, we decided to separate CEs that achieved 100% validity after retraining from
the rest. Overall, we can observe a clear trend, whereby increasing @, R results in
CEs that are further away from the decision boundary and thus more plausible. These
results are in line with observations made in other works on robustness to model
changes, where it has been suggested that increasing cost improves the robustness
and plausibility of CEs [262, 209, 118].

mean_lof (m2_validity<1.0) mean_lof (m2_validity=1.0)

@R
mean_L0 (m2_validity<1.0) an, alidity=1.0)

@R
mean_L1 (m2_validity<1.0)

@R
@R
mean_L_inf (m2_validity<1.0) n_L_inf (m2_validity=1.0)

@R

Fig. 5.18: Mean LOF, ¢y, {1, {-, metrics for increasing «, R values using the Diabetes
dataset. CEs with 100% validity after retraining are shown on the right, while the
remaining CEs are shown on the left.

258



CHAPTER 5. TOWARDS EXPLAINABLE Al VIA VERIFICATION TECHNIQUES

Scalability analysis of APAS

In this section we demonstrate that APAS is able to scale to state-of-the-art ar-
chitectures used for tabular data, thus providing further empirical evidence of the
practical viability of our approach. More specifically, we focus on TabNet [11], a
tabular transformer recently introduced that leverages sparse attention and sequential
feature selection to learn interpretable feature representations. At its core, TabNet
processes data in a series of decision steps, with each step using a learned attention
mask to select a subset of features, which allows the model to focus on the most
relevant attributes at each stage. This sparse attention mechanism makes TabNet
computationally efficient and helps to improve interpretability in tabular datasets.
From our perspective, this architecture is interesting as it comprises an attention
mechanism, with encoder-decoder components typical of other recent transformer
architectures and a consequent significant number of parameters to test the scala-
bility of APAS . To the best of our knowledge, this is the first time that CEs with
robustness guarantees are generated for such a complex architecture with tens of
thousands of parameters.

Diabetes

# Parameters Mean Accuracy Mean 6,,,4x Mean Comp. Time
MLP 81 79% 0.32 0.01s
TabNet 30992 82% 0.48 5.21s

no2

# Parameters Mean Accuracy Mean 6,4, Mean Comp. Time

MLP 145 64% 0.11 0.008s

TabNet 30676 68% 0.35 9.2s

SBA

# Parameters Mean Accuracy Mean 6,4 Mean Comp. Time

MLP 199 99% 0.53 0.02s

TabNet 30992 100% 0.16 10.3s

Credit

# Parameters Mean Accuracy Mean 6,4, Mean Comp. Time

MLP 371 74% 0.34 0.01s

TabNet 40946 74% 1.8 11.3s

Table 5.2: Scalability experiments of APAS .

Before considering the robustness property, we analyse the accuracy in the train-
ing and testing phases of TabNet. To this end, we employ a supervised training
approach, splitting the datasets employed in the previous evaluation, namely Dia-
betes, No2, SBA and Credit, into training and testing datasets, and we first compare
the accuracy obtained using this architecture with standard MLPs employed in Sub-
Sec. 5.1.4. To ensure statistical significance of our results, we consider, for each
dataset tested, the mean of the accuracies obtained using ten random initializations
of the transformer architecture. As highlighted in the first two columns of Tab. 5.2,
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with TabNet, we have an increased number of parameters in the model but similar
or even higher accuracy with respect to the classical MLP, confirming the potential
of this novel architecture in selecting important features to get more precise final
accuracy in the prediction.

As our results show a similar level of accuracy between MLP and TabNet, we
move on to how to generate robust CEs for this transformer architecture. Given the
significantly higher number of parameters in 7TabNet, we replace the MILP-based
procedure used in Sec. 5.1.4, Algorithm 18 with a Nearest Neighbors Counterfac-
tual Explainer (NNCE) [89] to ensure scalability of our generation procedure. More
specifically, line 5 in Algorithm 18 now implements the following strategy. Given
an input x for which a robust CE is sought, we identify the nearest data point be-
longing to the dataset for which TabNet produces a different classification outcome.
Our implementation uses k-d trees to improve the efficiency of this nearest-neighbor
search. Given the significantly higher number of parameters in 7abNet, we replace
the MILP-based procedure used in Sec. 5.1.4, Algorithm 18 with a Nearest Neigh-
bors Counterfactual Explainer (NNCE) [89] to ensure scalability of our generation
procedure. More specifically, line 5 in Algorithm 18 now implements the following
strategy.

Algorithm 19: Nearest Neighbors Counterfactual Explanation

1: Input: Dataset d, a k-d tree built from dataset features, x set of original inputs, y set of
original outcomes

2: Output: X’ set of nearest counterfactual explanation.

3 x 0

4: foriin len(x) do

50 x «x[i] > original input

6:  y<«yli] > original output

70 Yy e—1-y > desired outcome

8:  idx,distance < k-d tree.query(x,len(features)) > already sorted per
distance

9: ifd[idx][’outcome’] ==y’ then

10: X’ «— d[idx]

11:  else

12: x’ «— None

13: return x’

This function iteratively searches for a neighboring data point with the opposite
outcome by evaluating distances between features and selecting the nearest as possi-
ble. Clearly, this approach and the one of [116] can produce different explanations.
We perform a further experiment to understand the difference between the two CE-
generation approaches. Hence, we consider the same datasets used in Sec. 5.1.4 and
the same 50 original inputs employed in those experiments. In the NNCE approach,
once a valid counterfactual is found, the mean feature-wise distance between the
identified counterfactual and the MILP-generated counterfactual is calculated. This
distance serves as a measure of similarity between the counterfactuals identified by
the TabNet-based approach and those obtained via MILP in an MLP setting. Our
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results are reported in Fig. 5.19. On the x-axis, we report the index of CE, while on
the y-axis, the mean and standard deviation distance between our CE and the one
generated with MILP in each dataset.
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Fig. 5.19: Mean and standard deviation distance between CEs generated with NNCE
and MILP in Diabetes, Credit, SBA, no2 datasets.

As we can notice, since the values in the datasets are typically normalized in a
range [0, 1], the CEs generated with the two approaches are consistently close. In
fact, there is a mean feature distance between the CE generated with NNCE and
MILP of ~ 0.12 for the 50 inputs selected. This result shows the correctness and
efficiency of the NNCE generation approach in the transformers-based setting.

For the following experiments, we consider the same datasets used in Sec. 5.1.4
and the same 50 original inputs employed in those experiments. The last two columns
of Table 5.2 report the results we obtained when generating CE with robustness
guarantees for TabNet. As we can observe, APAS is still able to compute robust
CEs within tens of seconds, even when employed in transformer-based architecture
with ~ 400x times parameters, showing a linear growth time computation. Similar
runtimes are observed across all four datasets, thus confirming the high scalability
of our approach. To further confirm this aspect, we ran an in-depth scalability study
by training a set of 4 TabNet models with an increasing number of parameters. Using
the diabetes dataset, we trained models containing [30834, 40946, 62578, 126066
respectively and generated 50 robust CEs for each. We stored the runtimes for
each robust CE and report the mean computation time for each model in Fig. 5.20.
As we can observe, the runtime increase follows a linear trend, thus highlighting
the effectiveness and applicability of our proposed solution even when targetting
complex architectures.
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Fig. 5.20: Mean computation time of APAS applied to TabNet architectures with
increasing number of parameters.

Summary. In this section, we studied the problem of generating robust CEs with
respect to plausible model changes. We proved for the first time that certifying the
robustness of CE with respect to this notion of robustness is an NP-hard problem,
and also extended this result to show that the same complexity results apply to
naturally-occurring model changes. These results motivate the quest for new scal-
able algorithms to certify robustness under plausible model changes. To this end, we
investigated existing methods to generate robust CEs with probabilistic guarantees
and showed that these approaches may not be directly applicable to our setting. We
then introduced APAS , a novel scalable approach for probabilistic robustness certifi-
cation, and used it to generate robust CEs under plausible model changes. We carried
out an extensive experimental analysis, demonstrating the advantages of APAS and
outperforming SOTA methods on a range of metrics, including validity, plausibility,
and cost. Crucially, we also applied our method to certify CEs’ robustness for tabular
transformers containing thousands of parameters. To the best of our knowledge, we
are the first to consider models of this size within the robust CE literature [118],
further demonstrating the scalability and wide applicability of our approach. We see
these outcomes as important contributions towards complementing existing formal
approaches for Explainable Al and making them applicable in practice.
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5.2 RobustX: Robust Counterfactual Explanations Made Easy

With the increasing use of Machine Learning (ML) models to aid decision-making
in high-stakes fields such as healthcare [233] and finance [40], there is a growing
need for better explainability of these models. Counterfactual Explanations [89]
are often leveraged in Explainable Al (XAI) to this end due to their intelligibility
and alignment with human reasoning [193, 39]. In particular, CEs can offer insights
into the predictions produced by an ML model by showing how small changes in its
input may lead to different (often more desirable) outcomes. To see what benefits
CEs can bring, consider an illustration of a loan application with features 27 years of
age, low credit rating, and /5K loan amount. Assume a bank’s ML model classifies
the application as not creditworthy. A CE for this outcome could be an altered input
where a medium credit rating (with the other features unchanged) would result in
the application being classified as creditworthy, thus giving the applicant an idea of
what is required to have their loan approved.

Despite their potential, current approaches to generating CEs often fall short
in producing robust explanations. Consequently, these methods may produce ex-
planations whose validity is compromised by slight changes in the scenario being
explained. For instance, recent work [262, 116, 94] has highlighted that even small
alterations in the parameters of an ML model, e.g., following fine-tuning, may inval-
idate previously generated CEs. An example of this scenario is captured in Fig. 5.21,
where a lack of robustness is demonstrated on a model trained for binary classifi-
cation tasks. In Fig. 5.21a, an input (yellow circle) receives an initial classification
(blue class), and two counterfactuals are generated for it: one (red cross) laying
exactly on the decision boundary (full black line) and one deeper inside the coun-
terfactual class (green cross). In Fig. 5.21b, we observe that the decision boundary
of the model undergoes slight changes, induced by fine-tuning on a slightly shifted
input distribution. As a result, previously generated CEs may cease to be valid if
no precautions are taken to ensure robustness. For instance, we observe that the

’ﬁ— ~—y

(a) (b)

Fig. 5.21: A lack of robustness may invalidate CEs, here demonstrated on a neural
network classifier trained to solve a binary classification task. An input (yellow circle)
receives an initial classification, and two counterfactuals (red and green crosses) are
generated for it (Fig. 5.21a). After a fine-tuning step occurs (Fig. 5.21b), the decision
boundary slightly changes (from dashed to full black line), and previously generated
CEs may be invalidated (red cross).
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CE corresponding to the red cross is now classified as belonging to the blue class
and is thus invalid. Now consider the consequences of these behaviors in our loan
example: after fine-tuning, the applicant changing their credit rating to medium no
longer ensures the success of the loan application, as the CE was not robust. When
this happens, the CE previously generated by the bank is invalidated, and the bank
may be liable for inconsistent statements made to customers regarding loan terms.

This and many other forms of robustness of CEs have recently been the subject of
intense research efforts, and numerous algorithms to evaluate the robustness of CEs
have been proposed (a recent survey identified about 40 methods [120]). However, the
current state of robust CE research is fragmented, with various methods developed
independently and implemented in different, often incompatible, ways. This lack of
standardization has resulted in challenges for the broader research community, as
comparing the effectiveness of robust CE generation methods is impractical.

We fill this gap in this section and introduce RobustX, an open-source Python
library to standardise and streamline the generation, evaluation, and benchmarking
of robust CEs. RobustX provides flexible, extensible, and customisable tools to
implement custom CE methods. Differently from existing frameworks, e.g. [208, 3],
our library focuses on providing a consistent framework for testing robustness and
systematically comparing various methods, ensuring fair and reliable evaluations.
RobustX addresses key limitations on library tools in the current landscape ([133,
120]) by offering a standardised approach to robust CE development while also
promoting extensibility, allowing users to integrate new datasets and explanation
algorithms as needed. The library, including documentation and tutorials, is publicly
available at the following link:

https://github.com/RobustCounterfactualX/RobustX

The reminder of this section is organised as follows. Sec. 5.2.1 presents the main
components of the library, providing details about their functionalities. Sec. 5.2.2
demonstrates how easy it is to use RobustX to benchmark existing CE genera-
tion algorithms and compare them using different metrics. Finally, we offer some
concluding remarks and pointers for future work.

5.2.1 Overview

RobustX implements a complete pipeline for robust CE generation and evaluation
(Fig. 5.22) with three major components: Task, CE generator, and CE evaluator.
Each has an abstract class template for easy customization. Users start by creating a
task, which defines the model and inputs to be explained. Then, the user can choose
whether to use RobustX to generate CEs, or directly evaluate the robustness of
previously (externally) generated CEs.

Task objects, providing functionality for interactions between models and
datasets, are the basic class passed into the CE generation and evaluation pipelines.
Our current implementation assumes a ClassificationTask by default, as this
is the most commonly considered use case in the literature; however, users can
also implement customised Task objects for learning problems other than classifi-
cation. RobustX natively supports models trained using sklearn [210], Keras [46]
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Fig. 5.22: Internal work-flow of RobustX. Users can choose whether to generate
robust CEs using our library or evaluate the robustness of externally generated CEs
in our RobustX’s evaluation facilities.

and PyTorch [204]. Models trained using other frameworks can also be used by in-
stantiating a BaseModel wrapper class. As far as datasets are concerned, RobustX
offers a selection of pre-loaded example datasets that can be readily loaded using the
DatasetLoader class. Additionally, this class also allows the uploading of custom
datasets if needed via .csv files.

RobustX currently implements nine robust CE generation methods across
different robustness use cases reported in the yellow box in Fig. 5.22: APAS [177],
ArgEnsembling [117], DiverseRobustCE [143], MCER [116],
ModelMultiplicityMILP [144], PROPLACE [115], RNCE [119], ROAR [262], STCE
[62, 94]. It also provides four popular non-robust methods that can be used as
baselines to crease new generation methods: BLS [143], MCE [195], KDTreeNNCE
[36], and the seminal work by [271]. All methods inherit from the abstract class
CEGenerator and implement the _generation_method() function, providing an
easy interface to other components in the pipeline.

CE evaluation methods can take in CEs, either generated within or outside
RobustX, and benchmark their robustness along with other common properties
identified in the literature. Currently, RobustX provides a CEEvaluator class to
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1 # first prepare a task

> from robustx.datasets.ExampleDatasets import get_example_dataset

3 from robustx.lib.models.pytorch_models.SimpleNNModel import SimpleNNModel
from robustx.lib.tasks.ClassificationTask import ClassificationTask

TR

s data = get_example_dataset ("ionosphere™)
7 data.default_preprocess()

model = SimpleNNModel (34, [8], 1)
model.train(data.X, data.y)

10 task = ClassificationTask (model, data)

© ®

12 # specify the names of the methods and evaluations we want to use, run benchmarking
13 # This will find CEs for all instances predicted with the undesirable class (0) and compare
14 from robustx.lib.DefaultBenchmark import default_benchmark

16 methods = ["KDTreeNNCE", "MCE", "MCER", "RNCE", "STCE", "PROPLACE"]

17 evaluations = ["Validity", "Distance", "Delta-robustness"]

18 default_benchmark (task, methods, evaluations, neg_value=0, column_name="target", delta
=0.005)

Fig. 5.23: Code snippet exemplifying how RobustX can be used to easily benchmark
CE methods. Table 3.25 lists the benchmarking results.

evaluate the validity and proximity of CEs [271], as well as five classes specifically
focusing on robustness evaluation metrics: VaRRobustnessEvaluator to assess
the validity of CEs after retraining [62], DeltaRobustnessEvaluator [116] to
assess the robustness of CEs under plausible model changes,
ApproximateDeltaRobustnessEvaluator [177] assessing probabilistic robust-
ness to plausible model changes, SetDistanceRobustnessEvaluator [143] for
assessing stability of CEs when the input is perturbed, and
MultiplicityValidityRobustnessEvaluator [144] for checking CE robust-
ness under model multiplicity. Additional robustness evaluators can be easily added
through the extensible interface provided by RobustX.

5.2.2 RobustX in Action

In this subsection we provide an example on how to use RobustX in practice; ad-
ditional examples are available online. Fig. 5.23 shows how to run and compare
six methods supported by RobustX. In this example we focus on robustness against
model changes [262] and perform a comparison between four robust methods and
two non-robust baselines. To this end, we first import the (pre-loaded) ionosphere
dataset for binary classification and apply standard pre-processing. We then create
and train a simple three-layer neural network model. A task object is then created
from the dataset and model. Then, we specify the CE generation and evaluation
methods of interest and run the benchmarking procedure. The default benchmark
function in this example runs each method with its default hyperparameters, al-
though customised hyperparameters can be configured. It then generates CEs for all
instances in the dataset which are predicted with an undesirable class (here 102 points
with neg_value=0), and runs the specified evaluation methods. In this example, we
evaluate CEs along three metrics: validity, proximity [271] and A-robustness [116].
The results along the selected evaluation metrics are then printed in a structured
table, so that we can easily compare how each method performs.

Table 5.3 shows the results obtained, and reports the computation time, the
percentage of valid CEs, average proximity (L2 distance to the input), and the
percentage of CEs that are A-robust. Observing this table, users of RobustX will
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be able to identify that robustness performance improvements from the non-robust
baselines (NNCE, MCE) to the robust methods (MCER, RNCE, STCE, PROPLACE)
are notable, although MCER fails to achieve 100% robustness. Based on these results,
users might conclude that RNCE is the optimal CE generator for this task, balancing
between computation time, proximity, and robustness.

Method Time (s) Validity (%) Proximity Rob. (%)
KDTreeNNCE| 0.2 100 5.76 51.6
MCE 34 100 2.95 0
MCER 137.6 100 4.84 64.8
RNCE 3.9 100 6.03 100
STCE 39.7 100 7.30 100
PROPLACE 12.9 100 6.02 100

Table 5.3: Example benchmarking of six CE generation methods.

Summary. In this last section, we introduced RobustX, a Python framework
to generate, evaluate, and compare robust CE for ML models. Our library fills a
major gap in the existing literature on robust CEs, providing an easy-to-use and
extensible platform to benchmark existing algorithms for robust CEs. Building upon
extensive research in the area, RobustX provides a unified platform to run and
compare existing approaches, as well as implement new ones, reducing the need
to re-implement software from scratch. Work is underway to further expand the
list of available generation algorithms, evaluation methods, and additional software
facilities for testing and validation to ensure the correctness of the implementations.
We believe RobustX will streamline research efforts in robust CEs, accelerating the
development of innovative solutions and fostering collaboration within this rapidly
growing field.
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CHAPTER

Conclusions and Open Challenges

“Science is not only a disciple of reason but also one of
romance and passion.”

— Stephen Hawking

‘\) n this final chapter, we draw the conclusions, summarizing the contribution
of this thesis, and discuss open challenges and possible future directions.

In this work, we started addressing the following open research questions:
(RQ.1) How can we enhance scalability and expressivity of formal verification
techniques to larger and more realistic neural networks while maintaining safety
guarantees?

(RQ.2) How can verification be incorporated into the DRL training loop, and how
can we move beyond simple, hand-designed safety properties to automatically define
meaningful behavioral preferences for complex robotic tasks?

(RQ.3) What role can verification methods play in enabling explainability, e.g., via
counterfactual reasoning, in complex decision-making systems?

Specifically, in Chapter 3, we presented a set of methods to address RQ.1 and
part of RQ.3. We introduced the ABsTRacT DNN-VERIFICATION, extending the stan-
dard formal verification of neural networks to include a hierarchical structure of
safety and robustness properties. By allowing multiple levels of output abstraction,
our approach addresses limitations in traditional verification methods, which rely
on binary classifications of safe or unsafe outputs. This enhanced framework en-
ables a scalable and more expressive analysis of deep neural networks, especially in
complex scenarios where traditional safety properties are hard to write or to verify.
Nonetheless, the proposed approach is still based on provable over-approximations,
which can inherently suffer from scalability limitations, as evidenced by the NP-
hardness of the problem. Thus, we introduce a novel probabilistic perspective on
the robustness verification of deep neural networks, aiming to balance tractability
and reliability in high-dimensional settings. Although this novel solution provides
promising results in terms of scalability, it focuses on standard verification, which
may not be enough to fully understand the safety level of a model. Hence, we ex-
tended the robustness verification from a Boolean decision problem to a quantitative
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measure of the unsafe input space, introducing the #DNN-VERIFICATION problem.
We analyzed the complexity of this problem, proving the #P-hardness and high-
lighting why it is relevant for the community. Furthermore, we proposed an exact
count approach that, however, inherits the limitations of the formal verification tool
exploited as a backend and struggles to scale on real-world problems. Crucially, we
presented an alternative probabilistic approach, CountingProVe, which provides an
approximated solution with formal guarantees on the confidence interval. Further-
more, to provide information on the actual input configurations’ locations that are
safe or violate the property of interest, we introduced the ALLDNN-VERIFICATION
problem. Due to the #P-hardness of the problem, we presented a novel approxima-
tion approach, e-ProVe, which is able to efficiently approximate the safe regions
with strong probabilistic guarantees on the tightness of the solution returned. How-
ever, the reliance on a single decision tree to provide the solution often results in
the generation of a large number of regions, which in complex scenarios can even
exhaust memory resources, producing highly fragmented representations that are
difficult to interpret and impractical for downstream tasks such as safe recovery or
explanation. To address this issue, we introduced RF-ProVe, exploiting the poten-
tial of bootstrap-based and randomized approaches capable of capturing complex
patterns in high-dimensional spaces, including input regions where a given output
property holds. Finally, we presented ModelVerification. jl, a comprehensive
toolbox for verifying deep neural networks that incorporates several of the solutions
discussed in this thesis.

To address RQ.2, in Chapter 4, we first presented a way to exploit formal verifi-
cation of deep neural networks in challenges associated with the deployment of DRL
approaches in safety-critical scenarios such as autonomous colonoscopy navigation
in a virtual simulation. Specifically, we proposed a novel model selection strategy
that exploits FV of deep neural networks to evaluate the safety of a vast pool of
policies trained using a constrained reinforcement learning approach that ensures
soft safety constraints through a cost function of safety violations. However, this
solution is actionable only after the training of the DRL policies, as the FV of DNNs
is computationally demanding to perform online during training. To address this is-
sue, we introduced an unconstrained DRL framework that leverages local violations
of input-output conditions to foster safety. In detail, we discussed the limitations of
using cost functions as in safe DRL, presenting the CROP framework that allows
the collection and refinement of safety properties during training, thus overcoming
the limitations of hand-designed approaches and a sample-based approach to ap-
proximate a violation metric (i.e., the result of the #DNN-VERIFICATION) and use
it as a penalty in DRL algorithms. We provided provable probabilistic guarantees
on the correctness of our approximation, showing that such a violation introduces
task-level safety specifications into the optimization, addressing the potential lack of
safety information of cost-based approaches. We empirically demonstrated that our
solution allows us to obtain a more robust approach with respect to other safe DRL
methodologies, promoting safer behaviors while maintaining similar or better re-
turns. Additionally, instead of solely using these unsafe regions to collect properties
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and compute penalties, we investigated whether, motivated by the way humans im-
prove through repeated practice, retraining the agent specifically on these challenging
regions can enhance both its sample efficiency and its safety. Hence, we introduced
g-retrain, a novel exploration strategy with monotonic improvement guarantees that
optimizes policies while encouraging specific behavioral preferences. Our empir-
ical and formal evaluation over hundreds of seeds considering various tasks and
behavioral preferences, demonstrated the effectiveness in terms of higher sample ef-
ficiency and superior performance of g-retrain when integrated with existing policy
optimization methods.

Nonetheless, both e-retrain and the previously introduced methods still require
the use of a formal verification tool after training, as their safety guarantees hold
only in expectation. To address this limitation, we presented a novel combination
of probabilistic enumeration of unsafe regions (¢-ProVe of Chapter 3) to construct
a safe set for a control barrier function. Such a mechanism, deployed at run time,
enforces provably safe behaviors throughout the agent’s operation. Unlike traditional
methods that rely heavily on domain-specific knowledge or incur high computational
costs, our framework is agnostic to the deployment environment and operates inde-
pendently of the DRL training process, enhancing its general applicability. Through
extensive evaluations, we demonstrated that our approach achieves robust safety
guarantees with zero violations of safety constraints. At the same time, it preserves
effective navigation behaviors across different robot platforms, including an indoor
robot ground and an aquatic drone.

Finally, to address RQ.3, in Chapter 5, we studied the problem of generating
robust CFXs with respect to plausible model changes. We proved for the first time
that certifying the robustness of CFX with respect to this notion of robustness is an
NP-hard problem, and also extended this result to show that the same complexity
results apply to naturally-occurring model changes. These results motivate the quest
for new scalable algorithms to certify robustness under plausible model changes. To
this end, we investigated existing methods to generate robust CFXs with probabilistic
guarantees and showed that these approaches may not be directly applicable to
our setting. We then introduced APAS a novel scalable approach for probabilistic
robustness certification, and used it to generate robust CFXs under plausible model
changes. We carried out an extensive experimental analysis, even considering tabular
transformers containing thousands of parameters, demonstrating the advantages of
APAS and outperforming SOTA methods on a range of metrics, including validity,
plausibility, and cost. We then concluded the chapter presenting RobustX, a Python
framework to generate, evaluate, and compare robust CE for ML models. Our library
fills a major gap in the existing literature on robust CEs, providing an easy-to-use
and extensible platform to benchmark existing algorithms for robust CEs. Building
upon extensive research in the area, RobustX provides a unified platform to run and
compare existing approaches, as well as implement new ones, reducing the need to
re-implement software from scratch. These outcomes are an important contribution
towards complementing existing formal approaches for Explainable Al and making
them applicable in practice.
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Open Challenges

Despite the progress achieved in this thesis, several open challenges remain, pointing
towards promising avenues for future research direction, summarized in Fig. 6.1.

[FD.1]: Improving scalability of the proposed
probabilistic approaches.

[FD.4]: Probabilistic Verification and
Counterfactual Explanations
integration for realistic DRL tasks.

[FD.2]: Probabilistic Verification of|
Sequential Architectures: from

Memory-Based to Attention-Based
Models. Safe DR\

[FD.3]: Counterfactual Explainations
for Deep Reinforcement Learning
Policies

Fig. 6.1: Schematic overview of possible future directions for each intersection of
the three main areas discussed in this thesis.

 [FD.1]: Investigating the scalability of Probabilistic Verification. Formal ver-
ification is inherently hard and struggles with high-dimensional models and
real-world tasks. While the proposed frameworks address important limitations
of traditional verification techniques, scalability remains a central challenge due
to the curse of dimensionality. As the dimensionality of the input space and
the complexity of the network increase, achieving high confidence and low er-
ror bounds may require a significant number of samples. This can still make
the verification process through the proposed techniques, even if probabilistic,
computationally demanding, particularly for deep or high-dimensional models.
Exploring alternative probabilistic frameworks, such as those inspired by prob-
ably approximately correct (PAC) [266] learning theory, to reduce the sample
complexity while maintaining meaningful statistical guarantees, is an interesting
future direction.

* [FD.2]: Extending Probabilistic Verification Beyond Feedforward Models.
Current probabilistic verification techniques presented in this thesis for DRL
tasks primarily focus on memoryless, i.e., feedforward architectures. However,
sequential memory-based models such as recurrent neural networks [188], long
short-term memories (LSTMs) [102], or attention-based mechanisms Transform-
ers [269], are increasingly used in robotics and decision-making used in robotics
and decision-making. Extending verification techniques for these architectures,
such as model unrolling [5], policy extraction [42], invariant inference [111],
(backward) reachability analysis [67, 255] mainly target robustness verification.
Those that address RL control face the problem of defining meaningful safety
specifications, as well as an exponential scalability barrier for even simpler be-
havioral preferences certification. On the other hand, Transformer verification
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is still almost unexplored, focusing only on robustness verification for toy mod-
els [234]. New methods that combine probabilistic reasoning with memory- or
attention-based architectures represent a critical direction. Our results on tabular
transformers presented in Chapter 5, represent a promising direction and pave
the way for interesting future research.

[FD.3]: Counterfactual Explanations for DRL policies. In Chapter 5 we have
shown that counterfactual reasoning is effective in tabular and classification
settings, yet its use for explaining complex sequential decision-making — such
as DRL policies — is still largely unexplored. Recent work [75] discusses the
use of CEs in reinforcement learning settings, however, future work should
investigate how counterfactuals can be used not only to explain policies but
also to guide safer exploration and retraining. Extending robust counterfactual
methods to sequential domains is a challenging research direction.

[FD.4]: Probabilistic verification and counterfactual explanations integra-
tion for realistic DRL tasks. While verification can certify that a model behaves
safely under specific conditions, it does not provide insights into why a decision
was taken, nor how it could have been different under slightly altered circum-
stances. In this thesis, we have shown how CEs provide this human-centric
reasoning by highlighting minimal changes to inputs that would lead to alter-
native outcomes. However, CE methods suffer from two critical limitations: (i)
they are often heuristic and lack guarantees, and (ii) they struggle with scalabil-
ity in high-dimensional sequential models. Future directions should investigate
novel integration of verification and counterfactual reasoning, similar to what we
proposed in Chapter 5. For example, probabilistic verification methods can be
used to identify critical decision boundaries in sequential models, while coun-
terfactual explanations will be generated to communicate these boundaries in
an interpretable manner. This integration will produce counterfactuals that are
not only meaningful to end-users but also backed by probabilistic guarantees of
robustness. For instance, in reinforcement learning applied to challeging power
grid operations such as the ANM task of Sec. 4.3, the combination of verification
and CE reasoning will enable explanations such as: “If the energy demand had
been 5% higher at this timestep, with a 99% confidence, the policy would have
opted for storage discharge rather than grid draw”.

In conclusion, the solutions related to probabilistic verification and counterfac-

tual explanations developed in this thesis represent a first step for the trustworthy
deployment of intelligent systems in real-world applications. However, the growing
demand for autonomous systems operating in uncertain and dynamic environments,
and in close collaboration with humans, introduces new problems in terms of safety,
reliability, and interpretability. We believe, addressing these challenges requires a
novel unified probabilistic framework that rigorously quantifies the safety aspect
of intelligent systems while providing human-understandable explanations of their
decision-making processes. Advancing in this direction will be crucial to bridge the
gap between theory and practice, fostering the development of intelligent systems
that are not only effective but also transparent, reliable, and aligned with human
values.
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