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Abstract: Layer 2 solutions have emerged in recent years as a valuable alternative to increase the
throughput and scalability of blockchain-based architectures. The three primary types of Layer 2
solutions are state channels, sidechains, and rollups. The rollups are particularly promising, allowing
significant improvements in transaction throughput, security, and efficiency, and have been adopted
by many real-world projects, such as Polygon and Optimistic. However, the adoption of Layer 2
solutions has led to other challenges, such as the data availability problem, where transaction data
processed off-chain must be posted back on the main chain. This is crucial to prevent data withholding
attacks and ensure all participants can independently verify the blockchain state. This paper provides
a comprehensive survey of existing rollup-based Layer 2 solutions with a focus on the data availability
problem and discusses the major advantages and disadvantages of them. Finally, an analysis of open
challenges and future research directions is provided.

Keywords: blockchain; layer 2; rollups; data availability

1. Introduction

Blockchain technology has completely revolutionized the digital landscape since the
introduction of Bitcoin in 2009 [1]. It provides a decentralized, transparent, tamper-proof,
and publicly verifiable transaction platform. The blockchain network is managed by sev-
eral peer-to-peer nodes, which helps eliminate the need for a single centralized authority,
with all its correlated trust and availability issues, using an underlying consensus algo-
rithm. Since its introduction, several public and private blockchain systems have emerged.
However, with more users adopting blockchain, the latter still struggles with scalability
in order to achieve mass adoption. For instance, traditional blockchain systems, such as
Ethereum and Bitcoin, have low transaction throughput, which in turn, leads to extremely
high transaction costs and delays [2]. The throughput of Bitcoin is seven transactions per
second. Ethereum can process 15–30 transactions per second, which is a very poor result
compared to traditional payment systems such as VISA, which can handle approximately
1500-2000 transactions per second. These limitations are inherent to blockchain design
and depend mainly on the mechanism to ensure security and trustworthiness. Indeed, the
decentralized consensus protocol requires that each transaction be individually verified
by all nodes in the network to be considered valid, and hard work is needed to include it
inside a block. This process is important to ensure the security and decentralization of the
network; however, it introduces some scalability issues in real-world application scenarios.

Blockchain scalability is an open problem, and both academia and industry have pro-
posed solutions to address this challenge [3–5]. Currently, available solutions for scalability
can be categorized into two classes: the former, known as Layer 1 (L1), and the latter, known
as Layer 2 (L2). L1 solutions increase scalability by modifying the parameters on the main
chain, for instance, by increasing the block size, changing the consensus algorithm, or
applying network sharding. For instance, Ethereum’s transition from Proof-of-Work (PoW)
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to Proof-of-Stake (PoS) is an L1 approach aimed at increasing throughput by changing
the consensus mechanism. However, an L1 solution involves changing the core design
of the blockchain, which tends to raise new issues and leads to forking in the blockchain
network. Therefore, the limitations of L1 solutions encourage a new research direction
for scaling blockchain transaction throughput, known as L2 protocols. These protocols
are developed on top of L1; therefore, they inherit the security and decentralization of the
underlying base blockchain. The main idea behind L2 protocols is to process transactions
outside of the main blockchain while relying on the base blockchain for security, decentral-
ization, and data availability. For instance, ZK-rollups are a prominent L2 solution where
transactions are executed off-chain, and the summary of these transactions, along with
cryptographic proofs, are periodically posted to L1. This technique inherits the security and
decentralization of L1 while significantly improving scalability. In this way, L2 solutions
can increase blockchain scalability and performance without altering the core blockchain
design, playing a pivotal role in the evolution of blockchain technology [6].

Several L2 alternatives are available in the literature, and they can be categorized into
the following main groups: state channels, sidechains, plasma, rollups, and validiums.
Among the various L2 solutions, rollups are considered particularly promising because of
their ability to process transactions off-chain, thereby improving scalability, while inheriting
security and decentralization of the underlying L1 by posting transaction data and proof of
state changes [7]. There are two main categories of rollups: zk-rollups and optimistic rollups,
which differ from each other in terms of transaction execution, verification, and processing
time. Although rollups are a promising solution for ensuring scalability, they introduce
new challenges. In particular, data availability is a challenge in which transaction data need
to be accessible to any participant. Rollups post the proofs of off-chain computations to
L1 to verify that the computations were performed correctly. However, these proofs are
not sufficient for independent verification of state transition. The actual transaction data
are required, allowing any participant to reconstruct and verify the state independently
without relying solely on the rollup operator. This also prevents potential attacks, such as
data withholding. The rollup operator could withhold critical transaction data, preventing
users from verifying the correctness of the rollup state. This could lead to situations where
users cannot challenge incorrect state transitions or recover funds, making the rollup
vulnerable to fraud and censorship. Therefore, posting transaction data is important to
maintaining the blockchain’s trustless, decentralized, and secure nature. Data availability
can be ensured by posting data either on-chain or off-chain. Both solutions have limitations
and advantages that need to be carefully considered and addressed in the future.

This paper surveys and compares L2 rollup-based solutions with respect to the data
availability problem, comparing their advantages and limitations. In particular, it classifies
them based on storage architecture, performance, and security. Finally, it summarizes the
open challenges and proposes some future research directions. The remainder of this paper
is organized as follows: Section 2 reports background about the different L2 solutions and
motivates the choice towards the rollup ones. Section 3 provides a comprehensive overview
of the rollup solutions. Section 4 summarizes the various data availability solutions in
rollup-based L2. Section 5 discusses open challenges and highlights future improvements.
Finally, Section 6 concludes the work.

2. Background on L2 Solutions

This section provides a brief introduction and comparison of the available L2 solutions.
The aim is to highlight their main differences and justify the choice of concentrating on
the rollup-based ones. Table 1 compares the four main kinds of L2 solutions in terms of
transaction throughput, latency, security, and trust assumption.

State channels [8] is an offline solution that performs micro-payments outside the
main chain through an established secure channel and stores them inside the main chain
altogether through a single transaction at the end of the payments. The transactions with
state channels are performed off-chain, which requires mutual trust, agreement, and secure
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communication among participants. The vulnerability arises if one party goes offline or fails
to end the channel by broadcasting the final state to the blockchain within the specified time
window. In this case, a malicious actor might take advantage by submitting an outdated
state or withholding the final state, which results in an incorrect settlement of funds [9].
Therefore, this solution requires trust and the use of secure channels among participants.
Conversely, sidechains [10] consist of the use of a secondary chain that is created as an
attachment of the primary (main) one to allow the transfer of assets from the main chain to
the secondary one at predetermined rates. The existence of the secondary chain is strictly
related to the existence of the main chain, but the two chains remain separate and can use
different consensus protocols. Thus, no security issues are transferred from one chain to
the other. Therefore, the integrity and the security of a sidechain solution solely depend on
the characteristics of the secondary chains, as the L1 protocol does not guarantee security.
Plasma [11] is a particular sidechain for the Ethereum network which uses a smart contract
as its core. In particular, transactions are performed on the sidechain to reduce the load of
the Ethereum network. In contrast, the block headers of the Plasma sidechain are posted
on the main chain periodically for verification. Plasma chains operate in an optimistic
manner, where transactions are supposed to be correct until an agent, called a watcher,
observes a fraudulent transaction and calls for a dispute resolution. The original data are
not published on the main chain. Thus, there is a need for trust in the Plasma operator
and the availability of at least one watcher at every moment to ensure that transactions
published on L1 are not fraudulent.

Table 1. Comparison of Layer 2 Blockchain Solutions.

Solution Throughput (TPS) Latency (s) Security Level Trust Assumptions

State Channels Very High
(1000–10,000) Low (0.01–0.10) High Requires trust in participants

Sidechains High (100–1000) Moderate (10–60) Varies Depends on sidechain’s
security mechanism

Plasma High (500–5000) Low to Moderate (0.1–1) High Trust in Plasma operator for
data availability

Optimistic Rollups Moderate to High
(4000–10,000)

High (0.1–7 days due to
fraud-proof period) High Trust in fraud-proof

mechanism

Zk-Rollups High (2000–4500) Low (0.1–1) Very High No additional trust
assumptions

Validiums Very High (9000) Low (0.1) High Trust in data availability
committee

Note: The reported throughput and latency are approximate and theoretical, depending on the specific implemen-
tation and network conditions.

Rollups are similar to plasma since transaction execution is shifted to L2, but all the
data derived from that execution are published back on the main chain [7], which allows the
L1 blockchain to host the transactions processed by the L2. Barry Whitehat [12] introduced
the concept of rollup in 2018; since then, rollups have emerged as a robust solution to
overcome scalability challenges, allowing transactions to be processed off-chain while
retaining the security and decentralization of the underlying L1 blockchain. Zk-rollups
and optimistic rollups are the two primary types of rollup-based L2 solutions. In particular,
zk-rollup is an off-chain solution that employs zk-proofs to bundle multiple transactions
into a single light transaction and post them back to the main chain. Zk-rollup employs
zero-knowledge proofs to prove the validity of transactions. Conversely, an optimistic
rollup eliminates the requirement for zero-knowledge proof to reduce its computational
intensity at the expense of additional trust assumptions.

Finally, validiums [13] are novel systems similar to rollups, but differ in their data
availability mechanism. In contrast to rollups, in validiums transaction data and a state
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root hash are stored off-chain, while validity proofs are stored on-chain. A data availability
committee, such as a centralized oracle, that needs to be trusted can regulate the availability
of off-chain data.

This paper concentrates on rollup-based L2 architectures since they present an op-
timum balance between efficiency and security (no additional trust assumptions). The
following sections also discuss the number of promising solutions developed so far.

3. Overview of Rollups

The main idea underlying rollups is to process transactions off-chain and then sub-
sequently store the result of the transaction processing back on the main L1 chain. This
behavior is particularly useful in the context of smart contracts, where the processing of
a transaction can involve the execution of complex functionalities and can require a non-
negligible amount of space. In this case, rollups off-load the computing effort and reduce
the storage requirements from the main blockchain network. This allows the network to
scale while inheriting the security from the underlying L1 blockchain.

This section presents a complete overview of the different components of rollups and
of their execution interaction, as well as the different types of considered rollups, with the
aim of better analyzing the data availability issue in Section 4.

3.1. Components and Workflow of Rollups

An L2 rollup-based solution consists of multiple components that allow the execution
of the transactions off-chain and then the posting of the result of the transaction execution
on-chain. Respectively, Figures 1 and 2 illustrate the overall architecture of optimistic
rollups and zero knowledge rollups. The nature of each of these components can depend
on the specific implementation that is considered, but they can be summarized in the
following categories:

User—She/he initiates the transaction by sending a transaction request to a rollup
sequencer. This step is similar to submitting a normal blockchain transaction but, in this
case, the transaction is directed to a specific rollup protocol instead of an L1 solution.

Sequencer—This is one of the most important components in rollups. The sequencer
collects the transactions initiated by the user and sequences them in order. This is a critical
step to mitigate the risk of fraudulent practices, such as a front-running attack in which
a malicious actor can execute a transaction before other pending ones to take financial
advantage. The sequencer ensures that all the transactions are processed in the correct
order and error-free manner.

Aggregator—This is another crucial rollup component. The aggregator receives the
transactions from users, executes the transactions off-chain, and then rolls the results into
a single batch. This last activity is where the name rollup is derived. The final step for
the aggregator is to post the batched transactions and the resulting blockchain state as
Merkle root to the smart contract deployed on the L1 main chain.

On-chain Smart Contract—L2 solutions are based on the presence of a smart contract
deployed on the L1 main net. Such a contract acts as a foundation for rollup activities
carried out off-chain. In particular, it verifies and monitors the state transition performed
off-chain by linking off-chain rollup executions and on-chain data integrity.

Dispute Resolution (specific to Optimistic Rollups)—Unlike zk-rollups, optimistic
rollups consider every transaction valid and do not submit the validity proofs on-chain,
which is why it is called optimistic. Optimistic rollups define a challenge period in which
anyone can challenge a transaction and create a dispute before finalizing the transactions
on the main chain. In this case, a fraud proof is provided to the final user to demonstrate
the correctness of the data posted on L1.

Prover (specific to Zk-Rollups)—The prover component is specific to zk-rollups. It
generates cryptographic proof using zk-SNARK or zk-STARK for off-chain computation.
This proof is then posted on-chain to verify that the computation was performed correctly
and the state transition followed the pre-defined rules without revealing the underlying
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data or the exact computational steps. The prover also stores the transaction data for
availability on L1. Therefore, anyone can reconstruct the current state using transaction
data and independently verify this state on-chain.

Data Availability—Transaction data are critical for ensuring the integrity and security
of rollups. These data are posted to the L1 blockchain, making them available and accessible
to everyone. The data availability ensures that any participant can independently recon-
struct and validate the current state of the rollup by accessing the data on the L1 blockchain.
Different L2 rollup-based solutions can implement data availability differently, which will
be discussed in more detail in Section 4.

The following two subsections better detail the differences between optimistic and zk-
rollups, discussing the different information stored in each case. A summarized comparison
of zk-rollups and optimistic rollups is also presented in Table 2.

Table 2. Comparison of Optimistic and Zk-Rollups.

Feature Optimistic Rollups Zk-Rollups

Verification Method Utilizes fraud proofs, which require a
challenge period to contest transactions.

Uses zero-knowledge proofs to validate
transactions, ensuring immediate
verification without contestation.

Data Handling
Stores full transaction data on-chain to
facilitate potential fraud proofs and
challenges.

Posts only transaction proofs and state
differences on-chain, reducing data load.

Withdrawal Delay Withdrawals can take up to one week
due to the required fraud-proof window.

Enables instant withdrawals due to the
immediate finality of transactions.

Transaction Finality
Transaction Finality is delayed, pending
the expiration of the fraud-proof
challenge period.

Transaction finality is immediate as
cryptographic proofs confirm validity at
the time of transaction posting.

Security
Assumption

Operates under the assumption that
validators are honest and will actively
challenge incorrect transactions during
the dispute period.

Relies on the mathematical validity of
zero-knowledge proofs, assuming
accuracy in proof generation.

Developer
Complexity

Implementation is less complex than ZK
Rollups but still requires mechanisms to
handle disputes and fraud proofs.

Typically involves more complex
cryptographic operations, increasing
development complexity because of
advanced mathematical concepts.

3.2. Optimistic Rollups

Optimistic rollups assume that all transactions are valid by default unless challenged,
from which the name optimistic comes. In this approach, L2 verifies all transactions and
computes the new state Merkle root, ensuring the integrity of the rollup. However, the
transactions and state transitions are verified on L1 using fraud proofs only in case a
challenge is raised during the dispute period. This approach significantly reduces the on-
chain computation and transaction verification on L1. However, it introduces an inevitable
challenge period in which transactions can be disputed, potentially taking up to a week.
Therefore, latency in transaction finality is a primary challenge in optimistic rollups. This
can be a critical issue in applications requiring immediate transaction finality. Furthermore,
the security of optimistic rollups relies on an actively participating network of nodes that
can detect and challenge fraudulent transactions, therefore, relying greatly on network
integrity and node honesty. With reference to Figure 1, the fraud-proofs are maintained in
the L2 blockchain, while only the rolled-up data are posted back on the L1 one.
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Figure 1. General architecture of Optimistic Rollup.

3.3. Zk-Rollups

Zero-knowledge proofs are the major component of zk-rollups. In cryptography, a
zero-knowledge proof is a method by which one party (the prover) can demonstrate to
another party (the verifier) that some given statement is true while still avoiding revealing
to the verifier any additional information beyond the mere fact of that statement’s truth [14].
Generally speaking, a zk-proof can be distinguished by three main characteristics: sound-
ness, completeness, and zero-knowledge. Soundness ensures that no dishonest prover can
convince the verifier that a false statement is true. Completeness ensures that a prover
can convince the verifier if the statement is true. Finally, zero-knowledge ensures that no
information about the statement is revealed except the validity of the statement.

Using zk-proofs, zk-rollups enhance scalability and privacy by allowing off-chain
nodes to prove the validity of transactions without revealing any detail. The results of
transaction executions are compressed into a single batch and stored in the L1 blockchain
together with a cryptographic proof of state transition, as illustrated in Figure 2. In this case,
an on-chain verifier smart contract verifies the transactions and updates the blockchain
state. This ensures instant transaction finality without a dispute period.

The two main types of zero-knowledge proofs used in zk-rollups are Zero-Knowledge
Succinct Non-Interactive Argument of Knowledge (zk-SNARKs) and Zero-Knowledge Scal-
able Transparent ARguments of Knowledge (zk-STARKs). The following two subsections
provide some details about these two alternatives.
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Figure 2. General architecture of Zk-Rollup.

3.3.1. Zk-SNARKs

The name zk-SNARK stays for Zero-Knowledge Succinct Non-Interactive Argument
of Knowledge [15]. As suggested by the name, the proof size of zk-SNARK is very compact,
regardless of the complexity of the statement. This makes such solutions widely adopted in
currently available L2 projects due to their efficiency and small proof size in comparison to
the length of the actual computation. Moreover, the non-interactive nature of zk-SNARKs
eliminates the need for continuous communication between the prover and verifier in the
proof generation process. However, zk-SNARK requires a one-time trusted setup for proof
parameters generation, which can pose a security risk.

Formally, a zk-SNARK protocol consists of three steps: Setup (S), Prove (P), and
Verify (V), as defined below:

• Setup S—The first step involves the key generation, which takes a secret parameter λ
also known as toxic waste, to generate a proving key p and a verification key v.

(v, p)←− S(1λ) (1)

This phase relies on elliptic curve pairings and requires a trusted environment.
• Prove P—The prover generates a proof π using the proving key p, the public statement

y and the secret information also known as witness ω.

(π)←− P(p, y, ω) (2)

• Verify V—The verifier can verify the public statement y by using proof π and verifica-
tion key v, without revealing any information about ω. Verification will return true if
proof of the statement y is correct.

V(v, y, π) = true| f alse (3)

3.3.2. Zk-STARKs

Zk-STARK stands for Zero-Knowledge Scalable Transparent Argument of Knowl-
edge [16]. It is an evolution of zk-SNARK since it eliminates the need for a trusted setup,
which enhances security and transparency. Indeed, while zk-SNARK relies on elliptic
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curve pairings and requires a trusted setup phase for generating public parameters, zk-
STARK employs polynomial commitments and interactive oracle proofs, which not only
ensure quantum-resistant proofs but also allow scalability for larger computations and
transparency. In particular, zk-STARK leverages the Fast Fourier Transform (FFT) for effi-
cient computation and verification of large datasets, while the collision-resistant hashing
functions help to achieve transparency and quantum resistance and provide long-term cryp-
tographic security. However, this results in larger proof sizes, in comparison to zk-SNARK,
which can pose some problems in terms of transaction costs.

The proof generation and verification of zk-STARK involves the usual three main steps
described for zk-SNARK: Setup (S) to initialize public parameters; Prove (P) to generate
proofs; and Verify (V) to check the validity of the proofs. The main difference resides in
the characteristics and assumptions made in the setup phase.

4. State of Art about Data Availability in L2 Rollups

Blockchain operates in a trustless environment where every peer-to-peer network
node can verify the global state independently, without the need for a central authority. In
this regard, the term data availability is used to denote the fact that any participant can access
all the required information needed to verify the transactions in a trustless environment,
independently. With reference to the rollup-based L2 solutions, this means that data used
for state transitions in L1 need to be accessible to everyone to ensure that any participant
can validate the rollup state independently [17].

Data availability is critical in rollups as it directly affects security, functionality, and
interoperability. It is essential to ensure that participants interact with a valid blockchain
state and trust the rollup protocol. For instance, if data are unavailable and in case of a
malicious rollup operator, the users may not be able to withdraw their funds from the
main L1 chain because nodes can not correctly compute the new blockchain state and the
user’s current funds [18]. The main reasons for which data availability is important can be
summarized as follows:

• Security—Users can independently verify all the transactions and state transitions,
maintaining the trustless nature of the blockchain.

• Integrity—Transactions and states are reliable, correct, and resilient to modifications.
• Functionality—It ensures that all required data are available for processing and vali-

dation and ensures the proper functionality of the rollup.
• Interoperability—It ensures consistent data access to allow the interaction between

multiple blockchain layers and applications.
• Censorship Resistance—It ensures that transaction data are processed and stored

without involving centralized authority or malicious rollup operator. Users can
directly submit a transaction on the L1 zk-rollup contract to bypass the rollup operator
censorship.

Despite the importance of data availability, this property can lead to problems related
to costs and performance due to the amount of data to be posted back on the L1 chain.
Currently, there are two main approaches to data availability: on-chain and off-chain.
The first one typically guarantees greater security while inducing more costs for the end-
user. Conversely, the second one typically reduces costs and improves performance at the
expense of smaller security or greater trust requirements.

This section discusses in detail the current state of the art about data availability in
rollups-based L2 solutions, which includes on-chain and off-chain data posting. The on-
chain includes calldata and blob. The calldata refers to a location where function arguments
are stored. It is a read-only data area that does not alter the Ethereum state directly. This
makes it a cost-effective way to store essential transaction data on-chain. On the other
hand, blob is a new technique introduced with Ethereum’s EIP-4844 (Proto-Danksharding),
which allows large amounts of data to be posted on-chain more efficiently. Blob are not
directly accessible by the EVM and stored temporarily for verification. Section 4.1 presents
a detailed explanation of on-chain data availability solutions. This section also discusses
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the impact of data availability on scalability, security, and the overall performance of
blockchain. Tables 3 and 4 present a detailed comparison of data availability in the most
prominent rollup-based L2 solutions. Specifically, Table 3 summarizes the main technical
characteristics of these solutions, while Table 4 highlights their scalability and security
properties, as well as the strengths and weaknesses with respect to data availability.

Table 3. L2 Rollup-based solutions to data availability: technical characteristics.

Rollup Name Data Availability Solution Provider Verification Mechanism

ZKSync [19] On-chain (Calldata) Ethereum zk-SNARKs

Starknet [20] On-chain (Calldata or Blob) Ethereum zk-STARKs

Aztec (Private Blockchain) [21] Off-chain (Initial Plan for Validium) Off-chain zk-SNARKs

Scroll [22] On-chain (Calldata or blob) Ethereum zk-SNARKs

Linea [23] On-chain (Blob) Ethereum zk-SNARKs

DeGate V1 [24] On-chain (calldata) Ethereum zk-SNARKs

Taiko [25] On-chain (calldata) Ethereum zk-SNARKs

Arbitum [26] On-chain (blob) and off-chain (anytrust) Ethereum/DAC Fraud Proofs (Optimistic Rollup)

Optimism [27] On-chain (calldata or blob) Ethereum Fruad Proofs (Optimistic Rollup)

Metis [28] Off-chain Memolabs Hybrid (Fraud Proofs and Zk Proofs)

Polygon (zkEVM) [29] On-chain (Calldata) Ethereum zk-SNARKs

Loopring (L2+Dex) [30] On-chain (calldata) Ethereum zk-SNARKs

Immutable X (NFT Solution) [31] Onchain (calldata) or Off-chain
(Validium) Ethereum/DAC zk-STARKs

Manta Pacific [32] Off-chain (Celestia) Celestia zk-SNARKs

ZKFair [33] Off-chain (Celestia) Celestia zk-SNARKs

Table 4. L2 Rollup-based solutions to data availability: strengths and weaknesses.

Rollup Name Scalability Security
Features Strengths Weaknesses

ZKSync [19] High Strong Secure, Cost-effective State Difference Only

Starknet [20] High Strong Scalable, Secure State Difference Only

Aztec (Private Blockchain) [21] High Strong Privacy-preserving Pending EIP-4844 Decision

Scroll [22] High Strong Scalable, Secure Centralized Operator

Linea [23] High Strong Efficient, Scalable Data Expiry After 18 Days

DeGate V1 [24] Medium Strong Trustless, Decentralized Unclear Merkle Tree Storage

Taiko [25] High Strong Decentralized, Secure Relies on Ethereum Validators

Arbitum [26] High Strong Low cost, high throughput Dispute Delays

Optimism [27] High Strong EVM Equivalence Dispute Delays

Metis [28] High Strong Cheapest Transactions Less Community Adaptation and
Data Withholding Attack

Polygon (zkEVM) [29] Medium to High Strong EVM Equivalence Pending EIP-4844 Implementation

Loopring (L2+Dex) [30] Medium to High Strong Flexible, Secure Centralized Operator

Immutable X (NFT Solution) [31] Medium to High Strong Decentralized, Flexible Trust Issues in Validium Mode

Manta Pacific [32] High Moderate Scalable, Cost-effective Relies on Celestia

ZKFair [33] High Moderate Scalable, Cost-effective Relies on Celestia

4.1. On-Chain (Rollup Mode)

The on-chain data posting, or rollup mode, is a basic functioning mode for data
availability in rollup. To ensure the security, transparency, and verifiability of blockchain
transactions, all related data must be publicly available on-chain to all network participants
for verification. This approach leverages the security and consensus mechanisms of the L1
blockchain, ensuring data integrity and information accessibility. Compared to optimistic
rollups, the zk-rollups do not require storing much data on-chain, as validity proofs can
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validate the authenticity of state transitions without revealing them. However, on-chain
data availability still accounts for 80% of the total transaction cost [34]. To overcome this
challenge, different data compression techniques are used, which ultimately reduces the Gas
fees for end-users. These techniques include posting only state differences and employing
data compression algorithms such as Huffman coding, Run-Length Encoding (RLE), and
delta encoding. Moreover, the state compression using Merkle trees and redundancy
reduction using erasure coding can significantly reduce the on-chain data while ensuring
data availability and integrity.

Posting only the state difference instead of complete transaction data helps to achieve
scalability without overburdening the underlying L1. For instance, ZKSync [19] compresses
the transaction data and computes the state differences along with zk-proof to post on
Ethereum L1. StarkEx [35], which employs the zk-STARK for the zk-rollup solution, is
another prominent example of posting only state difference on-chain for data availability.

Calldata and blob storage are the two main techniques to ensure on-chain data avail-
ability in rollups. Both solutions have their benefits and limits, as discussed below.

4.1.1. Calldata

In a smart contract, calldata is a read-only data area that works similarly to memory
and is used to pass arguments to a function. Therefore, calldata remains on-chain as a
part of the Ethereum chain history logs and is not stored as a part of the Ethereum state.
Since calldata does not change the Ethereum state, it results in a cost-effective way to store
information. Zk-rollups employ calldata to publish compressed transaction data on-chain;
the rollup operator creates a new batch by calling the relevant function in the contract and
passing the bytes array encoded data as payload to the function arguments. T1, T2, . . . Tn
are the individual transactions in the rollup batch. The rollup operator computes proof π
and the state transition S of batch B. The calldata for B is as follows:

BS = CE(T1, T2, . . . Tn) (4)

where CE is the function that compresses the transaction data and encodes the compressed
data in a byte array. BS along with proof π are then passed as parameters in the function
call Fveri f y of the rollup smart contract RS. An L1 smart contract verifies the proof, updates
the state on-chain, and finalizes the batch.

Fverify(π, BS)→ Updated state in contract RS (5)

Loopering [30], a decentralized exchange, employs Ethereum calldata for data avail-
ability and zk-SNARK for verification. This ensures that all the essential data for verification
are available without preserving the entire transaction history on-chain. In contrast, the
Immutable X [31], a zk-rollup-based NFT solution, employs zk-STARK for proof generation
and posts the state differences as calldata in L1 or off-chain. Conversely, Optimism [27] is
an optimistic rollup employing the calldata or blob to ensure data availability. The batch
includes the transaction data and the result of the state transition to ensure verification
during the dispute period. Indeed, optimistic rollups assume that the transaction batch is
valid unless someone challenges the validity of the batch.

4.1.2. Blob-Carrying Transaction

Initially, the calldata was the only available option for rollups to ensure on-chain
data availability. However, using calldata for transaction data storage led to higher Gas
fees and limited scalability. For instance, storing a single non-zero byte costs 16 units of
Gas, and a single zero byte is 4 units of Gas [36]. Furthermore, Ethereum currently has
a restriction of 30 M Gas per block, allowing a maximum size of 1.8 MB per block. To
overcome these challenges, on 13 March 2024, Ethereum implemented EIP-4844 (Ethereum
Improvement Proposal), also known as Proto-Danksharding [37]. This improvement is part
of the Ethereum scaling roadmap, addressing both the cost and performance limitation of
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the previous calldata method. The EIP-4844 proposal introduced a new type of transaction,
called carrying transaction in short blob [38]. The blob persists in the beacon node for
a short time (almost two weeks), significantly enhancing the scalability of the Ethereum
network and data availability in L2 [39]. The beacon nodes are special nodes in the network
mainly responsible for coordinating validators and maintaining consensus in Ethereum’s
Proof of Stake (PoS) beacon chain. Blobs do not allow direct access to Ethereum Virtual
Machine (EVM) or smart contracts because their design enables efficient data storage and
retrieval without requiring direct interaction with the EVM. Ethereum nodes store blobs
separately from main transaction data for efficient processing and validation of transactions.
Each blob holds 4096 field elements, and each element size is 32 bytes; therefore, a single blob
can hold 4096× 32 = 128 KB of data. Furthermore, each block can hold up to 16 blobs or 2 MB
of data, significantly improving storage and cost compared to calldata. A zk-rollup called
Linea [23] is the first to implement blob for data availability fully, while other zk-rollups, such
as Starknet [20], Optimism [27], and Scroll [22], provide both blob and calldata options.

4.2. Off-Chain (Validium Mode)

Off-chain data availability, also known as validium mode, is an alternative option
in the rollup architecture, designed to ensure that critical transaction data are available
for state transition verification without being stored on-chain. Depending on cost and
security tradeoffs, it may be suitable to store the information off-chain and employ other
techniques to ensure data availability. Off-chain data storage can significantly increase the
transaction throughput. Offloading the data storage to an off-chain solution leads to low
data footprints on L1, which can significantly increase the scalability and performance of
rollups. The number of transactions can reach up to 9000 per second or more. Moreover,
shifting data availability to off-chain can significantly reduce the Gas cost associated with
on-chain data storage, making transactions cheaper for end users.

For instance, zk-SNARK-based rollup Polygon CDK [34] provides both options to
store the transaction data off-chain or on-chain. Polygon CDK off-chain data availability
ensures that state transitions can be verified without extensive on-chain storage by storing
transaction data off-chain and submitting zk-SNARK proofs to the Ethereum mainnet.
Similarly, Arbitrum Orbit [40] is an optimistic rollup that leverages an off-chain data
availability mechanism for storing transaction data. Arbitrum batches transactions and
stores the data off-chain to maintain the integrity and security of the rollup and prevent
the Ethereum mainnet from overloading. This ensures that the required data for state
verification are available during the challenge period.

Data Availability Committees (DACs) and Data Availability Layers (DALs) are the
most prominent techniques to ensure off-chain data availability in rollups.

4.2.1. Data Availability Committee (DAS)

A Data Availability Committee (DAS) is a group of trusted nodes that store transaction
data off-chain and provide cryptographic guarantees for data availability. This approach
addresses the data availability problem while significantly reducing the costs and complex-
ities of storing all transaction data directly on L1. A DAC is selected by forming a group
of nodes to store and verify transaction data. These nodes are often determined based
on network resilience, performance, and trustworthiness. The specific implementation
of the rollup determines if the committee member selection process is permissioned or
decentralized. Once a rollup processes a transaction batch, it transmits the corresponding
data to the DAC members. Each member maintains a full copy of the transaction data,
which ensures that DAC can maintain the data availability even if some nodes fail or
become compromised. This helps to achieve redundancy and fault tolerance.

To ensure data integrity and tamper resistance, DAC members generate cryptographic
proofs that validate that the stored data are still available. DAC members regularly post
these proofs on-chain to confirm the availability of data. The on-chain smart contract verifies
proof provided by the committee members and validates the data availability and integrity.
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This approach implies that the rollup can trust the DAC. The cryptographic techniques
can vary depending on the specific implementation of the rollup. Furthermore, DAC
implements a challenge-response technique to improve the security. Any network member
can challenge the batch if they believe the DAC is not correctly storing the data. After
that, the DAC members must submit additional evidence to validate the data availability.
Immutable X [31] supports both on-chain and off-chain solutions, allowing users to store
data according to security and cost requirements. The DAC members sign and retain each
batch of transactions. Users can still withdraw from the protocol if a compromised member
is present. The Immutable DAC includes Immutable, StarkWare, Deversifi, Consensys,
Nethermind, Iqlusion, Infura, and Cephalopod [41].

4.2.2. Data Availability Layer (DAL)

The traditional monolithic blockchains are designed with a single layer that handles
the transaction execution, consensus, data availability, and settlement. However, this tight
integration has led to issues such as low throughput, scalability, and transaction cost. For
instance, Bitcoin has low transaction throughput, and Ethereum has high Gas prices. These
challenges led to a novel modular blockchain design with separate layers for execution,
consensus, data availability, and settlement [42]. Figure 3 illustrates the difference between
modular and monolithic blockchains. This modularity allows for improved throughput
and lower transaction costs, resulting in more scalable systems. Therefore, a dedicated
Data Availability Layer (DAL) can be a storage and consensus layer for rollup, including
transaction data, settlements, and off-chain data. A DAL concept is similar to DAC; instead
of relying on permissioned nodes, DALs are permissionless networks and employ the Proof-
of-Stake (PoS) validator systems to store data off-chain without relying on trusted third
parties. DAL is a dedicated layer that ensures the integrity and availability of transaction
data without burdening the underlying L1 blockchain.

Monolithic Blockchain

Execution

Settlement

Consensus

Data Availibility

Execution

Settlement

Consensus

Data Availibility

Modular Blockchain

Transaction Execution Layers

Security Layers

Figure 3. Modular vs Monolithic Blockchains.

DAL distributes transaction data across multiple nodes in a decentralized network
while ensuring data redundancy and fault tolerance through techniques such as erasure
coding. Erasure coding splits data into multiple segments and allows the original data to be
recovered from a subset of these fragments. This ensures that the data are still recoverable
even if certain fragments are lost or distorted. A DAL ensures security by making all data
available to nodes and preventing malicious activities. Moreover, a dedicated DAL helps
achieve a more flexible and modular blockchain design, significantly reducing transaction
costs and increasing scalability.

Celestia [43] is a modular pluggable and pre-configured DAL solution that offers
rollups to store large datasets off-chain. This allows the rollups to integrate DAL into
existing solutions easily. Celestia incorporates data availability sampling (DAS), allowing
light nodes to verify data availability without downloading the entire block. Randomly
sampling small portions of data ensures that the expected data are consistent. A consistent
dataset indicates that the entire dataset is available. Moreover, Namespaced Merkle Trees
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(NMTs) allow the node to download only relevant transaction data, which leads to an
efficient settlement and execution. These two novel approaches enable rollups to achieve a
significant cost reduction of approximately 100x and improved scalability.

Another example of DAL is Avail [44], a spin-off of Polygon. Avail splits the network
into light peer-to-peer nodes and employs a sampling technique to verify data availability.
Moreover, Avail uses the innovative polynomial KZG commitment schema [45] and the
erasure coding for proof validity. The erasure coding distributes data across a decentralized
network, ensuring it remains available and verifiable. This separation improves the overall
efficiency and scalability of the rollup.

The NEAR protocol [46] is another DAL introduced by the NEAR foundation in 2023,
which employs a sharding mechanism called Nightshade. Each shard splits the data into
chunks and then integrates them into a single block. These data are available for around
60 h and are then transferred to archival nodes to retain them. In this way, the network
distributes the responsibility of data availability, which enhances scalability and reliability.

5. Open Challenges and Future Directions

By considering what has been discussed and summarized in the previous sections,
this section identifies some open challenges and proposes some future directions.

The main challenges that still need to be tackled are essentially related to finding
the right compromise between the costs of storing data on-chain and the level of security
that can be achieved with off-chain storage. In particular, we can summarize the main
challenges with the following points:

Cost—The high cost of storing data on-chain is a significant challenge for the broader
adoption of rollup solutions, making many rollup solutions less economically viable than
their L1 counterparts. For instance, storing data on calldata can cost 16 units of Gas for
non-zero bytes and 4 units for zero bytes. Blob aims to reduce on-chain storage costs.
However, in some cases, such as during periods of high demand, blobs can be more
expensive than traditional calldata, preventing rollups from implementing blob-based
solutions. Moreover, another significant challenge in the blob is that rollups have to pay
the full blob fee regardless of the data size, which can be expensive for smaller rollups. In
this case, rollups need to wait until they have enough data to fill a blob slot, potentially
delaying transaction finality or submitting smaller data segments, increasing user costs.
Blob still needs to improve in terms of efficient implementation and scalability.

Security and Trust—The security and trustworthiness of data availability solutions
are crucial. The decentralized solutions aim to reduce dependency on trusted third parties;
however, these solutions still face new security challenges. For instance, DAC relies
on a few trusted nodes, which poses a risk in case of malicious or compromised nodes.
Moreover, data withholding attacks are significant challenges in the data availability layer,
where malicious actors can withhold data to disrupt the rollup. Furthermore, maintaining
the integrity and verifiability of off-chain data is still challenging, as it requires robust
mechanisms to ensure that data are always available and valid.

Governance and Regulation—Another challenge is the constantly evolving governance
and regulations of blockchain systems. Blockchain technologies and their applications
have to handle increasingly complex regulatory and governance rules, which can ensure
compliance while maintaining decentralization and user trust in the system. Therefore,
rollup solutions need to adapt to regulatory challenges and incorporate robust governance
mechanisms to address these dynamics.

Interoperability—The interoperability between various data availability solutions and
blockchain networks is essential for developing a robust ecosystem. However, several tech-
nical and standardization challenges exist in achieving interoperability in the blockchain
ecosystem. Furthermore, different blockchains and rollup solutions often employ different
protocols and data formats, which can further complicate the efforts needed to ensure the
interaction and integration of multiple rollups. Therefore, standardized frameworks and
protocols for interoperability are still an open challenge.
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Given such main challenges, several future research directions need to be investigated to
improve the quality of L2 solutions from an economic, performance, and security point of view.

Robust and Scalable Solutions—Future research can focus on developing more robust
and scalable data availability solutions. Off-chain data availability techniques, such as
more decentralized and robust DACs and DALs, can also be crucial. Moreover, new
data repetition and identification methods can improve storage efficiency and ensure that
unique transaction data are posted to the blockchain. In addition, novel techniques, such
as enhanced data compression, erasure coding, and advanced cryptographic methods,
could significantly reduce Gas costs and improve transaction throughput. Furthermore,
implementing modular blockchains can address the performance and scalability challenges
of monolithic blockchains. Decoupling transaction execution, consensus, data availability,
and settlement layers allows modular systems such as Celestia and Avail to provide more
flexible and scalable solutions. Future research can focus on further enhancing the modular
blockchain layers and improving the existing ones for more efficient and resilient networks.

Security and Trust Models—The resilient security frameworks for data availability so-
lutions are critical, which involve improving cryptographic proof techniques to ensure data
integrity and developing more robust protocols to protect against different attacks. More-
over, hybrid techniques combining on-chain and off-chain data availability can balance
security and efficiency. Advanced cryptographic techniques such as homomorphic encryp-
tion and Zero-Knowledge Proofs can improve data integrity and privacy while reducing
computing overhead. Future work can also investigate the integration of quantum-resistant
cryptographic algorithms in blockchain architectures.

Cross-Layer and Cross-Chain Interoperability—The interoperability between different
blockchain layers and across various blockchain networks is crucial for the broader adop-
tion of blockchain technology. Future research can investigate developing standardized
protocols and frameworks to facilitate the interaction between rollup solutions and mainnet
blockchains. Additionally, focusing on developing communication standards and universal
data formats to ensure data validation and exchange between different blockchains can
mitigate the interoperability issue.

Hybrid solutions—Given all the previous considerations, we can also conclude that
a hybrid solution integrating on-chain and off-chain data storage with real-time price
analysis can significantly advance the data availability landscape. Hybrid frameworks can
dynamically assign data to either calldata or blobs based on cost and storage requirements.
The concept of shared blobs, in which multiple rollups collaborate to share data slots,
provides an innovative approach to high-cost problems while improving transaction finality.
Further research on these concepts will be critical for improving the performance and
scalability of rollup solutions.

6. Conclusions

Layer 2 architectures have emerged in recent years as a valuable solution to improve
the scalability of traditional blockchains, such as Ethereum while retaining the security and
reliability of the main network. Several kinds of L2 alternatives have been proposed and
developed, and they can be categorized into the following main groups: state channels,
sidechains, and rollups. Rollups are certainly the most promising solution since they
provide the best combination of security and performance. However, the introduction
of rollup-based L2 solutions introduces additional challenges that need to be carefully
considered in real-world applications. One of the most important is data availability, which
refers to the need to store back in the L1 the information required to validate the work
conducted in the L2.

This paper provides a detailed survey of the currently available L2 solutions by
comparing them with respect to data availability and the solutions they provide to this
problem. The various alternatives are carefully considered and described, and an analysis
of their strengths and weaknesses is also provided. In particular, a main distinction is made
with respect to on-chain and off-chain solutions and, for each of them, a further distinction
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is made based on the solution applied to implement them. The paper concludes with a
discussion of open problems and future research improvements.
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