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ABSTRACT

Industrial Control Systems (ICS) are critical infrastructure components, and
successful cyberattacks can have devastating consequences, causing economic
losses, disrupting vital services, and even endangering public safety. Honeypots
0 er a promising approach to study attacker behavior and improve ICS secu-
rity. However, existing honeypots often su er from limited interaction capa-
bilities, low con gurability, poor scalability, and inadequate physics-awareness,
limiting their e ectiveness. This thesis addresses these limitations by proposing
HoneyICS, a high-interaction and physics-aware honeynet architecture speci -
cally designed for ICS. HoneyICS provides a realistic environment for attackers
while capturing valuable data on their behavior and intentions. Furthermore,
the dissertation investigates the impact of di erent HoneylCS con gurations on
attacker behavior and the types of information captured. Additionally, a dedi-
cated attack tool capable of executing various attack scenarios, including Man-
in-the-Middle (MITM), Denial-of-Service (DoS), and actuator manipulation via
Modbus, has been developed. This tool facilitates the evaluation of HoneylICS’s
e ectiveness against real-world attack techniques.
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Chapter

INTRODUCTION

In the dynamically evolving landscape of cybersecurity, the threats to Industrial
Control Systems (ICS) have emerged as a growing critical concern. The thesis
titled \Design, implementation and evaluation of a physics-aware honeynet for
Industrial Control Systems" aims to propose a framework, called HoneyICS, for
understanding and capturing the dynamics of these attacks. This exploration is
not just a theoretical excursion butis rmly grounded in practical investigations.
Leveraging a realistic honeypot infrastructure as a pivotal tool for study, we
adopt a hands-on approach to understanding potential cyber-physical attacks
on ICS. Additionally, we implement an automated tool for executing the attacks
and a dedicated pipeline for their thorough analysis.

Recent trends and incidents demonstrate the increasing prevalence of ICS
attacks. For instance, in the second half of 2020, 33.4% of ICS computers glob-
ally were attacked, with signi cant increases across multiple sectors, including
building automation, oil & gas, and engineering [54]. These attacks encompass
a variety of threats such as backdoors, spyware, and other types of Trojans,
indicating the evolving complexity of cyber threats to ICS. The year 2021 saw
a signi cant increase in groups targeting ICS, with high-pro le incidents like
the Colonial Pipeline and JBS ransomware attacks gaining global attention.
Dragos OT Cybersecurity INC.'s [26] 2021 report highlighted the emergence
of three new threat groups: Kostovite, Erythrite and Petrovite, each with dis-
tinct tactics and targets, demonstrating the diversi cation in cyber adversaries'
approaches [33].

In the rst half of 2023, malicious activities were detected on 34% of ICS
computers, marking the highest level of global threats since 2019 [4]. The diver-
sity of malware families used in these attacks increased, with denied Internet
resources and malicious scripts being the most prevalent threats. Remarkably,
even regions traditionally considered safer, such as Australia, New Zealand, the
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United States, Canada, and parts of Europe, withessed increases in attacked
ICS computers during this period.

The thesis also aims to leverage the proposed infrastructure to capture and
analyze these attacks, providing valuable insights into the techniques and objec-
tives of cyber adversaries. Through this approach, the research will contribute
to understanding the current threat landscape in ICS, o ering a unique per-
spective on how these systems are targeted and compromised. This study is not
only timely but also critical in addressing the ever-evolving threats to critical
infrastructure and industries globally.

1.1 Motivation

The motivation behind this research arises from the escalating sophistication
and frequency of cyber-attacks targeting ICS. While traditional honeypots o er
valuable insights into general cyber threats, they often struggle to mimic real-
world ICS environments, particularly in simulating process control and diverse
network protocols. Additionally, inaccurate modeling of physical processes can
tip o attackers. This gap hinders our ability to e ectively study attacker be-
havior and develop robust defense mechanisms for these critical systems. This
thesis has three main goals:

1. Create a Robust Honeypot FrameworkDevelop a resilient and e ective hon-
eypot framework capable of emulating industrial environments to attract
and analyze cyber threats.

2. Study the Data Collected and Attack Patterns ReceivedConduct an in-depth
analysis of the data collected through the honeypot framework, focusing on
understanding the patterns and tactics employed by attackers targeting ICS.

3. Provide an Automated Tool for Attacks: To validate the honeypot's ability to
capture real-world attacks, we will develop an automated tool for simulating
a controlled set of ICS cyber-attacks. By analyzing attacker interactions with
these simulated attacks, we can identify areas for improvement and re ne
the honeypot's e ectiveness in capturing and mimicking real-world threats.

1.2 Contribution

This thesis makes three contributions to the eld of cybersecurity, particularly
in the context of ICS. The key contributions are as follows:

Development of HoneyICS: The design and implementation of HoneyICS, a
physics-aware honeynet. This system is capable of simulating real-world indus-
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trial environments with a high degree of realism, incorporating both cyber and
physical process elements. This enhances the ability to attract and analyze cy-
ber threats but also improves understanding of how these threats interact with
physical industrial processes.

Insightful Data Analysis: The deployment of HoneylCS provided a rich
dataset of cyber attack attempts on ICS. The comprehensive analysis of this
data has led to a deeper understanding of the tactics, techniques, and proce-
dures used by adversaries in targeting ICS.

Creation of a Specialized Attack Tool: A contribution of this thesis is the
development of an attack tool designed to test the authenticity and resilience
of HoneyICS. This tool not only serves as a benchmark for the honeynet's ef-
fectiveness but also demonstrates the potential real-world applicability of such
tools in cybersecurity.

The thesis bridges the gap between theoretical cybersecurity concepts and
practical applications in industrial settings. It o ers a framework that can be
adapted and extended by future researchers and practitioners.

1.3 Thesis Outline

The thesis begins by describing the motivation behind the research, its contri-
butions, and an overview of the topics.

Transitioning into Chapter 2, the focus shifts to ICS. This chapter explores
the Operational Technology involved, dissecting the Purdue Enterprise Refer-
ence Architecture to provide a structured and granular understanding. It also
provides a summary of the notable security issues plaguing ICS, drawing a
comparative analysis between Operational Technology (OT) and Information
Technology (IT), highlighting their distinct characteristics and implications for
security.

In Chapter 3, an overview of the literature on existing honeypots is provided,
honeypots speci cally designed for Industrial Control Systems. The chapter pro-
vides a comprehensive overview of the current state of ICS honeypots, touching
upon various implementations and advancements. It also addresses the chal-
lenges and desiderata in modern ICS honeypots, discussing also the legal impli-
cations entailed in running such honeypots.

Chapter 4 introduces the reader to the core of the thesis: a new physics-aware
and high-interaction ICS honeynet called HoneylICS. Here, the thesis presents
a detailed architecture of this honeynet, elaborating on its hybrid nature. The
chapter further explores the attacker model, providing insightful perspectives
on potential threats and vulnerabilities.
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The thesis progresses to Chapter 5, where it illustrates the prototype imple-
mentation of the honeynet, from the plant: a Secure Water Treatment system, to
the controllers. This chapter is a deep dive into the technical aspects, detailing
the honeypot's technology stack and various components of the implementation
process. It's a practical application of the theoretical concepts discussed earlier.

Chapter 6 of the thesis o ers a comprehensive analysis of the data captured
during months of exposing HoneyICS to the Internet. This chapter is methodi-
cal in its approach, discussing the research questions posed, methodologies em-
ployed, and the results produced from the data analysis. It's a chapter that ties
the practical ndings back to the theoretical underpinnings of the thesis.

Chapter 7 explores the types of cyber-attacks that the honeynet is equipped
to handle. It also introduces an automated tool designed for executing these
attacks. This chapter o ers a critical evaluation of the honeynet's e cacy in a
real-world scenario.

Finally, Chapter 8 wraps up the thesis with discussions, concluding remarks,
and future work. It synthesizes the research ndings, re ecting on their implica-
tions and charting a course for future exploration in the realm of cybersecurity
for Industrial Control Systems.



Chapter

BACKGROUND ON ICS

Before starting with the main results of this thesis, this chapter, alongside the
next, revisits some fundamental concepts. We start with a comprehensive ex-
ploration of Industrial Control Systems (ICS) and their elements in Section ?7?,
we proceed to examine Operational Technology (OT). This involves an in-depth
analysis of the architecture of ICSs as per the Purdue Enterprise Reference Ar-
chitecture (PERA) [142] and the industrial protocols utilized, as outlined in
Section 2.1.

Industrial Control Systems (ICS) [128] represent a diverse set of control sys-
tems and instrumentation used across various industries to manage and auto-
mate industrial processes. These systems include a wide range of devices, net-
works, and controls that work together to manage and automate industrial tasks.
Depending on the speci c industry, each ICS is designed to operate uniquely and
e ciently in electronic management of processes.

The devices and protocols employed in ICS have become pervasive in almost
every industrial sector, playing crucial roles in critical infrastructure such as
manufacturing, transportation, energy production, and water treatment indus-
tries. These systems are instrumental in ensuring smooth and reliable operations,
enhancing productivity and performance of industrial processes.

As shown in Figure 2.1, there exist three primary types of architectures
[115]: Standalone Control Systems, Distributed Control Systems (DCS), and
Supervisory Control and Data Acquisition (SCADA) systems.

" The Standalone Control System, a simplistic design that e ciently man-
ages processes such as escalators and elevators, primarily employing analog
and digital inputs. However, with the advent of greater connectivity, these
systems are now being connected to the Internet, arising new security chal-
lenges.
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Figure 2.1: Di erence between SCADA, DCS and Standalone systems

" The Distributed Control System (DCS) is more complex and commonly
found in power plants, re neries, and manufacturing facilities. It comprises
multiple components, such as PLCs, controlling various processes like tur-
bines and pressure vessels. Redundant network connectivity to ensure max-
imum uptime. Moreover, multiple Human-Machine Interfaces (HMIs) could
be used to allow operators to oversee and regulate processes.

The SCADA system is prominent in power grids and water plants. It covers
vast geographical areas with operators overseeing multiple regions through
a centralized architecture. It usually consists of Remote Terminal Units
(RTUs), Programmable Logic Controllers (PLCs), Human-Machine Inter-
face (HMIs), communication infrastructures using industrial protocols and
Supervisory Computers.

In the realm of organizational infrastructure, IT (Information Technology)
and OT (Operational Technology) serve distinct purposes and have key di er-
ences in their functions and applications.

IT acts as the technological foundation of any organization, catering to front-
end informational activities. Its primary role encompasses the monitoring, man-
agement, and security of core functions, including email, nance, human re-
sources (HR), and various other applications housed in data centers and the
cloud. Essentially, IT ensures the smooth functioning of administrative and com-
munication processes, supporting the overall e ciency of an organization.

On the other hand, OT is speci cally designed for the connectivity, mon-
itoring, management, and security of an organization's industrial operations.
Industries engaged in manufacturing, mining, oil and gas, utilities, transporta-
tion, and more heavily rely on OT. It operates behind the scenes, dealing with
the production and operation of machinery and automation systems.
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2.1 Overview

Operational Technology encompasses a wide range of technologies, including
industrial control systems (ICS), Supervisory Control and Data Acquisition
(SCADA) systems, Programmable Logic Controllers (PLCs), Remote Termi-
nal Units (RTUs), Human-Machine Interfaces (HMIs), and various industrial
sensors and actuators. These technologies work together to collect data from
sensors, analyze it, and initiate actions to control and optimize industrial pro-
cesses.

The convergence of IT and OT has become a prominent trend, leading to
what is often referred to as the Industrial Internet of Things (I1oT). This inte-
gration enables enhanced data analysis, real-time monitoring, predictive main-
tenance, and overall improved e ciency and productivity in industrial settings.
However, the increased connectivity also poses cybersecurity challenges, as se-
curing OT systems becomes essential to protect critical infrastructure and in-
dustrial processes from potential cyber threats.

2.1.1 Purdue Enterprise Reference Architecture

The Purdue Enterprise Reference Architecture (PERA), also known as the Pur-
due model, is an in uential enterprise architecture reference model from the
1990s. It was conceptualized and developed by Theodore J. Williams in collab-
oration with members of the Industry-Purdue University Consortium for Com-
puter Integrated Manufacturing [142].

PERA provides a structured framework for designing and organizing OT sys-
tems, helping enterprises e ciently manage complex industrial processes. It fa-
cilitates seamless integration of various components, including industrial control
systems (ICS), Supervisory Control and Data Acquisition (SCADA) systems,
Programmable Logic Controllers (PLCs), Human-Machine Interfaces (HMIs),
and industrial sensors and actuators.

The architecture consists of ve layers [141]:

Level O | The physical process

This level de nes the actual physical processes, it's the actual processes used
to create or support the creation of the product the company sells. This could
include various manufacturing or production processes [42] .

For instance, in a SWAT (water treatment) system, Level 0 encompasses the
tangible processes essential for water puri cation. These processes are the fun-
damental steps where raw water is treated and transformed into clean, potable
water that meets regulatory standards. The operations at this level involve vari-
ous treatment techniques such as lItration, chemical dosing, sedimentation, and
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Figure 2.2: Purdue model

disinfection, all aimed at ensuring the quality and safety of the nal water prod-
uct. In this context, Level O serves as the foundation where the actual work
occurs, turning source water into a nished product ready for distribution and
consumption.
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Figure 2.3: Programmable Logic Controller main components

Level 1 | Intelligent devices

This level involves sensing and manipulating the physical processes, employing
various components such as process sensors, analyzers, actuators, and related
instrumentation, including Programmable Logic Controllers (PLCs), Remote
Terminal Units (RTUSs), or Intelligent Electronic Devices (IEDs).

PLC

A Programmable Logic Controller (PLC) is a specialized industrial computer
that possesses the ability to control complex industrial and manufacturing pro-
cesses [128]. PLCs are optimized for control tasks in harsh industrial environ-
ments. They are ruggedly designed to withstand conditions such as dust, vibra-
tions, humidity, and temperature, ensuring a higher level of reliability compared
to commercial computers that are more susceptible to faults and crashes.

Moreover, PLCs have built-in I/O interfaces, simplifying the expansion pro-
cess with additional 1/O modules to manage more inputs and outputs without
the need for hardware recon guration.

The control programs can be written using a simple and intuitive language
called Ladder Diagram (LD) based on logic and switching operations, as opposed
to requiring expertise in general-purpose programming languages like C or €+

The PLC architecture comprises several essential elements [140]. The Proces-
sor Unit (CPU) serves as the core of the system, containing the microprocessor
responsible for interpreting input signals from /O modules, executing the con-
trol program stored in the Memory Unit, and sending output signals to the
I/0 Modules. It relies on two types of memory: RAM memory stores data from
inputs, while ROM memory houses the operating system, rmware, and user
program to be executed by the CPU.

The Power Supply Unit is responsible for converting AC voltage to DC volt-
age to power the system.

The 1/0 Modules play a crucial role in providing the interface between sen-
sors and nal control elements (actuators).
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Figure 2.4: Scan cycle

Lastly, the Communications Interface enables the PLC to send and receive
data on a network from/to other PLCs, facilitating interconnectivity and com-
munication in industrial automation systems.

Within a PLC, two distinct programs are executed: the operating system
and the user program. The operating system performs several essential tasks,
including executing the user program and managing memory areas, as well as
the process image table. This table acts as a collection of memory registers
where inputs from sensors and outputs for actuators are stored. To run the user
program, it must rst be uploaded onto the PLC via the programming device.
As shown in Figure 2.4 the program operates within scan cycles, each consisting
of three phases [145]:

Reading inputs from the process image table.

Executing the control code and computing the physical process evolution.
" Writing output to the process image table to impact the physical process.
The CPU refreshes the process image table at the end of each cycle.

A

IEC 61131-3 [25] standardized programming language for industrial automa-
tion. It de ned the following programming languages for PLCs Instruction List
(IL), Structured Text (ST), Ladder Diagrams (LD), Function Block Diagram
(FBD), and Sequential Function Chart (SFC).

Level 2 | Control systems

This level involves the supervision, monitoring, and control of the physical pro-
cesses. It involves the implementation of real-time controls and software, includ-
ing Distributed Control Systems (DCS), Human-Machine Interface (HMI), and
Supervisory Control and Data Acquisition (SCADA) software.
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Human-Machine Interface

A Human-Machine Interface (HMI) is a user interface or dashboard that con-
nects a person to a machine, system, or device. While the term can technically
be applied to any screen that allows a user to interact with a device, HMI is
most commonly used in the context of an industrial process [62].

In essence, an HMI is a specialized device or software that allows operators
to communicate with and control machines or production systems. It achieves
this by translating complex data into a user-friendly format, providing operators
with the necessary information and tools to monitor and manage the production
process e ectively [61].

HMlIs are the virtual access to the process data and con guration. They
allow programmers to make interface changes on the y and can restrict access
to details based on user privileges.

HMlIs essentially o er virtual access to process data and con guration. They
empower programmers to make real-time interface adjustments and restrict ac-
cess based on user privileges. In simpler terms, HMIs allow operators to monitor
and control devices through a user-friendly interface.

Several open-source HMI applications are available, including ScadaBR and
OpenSCADA:

~ ScadaBR is a SCADA (Supervisory Control and Data Acquisition) system
with applications in Process Control and Automation. It is being developed
and distributed using the open source model [45]. ScadaBR has the capability
to communicate with a variety of PLCs, including OpenPLC. It is based
on a Tomcat web server, speci cally version 6. Tomcat uses WAR (Web
Application Archive) les to de ne a project. Within this le, which is a
special type of Java archive, it contains the ScadaBR template, encompassing
all the essential functionalities of ScadaBR.

OpenSCADA: OpenSCADA is an open source HMI. It is platform indepen-
dent and based on a modern system design that provides security and exibil-
ity at the same time. But it could also serve for: acquisition, archiving (con-
duct history), visualisation of the information, issuing control actions, and
also for other related operations, which are characteristic for full-featured
SCADA or HMI systems [39].

Both of these systems are written in Java and are designed to be platform
independent, providing exibility and security for your SCADA needs.

Level 3 | Manufacturing operations systems

At this level, the focus is on e ciently managing the production work ow to
achieve the desired products. This entails batch management, the utilization of
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manufacturing execution/operations management systems (MES/MOMS), and
the integration of laboratory, maintenance, and plant performance management
systems, alongside data historians and associated middleware.

Level 4 | Business logistics systems

This level is responsible for overseeing the business-related activities of the man-
ufacturing operation. The primary system used for this purpose is Enterprise
Resource Planning (ERP), which plays a key role in establishing the fundamen-
tal plant production schedule, material usage, shipping, and inventory levels.

2.1.2 Industrial communication protocols

The establishment of e cient and reliable communications plays a pivotal role
in facilitating seamless data exchange among diverse devices and systems at
the di erent levels of the PERA architecture. In this section, we embark on an
exploration of the most prevalent and fundamental industrial network protocols
that have become ubiquitous in various industrial sectors.

The most common industrial network protocols [125] used in industrial au-
tomation and control systems include:

~ Modbus : Modbus [36] is a simple and widely adopted communication pro-
tocol used for connecting various devices, including programmable logic con-
trollers (PLCs), sensors, and actuators. Originally it was a serial communica-
tion protocol, but in later updates it has been incapsulated into a TCP packet
making it suitable for industrial Ethernet applications. The well-known TCP
port for Modbus tra c is 502.

" EtherNet/IP : EtherNet/IP [17] is an industrial Ethernet protocol most
commonly used in North America. It's based on Common Industrial Pro-
tocol (CIP), which is an object-oriented protocol where devices are viewed
as a collection of objects. Ethernet/IP employs an open, standards-based
approach, making it compatible with a wide range of industrial equipment.
This protocol enables the exchange of data, control commands, and infor-
mation among various components, facilitating e cient manufacturing pro-
cesses and improving system interoperability. The well-known TCP port for
EtherNet/IP tra c is 44818.

~ DNP3 (Distributed Network Protocol 3) : DNP3 [40], was developed
by Westronic, Inc. (now GE-Harris Canada) in the early 1990s, serves as the
primary SCADA protocol in the electrical power grid domain. It enables con-
trol and data communication between SCADA system components using a
master-slave architecture. Utility companies typically employ a central con-
trol station as the top-level DNP3 master, gathering data from substations,
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displaying it, and making control decisions. DNP3 supports three communi-
cation modes: unicast transactions (e.g., read or write commands) between
the master and a speci ¢ outstation device, broadcast transactions to all
outstation devices, and unsolicited responses from outstation devices. The
well-known TCP port for DNP3 tra ¢ is 20000.

OPC UA (Open Platform Communications Uni ed Architecture)

OPC UA [57] is an open and platform-independent protocol, facilitating se-
cure data exchange between industrial devices and systems. It is the successor
to the widely adopted OPC Classic and has established itself as a signi cant
choice for adaptable communication in industrial contexts without stringent
real-time demands. OPC UA functions as a client-server communication pro-
tocol, supporting a service-oriented architecture (SOA) for industrial use
cases, spanning from devices on the factory oor to enterprise-level applica-
tions. It uni es the various iterations of previous OPC speci cations into a
coherent address space, which is accessible through a comprehensive array
of standardized services. For each service, a pair of request-response data
structures is clearly de ned. Furthermore, OPC UA incorporates a range

of robust security features. The well-known TCP ports are: 4840 for unen-
crypted communication and 4843 for TLS encrypted communications.
S7comm : S7comm [41] is a proprietary communication protocol developed
by Siemens for use with their PLCs. It is widely used in industrial automation
and control systems, particularly in Europe. S7comm supports a wide range
of I/O modules, making them suitable for a variety of applications. It is
used for PLC programming, exchanging data between PLCs, accessing PLC
data from SCADA (supervisory control and data acquisition) systems, and
diagnostic purposes. The S7comm data comes as a payload of COTP data
packets. The well-known TCP port for S7comm tra ¢ is 102.

Among these protocols, one that stands out for its ubiquity and historical
signi cance is Modbus. The next paragraph will explore the intricacies of the
Modbus protocol and gain a deeper understanding of its key features, applica-
tions, and advantages.

Modbus

Modbus, a serial communications protocol, was conceived by Modicon, presently
a subsidiary of Schneider Electric, in 1979. Its primary design objective was to fa-
cilitate an open, straightforward communication channel between programmable
logic controllers (PLCs) and an array of devices, encompassing sensors, actua-
tors, and supervisory control and data acquisition (SCADA) systems. [35]
Modbus is available in two distinct versions: the original Modbus RTU (Re-
mote Terminal Unit), which initially constituted a straightforward serial com-
munication protocol. Over time, the industry withessed an escalating demand
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for a standardized framework capable of accommodating more intricate func-
tionalities and seamless integration with prevalent transport protocols such as
the Transmission Control Protocol/Internet Protocol (TCP/IP) and the User
Datagram Protocol (UDP). To meet this evolving need, Modbus TCP was in-
troduced in 1999. This variant was speci cally designed to address the burgeon-
ing requirements for extended capabilities and wider interoperability within the
Modbus communication standard. Modbus RTU primarily utilizes RS-232 or
RS-485 ports, depending on the speci ¢ implementation. RS-232 is suitable for
short-distance connections, while RS-485 is favored for longer distances and
multi-device networks. On the other hand, for Modbus TCP, which is designed
for Ethernet-based communication, it relies on port 502 for communication [64].
MODBUS TCP is byte-oriented and has established itself as a de facto open
standard. Polling communications adhere to the request-response mechanism,
wherein a client initiates queries with the server to request specic data or
execute commands within the servet. The server responds to client queries by
transmitting a byte frame, which may contain either sensor measurement data or
con rmation of command execution. Measurement values are stored in sixteen-
bit data registers, while the status of ON and OFF switches is maintained in
coils [101].

Modbus facilitates the mapping of temporary memory within a Programmable
Logic Controller (PLC) program into four distinct categories of registers: (i) dis-
crete output coils, (ii) discrete input contacts, (iii) analog input registers, and
(iv) analog output holding registers. Notably, the latter registers also serve as
general memory registers of varying sizes, including 16, 32, and 64 bits. Table 2.1
0 ers a comprehensive overview of the register information. The operations per-
formed on these registers are executed through speci c commands referred to as
function codes, which are encapsulated within a Modbus frame. These function
codes enable operations such as reading coils (FC01), querying discrete inputs
(FC02), accessing multiple holding registers (FC03), retrieving input registers
(FCO04), writing to single coils (FC05), updating single holding registers (FC06),
modifying multiple coils (FC15), and manipulating multiple holding registers
(FC16) [1]. Table 2.2 o ers a summary of the main function codes [81].

Figure 2.5 illustrates an example of a Modbus communication, using a func-
tion code (0x04) to read three continuous input registers in a remote device.
The function can read from 1 to a manufacturer-de ned maximum number of
contiguous input registers. In this scenario, a client query requests a server
to read the values of three continuous input registers: register address \14"
(Ox000E), register address \15" (0x000F), and register address \16" (0x0010).

1In accordance with the Modbus press release dated July 9, 2020 [3], and following the
recommendation by ACM.org's \Words Matter" initiative [65], the terminology "client-
server" has been employed in lieu of "master-slave."
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Consequently, the client sends a single message, and the server responds by
sending one frame containing the values of the three continuous registersl [101].
The Modbus protocol, by design, lacks inherent security features, making it
vulnerable to a range of speci ¢ threats as stated by [123]. These vulnerabilities
include the potential for unauthorized parties to disclose con dential information
through unauthorized read coil or read register requests, jeopardizing the con -
dentiality of sensitive data. Moreover, the integrity of data can be compromised
when unauthorized write register or write coil requests are executed, allowing
malicious actors to tamper with critical information. Additionally, the proto-
col is susceptible to availability compromise through denial-of-service (DOS)
attacks, particularly those involving multiple write requests that overload the
system. Furthermore, there are risks of authentication bypass through scan UID
or scan discover requests, enabling unauthorized access to the network. Another
signi cant nding, as highlighted by the research conducted by [139], is that
certain vulnerabilities in Modbus systems may be attributed to the speci ¢ im-
plementations rather than inherent aws in the protocol itself. In their study,
they developed a Modbus/TCP Fuzzer to assess eight di erent Modbus protocol
implementations. Their investigations uncovered a range of bugs and vulnera-
bilities within these implementations, some of which had the potential to crash
the system's execution, e ectively leading to a denial-of-service scenario.

Table 2.1: Modbus Register Information

Data Type Usage PLC Addr. Data Size Access
Discrete Out. Coils Digital Outputs %QX0.0 { %0QX99.7 1 bit RwW
Discrete Input Digital Inputs %I1X0.0 { %IX99.7 1 hit R
Analog Input Reg. Analog Input %IWO0 { %IW1023 16 bits R
Holding Reg. Analog Outputs %QWO { %QW1023 16 bits RwW
Holding Reg. Memory (16-bits) %MWO { %MW1023 16 bits RwW
Holding Reg. Memory (32-bits) %MDO { %MD1023 32 bits RW
Holding Reg. Memory (64-bits) %MLO { %ML1023 64 bits RwW

2.2 ICS security

Since Industrial Control Systems (ICS) represent specialized industrial com-
puters that play a pivotal role in managing critical infrastructure and process
automation systems that nd application in diverse sectors such as the power
grid, water and wastewater management, transportation, and natural gas, as
well as in process-intensive industries like nuclear power plants, oil re neries,
steel mills, and factories. The potential consequences of a cyberattack on indus-
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Table 2.2: Data Access Type and Function Codes in Modbus

Data Access Type Function Code Meaning
1 bit physical discrete input 0x02 Read discrete inputs
1 bit internal bits, physical coils 0x01 Read coils
1 bit internal bits, physical coils 0x05 Write single coll
1 bit internal bits, physical coils OxOF Write multiple coils
16 bit physical input registers 0x04 Read input registers
16 bit internal and physical output reg. 0x03 Read holding registers
16 bit internal and physical output reg. 0x06 Write single register
16 bit internal and physical output reg. 0x10 Write multiple registers
16 bit internal and physical output reg. 0x16 Mask write register
16 bit internal and physical output reg. 0x17 Read/write registers

Figure 2.5: Modbus frame

trial control systems are far-reaching and catastrophic. A compromised power
grid could lead to widespread outages and jeopardize critical services such as
healthcare facilities, while contamination of water supplies could result in mass
illnesses. Similarly, disruptions in transportation systems could cause chaos and
pose grave risks to public safety. Consequently, the signi cance of cybersecurity
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in protecting these systems from exploitation and malicious intent cannot be
overstated.

2.2.1 Cyber-physical attacks: a threat model based on STRIDE

In this section, we leverage existing literature to de ne a comprehensive threat
model related to cyber-physical attacks. This exploration enables us to delin-
eate the key distinctions and vulnerabilities that characterize the threat model,
providing a solid foundation for comprehending the intricacies of these attacks
and their potential rami cations on OT systems. According to Xiong et al. [144]
"Threat modelling is proposed as a solution for secure application development
and system security evaluations. Its aim is to be more proactive and make it
more di cult for attackers to accomplish their malicious intents.". After analyz-
ing the available literature they discovered that threat modelling often involves
the following steps:

1. System Representation This involves creating a detailed representation of
the system, often using diagrams or other visual aids. This can include data
ow diagrams, architectural diagrams, and component diagrams.

2. ldenti cation of Threats : Using the system representation, potential threats
are identi ed. Common methodologies for this include STRIDE (Spoo ng,
Tampering, Repudiation, Information Disclosure, Denial of Service, and El-
evation of Privilege) and PASTA (Process for Attack Simulation and Threat
Analysis).

3. Vulnerability Analysis : Once threats are identi ed, the system is analyzed to
determine potential vulnerabilities that could be exploited by these threats.

4. Risk Assessment Each identi ed threat is then evaluated based on its po-
tential impact and the likelihood of it being exploited. This often involves
creating a risk matrix.

5. Mitigation Strategies: For each identi ed threat, countermeasures are pro-
posed to mitigate the risk. This could involve changes in the system architec-
ture, implementing additional security controls, or other protective measures.

6. Documentation: The ndings from the threat modelling process, including
identi ed threats, vulnerabilities, risks, and proposed countermeasures, are
documented. This documentation serves as a guide for developers, security
professionals, and other stakeholders.

7. Review and lIteration: As systems evolve and new threats emerge, the threat
model should be periodically reviewed and updated.

The STRIDE framework o ers a well-established approach for identifying
and categorizing potential security threats in systems. Its strengths include:

~ Systematic analysis: STRIDE provides a structured way to analyze vulner-
abilities at the component level.
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" E ectiveness in identifying threats: STRIDE has proven e ective in uncov-

ering various threats in software systems.

However, it's important to acknowledge that STRIDE was originally devel-

oped for IT systems. While Jelacic et al. [103] and Khan et al. [105] advocate
for its use in CPS, limitations exist:

~

Software-centric approach STRIDE's focus on software elements might not
fully capture the unique vulnerabilities of physical processes integrated with
CPS

Limited physical domain consideration: The framework might not adequately
address threats that directly manipulate or disrupt physical components
within a CPS.

The STRIDE framework was developed by Microsoft to identify and cat-

egorize potential security threats in a system. The acronym STRIDE stands
for:

~

~

Spoo ng: Masquerading of a legitimate user, process, or system element.
Tampering: Modi cation or editing of legitimate information.

Repudiation: Denying or disowning a certain action executed in the system.
Information Disclosure: Data breach or unauthorized access to con dential
information.

Denial of Service (DoS). Disruption of service for legitimate users.

Elevation of Privilege: Gaining higher privilege access to a system element
by a user with restricted authority.

When applying the STRIDE methodology to Cyber-Physical Systems (CPS),

[105] proposes the following steps:

A~

Decompose System into Components: Break down the system into its logical
or structural components. Components can be internal processes/elements
communicating internally within the system or external elements communi-
cating with the system.
Plot Data Flow Diagram (DFD) for System Components: Visualize the func-
tionalities of each system component within or external to the system using
DFD. The DFD uses four standard symbols:

{ External Entity (EE): End-points of the system.

{ Process (P): Units of functionality.

{ Data Flow (DF): Communication data.

{ Data Store (DS): Database.
Analyze Threats in the DFD: Identify potential threats in the data ow dia-
gram. It was observed that certain STRIDE threats impact a group of DFD
elements. Spoo ng and tampering are especially critical and they impact the
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operations of other elements, particularly in the physical domain, resulting
in more severe consequences for the system.

Identify Vulnerabilities: Recognize vulnerabilities against each system com-
ponent which could be exploited by an attacker to compromise the entire
system. Due to inter-dependencies between system components, the entire
system security can only be ensured by addressing vulnerabilities of each
system component.

Plan Mitigation Strategies: Develop strategies to counter the identi ed
threats and vulnerabilities.

However, it's important to note that threat modelling is an ongoing process,
and as CPS evolve and new threats emerge, it is imperative to periodically review
and update the threat model. This iterative approach ensures that the security
of CPS remains robust and adaptive to the ever-changing threat landscape.

2.2.2 Vulnerabilities of ICSs

In this section, we investigate a critical aspect of modern industrial systems. We
will examine how attackers gain access to these environments, gather critical in-
formation, exert control over industrial processes, inict damage, and attempt
to conceal their activities. Additionally, we will elucidate the multitude of at-
tack vectors that adversaries may employ to compromise ICSs, ranging from
exploiting vulnerabilities within Programmable Logic Controllers (PLCs) and
Human Machine Interfaces (HMIs) to in Itrating Engineering workstations and
leveraging weaknesses in network security.

Anatomy of a cyber-physical attack targeting an Industrial Control
System

A cyber-physical attack is composed of dierent stages [94], each playing a
crucial role in achieving the attacker's objectives:

1. Access StageAt the Access Stage, the attack initially resembles traditional
IT hacking. The attacker's goal is to execute code within the victim's net-
work, gaining a foothold to manipulate critical processes. This stage serves
as the entry point into the targeted system. There are two possible ways
to achieve this: either through compromising the IT network, possibly ex-
ploiting a vulnerable device or an unprotected VPN, or by in ltrating an
Internet-facing device that might be vulnerable due to network miscon g-
uration (e.g., UPnP [63] activation), or simply out of necessity to access a
remote device that lacks built-in VPN support because of its age.
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2. Discovery Stage:The Discovery Stage revolves around gathering information
about the industrial plant from available documentation. Without compre-
hensive knowledge, an attacker is limited to causing nuisance rather than
signi cant damage. This phase underscores the importance of understanding
the system's intricacies. It can be executed using a variety of tools. Initially,
the attacker must gain an understanding of the devices within the network,
including PLCs, HMIs, and other components. To achieve this, they may
choose to employ network discovery tools such as Nmap [37]. Nmap is also
valuable for identifying known vulnerabilities in the discovered devices. Sub-
sequently, the attacker can transition to the analysis of the physical system's
behavior. This can be accomplished using tools like the one introduced by
Ceccato et al. [81], which is designed to capture register values and to collect
them into a dataset for acquiring additional insights.

3. Control Stage: Within the Control Stage, intricate knowledge of the indus-
trial system's dynamics is essential. In dynamic systems like cyber-physical
systems, process variables evolve over time according to physical laws. Here,
the attacker studies the functions of each actuator and assesses potential side
e ects. For instance, disabling a pump may lead to rapid pressure buildup
in an upstream pipe. Timing is also a critical aspect of this stage, as precise
coordination may be required to manipulate the system e ectively.

4. Damage StageThe Damage Stage, while less familiar to traditional IT hack-
ers, poses profound challenges. It often necessitates the input of subject mat-
ter experts to comprehend the full spectrum of possibilities. This phase is
where the attacker inicts substantive harm to the industrial process, po-
tentially resulting in equipment damage or nancial losses.

5. Clean-up Stage:In contrast to traditional IT hacking, where stealth is
paramount, the Clean-up Stage in process control scenarios does not per-
mit going undetected. Any equipment damage or sudden prot reduction
prompts investigation. Therefore, the Clean-up Stage focuses on creating
a forensic footprint that misleads investigators. This involves manipulating
the process and log data to lead analysts to incorrect conclusions. For ex-
ample, showing the operator an out-of-control process and coercing speci ¢
actions can be part of the cleanup phase. The goal here is to obfuscate the
true nature and origin of the attack, diverting attention from the actual
perpetrator.

Attack vectors leading to an ICS compromise

ICS are susceptible to attacks through various vectors. These attack vectors
can involve multiple elements and allow for diverse combinations, making them
complex to defend against. The attacker can potentially exploit various points of
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entry [129], including PLCs, Remote Terminal Units (RTUSs), Intelligent Elec-
tronic Devices (IEDs), Engineering workstations, HMIs, and the IT network.
Vulnerabilities within PLCs could include bu er over ows, backdoors, weak au-
thentication and encryption, which could allow attackers to take control of the
device and interfere with or halt the process it controls.It could also occur that
vulnerabilities do not result from the manufacturer introducing bugs but from
the client's actions, such as failing to set up a password, as highlighted by a
study conducted by Claroty [8]. The study revealed that 62.5% of TBox RTUs
exposed to the Internet did not require authentication. Additionally, the po-
tential for remote code execution via HMIs introduces an additional layer of
complexity to the threat landscape, facilitating lateral movement within opera-
tional technology networks.

2.2.3 Goals of the attackers

Cyberattacks on ICS have increased over time, with notable incidents such as the
infamous Stuxnet attack in 2010, followed by attacks on steel mills [110], power
grids [80], petrochemical plants, gas pipelines, and water treatment facilities.
The motivations behind such attacks vary, ranging from political gain by nation-
states [55,89] to nancial gains by organized cybercrime groups [95].

In the context of politically motivated attackers, the likelihood of observ-
ing zero-day exploits increases signi cantly due to the strategic nature of their
actions. These attackers, often nation-state actors or highly organized groups,
invest considerable time and resources into their campaigns, driven by the need
to achieve speci c political objectives or disrupt critical infrastructures. Zero-
day vulnerabilities are weaknesses in software or hardware that are unknown to
the vendor and for which no patch or other x is yet available. Because these
vulnerabilities are undetected, attackers can exploit them to gain unauthorized
access to systems. Zero-day exploits are malicious programs speci cally designed
to take advantage of these unknown vulnerabilities.Given the precision required
to in Itrate well-protected systems associated with government agencies or po-
litically signi cant entities, these attackers are more inclined to utilize previously
unknown vulnerabilities (zero-day exploits). These exploits o er a distinct ad-
vantage by bypassing existing security measures, enhancing the e cacy of their
targeted attacks, and allowing them to maintain a covert and persistent presence
within the compromised systems.

These targeted attacks can be divided into three classes, as proposed by
Gollmann et al. [94].

Firstly, the class of Equipment Damageseeks to in ict physical harm on vital
equipment and infrastructure components, such as pipes and valve®verstress
of Equipment, a subcategory within this class, can accelerate the wear and tear
of machinery, posing a severe threat to industrial processes. Notably, historical
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instances like the wear-0 attacks on valves in the second version of the Stuxnet
worm underscore the destructive potential of this approach. Additionally, Vio-
lation of Safety Limits can lead to equipment damage, as demonstrated by the
remote destruction of a power generator at Idaho National Labs [5].

Secondly, Production Damage shifts the focus from equipment destruction
to disrupting the production process itself, aiming to spoil products or increase
production costs. Within this category, sub-groups encompass attacks on Prod-
uct Quality and Production Rate, Operating Costs, and Maintenance E orts, all
of which can signi cantly impact industrial e ciency and economic outcomes.

Lastly, Compliance Violation, can have signi cant consequences for industries
that are heavily regulated. These violations are categorized into three categories:

© (i) \Safety," focuses on attacks that endanger occupational and environ-
mental safety, potentially leading to catastrophic accidents and long-lasting
environmental harm;

(i) \Environmental Pollution," encompasses attacks breaching regulatory
pollution thresholds, encompassing concerns related to emissions, water and
soil contamination, with consequences including nancial penalties, plant
shutdowns, and reputation damage for non-compliance with environmental
regulations;

(iii) \Contractual Agreements," with a speci ¢ focus on production sched-
ules and commitments.

On the other hand, as stated by Chen et al. in [82] \ nancially motivated at-
tacks target IT systems more than industrial systems, poor network architecture
management can result in the spread of malware from IT systems to industrial
systems.". The Air Canada attack of 2003 is a compelling demonstration of how
malware initially targeting IT systems can in Itrate industrial systems due to
inadequate network architecture management. This incident was caused by the
Welchia worm which was designed to remedy the havoc caused by the Blaster
worm by downloading patches directly from Microsoft. However, its in Itration
into Air Canada's network systems disrupted the airline's passenger processing
operations at reservation and call centers, contrary to its intended purpose of
neutralising the Blaster worm's threat [58, 77].

2.2.4 Notable cyber-physical attacks

This section lists a series of notable cyberattacks that have struck at the heart
of industrial control systems, serving as stark reminders of the vulnerabilities
inherent in these complex environments. These attacks are an image of the evolv-
ing tactics employed by malicious actors and the growing importance of safe-
guarding ICS against digital threats. Miller et al. [82] present a comprehensive
chronological overview of ICS malware incidents. In Figure 2.6, you can observe
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Figure 2.6: Thread landscape

the chronological order of many signi cant incidents that will be discussed in
the following pages.

" Stuxnet (2011) [89]: A highly sophisticated worm that marked a turning
point in ICS security, targeting Iran's nuclear facilities and exploiting vul-
nerabilities in Siemens industrial control systems.

Flame/Gauss/Duqu (2012) [78]: A trio of malware campaigns linked to
nation-state actors, with Flame being one of the most complex espionage
tools ever discovered. Through binary analysis, it was found that Gauss
shares some features with Stuxnet and Flame, such as the use of object-
oriented structures, which are utilized due to the complex logic of these
threats. However, there are distinctions in their implementations, like di er-
ent injection techniques and con guration information storage. Despite some
similarities, Gauss is a standalone malware, possibly developed by the same
individuals behind Stuxnet and Flame, but it doesn't directly build upon
either of the two frameworks.

New York Dam Attack (2013) [28]: An attempt to gain control over a small
dam's systems in Rye, New York, carried out by Iranian hackers in 2013.
According to the U.S. Justice Department, this cyber attack involved the

in Itration of the computerized controls of the dam, and was part of a coor-
dinated e ort by seven Iranian hackers who not only targeted the dam but
also conducted cyber attacks on dozens of U.S. banks, causing substantial
nancial loss.

BlackEnergy (2014) [22]: Cyberattack on western Ukraine's
Prykarpattyaoblenergo utility, which led to a power outage for 80,000 cus-
tomers, marking it as the rst known instance of a power outage induced
by a cyberattack. Ukraine's state security service attributed this attack to
state-sponsored hackers from Russia.
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" Ukraine Power Grid Attacks (2015, 2016-2017)

{ Ukraine Power Grid First Attack (2015) [10]: A cyberattack that resulted
in widespread power outages, showcasing the real-world impact of ICS
breaches.

{ Ukraine Power Grid Second Attack (2016-2017) [10]: A follow-up attack
that targeted the Ukrainian power grid once again, highlighting the per-
sistence and evolving tactics of threat actors.

Crashoverride (2016-2017) [9]: The rst known malware framework designed
speci cally to disrupt electric grid operations. It is a highly capable plat-
form designed to target Industrial Control Systems (ICS), notably used in
a cyberattack against Ukraine's critical infrastructure in 2016, attributed to
Russian nation-state cyber actors. CrashOverride malware exploits a known
issue in Siemens Siprotec digital relay to manipulate circuit breakers.
Oldsmar Plant Attack (2021) [11]: Hackers allegedly in Itrated the water
treatment system of Oldsmar, Florida, and attempted to poison the local
water supply by signi cantly increasing the levels of sodium hydroxide (lye)
in the water. A recent controversy [21] suggests was, in fact, the result of an
employee error.

These incidents serve as case studies, o ering valuable insights into the method-
ologies, motivations, and consequences of attacks on industrial control systems.
It is now crucial to better explore one that marked a signi cant turning point in
cyber-attacks on industrial systems: Stuxnet and as stated by [78] its variants:
Duqu, Flame and Gauss.

Stuxnet

Stuxnet had two main technological components: a computer worm that spread
the malware on Windows networks and a digital payload that infected Windows
hosts and controlled Siemens PLCs. The worm component used several 0-days
to propagate the virus: CVE-2010{2568 and CVE-2008{4250.

Firstly, it spread through USB devices by crafting speci ¢ .LNK les. These
les leveraged a vulnerability in Microsoft Windows LNK File Execution Short-
cuts (CVE-2010{2568), allowing the virus to execute automatically when the
USB device's contents were accessed, even if AutoRun and AutoPlay were dis-
abled. This method was believed to breach "air gap" network defences, possibly
through the unwitting actions of an Iranian facility operator or a double agent
within the facility. Secondly, the virus could execute and exploit certain requests,
enabling remote code execution on the local host. It exploited vulnerabilities in
Microsoft Windows Print Spooler Server (CVE-2010{2779) and Microsoft Win-
dows RPC Server (CVE-2008{4250) for this purpose. Moreover, it had the capa-
bility to copy itself to network folders shared on the local computer, using local
users found on the computer, within the Windows domain, or through WMI
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Explorer impersonation. Lastly, the virus searched for Siemens SIMATIC Step7
projects (identi ed by .s7p le extensions) on the infected system. When found,
it in ltrated these project folders, modifying the main index les.

Remarkably, Stuxnet's rootkit employed a method to load dynamic link li-
braries (DLLSs) that evaded behavior blocking and intrusion-detection technolo-
gies. It manipulated Windows kernel's NTDLL.DLL, intercepting commands
and injecting code into trusted OS processes, like svchosts.exe and security pro-
grams like avp.exe (Kaspersky) and mcshield.exe (McAfee).

Once established as a service, Stuxnet sought Siemens SIMATIC Step7 soft-
ware, altering the original STOTBXDX.DLL with a modi ed version that re-
tained the same exports but contained critical code changes a ecting PLC func-
tions. It acted as a Man-in-the-Middle, intercepting and modifying data between
the compromised host and the PLC, facilitating control manipulation. Impor-
tantly, if Siemens Step7 software was absent, Stuxnet refrained from further
malicious actions.

To maintain communication with a remote server, Stuxnet conducted connec-
tivity tests using non-malicious URLs such as windowsupdate.com or msn.com.
Upon successful testing, it connected to remote servers (mypremierfutbol.com,
todaysfutbol.com) to send and receive commands, employing XOR-encrypted
data containing system information and installation status. The server could
respond with updated malware versions or data ex ltration commands.

Lastly, if Siemens software was detected, Stuxnet accessed connected PLCs
through S7TOTBXDX.DLL and WIinCC's default MSSQL database credentials.

It identi ed the CPU type and monitored connected eld devices, speci cally
Vacon or Fararo Paya frequency driver converters operating within a specic
frequency range. At periodic intervals, Stuxnet altered the output frequency
of these converters, causing mechanical stress to centrifuges and increasing the
likelihood of failure and reduced uranium processing quality. Stuxnet also ma-
nipulated visual SCADA components to conceal its actions from operators.

Duqu, Flame and Gauss

"The Cousins of Stuxnet: Duqu, Flame, and Gauss" [78] is a technical report
that provides an in-depth analysis of the malware samples that belong to the
Stuxnet family. The report discusses the similarities and di erences between
Duqu, Flame, and Gauss.

Duqu is an information-collecting malware that was rst detected in 2011.
It is believed to have been used in state-sponsored cyber espionage operations
mainly in the Middle East. Duqu is designed to collect sensitive information from
infected systems, including keystrokes, network tra ¢, and system information.
It is also capable of communicating with command and control servers to receive
additional instructions. Duqu is similar to Stuxnet in that it uses a modular
design and exploits zero-day vulnerabilities to infect systems.
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Flame is an advanced information-gathering malware that was discovered in
2012. It is also believed to have been used in state-sponsored cyber espionage
operations. Flame is unique in the sense that it used advanced cryptographic
techniques to masquerade as a legitimate proxy for the Windows Update ser-
vice . It is designed to collect a wide range of sensitive information from infected
systems, including keystrokes, screenshots, and audio recordings. Flame is also
capable of communicating with command and control servers to receive addi-
tional instructions.

Gauss is a malware sample that was discovered in 2012. It is also believed to
have been used in state-sponsored cyber espionage operations. Gauss is unique
in the sense that one of its modules is encrypted such that it can only be de-
crypted on its target system. This makes it di cult for researchers to analyze the
module and understand its functionality. Gauss is designed to collect sensitive
information from infected systems, including browser history, cookies, and pass-
words. It is also capable of communicating with command and control servers
to receive additional instructions .



Chapter

RELATED WORK ON ICS
HONEYPOTS

In this section, we explore the world of ICS honeypots, examining their funda-
mental concepts and the motivations behind their deployment. We analyze the
current state of ICS honeypots, their inherent limitations, and the contempo-
rary challenges they face. Finally, we address the legal implications and ethical
considerations associated with the operation of honeypots in the pursuit of cy-
bersecurity.

3.1 An introduction to honeypots

Honeypots are a unique type of cybersecurity tool designed to deliberately at-
tract and deceive attackers. They act as strategically placed, vulnerable systems
that appear legitimate to intruders [132]. This intentional deception allows hon-
eypots to observe attacker behavior, gather valuable intel, and ultimately im-
prove an organization's overall security posture. Honeypots can be categorized
based on their level of interaction with attackers:

~ High-Interaction Honeypots: These honeypots mimic real systems and ser-
vices in great detail, providing attackers with an authentic environment to
interact with. This type allows for extensive observation of attacker tactics,
techniques, and procedures (TTPs) but requires signi cant resources and
poses a higher risk if compromised.

" Medium-Interaction Honeypots: These o er a balance between realism and
safety. They simulate certain aspects of a real system, providing enough
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interaction to engage attackers without the complexity and risk associated
with high-interaction honeypots.

Low-Interaction Honeypots: These are simpler and simulate speci ¢ services
or ports. They are easier to deploy and maintain, o ering a basic level of
engagement with attackers but providing limited information about their
behavior.

Physics-Aware Honeypots These are specialized honeypots designed for en-
vironments where physical processes are involved, such as industrial control
systems (ICS) or Internet of Things (IoT) devices. They simulate the phys-
ical behaviors and responses of these systems, enabling the detection and
study of attacks that target physical processes.

The core value of a honeypot lies in its ability to:

Facilitate Attack Observation: By mimicking real systems, honeypots lure
attackers into attempting exploits or malicious actions. This controlled en-
vironment allows security teams to observe attacker tactics, techniques, and
procedures (TTPs) without risking damage to production systems.
Enhance Intrusion Detection: Honeypots can function similarly to Intrusion
Detection Systems (IDS) by detecting and logging suspicious activity within
the honeypot environment. Thus, providing valuable early warnings of po-
tential threats targeting the network.

While both honeypots and traditional IDS serve intrusion detection purposes,
a key distinction exists. Traditional IDS typically monitor network tra c for
patterns indicative of malicious activity. Honeypots, on the other hand, take a
more proactive approach. They actively \bait" attackers by presenting a seem-
ingly attractive target, allowing for deeper analysis of attacker behavior and the
collection of in-depth threat intelligence.

3.2 State of the art of ICS honeypots

In this section, we explore into the 'State of the Art of ICS Honeypots,' since
the literature is pretty rich we use a classi cation method based on the under-
lying technology employed by these honeypots [113]. Our primary focus lies on
two signi cant frameworks that have shaped the landscape of ICS honeypots:
Honeyd [127] and Conpot.

These two foundational honeypot architectures, Honeyd and Conpot, have
contributed profoundly to the study and defense of ICS environments. We struc-
ture our analysis around these key distinctions: honeypots based on Honeyd,
those based on Conpot, and those that are not based on either of them. This cat-
egorization allows us to comprehensively examine the development and utiliza-
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tion of ICS honeypots, shedding light on the unique characteristics and strategies
employed by each group.

Furthermore, our exploration extends beyond the surface, exploring the
methodologies employed for the evaluation and analysis of these honeypots.
We scrutinize the assessment criteria, data analysis techniques, and the insights
generated by each work. By doing so, we aim to provide a better understanding
of the e ectiveness and limitations of ICS honeypots.

3.2.1 ICS honeypots based on Honeyd

Honeyd is a virtual honeypot framework that was developed by Niels Provos
[127], which aim was to provide a exible and scalable solution for creating
honeypots. The initial release of the project was made on February 15, 2003,
while the most recent update was made on May 27, 2007 [23], despite its age
Honeyd is still used in recent and prominent works such as [112]. This framework
allows for the creation of thousands of virtual honeypots (up to 65536).

Honeyd's architecture is based around various components, as illustrated in
Figure 3.1. These components include a con guration le where the user sets the
personality, ports and services to use, a personality database le callethmap-
os-db with all the available personalities, a central packet dispatcher, protocol
handlers, a personality engine, and an optional routing element. Honeyd's archi-
tecture was designed to emulate various routing topologies to confuse potential
adversaries and network mapping tools. This purpose di ers from the discrete
event network (NS-based) simulators [88], which aim for an accurate represen-
tation of network behavior. In Honeyd's approach, the simulation is designed to
deceive adversaries rather than precisely replicate network behavior. The vir-
tual routing topology resembles a tree structure, with the root at the point of
packet entry. Each interior node represents a router, and each edge is a link
with a de ned latency and packet loss number. Terminal nodes correspond to
the emulated devices or network.

Listing 3.1: Sample con g le for Honeyd

create windows

set windows personality "Microsoft Windows XP Professional SP1"
set windows uptime 1728650

set windows maxfds 35

add windows tcp port 80 "scripts/web.sh"

add windows tcp port 135 open

add windows tcp port 139 open

add windows tcp port 445 open

set windows ethernet "dell"

set windows default tcp action closed

create avaya
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Figure 3.1: Honeyd's architectural overview

set avaya personality "Avaya G3 PBX version 8.3"
set avaya default tcp action reset

add avaya tcp port 4445 open

add avaya tcp port 5038 open

In listing 3.1, a sample con guration le for Honeyd is shown. The con g-
uration le showcases how Honeyd can be written to mimic specic devices,
operating systems, and network services. In this scenario, two distinct honey-
pots are con gured with unique characteristics, a network diagram is shown in
Figure 3.1. The rst honeypot is con gured to mimic a system with the person-
ality of Microsoft Windows XP Professional SP1. This simulated system opens
ports 80, 135, 139, and 445, and when an attacker accesses port 80, it triggers
the execution of the web.sh script. Furthermore, this honeypot is con gured to
emulate a network interface with a MAC address associated with the manufac-
turer Dell. The second honeypot, on the other hand, is designed to replicate an
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Figure 3.2: Network Diagram for Honeyd's con g le in Listing 3.1

Avaya G3 PBX system with version 8.3, typically employed in private telephone
networks within corporate or organizational settings.

One of the key features of Honeyd is its ability to mimic the network stack
behavior of operating systems to deceive ngerprinting tools like Nmap [37].
Nmap's ngerprinting technique allows to identify the operating system and
other characteristics of a remote host by analyzing its responses to specially
crafted packets. Nmap ngerprinting works by sending di erent types of probes
to the target and comparing the results with a database of known ngerprints,
namely nmap-os-db The probes can vary in protocol, port, ags, options, pay-
load, and timing. As shown in Listing 3.2, a ngerprint entry associates a name
with speci ¢ behavior. This information helps identify the type of device being
scanned, such adAllen Bradley MicroLogix 1100 PLC. It includes information
on open and closed TCP ports (OT and CT), closed UDP port (CU), private
IP space (PV), network distance (DS), distance calculation method (DC) and
target MAC pre x (M). OT and CT are printed in decimal format, while CU is
the same as CT but for UDP.

Listing 3.2: Sample Entry from the nmap-os-dbDatabase

# Allen Bradley MicroLogix 1100 PLC

Fingerprint Allen Bradley MicroLogix 1100 PLC

Class Allen-Bradley | embedded || specialized

CPE cpe:/h:allen-bradley:micrologix_1100
SEQ(SP=82-8C%GCD=1-6%ISR=99-A3%TI=1%CI=1%Il1=1%SS=S%TS=U)
OPS(01=M4000NNS%02=M4000NNS%03=M4000NNS%0O4=M4000NNS%O5=M4000NNS%O6=M4000NNS)
WIN(W1=800%W2=800%\W3=800%W4=800%W5=800%W6=800)
ECN(R=Y%DF=N%T=7B-85%TG=80%W=800%0=M4000NNS%CC=N%Q=)
T1(R=Y%DF=N%T=7B-85%TG=80%S=0%A=S+%F=AS%RD=0%Q=)
T2(R=Y%DF=N%T=7B-85%TG=80%W=0%S=A%A=2%F=R%0=%RD=0%Q=)
T3(R=Y%DF=N%T=7B-85%TG=80%W=800%S=0%A=S+%F=AS%0=M4000NNS%RD=0%Q=)
T4(R=Y%DF=N%T=7B-85%TG=80%W=0%S=A%A=Z%F=R%0=%RD=0%Q=)
T5(R=Y%DF=N%T=7B-85%TG=80%W=0%S=A%A=2%F=R%0=%RD=0%Q=)
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T6(R=Y%DF=N%T=7B-85%TG=80%W=0%S=A%A=Z%F=R%0=%RD=0%Q=)
T7(R=Y%DF=N%T=7B-85%TG=80%W=0%S=A%A=Z%F=R%0=%RD=0%Q=)
UL(R=N)

IE(DFI=N%T=7B-85%TG=80%CD=2)

Nmap ngerprinting can be performed in two modes: active and passive.
Active mode requires sending probes to the target, while passive mode only
observes the tra c between the target and other hosts. Using the personality
engine Honeyd can modify packets to match the ngerprints of other operating
systems. This makes it di cult for attackers to identify the honeypot as a fake
system, as it appears to be a legitimate system running a speci ¢ operating
system.

In addition to its ability to mimic operating systems, Honeyd can also be set
to selectively proxy connections to services in the backend. This feature is called
subsystem virtualisation and leverages dynamic library preloading [30] to e ec-
tively substitute the original networking functions of OpenPLC with Honeyd
code. This feature complements its capacity to selectively proxy connections to
backend services. This allows for the creation of more complex honeypot envi-
ronments that can emulate entire networks. Moreover, Honeyd has been shown
to support 30 MBit/s aggregate bandwidth and sustain over two thousand TCP
transactions per second. This makes it a scalable solution that can be used in
large-scale deployments.

Cisco Systems' SCADA HoneyNet Project [135]

The rst honeynet relying on Honeyd was Cisco Systems' SCADA HoneyNet
Project [135], in 2004. It can emulate routers, wireless access points, serial inter-
faces, and SCADA protocols. The project is based around Honeyd to emulate
diverse applications on SCADA devices, including web servers and management
applications. It has an open-source Python module that facilitates serial inter-
face programming, which can be used to emulate serial communication between
a PC and a SCADA device or serial network, even emulating serial protocols like
MODBUS and DNP3. Additionally, the project utilizes the HostAP Driver, that
converts a client adapter into an access point, allowing for the emulation of an
access point within a SCADA network. It can respond to 802.11b management
packets and use proprietary wireless protocols. In addition to the tools described
above, the project also has keystroke loggers to capture the keystrokes of attack-
ers who access the web interfaces of emulated devices, employs Java applets to
communicate with the attacker's web browser, replicates Remote Desktop Ac-
cess (RDP) and HMIs, that typically provide remote access through methods
like VNC or RDP and nally, the tool also emulated a network access server that
permits dial-in access to the network using PPP and authentication via a PPP
password.Where, once authenticated, it provides direct access to the industrial
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device or network. To achieve this, the authors describe potential deployment
scenarios for the honeypot and scripts, including the placement in a subnet
near an actual industrial network, assigning a phone number associated with
a SCADA plant, or connecting to a remote access server linked to industrial
devices.

Winn et al. [143]

Winn et al. proposed Honeyd+ [143], which is able to build up to 75 high-
interaction honeypots using a proxying technique with a single physical PLC
device. The technique allows multiple high-interaction honeypots to be created
using a single programmable logic controller (PLC), which reduces the hard-
ware and maintenance costs. The technique also enhances the authenticity and
targetability of the honeypots by using search and replace functions to modify
the network identi ers and protocol responses of the PLC. The main features of
the project are:

Proxy functionality : Honeyd+ uses Honeyd's built-in proxy capability to
forward incoming connections to a physical PLC. This enables Honeyd+ to
simulate realistic behavior.

Search and replace functionality Honeyd+ modi es the Honeyd source code
to add search and replace functions that can dynamically change the network
identi ers and protocol responses of a PLC. This makes each honeypot host
unigue and consistent. The search and replace terms are specied in the
Honeyd+ con guration le using a custom plug-in module called icsproxy.
Protocol independence Honeyd+ supports any protocol that uses length-
based error checking, such as EtherNet/IP. However, Honeyd+ cannot sup-
port encrypted or compressed protocols.

Scalability: Honeyd+ can advertise multiple honeypot hosts that share a
single underlying PLC, creating a large surface to attract attackers. The
number of hosts is limited only by the IP address space and the performance
of the PLC. The cost of deploying Honeyd+ is slightly more than the cost of
a single PLC, making it an economical solution. However, according to the
authors, Honeyd+ su ers performance drops in the presence of more than
ve simultaneous attacks.

Flexibility : Honeyd+ can also be con gured to emulate dierent types of
PLCs by changing the search and replace terms. Other industrial control
system components, such as human-machine interfaces, sensors and actua-
tors, could be added.

The authors also present the results of functional and performance testing of
Honeyd+, using two types of PLCs (Omron CP1L and Allen-Bradley L61) and
two types of platforms (Raspberry Pi and laptop). The functional testing shows
that Honeyd+ can successfully represent 75 authentic PLCs on both platforms,
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with ve search terms each. The performance testing shows that Honeyd+ can
handle multiple simultaneous connections with reasonable error rates for Ether-
Net/IP protocol, but not for HTTP protocol. Honeyd+ is a feasible and reduced-
cost technique for deploying multiple physical honeypots of the same size, and
that it has applications as a research or production honeypot.

Buza et al. [86]

Buza et al. proposed CryPLH [86], a medium interaction ICS honeypot simu-
lating Siemens Simatic 300 PLC devices. It simulates the behavior of real PLCs
without any consistent physical process simulation. CryPLH is implemented as
a virtual machine that emulates a real PLC device. The virtual machine runs
on a host computer and is connected to the network through a virtual network
interface card (NIC). The virtual machine is con gured to respond to Simple
Network Management Protocol (SNMP) requests and other requests that are
typical for PLC devices.

Morales et al. [112]

Morales et al. presented HoneyPLC [112], an extensible honeypot able to emu-
late a broad spectrum of PLCs models. All requests coming from attackers are
handled by Honeyd, running a pro le generated through the HoneyPLC Pro-
ler Tool. The authors also added an S7comm server based on the Snap7 [51]
project to accept connection and commands from the Siemens Step7 Manager
software, they used PLCinject to inject a sample program into HoneyPLC and
verify that the program is correctly saved in the honeypot le system. It is worth
noting that no speci cation of the S7comm protocol has been o cially released
from Siemens, therefore all the information available has been inferred through
reverse engineering technigues. The tool to create PLC pro les for di erent
models of PLCs, helped the authors to create three pro les for Siemens S7-300,
Siemens S7-1200, Allen-Bradley Micrologix 1100 and ABB PLCs. The pro les
contain information about the web pages of the real PLCs. HoneyPLC was also
tested with Nmap and PLCScan, two reconnaissance tools commonly used by
attackers. The results show that HoneyPLC achieves a con dence level similar
to those of the real PLCs, even Shodan Honeyscore identi ed the honeypot as
a real system. The authors also evaluate the compatibility of HoneyPLC with
Step7 Manager, a proprietary software by Siemens, showing that the honey-
pot can establish a stable connection and interact with Step7 Manager without
errors. HoneyPLC was exposed to the Internet for a period of 5 months and
recorded more than 5 GB of data. The data show that they received various
S7comm functions, HTTP conversations, login attempts and SNMP requests.
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Conti et al. [83]

ICSpot [83] is a Honeyd based honeypot that simulates a realistic and interac-
tive physical process of a water tank. It integrates a physical process simula-
tion using MiniCPS [76], a toolkit that uses Mininet [34] to emulate network
communications and physical layer interactions in cyber-physical systems. It al-
lows researchers to create, investigate, and exchange realistic and reproducible
CPS network topologies, and to test attacks and defenses that are applicable
to real systems. MiniCPS also supports software-de ned networking and indus-
trial protocols such as EtherNet/IP and Modbus/TCP.. ICSpot simulation is
based on the IHS project [7], which mimics a simpli ed water treatment pro-
cess. The physical process can be controlled and monitored by the attacker
through the S7comm protocol, which allows reading and writing PLC memory
blocks. ICSpot also provides a web interface (HMI) that shows the status and
evolution of the physical process in real-time. ICSpot exposes various industrial
services and protocols, such as HTTP, SNMP, Modbus, and S7comm. These ser-
vices are implemented using di erent open-source tools, such as Honeyd, snap7,
and SCADA Honeynet. The services are designed to emulate the behavior and
features of a Siemens Simatic S7-300 PLC, one of the most widely used PLCs
in ICSs. ICSpot also enables the capture and analysis of the programs injected
by the attackers through the S7comm protocol. It records and stores all the
interactions that occur with the honeypot in a log le. The log data can be
imported into a MySQL database using Honeyd2MySQL, and then visualized
using Honeyd-viz, a web interface that shows useful statistics and graphs about
the collected data, such as the number of connections, the IP addresses of the
attackers, and their origin.

3.2.2 ICS honeypots based on Conpot

Conpot [108] is an open-source low-interaction honeypot developed under the
Honeynet Project [24], and is still being maintained nowadays. Conpot sup-
ports several industrial protocols including IEC 60870-5-104, Modbus, S7comm,
EtherNet/IP, HTTP, FTP, and BACnet. It provides a user-friendly web-based
interface for real-time monitoring of its activity, analysis of captured trac,
and the generation of alerts in response to suspicious behavior. Conpot is built
upon the Twisted networking framework [56] and utilizes Python for the proto-
col handlers. The authors of "Industrial Control Systems Honeypot: A Formal
Analysis of Conpot" proposed a test of Conpot behaviour in the presence of
deadlock and livelock states using Coloured Petri Net (CPN). The analysis un-
covered that Conpot has the potential to induce a deadlock state when attackers
reach speci c points, impeding the generation of attack trails. Conpot can en-
gage attackers in in nite loops, e ectively ensnaring them within the honeypot.
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These ndings con rmed the e ectiveness of Conpot in entrapping and engag-
ing attackers, preventing them from in ltrating real-time active systems and
services.

Zhao and Qin [146] improved Conpot honeypots by introducing additional
Siemens S7comm protocol functions and a dynamic Human Machine Interface
(HMI) in order to better evaluate threats. The authors state that their study
improved the interaction level of Conpot and provided better support for the
simulation of Siemens S7 class PLCs. During their extensive 43-day deployment,
their honeypots interacted with tra c originating from 244 valid IP addresses
from 34 di erent countries.

Abe et al. [70]

Abe et al. [70] proposed an ICS honeypot system that is based on both Honeyd
and Conpot, it also adds a traceback capability, that performs a counter-scan
to the source of scan in order to gain more information about attackers (OS,
open ports, etc). The proposed system emulates ICS protocols and devices by
using Conpot framework, and performs basic honeypot functions by means of
Honeyd (webserver interfaces, FTP, TELNET, etc.). The authors implemented
Nmap in the Honeyd to perform a reverse scan to the attackers and obtain useful
information regarding the attack. The authors developed a data analysis system
that collects and processes logs and payloads acquired from both the traceback
system and the deception network system. They later assess the e ectiveness
of the deception network system through two distinct attack scenarios: Havex
RAT, a malware targeting OPC servers in ICS networks, and Modbus Stager,
an exploit that embeds malware in Modbus-enabled PLCs. The project demon-
strates that the honeypot successfully detects and gathers information about
these attacks while prolonging attackers' engagement with the honeypots.

Cao et al. [100]

Dipot is a distributed Conpot based honeypot system engineered to monitor
and analyse Internet-based scanning and attack activities directed at industrial
control systems (ICS). What sets DiPot apart from existing honeypot systems
is its array of advanced functionalities, including attack clustering, visualization
services, high- delity simulation, and in-depth data analysis. Dipot is based
around three key components: Honeypot Node (HN), Data Processing Node
(DPN): this element assumes the role of clustering and analyzing data gathered
by HNs, utilizing algorithms such as k-center clustering to di erentiate various
attack types, and Management Node (MN). Over the course of six months, DiPot
accumulated 317,484 access sequences and identi ed 4,827 suspicious IPs.
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Lau et al. [130]

Xpot simulates Siemens S7-300 series PLCs in which the attacker may upload
code in MC7 format under some constraints (the authors did reverse engineering
of a set of MCY7 instructions). To trick OS ngerprinting attempts,the proposed
solution adopts a unigue approach, it emulates the network stack associated
with the Siemens S7-300 series PLCs. This strategy ensures that the honeypot
remains indistinguishable from a genuine PLC when subjected to such nger-
printing techniques. Xpot supports the execution of PLC programs that adver-
saries may attempt to load onto the system, it interprets the bytecode until the
compilation process is complete, leveraging the capabilities of LLVM [31] to en-
sure the accurate execution of these programs. During the exposure, the authors
observed several full S7comm handshakes and queries. However, no signi cant
suspicious activity was detected. This suggests that the honeypot has the po-
tential to blend in e ectively when deployed in real-world scenarios. However,
the proposed honeypot is physics-less, and no physics feedback is provided to
the attacker.

Pliatsios et al. [85]

Pliatsios et al. [85] present a low-interaction proof-of-concept honeypot, which
is con gured to emulate a hydro power plant's Saitel Remote Terminal Unit
(RTU) device, facilitating interactive communication with the Human-Machine
Interface (HMI) located at the plant's control center. To increase the level of
emulation and thus, the realism of the honeypot, they simulate the interactions
between the HMI and the Conpot honeypot based on the tra ¢ data from the
real RTU. Conpot uses the tra ¢ data from the real RTU (by feeding pcap les
from the real RTU), and the virtual HMI generates requests for the Conpot
honeypot. Architecturally, the honeypot is rooted in the Conpot framework,
0 ering support for various ICS communication protocols, and it boasts a mod-
ular design with components encompassing the ICS system module, simulation
system, and a monitoring system. While it excels in emulating complex systems
under a constant load, as stated by the authors, the honeypot's performance in
diverse operational scenarios may exhibit variability.

Kuman et al. [107]

Kuman et al. [107] present a honeynet that is designed to be easy to use and
customizable, allowing users to create honeypot networks that are tailored to
their speci ¢ needs. In order to achieve this goal, the authors use IMUNES, a
network simulator that allows users to de ne and simulate networks of almost
arbitrary complexity on a single physical or virtual machine. The nodes of the
emulated/simulated network are made of virtual nodes on Docker, which can
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be customized to emulate a wide range of devices and protocols. The Conpot
honeypot is used to emulate PLCs in the simulated network, and the OSSEC
tool is used to monitor all activities on the honeypots and alert the owner of
the honeynet when something interesting is happening. The architecture of the
honeynet system integrates three core components: IMUNES for network emu-
lation, Conpot for ICS device simulation, and OSSEC for intrusion detection.
IMUNES is utilized to create a virtual network topology that closely resembles
a typical ICS environment, speci cally emulating Siemens S7 PLCs. The Con-
pot honeypot is employed to simulate the ICS devices, including the emulation
of a known vulnerability in the Siemens S7-300 PLCs to attract potential at-
tackers. OSSEC HIDS is con gured to monitor and alert on changes within the
honeynet, providing real-time detection of intrusion attempts. The architecture

is designed to be lightweight, using virtual nodes within IMUNES to minimize
resource usage while maintaining a high degree of realism in the emulation. The
Conpot honeypots are strategically con gured to log all interactions, which are
then monitored by OSSEC to detect any unauthorized access or attack patterns.

Ferretti et al. [90]

Ferretti et al. [90] deployed a set of Conpot-based honeypots, emulating the
behavior of dierent types of ICS devices and ICS protocol. They improved
the implementation of some of the ICS protocols supported by Conpot such as
BACnet, EtherNet/IP, IEC-104, and Siemens S7. They also created accurate
pro les of ICS devices based on data collected from real devices. Each honeypot
instance was deployed in a dedicated Docker container and was con gured with
a di erent device pro le and ICS protocol. All instances were deployed behind a
remote endpoint and connected through it over a VPN. The honeypots attracted
around 5000 connections but the majority of the connections were from public
scanners such as Shodan.

3.2.3 Other relevant ICS honeypots

In addition to Conpot and Honeyd, there exists a diverse array of ICS honey-
pots and honeynets that contribute signi cantly to the literature of industrial
control system honeypots. These noteworthy solutions stand out by addressing
critical concerns, including the integration of physical awareness. This section
introduces such ICS honeypots that o er unique capabilities, exploring their
distinct approaches.

Vasilomanolakis et al. [137]

HosTaGe [137] is a low-interaction honeypot capable of generating signatures for
Intrusion Detection Systems (IDSs) to recognise future similar attacks. Its archi-
tecture is centered around its ability to emulate various ICS-speci ¢ protocols,
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such as Modbus, S7, SNMP, HTTP, Telnet, SMB, and SMTP. The detection
mechanism is de ned using an Extended Finite State Machine (EFSM) [19],
which allows for the transition between states based on speci ¢ conditions. This
EFSM model enables HosTaGe to detect attacks by transitioning from a normal
behavior state to an attack state upon protocol communication detection. The
honeypot can identify multi-stage attacks by observing attacks originating from
di erent protocols but the same host. One of the key limitations of HosTaGe is
its low-interaction nature, which might limit the depth of interaction with at-
tackers, potentially a ecting the richness of collected data. Additionally, while it
can generate signatures for detected attacks, these signatures are primarily use-
ful for misuse analysis and may not be as e ective for anomaly-based detection
systems.

Litch eld et al. [111]

Litch eld et al. introduced HoneyPhy [111], which is a physic-aware honeypot
designed to improve security in networked control systems. The architecture of
HoneyPhy includes three main modules:

" Internet Interface(s) Module: This module manages the network interfaces,

allowing for communication between the CPS and external networks.

Process Model(s) Module: It simulates the physical processes of the CPS,

using empirical data to create accurate models based on Newton's Law of

Cooling.

" Device Model(s) Module: This module contains models of the physical de-
vices interacting with the CPS, which can be created using either black box
(empirical) or white box (theoretical) modeling techniques.

~

The con guration of the honeypot is managed through a XML le, which de nes
the contents, permissions, interfaces, controllable variables, and metadata for
each module. The authors also discuss the importance of accurately modelling
the physical processes and device interactions to avoid detection by attackers.
They developed a proof-of-concept implementation which involves a heating
system simulation to provide a realistic simulation for potential attackers.

Wilhoit et al. [104]

GasPot is a honeypot designed to simulate a gas-tank monitoring system. It
is a Python script that logs connections and attempts at compromise, with
each instance being unique to prevent attackers from easily identifying and n-
gerprinting it. GasPot supports six di erent commands, including those that
provide tank information and status reports, and can simulate attack vectors
observed in actual systems. Its architecture is straightforward, consisting of a
single Python script that functions as a honeypot, logging connections and com-
promise attempts. It is unique in that each instance of GasPot is distinct, making
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it more challenging for attackers to ngerprint. The system logs activities locally
on the device running it, without requiring additional services, thus maintain-
ing the appearance of an authentic gas-tank monitoring system. The logs are
timestamped in Coordinated Universal Time (UTC) to facilitate synchroniza-
tion across multiple instances. It was deployed globally, with instances in the
United States, Brazil, the United Kingdom, Jordan, Germany, the United Arab
Emirates, and Russia.

Hilt et al. [99]

The honeypot created by Trend Micro Research was designed to mimic a small
ctitious company whose business was to serve clients in critical industries but
had inadequate security defenses. This setup was intended to attract cybercrimi-
nals and allow researchers to monitor and analyze the attacks. The infrastructure
comprised a Raspberry Pi 3, USB Ethernet adapters, SharkTap Ethernet taps,
and a large external drive. Ethernet taps were inserted at speci ¢ network points
to capture data tra c. The honeypot also featured a realistic Human-Machine
Interface (HMI) and used various tactics to lure threat actors, including posting
information on Pastebin to attract attackers and creating a believable company
backstory with employee names, working phone numbers, and email addresses.
The system included various components such as industrial and consumer cel-
lular routers, Omron PLCs, proxy routers, protocol gateways, a Dell Precision
M4800 for the Human-Machine Interface (HMI), and virtual machines (VMs)
for dierent services and controllers like Siemens S7-1200 and Allen-Bradley
MicroLogix 1100. The honeypot aimed to mimic a realistic factory setting. The
honeypot was successful in attracting several attacks, including a malicious cryp-
tocurrency mining campaign, two ransomware attacks, and various scanning
attempts.

Antonioli et al. [84]

Antonioli et al. proposed a high-interaction, server-based ICS honeypot that
uses the MiniCPS [76] framework to simulate a water treatment testbed. Its
architecture consists of the following components:

" Vulnerable VPN endpoint: A device that runs an OpenConnect VPN server

with weak credentials, allowing the attacker to access the internal network.
" Vulnerable gateway device: A device that runs ssh and telnet servers with
weak credentials, allowing the attacker to get a command shell on the device.
Network emulation: A virtual network that reproduces the same topology,
addresses, and link characteristics as the real ICS network, using Mininet [34]
and Linux network namespaces.
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" Physical process and devices simulation: A collection of python scripts that
simulate the hydraulic part of the water treatment process, the control logic
of four PLCs, and an HMI, using MiniCPS API and Ethernet/IP protocol.

" Data collection: A subsystem that logs the attacker's activities, such as
keystrokes, network tra ¢, and device commands, using a keylogger, tcp-
dump, and MiniCPS API.

A preliminary evaluation of the honeypot was done in the context of a Capture-
The-Flag (CTF) competition. The competition was a part of a broader ICS
security event called SWaT Security Showdown (S3) [75], hosted by Singapore
University of Technology and Design (SUTD) in July 2016. The honeypot was
also evaluated using qualitative metrics that include:

" Physical layer interaction

" Network layer interaction

Data collection

~ Realistic system con guration
" Realistic system behavior

~ Attack detection and recording

According to the authors, the proposed ICS honeypot provides all of the features
listed, showing that it is e ective in detecting and recording attacks while also
providing a realistic representation of an ICS system.

Murillo et al. [69]

The honeynet proposed is a virtualized environment that mimics a large elec-
trical substation network, with realistic devices, protocols, and tra c. The hon-
eynet uses Mininet [34], a lightweight virtualization tool, to create a network
topology with multiple nodes that represent intelligent electronic devices (IEDs)
in a substation. Each node runs a tra ¢ mirroring service that redirects the
packets to a separate machine running SoftGrid [97], a software platform for
IED emulation. PowerWorld power system simulation: The honeynet also uses
PowerWorld, a commercial software for power system analysis, to simulate the
physical behavior of the electrical grid. PowerWorld communicates with Soft-
Grid through a TCP/IP interface, and provides feedback to the IEDs based
on the network state and control actions. Attack scenarios and data collection:
The honeynet implements two attack scenarios: a denial-of-service attack that
disrupts the communication between IEDs, and a false data injection attack
that alters the measurements and control commands of the IEDs. The honeynet
collects network tra ¢ data, power system data, and attacker behavior data for
further analysis and evaluation.
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Bernieri et al. [93]

MimePot [93] aims to detect complex cyber-physical attacks in industrial net-
works by simulating the physical processes in order to mislead attacks and study
their behavior. The authors chose a model-based (mathematical and computa-
tional) approach to simulate the physical process. They use Software De ned
Networking (SDN) technology to provide:

" Tra ¢ Redirection: SDN allows for dynamic redirection of network tra c.
Malicious tra ¢ can be sent to the honeypot, while legitimate tra ¢ contin-
ues to the real network.

Network Address Camou aging: SDN can mask the network addresses of
real devices, making it appear to the attacker that they are targeting the
actual control systems when they are actually interacting with the honeypot.
Granular Control: SDN provides a high level of detail in tra ¢ management.
It can apply specic rules to manage how tra c is handled, making the
honeypot more e ective at engaging attackers.

Scalability and Flexibility: SDN's centralized control plane makes it easier
to scale and adapt the network architecture as needed.

MimePot has the capability to capture behaviors of complex cyber-physical at-
tacks, such as Zero Dynamics Attacks [134].This kind of attack refer to the
behavior of a system's internal states when its output is arti cially constrained

to zero, which can be exploited in sophisticated attacks to alter the system's
state without changing the observable outputs, thereby evading detection. The
architecture of MimePot comprises two main modules: Mime Plant that is re-
sponsible for simulating physical plant processes and can be considered as a PLC
interacting with physical plants and Mime E&C (Estimation and Control), de-
signed for control routines computation, similarly to a SCADA workstation.
MimePot's physical components simulate a subset of physical processes using
Linear Time Invariant (LTI) models. The cyber components are implemented

in virtualized environments where Mime Plant and Mime E&C communicate
using industrial protocols.

Navarro et al. [124]

iHoney [124] honeypot replicates the operations of a water treatment plant.
It integrates a concealed monitoring infrastructure that remains nearly imper-
ceptible to attackers. This covert surveillance employs both Network Intrusion
Detection Systems (NIDS) and Host-based Intrusion Detection Systems (HIDS)
to scrutinize activities, amassing invaluable intelligence in the process. The core
of iHoney is composed of a SCADA server/HMI, a control network featuring
PLCs, and various industrial communication protocols. In real-time, the simu-
lation system evaluates the status variables of the physical processes, dynam-
ically interacting with ICS inputs and generating corresponding outputs. This
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ensures a coherent and convincing simulation. To e ectively capture and analyze
network tra c, iHoney deploys TAP devices as in [99] for passive transmission
to a monitoring system. This surveillance infrastructure incorporates SNORT
NIDS and protocol dissecting agents for Modbus and S7Comm. Additionally,
a custom-built HIDS is deployed on the SCADA server to enhance threat de-
tection capabilities. iHoney garnered immediate attention upon exposure to the
Internet, with continuous and regular attacks highlighting its potential to allure
attackers. For the most part, attacks targeted the IT components of the SCADA
system and were characterized by automation, underscoring the persistent threat
posed by automated cyber-attacks.

3.3 Desiderata and limitations in ICS Honeypots

From our previous exploration of related work 3.2 and a thorough review of the
existing literature, we have identi ed a set of desiderata for the development of
an e ective ICS honeypot. In this section, we will outline and discuss these key
requirements that guide the design and implementation of honeypots tailored
to industrial control systems (ICS). These desiderata are important in order to
make sure that the honeypot can convincingly mimic a real system, attract-
ing potential attackers while providing valuable insights into their tactics and
strategies.

3.3.1 Level of interaction

Honeypots and honeynets are typically categorized based on the level of interac-
tion they o er to attackers. Low-interaction honeypots replicate basic services
with limited functions, while high-interaction ones accurately mimic real devices,
enabling comprehensive data collection about an attacker's actions. For an ICS
honeypot to be e ective, it must emulate an industrial network connecting mul-
tiple PLCs, potentially supervised via HMI interfaces, and facilitate observable,
accessible network tra ¢ involving PLCs and HMIs. Therefore, an ICS honeypot
should not only provide precise ngerprints of the involved devices and ICS net-
works, as seen in low-level interaction ICS honeypots, but also grant attackers
the ability to interact with the honeypot extensively. This includes inspecting
and modifying PLC registers, uploading malicious PLC code, examining and
exploiting HMI interfaces, e ectively gaining full control over the OT network.
Furthermore, as highlighted in studies like [111] and [106], physics-awareness is
a vital component in creating convincing and deceptive ICS honeypots. This
means attackers should receive consistent feedback from a possibly simulated
but manipulated physical process, enhancing the honeypot's authenticity and
e ectiveness.
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3.3.2 Con gurability

The honeypot should provide the exibility to modify the attack surface ex-
posed to attackers, enabling it to adapt to the ever-evolving exploit tools and
techniques employed by attackers. This adaptability is essential to suit the spe-
cic ICS network it is intended to protect. Thus, the honeypot should have
the capability to support various industrial network protocols, depending on
the operational context. Additionally, it should be extensible, allowing for the
emulation of PLCs from di erent manufacturers and models, ensuring compre-
hensive coverage.

3.3.3 Scalability

To emulate real-world ICSs, the honeypot must have the capability to scale e ec-
tively, accommodating middle-sized ICS environments with hundreds of diverse
PLCs and HMIs without compromising performance. This scalability is crucial
to accurately emulate real-world ICS networks and to ensure that the honeypot
can handle the complexities of such systems. Utilizing virtual resources, rather
than physical devices, is a fundamental prerequisite for achieving scalability in
ICS honeypots. However, it is important to note that the mere adoption of
virtual resources is not su cient, practical testing is essential to assess the hon-
eypot's response time at varying numbers of PLCs and HMIs, thereby validating
its true scalability.

3.3.4 Entry Point

A robust ICS honeypot should be designed to withstand attacks that target the
availability and integrity of the target system. When an attacker gains access
to the honeypot via the Internet, they may attempt to manipulate the exposed
PLCs and HMI interfaces, potentially after a brute-force attack on their authen-
tication. Conversely, if the attacker manages to compromise the VPN underpin-
ning the honeypot, they can use ARP poisoning to perform a Man-in-the-Middle
(MITM) attack, intercepting network tra c on the supervisory control network
and launching such attacks between various PLCs or between a PLC and its
associated HMI.

3.3.5 Attack Monitoring

The honeypot should be capable of gathering extensive data on the behavior of
the attackers. This data should include network interaction logs to detect scan-
ning attacks as well as logs of system events that capture the methods attackers
employ when interacting with the OS of the targeted ICS devices. Furthermore,
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Figure 3.3: Attacker outcomes on a well-modeled and on a poorly modeled sys-
tem

the honeypot should support real-time data analysis and the visualization of
attack-related information as it unfolds. It should also support retrospective
data analysis of the logs to identify attack patterns. These patterns can be uti-
lized, for example, to generate attack signatures for con guring network and
host intrusion detection systems.

3.3.6 Limitations of current ICS honeypots

In Table 3.1, we present a comprehensive comparison of related works, which will
serve as a basis for evaluating our own honeypot, HoneyICS. We will introduce
and discuss HoneyICS in Chapter 4, aligning its features with the desiderata
outlined in this section. This comparative analysis will help in assessing the
e ectiveness of our ICS honeypot.
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Level of interaction.

Current approaches mostly provide limited functionality when it comes to
TCP/IP stack simulations, as well as native ICS network protocols. This poses
serious limitations in the actions an attacker can perform within the honey-
pot and, thus, in the understanding of adversarial interactions and malware.
Most of the reviewed honeypots and honeynets support only some of the net-
work protocols and services speci ¢ to ICSs. This requires an attacker capable
of accessing thesupervisory control network possibly protected via VPN. In
this respect, Antonioli et al. [84] provide the possibility to build up a com-
munication network between PLCs and/or HMIs, while HoneyPhy [111] only
propose an ideal architecture where such communication is possible. As a con-
sequence, only Antonioli et al. [84] support non-trivial MITM attacks between
PLCs and/or HMIs; more limited forms of MITM attacks, between PLCs and
their plant, can be simulated in [69,85,93,111]. In the previous section, we have
seen a number of ICS honeypots providing di erent levels of emulation/ab-
straction of the underlying physical processes. However, all of them, except for
HoneyPhy [111], Gaspot [104], iHoney [124] and MimePot [93], fail to perform
an accurate emulation of the underlying physical process. Among the reviewed
honeypots, only [70,85,93,137] explicitly support some form of register manipu-
lation, and only [84{86,111] explicitly support some form of HMI manipulation.
As regards physics-awarenessonly the works in [69, 84,93, 111] provide some
form of simulation of the underlying physical industrial processes. As shown in
Figure 3.3, it's important to note that a simulation should be realistic, as any
inconsistencies could potentially confuse the attacker. On the left, the scenario
portrays an attacker interacting with a CPS honeypot that doesn't simulate
process behaviors and device delays. The absence of these delays and deviations
from expected process behavior serves as an alert to the attacker. In the right
scenario, an attacker interacts with a CPS honeypot capable of modeling both
process behavior and device delay, resulting in realistic responses, leading the
attacker to perform an attack. Moreover, only HoneyPLC [112] is able to simu-
late the upload of malicious user programs, although the injected code is only
stored by the honeypot but not executed. While capturing the code is a rst
important step to support PLC malware analysis, the execution of the injected
code together with consistent physical feedback is crucial to deceive the attacker.

Con gurability.

All honeypots discussed in Section 3.2, except for [70, 108, 112], have limited
extensibility, as they can only mimic one or two PLC models and provide

the associated ngerprints when scanned using tools like Nmap. Likewise, the
majority of existing research works, with, of course, some notable exceptions
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like [100,108,137,143], tend to provide support for only a limited subset of Indus-
trial Control System (ICS) network protocols. This constraint poses a signi cant
limitation, particularly in the face of sophisticated attacks such as Stuxnet [89],
which may speci cally target diverse types of Programmable Logic Controllers
(PLCs). Consequently, this limitation has far-reaching implications, signi cantly
restricting the scope of ICS networks these honeypots can authentically emulate
and, consequently, the diverse contexts in which they can be e ectively deployed.

Scalability.

The adoption of virtual resources over physical devices is an essential condition
for achieving scalability. However, it is imperative to recognize that the mere
utilization of virtualization does not universally guarantee scalability; rather, its

e cacy is bound to the speci c implementation approach employed. While many
of the reviewed ICS honeypots incorporate scalable designs through the adop-
tion of virtual resources and lightweight virtualization techniques like Docker
containers [118], only Honeyd+ [143] stands out by explicitly evaluating the pro-
posed honeypot's scalability, particularly in terms of the number of supported
virtual PLCs.

Attacker Entry Point.

Our review of the literature reveals that existing honeypots have followed two
predominant approaches: they have either been openly exposed on the Internet
[70, 86, 100, 108, 135, 137, 143], or they have been protected through a VPN,
as demonstrated by [69, 84, 85, 93]. The decision to expose a honeypot on the
Internet o ers attackers a more accessible target but constrains the range of
interactions they can initiate with it, as discussed in Section 3.3. Conversely,
employing a VPN not only provides valuable insights into potential attacker
strategies for compromising ICS networks but may also act as a deterrent by
introducing an additional layer of defense. We advocate for the implementation
of honeypots that support both entry points, thus enabling a broader spectrum
of adversarial interactions. In this regard, HoneyPhy [111] stands out as the only
honeypot designed to accommodate both entry modes.

By addressing these limitations, future research can pave the way for the
development of next-generation ICS honeypots that o er a more comprehensive
and realistic deception environment for attackers.

Unveiling some of the issues of Honeyd

It is worth noting that Honeyd has not been updated since 2013, lacking any
o cial support from the original authors or DataSoft, although the company

could have integrated Honeyd into its product NOVA and continued the de-
velopment privately. This lack of updates and support raises questions about
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Figure 3.4: Nmap scan of a Honeyd honeypot

the software's compatibility with modern operating systems, particularly newer
versions of Ubuntu and various Linux distributions. Users have reported issues,
such as di culties obtaining DHCP for emulated hosts, which can hinder its
functionality. Additionally, Honeyd relies on outdated ngerprint les that no
longer align with the latest nmap algorithms [29]. This discrepancy in ngerprint
data can impact the accuracy and realism of the honeypots it creates, since it
is relying on this le to send appropriate TCP responses during an nmap scan.
Therefore this functionality may not always work seamlessly, as new versions of
nmap are continually released. The e ectiveness of Honeyd's responses, as well
as its reliance on nmap.prints, can vary depending on the speci ¢ nmap version
used for scanning as shown in Figure 3.4. To address this, a practical strategy
is to open ports commonly associated with speci c device types. For instance,
devices like Linux and Solaris typically have port 22 open, whereas routers and
switches are likely to have port 161 open for SNMP.

3.4 Legal implications of operating honeypots

As stated in [133], operating honeypots entails a range of legal and ethical con-
siderations that are important in ensuring that honeypot deployment complies
with the law, respects privacy, and adheres to ethical principles. Here, we address
key legal and ethical aspects associated with honeypot operations.
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Legal Right to Monitor: It is important to acknowledge that ownership of

a computer network does not automatically confer a legal entitlement to
monitor all activities of system users. The eld of monitoring activities is
complex and is subject to diverse legal constraints, encompassing statutes,
privacy regulations, employment policies, terms-of-service agreements, and
contractual obligations. Deviation from these legal parameters may poten-
tially entail legal repercussions, encompassing civil liability and the prospect
of criminal sanctions.

Risk of Misuse: Neglected or unmonitored honeypots carry the risk of be-
ing exploited by malicious actors for unlawful activities. These activities
can include storing stolen credit card data or distributing prohibited con-
tent. Honeypot operators have the responsibility of actively monitoring and
controlling their honeypots to prevent inadvertent involvement in unlawful
undertakings.

Entrapment Concerns: Within the honeypot community, the concept of en-
trapment is occasionally contemplated. Entrapment, in criminal defense law,
is a situation where the government induces an individual to commit a crime
they would not have otherwise committed. Private honeypot operators are
less likely to encounter entrapment concerns, as this law primarily applies
to government actions.

Fourth Amendment: Honeypot operators associated with government agen-
cies must be aware of potential Fourth Amendment constraints on their
monitoring activities. The Fourth Amendment restricts government agents
from conducting searches or seizing evidence without a proper warrant. Ev-
idence obtained in violation of this constitutional provision can be legally
challenged.

Patriot Act: The USA Patriot Act features a "computer trespasser" excep-
tion, permitting government agencies to conduct warrantless monitoring of
hackers under speci ¢ circumstances. This exception typically applies when
the network owner has authorized interception, and the monitoring aligns
with a lawful investigation.

Consent to Monitoring: It can be argued that hackers accessing a system
with a clear banner indicating monitoring consent have implicitly provided
consent to be monitored. However, this implied consent may not extend to
cases where hackers access the system through ports that do not oer a
banner.

Moral and Ethical Considerations: In addition to complying with legal re-
quirements, honeypot operators must address moral and ethical concerns.
These ethical considerations include the potential invasion of privacy, the
responsibility to prevent honeypots from being exploited for malicious pur-
poses, and the ethical use of collected information to enhance security rather
than for malicious ends.
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" Europe regulations: The GDPR aims to protect personal data and privacy
of individuals within the European Union. According to Recital 30 of the
GDPR [44], IP addresses are considered personal data if they can be used
to identify an individual. This includes scenarios where IP addresses are
logged by honeypots, as these logs could potentially link back to specic
individuals, especially if combined with other data. Under GDPR, the pro-
cessing of personal data must adhere to principles of lawfulness, fairness,
and transparency. There must be a clear legal basis for data processing,
such as consent, necessity for contract performance, compliance with legal
obligations, protection of vital interests, tasks carried out in the public in-
terest, or legitimate interests pursued by the data controller. Setting up a
honeypot and logging malicious attempts could fall under the \legitimate
interests" clause, as it is crucial for ensuring network and information secu-
rity. This includes preventing unauthorized access and cyberattacks, which
aligns with the GDPR's provisions for protecting public security and pre-
venting criminal activities. However, publishing the collected IP addresses
is more contentious. Even if the collection is justi ed under legitimate in-
terests, disseminating the data publicly without further analysis might not
meet GDPR requirements. Factors such as the necessity of publication, its
e ectiveness in achieving security goals, and the potential adverse impacts
on individuals whose IP addresses are published must be carefully weighed.

Understanding these legal and ethical dimensions is fundamental for a respon-
sible and e ective honeypot deployment, ensuring that it serves its intended
purpose while respecting legal and ethical boundaries.
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Chapter

A PHYSICS-AWARE AND
HIGH-INTERACTION ICS
HONEYNET

4.1 A hybrid architecture

Our honeynet architecture consists of various components, ensuring the ful Il-
ment of the features outlined in Section 3.3. HoneyICS is capable to emulate to
key components within Operational Technology (OT) network, including Pro-
grammable Logic Controllers (PLCs), Human-Machine Interfaces (HMIs), com-
munication networks, and even a simulated physical plant. Implementation ex-
ibility is a key feature of our project, as each component can be implemented
either using actual physical devices or emulation and simulation software.

As illustrated in Figure 4.4, our honeynet's architecture seamlessly integrates
these diverse components. As shown, the inbound connections are able to con-
tact directly the HMIs and PLCs, while the eld communication network and
the plant are not accessible from the outside. Through the supervisory control
network, PLCs communicate with each other and with the HMIs using Indus-
trial Network Protocols such as Modbus. "The probes, responsible for collecting
network and system data, are deployed on every device or network directly ac-
cessible to the attacker. It's worth noting that the honeynet con guration allows
accessibility through a compromised Virtual Private Network (VPN) or by ex-
posing speci ¢ devices such as PLCs or HMIs directly to the Internet. In the
former scenario, an attacker gains comprehensive control over the supervisory
control network interconnecting PLCs and HMIs, albeit without direct access to
the eld communications network linking PLCs to sensors and actuators. Con-
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versely, in the latter case, the attacker's capabilities hinge on the vulnerabilities
speci ¢ to the exposed physical devices (refer to, for instance, the vulnerability
in the HMI interface detailed in our subsequent implementation section 5.3).

Lastly, the entire honeynet framework is orchestrated and overseen through a
dedicated management dashboard, providing a centralized interface for e cient
control and monitoring. This comprehensive architecture ensures a versatile and
robust platform for the emulation and analysis of potential cyber threats in OT
environments.

In summary, our honeynet architecture aligns with the Purdue Enterprise
Reference Architecture (PERA) up to the second level. On Level 0 we have
the plant with sensor producing values based on the physical process, that are
then sent to level 1 where the PLCs interpret them and their logic sends back
commands to the actuators on level 0. On level 2 we have the HMI overseeing
the operation of the PLCs.

4.1.1 Discussion on honeynet architectural design

Before arriving at the design depicted in Figure 4.4, many iterations have been
made, each representing a valuable exploration of di erent architectural possi-
bilities, considerations, and lessons learned. The evolution of HoneyPLC's ar-
chitecture is summarized in Table 4.1.

First iteration

The rst attempt is illustrated in Figure 4.1. The frontend responder functioned
similarly to a load balancer, directing tra c either to the PLC scan responder,
designed to respond to nmap OS ngerprinting attempts, or to the software PLC.
If the query was directed to the HMIs, the frontend responder would allow the
query to pass through directly. Thus, the front-end responder's role also involved
unpacking tra c to determine whether the query directed to the PLC was a scan
or a legitimate request. Having afrontend responder meant we could switch the
PLCs as we wanted adhering to ourcon gurability requirement (cf. Section
3.3.2). However, it constrained us to a single entry point for the attacker (cf.
Section 3.3.4). The option of using a VPN was ruled out since the attacker could
never be in the same network as the PLCs. Without thefrontend responder
managing requests, the honeynet would not function properly. Allowing the
attacker into the same network as the PLCs posed a risk of them discovering
additional elements, such as thescan respondey which were not intended to be
revealed. Moreover, thefrontend responder would not align with our scalability
requirement (cf. Section 3.3.3), as it would present a signi cant bottleneck with
the increasing number of PLCs and HMIs.
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Figure 4.1: HoneyICS First architecture

Second iteration

Wanting to address also the scalability requirement we thought of the architec-
ture illustrated in Figure 4.2. In this design, we replaced the frontend responder
with a block of code within each container, incorporating the software PLC, the
Scan responder, and a smaller handler. This handler e ciently redirected queries
to either the Scan responder or the PLC based on the nature of the request. This
adjustment signi cantly enhanced scalability by resolving the bottleneck issue
associated with the frontend responder. While it might seem like a compromise
on the con gurability requirement, the consolidated scan responder and software
PLC proved to be more straightforward to con gure and manage. Moreover, this
setup retained the exibility to be replaced by a real PLC at any time.

Third iteration

Subsequently, we introduced a "Broker Container" to allow communication be-
tween software PLCs, a capability not initially supported and between the PLCs
and the plant. While this addition was a step in the right direction for enhanc-
ing the con gurability of the honeynet, it also introduced a new bottleneck,
thereby somewhat reducing the scalability potential of HoneyICS. Additionally,
we implemented a management dashboard capable of displaying collected logs,
addressing the attack monitoring requirement.
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Figure 4.2: HoneyICS second architecture

Final iteration

The nal iteration of the design of the architecture is the latest HoneyICS ver-
sion (Figure 4.4). To tackle the scalability concern, we resolved it by embedding
the communication code for the PLCs within their respective containers. Ad-
ditionally, for communication with the plant, we containerized the plant and
directly inserted the code into the plant container, further improving the scala-
bility of the whole honeynet. By adding a rewall, we also manage to seamlessly
integrate VPN access into our honeynet. Furthermore, to facilitate the seamless
integration of new physical or virtual devices, therefore further addressing the
Con gurability desiderata, we crafted a reverse proxy designed to shield each
device e ectively. This not only gives the possibility of adding new devices but
also enhances the security and thwarts potential lateral movements by attackers.

4.2 Attacker model

As illustrated in Fig. 4.4, our honeynet o ers two primary entry points:
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Figure 4.3: HoneyICS third architecture

Figure 4.4: HoneylICS Architecture

Table 4.1: HoneyICS evolution

HoneylICS Level of in- Con gurability Scalability Honeypot Attack
version teraction entry point monitoring
First 4.1 8 # #H #

Second 4.2 B B # #H

Third 4.3 # #

Final 4.4

« Direct internet access to speci ¢ services: Attackers can discover our honey-
pot by searching for internet-facing PLC services on common search engines
or platforms like Shodan [49]. These services might include:
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