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ABSTRACT In the socio-economic landscape, we can recognize an emerging form of organization: the
network coalition. A network coalition is a form of concerted cooperation in which a group of agents
decides to collaborate to achieve a common goal. The decentralized and cooperative nature of a network
coalition presents new challenges in automating its processes, which cannot be treated as traditional business
processes managed by a centralized information system. In the literature, the notion of Exogenous Business
Process (XBP) has been introduced to capture such processes. An XBP specification is intended as a
potentially incomplete, renegotiable, procedural contract to which different parties adhere in order to achieve
a predefined business goal. The concept of Enforceable Business Process (EBP) has been proposed as a
possible abstraction for modeling and automating the XBPs of a network coalition. An EBP is essentially
an evolution of the original concept of smart contract, which is able to properly manage contractual
incompleteness while providing automatic enforceability. The aim of this paper is to formalize the notion
of EBP and discuss how contractual incompleteness can be handled by a Decentralized Autonomous
Information System (DAIS). The complete formalization of both procedural and incompleteness aspects of
EBPs, as provided by this paper, lays the basis for the construction of the next generation of DAIS, as well as
the diffusion of network coalition into many application domains, such as supply chains, business alliances,
joint ventures, and others.

INDEX TERMS Blockchain, business process modeling, context modeling, contractual incompleteness,
enforceable business process, network coalition, procedural contracts, smart contracts.

I. INTRODUCTION
The socio-economic landscape is shaped by people who
autonomously decide to participate in various emergent
or established forms of organizations. We can identify
at least three ideal forms of organizations, which we
refer to here as competitive market, hierarchical firm, and
network coalition [1], [2], [3]. The competitive market is
an emergent form of coordination, the hierarchical firm is
a designed form of cooperation, and the network coalition
is a concerted form of cooperation, where cooperation is
intended as the process of coordinating a group of actors
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with the explicit purpose of achieving a common goal. In this
paper, we concentrate on this last form of organization
because its decentralized and collaborative nature poses
new challenges in the automation of its business processes,
which cannot be treated as traditional ones. Supply chains,
cooperatives, strategic business alliances, joint ventures, and
decentralized cryptocurrencies can be good examples of
coalitions. Conversely, consortia can rarely be considered
coalitions, because their inter-organizational processes are
related to the optimal allocation of shared resources rather
than to the achievement of shared objectives through the
execution of a set of concerted activities.

The term Exogenous Business Process (XBP) has been
introduced in [4] to denote a cooperative, stable process,
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managed by a network coalition of two or more independent
organizations that aim to pursue a common goal. The
stability of an XBP implies that the process is repetitive
in nature, while the mutual independence of the involved
parties denotes the lack of a central authority. The authors
recognize that such processes can be specified through
potentially incomplete, renegotiable procedural contracts that
a network coalition establishes to reduce uncertainty and
lower transaction costs. A contract is said to be procedural
if all its completely specified parts can be directly interpreted
by a Decentralized Autonomous Information System (DAIS)
without additional details. At the same time, contractual
incompleteness is a pivotal concept of several economic
theories, such as Transaction Cost Economics and Contract
Theory [5], [6]. It can have manifold origins, for instance,
the impossibility of predicting all relevant eventualities, the
costs of describing all identified eventualities in advance, the
impossibility of observing specific actions of the contracting
parties, and the difficulty of making the observable actions
verifiable by a trusted third party. During the contracting
process, the parties evaluate the costs and benefits of
including additional contractual terms. In light of this
evaluation, the parties can rationally choose to omit several
details, leaving out many unlikely eventualities. Therefore,
it is reasonable to assume that any contract, even the most
formal one, could be intentionally incomplete. In long-term
interactions, such as those established within a network
coalition, purposely incomplete contracts can mitigate rene-
gotiation costs, but at the expense of increased dependence on
trust.

Mutual trust between the involved parties is an essential
requirement for a successful implementation of XBPs.
Indeed, the lack of trust between the involved parties
traditionally leads to the introduction of a central third-party
authority [7]. However, in a network coalition, identifying
and maintaining an appropriate central authority can be chal-
lenging given the dynamic nature of this type of organization.
Its introduction could eventually prevent the organization’s
success and distort its nature. Blockchain technology could
be an alternative approach to addressing this problem and
eliminating the need for mutual trust or for introducing a
third party.We can say that blockchain technology substitutes
the need for mutual trust among the parties with a trust
in the technology and the protocol itself. A preliminary
investigation into the potential of blockchain technology
for business process management (BPM) approaches has
been outlined in [7] and [8]. The authors discuss how the
challenges of collaborative design and the lack of trust have
limited the application of BPM approaches to managing
inter-organizational business processes. They also recognize
that blockchain technology may help address such problems,
particularly those related to the lack of trust. Indeed, the
blockchain will likely enable new governance models and
foster a more flexible corporate culture.

The applicability of existing blockchain-based smart
contract technology to properly implement XBPs has been

investigated in [4]. However, it has emerged that the inherent
incompleteness of XBPs clashes with the immutability-by-
default of the currently available smart contracts. To scale
up, network coalitions demand not only enforceable and
verifiable contracts, but also easily renegotiable ones that can
foster continuous improvement of their contractual terms. For
this reason, the work introduced the notion of Enforceable
Business Process (EBP) as an evolution of the original
concept of smart contracts, capable of automating potentially
incomplete, renegotiable, and procedural contracts.

The aim of this paper is to take a step forward in
this direction by providing a complete formalization of the
concept of EBP and of incompleteness in XBP models.
We extend the Business ProcessModel andNotation (BPMN)
by introducing new constructs that explicitly address both
enforceability and contractual incompleteness. By allowing
the representation of EBP using a widely used standard
such as BPMN, we aim to facilitate its use across areas
such as supply chains, digital marketplaces, and inter-
organizational workflows, where such notation is already
in use. Moreover, we aim to bridge the gap between
business process modeling and smart contract execution,
making automated agreements more adaptable to real-world
scenarios and enabling more flexible, adaptive execution of
cooperative business processes. Furthermore, we ground our
formalization in contract theory, demonstrating how EBPs
can systematically capture and respond to any incompleteness
scenarios that may arise in XBP specifications.

The paper is structured to promote an incremental under-
standing of the notion of EBP, starting with its procedural
nature and progressing to the concept of incompleteness and
its management. This journey involves an exploration of a
proper extension of the standard BPMN notation, leading
to a discussion about renegotiability and process instance
migrations. As a result, the paper provides a foundation
for many research directions, including, for instance, the
definition of model checking and logical proofs about
the completeness and correctness of the process instance
migrations towards renegotiated EBPs, the management
of renegotiations and migrations in the context of smart
contracts, and the implementation of a fully functioning
blockchain-based DAIS.

The remainder of the paper is organized as follows: Sect. II
provides an overview of related work concerning both the
management of inter-organizational business processes and
business process flexibility. Sect. III presents a motivating
example from the domain of on-demand food ordering and
delivery. Sect. IV formalizes the concept of procedural
contract with a particular emphasis on the enforceability
aspect, while Sect. V presents an extension of BPMN able
to capture the provided formalization, and Sect. VI discusses
how an EBP can be implemented by using smart contracts.
Sect. VII formalizes the various forms of incompleteness that
can arise in a procedural contract, while Sect. VIII discusses
how such incompleteness can be modeled in an EBP and
managed by a DAIS, and Sect. IX discusses the possible
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upgradability of smart contracts. Finally, Sect. X summarizes
the work and presents some future research directions.

II. RELATED WORK
Inter-organizational processes – Business Process Man-
agement has been originally conceived for supporting intra-
organizational business processes. However, in recent years,
different organizations have established close collaborations
to achieve business goals that cannot be (easily) addressed
by a single partner. The need to support inter-organizational
business processes has led to the definition of new concepts,
such as collaborative business processes, web service chore-
ography, and virtual organizations.

A Collaborative Business Process (CBP) [9] is a business
process involving multiple actors belonging to different
firms. It is based on a commonly accepted operational
protocol and executed by multiple workflow engines without
the presence of a central coordination authority. The parties
agree to follow a common interaction protocol represented
by the CBP, but at the same time, the related business
activities clearly belong to each party [10]. The original CBP
approach is vague in some respects, in particular regarding
how the individual BP instances interact, how exceptions are
managed, who is responsible for updates, and what happens
if a firm changes the protocol unilaterally.

In contrast to CBPs that could be considered a top-down
approach, a Service-Oriented Architecture (SOA) can pro-
vide a market-like, bottom-up-oriented solution through ser-
vice choreographies. A Web-Service Choreography (WSC)
[11] is a way to compose in a unique system two or
more existing web-services, potentially offered by different
service providers; a choreography is usually the result of a
service wiring activity that ends in a loosely-coupledmessage
interchange protocol. The term choreography suggests that
the involved parties share a common protocol but during the
execution, each one can run autonomously in compliance
with its declared interface [12].
An XBP can be in principle automated inside a Virtual

Organization (VO) [13], [14] that can be defined as a
group of actors, potentially located over a wide geographical
area, which decides to collaborate on a common goal by
putting together their competencies and resources. A suitable
technological platform has to be chosen for implementing a
VO and a SOA solution seems the most widely accepted
one; see, for example [15]. A VO comes into existence from
an initiator, namely an actor that proposes the initial idea,
searches for external collaborations, selects suitable partners
to fulfill operational needs, and delegates responsibilities.
Overall, the initiator is responsible not only for the creation
of the VO but also for its maintenance and termination. The
VO concept reveals the classical traits of a hierarchical firm,
inwhich the initiator plays the role of a principal. The creation
of a VO is somewhat equivalent to firm integration; hence,
when XBP parties cannot merge, the applicability of this
concept is questionable.

Blockchain for business process management – The
authors of [16] provide a systematic literature review of
the use of blockchain technology to support collaborative
business processes; they clearly identify opportunities and
gaps that warrant further research. Moreover, the authors
classify existing proposals by the business process lifecycle
stages supported by blockchain technology. In [17], the
authors propose a taxonomy of blockchain-based approaches
during the enactment phase. In particular, they investigate
which challenges posed by inter-organizational processes
can be addressed by the use of blockchain technology.
Existing approaches are classified based on three capabilities:
model support, resource allocation, and process flexibility.
Similarly, relative to the monitoring stage, the work in [18]
identifies the benefits and pitfalls of blockchain-enabled
business process monitoring. The authors propose adopt-
ing programmable blockchain platforms to manage the
generation, distribution, and analysis of business-process
monitoring data.

In [19], the authors propose leveraging the irreversibility
of blockchain-based smart contracts to address the lack of
trust in inter-organizational processes. In particular, they
propose a system where the blockchain technology is applied
in two forms: (1) as a choreography monitor, by storing
inside the blockchain the sequence of message exchanges
in an immutable and not repudiable way, and (2) as an
active mediator, by using contracts to coordinate the process
execution. A choreography expressed in BPMN is translated
into a set of smart contracts, and the blockchain is used to
store the exchanged messages. This initial work evolved in
the Caterpillar project [20], in which smart contracts are used
to represent an entire process, not only a choreography. More
specifically, Caterpillar can translate a process model into a
Petri Net and, in turn, to a smart contract that can be executed
by the Ethereum Virtual Machine (EVM). In this case, the
blockchain stores the state of the process instance and the
overall execution steps in an immutable way.

In [21], the authors introduce a set of techniques that
take business process models as input and transform them
into statecharts for Blockchain and process participants.
Conversely, in [22], the authors propose new language
constructs for enforcing choreographies using blockchain
technology. The operational semantics of such constructs
are also provided, and a proof-of-concept implementation is
proposed.

Ignoring efficiency concerns, Caterpillar and similar
experiments provide the first evidence that the blockchain
technology could offer a viable approach for the XBP
automation.

Contractual incompleteness and business process flex-
ibility – The inherent incompleteness of XBPs can be
compared with the concept of flexibility by underspecifi-
cation, i.e., the ability to execute an incomplete process
model at run-time bymanaging anticipated changes for which
handling strategies could not be defined at design-time [23].
Flexibility through underspecification relies on late binding
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and late modeling strategies to enact underspecified nodes
and is deemed useful for processes with a fixed structure but
including distinct parts designed and controlled by different,
autonomous work groups [23].

The unpredictability of future process eventualities is a
possible source of incompleteness in XBPs and is comparable
to the need to handle exceptions and unforeseen events occur-
ring during the enactment of pre-specified processes [24],
[25].Whereas themanagement of anticipated exceptionsmay
be planned in advance, e.g., by embedding the exception
logic into the process logic, unanticipated exceptions require
ad hoc process instance changes [26]. Unpredictability,
in general, is also a key feature of loosely structured and
unstructured (knowledge-intensive) processes [27], which
must be executed flexibly through collaboration and negotia-
tion among participants.

To support the modeling and execution of loosely defined
processes, decisions regarding the exact specification of
selected parts of the process are deferred to the process
run-time [26]. To deal with the default immutability of
blockchain-based smart contracts, the authors in [28] propose
CoBuP, a decentralized Collaborative Business Process
execution architecture using blockchain, which presents
an interpreter of BPMN process models, supporting the
instantiating, execution, and monitoring of process instances.
In this case, a generic smart contract is deployed once and is
responsible for invoking predefined functions that can also be
dynamically updated at runtime.

In [29], the authors introduce a model for consensus-based
control-flow flexibility, in which participants in a process
can collectively agree on how to steer the business process
within the boundaries defined by agreed policies. This idea
is partially captured by the voting activity introduced in this
paper as an extension of a generic BPMN subprocess.

III. MOTIVATING EXAMPLE
This section introduces an example of a network coalition,
along with a characterizing XBP that will be particularly
useful for discussing the various paper contributions.

Let us consider the recently proliferating context of
on-demand food orders and delivery. On-demand food
delivery networks connect customers with restaurants and
self-employed couriers: customers can easily order food from
a restaurant through an online platform and have it picked
up and delivered to their doorstep by couriers. Food delivery
companies such as Just Eat Italy1 and Deliveroo2, among
others, provide centralized online platforms that act as a
‘‘mediator’’ between customers, restaurants, and independent
couriers, supporting ordering, delivery, and payment. Yet,
such companies typically impose high commission rates.

A more cost-effective solution, avoiding the need for
centralized companies, can be realized by a network of
couriers and restaurants working as independent contractors

1https://www.justeat.it
2https://deliveroo.it/en/

to guarantee customers a trusted, decentralized food delivery
service. Such a network coalition may bring together the
interests of couriers and restaurants. In particular, couriers
will benefit from greater flexibility and fairer remuneration,
while restaurants will have the opportunity to rely on an
external delivery service and take advantage of advertising
and customer loyalty opportunities. Additionally, couriers
and restaurants are free to delegate delivery and food
preparation, respectively, to other members of the network
coalition.

Contracts are used to coordinate interactions among all
parties in the network, defining all ordering and delivery
aspects, including payment modalities and time constraints,
and enforcing refunds in the event of delivery failure to meet
customer requirements. The happy path for food delivery
consists of the following steps: the customer selects a
restaurant and the food to order on an online platform.
Then, the order is placed, and a contract is issued containing
information about the ordered food, the amount to be paid,
the payment modality, the desired delivery time, and the
customer’s address. This information is then shared with the
selected restaurant, which can accept or refuse the order.
If the order is accepted, the restaurant reaches out to nearby
couriers willing to deliver the order and then estimates the
preparation time. At this time, the customer is provided with
order confirmation details, and the courier is notified of the
expected pick-up time. Then the courier collects the food and
drives to the provided address to ultimate the delivery. Once
the customer confirms the delivery, the payment is processed
based on the chosen modality: if the customer chooses to pay
in cash, the money is handed over to the courier, who must
transfer the due amount to the restaurant. Finally, customers
are encouraged to rate the delivery service to participate in
loyalty programs.

The contract underlying such a network coalition is
characterized by several clauses regulating the interaction
among ‘‘the customer’’ (CU), ‘‘the restaurant’’ (R), and ‘‘the
courier’’ (CO). Among them, we can mention the following
ones:
1) Order acceptance. Both R and CO are penalized if they

accept more orders than those they can fulfill on time.
2) Order confirmation. CU must be notified of order

confirmation or rejection within 10 minutes of order
placement.

3) Delivery delay. Delay responsibility is determined
by the following clauses based on when the delay
accumulates during the delivery process.
(a) Delayed pick-up. R is responsible for delays caused

by preparations that are not completed within the
estimated pick-up time; CO is responsible for delayed
food collection.

(b) Delayed delivery. CO is not responsible for delays
caused by events outside his or her reasonable control,
such as strikes, civil commotion, natural disasters,
and the impossibility of using transport; CUs are
responsible for delayed delivery if the provided

VOLUME 14, 2026 46971



S. Migliorini et al.: Modeling Incomplete Procedural Contracts With Blockchain-Based EBPs

address is incorrect or inaccurate and they fail to
communicate with CO.

Compensation is provided to the aggrieved parties by
R or CO in proportion to their responsibility. The
compensated amount is calculated based on the price of
the food and delivery service.

4) Wrong delivery. CU is fully refunded if the delivered
food is different from the ordered one. R is responsible
for compensation if the delivered package contains
unordered items, CO is responsible for compensation if
the wrong food package is delivered.

5) Failed delivery. If the delivery delay exceeds 60 minutes
or is canceled by R at any time after confirmation, CU
will be fully refunded by the parties responsible for
the delay and will receive a 20% discount on a new
order. If CU is not present at the provided address within
10 minutes of expected delivery, 100% of the order will
be charged.

This example illustrates a real-world scenario where the
need for both enforceability and flexibility in contractual
agreements becomes evident. Moreover, the complexity
of coordinating independent couriers and restaurants, each
with its own constraints and responsibilities, underscores
the challenges of managing contract incompleteness in
decentralized business collaborations. In the remainder of this
article, wewill use this example to illustrate our formalization
of EBPs and the handling of incompleteness within XBP
models.

IV. FORMALIZATION OF PROCEDURAL CONTRACTS
This section formalizes the notion of EBP in mathematical
notation by extending the traditional notion of business
process. Given that, Sect. V introduces the graphical notation
for representing an EBP by using an extension of BPMN,
while Sect. VI discusses how the concept introduced here
could be implemented in a blockchain-based environment.

As mentioned in the introduction, this paper addresses
the specification of inter-organizational business processes
carried out by a network coalition. Since a network coalition
is a concerted form of cooperation established by a group
of mutually independent agents to achieve a common goal,
we need first of all to define the notion of agent formally.
Definition 1 (Agent): An agent is a subject (person or

organization) that can decide to collaborate with other agents
to achieve a common goal. An agent is characterized by a set
of roles that he or she can play in a collaboration. An agent can
be represented as a tuple a = ⟨σ, ϱ, ω⟩ where σ is a unique
identifying address, ϱ = {r1, . . . , rn} is the set of roles that
a can play, and ω : N → N is a function returning for each
timestamp d ∈ N the amount of tokens held in the a’s wallet.
Let us note that the notion of wallet ω is introduced in the

definition primarily to represent the voting power assigned
to each agent, as well as their ability to withstand incentives
and penalties during the execution of the process. Following
the logic of blockchain wallets, each agent can hold only a

positive number of tokens. At the same time, each agent is
uniquely identified by his or her address σ in a blockchain-
based environment.

A network coalition is dynamic in nature: agents are free
to join and leave the network at any time.
Definition 2 (Network Coalition): A network coalition

can be defined as a tuple NC = ⟨A,R⟩, where A is the set of
agents belonging to the network coalition and R is the set of
roles involved in the network coalition. Let 1 be the lifespan
of the network coalition, function φ : A × 1 → {0, 1} is a
participation function denoting whether a given agent a ∈ A
is available at a given time d ∈ 1.

FIGURE 1. Relationships between the concepts of network coalition, XBP
and EBP.

To guarantee decentralization within a network coalition,
a constraint can be imposed on the minimum number of
agents required to cover each role. In particular, if having
at least one agent for each role is necessary to ensure the
executability of the process instances, this number could be
increased based on the specific application domain. Formally,
we can say that

∀d ∈ 1 ∀r ∈ R �

|{a ∈ A | φ(a, d) = 1 ∧ r ∈ a.ϱ}| ≥ n (1)

where the notation a.ϱ is used to denote the set of roles ϱ of
a, and n characterizes the desired decentralization degree of
the network coalition.

As reported in Fig. 1, the activities carried on by a network
coalition can be organized into a set of inter-organizational
business processes called Exogenous Business Processes.
Definition 3 (XBP): An Exogenous Business Process

(XBP) is a cooperative, stable process managed by a coalition
of two ormoremutually independent agents in order to pursue
a common goal.

The XBPs carried on by a network coalition can be
formally described by means of XBP specifications. An XBP
specification is a potentially incomplete, renegotiable, pro-
cedural contract [4]. A contract is said to be procedural if a
DAIS can directly interpret all its completely specified parts
without additional details. The properties of incompleteness
and renegotiability will be discussed in Sect. VII, while this
section concentrates on its procedural and enforceable nature.
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According to the classical notion of business process
modeling, an XBP model can be defined as an XBP
specification built using graphical constructs with a clearly
stated semantics. As discussed in the introduction, to address
the lack of trust characterizing a network coalition, this
semantics is provided with reference to the notion of
blockchain-based smart contracts to avoid introducing a
central authority while maintaining enforceability.

An Enforceable Business Process (EBP) is an XBP model
archetype representing a renegotiable smart contract. The
following definition provides a formalization of the notion
of EBP by extending the one of business process.
Definition 4 (EBP): An Enforceable Business Process

(EBP) carried out by a network coalition NC = ⟨A,R⟩ is
represented as a tuple:

P = ⟨N , C,R, α, τ, γt , γm, ϵ, ρ⟩ (2)

where N is a non-empty set of flow nodes, C is a non-empty
set of control-flow edges, and R = A is a set of resources or
actors involved in the network coalition NC .

• The set N = A ∪ G ∪ E of control flow nodes consists
of the disjoint sets A of activities (i.e., tasks or sub-
process), G of gateways, and E = {s} ∪ {e} ∪ Eint of
events, where s is the start event, e is the end event, and
Eint is a set of intermediate events.

• The set C ⊆ N × N of control flow edges defines
precedence between the elements in N .

• The function α : A→ {task, subprocess} distinguishes
activities into tasks and subprocesses.

• The function τ : A → {user, send, receive, script,
enforceable, voting} assigns to each activity its type.

• The function γm : G → {split, join} assigns a gating
mechanism to each gateway.

• The function γt : G → {parallel, exclusive, event-based}
assigns a type to the gateways of G.

• The function ϵ : E → {throwing, catching}
distinguishes between events that throw a trigger and
those that catch a result. ϵ(s) 7→ catching whereas
ϵ(e) 7→ throwing.

• Finally, the function ρ : A → Rn assigns to each
activity the resource or resources responsible for its
execution.

The main difference distinguishing an EBP from a tradi-
tional business process is the presence of the following two
additional specific kinds of activities: enforceable activity
and voting activity. These new kinds of activities mainly
reflect the nature of a blockchain-based smart contract: the
presence of activities that can automatically enforce rewards
or penalties, with the consequent transfer of a specific amount
of tokens, and the possibility to express a vote through the
amount of tokens owned in the wallet.
Definition 5 (Enforceable Activity): An enforceable activ-

ity is an automatically enforced sub-process eventually
enriched with the specification of some incentives and
penalties, together with a deadline for its execution. It can

be formalized as a tuple:

ET = ⟨T , i, p, d⟩ (3)

where T ∈ A is the activity (i.e., task or sub-process) to be
performed, i ∈ N the incentive associated with the activity
execution, p ∈ N is the penalty due if the activity is not
executed (both expressed in number of tokens) and d ∈ 1

is an execution deadline.
Notice that all parts, except T , are optional. For instance,

an enforceable activity could be defined without specifying
an incentive, a penalty, a deadline, or both, depending
on the specific contextual needs and the information at
disposal during the EBP design. What remains mandatory
is the automatic enforceability of T , namely its execution
on a blockchain. This aspect can lead to an incomplete
specification, as it will be described in the second part of the
paper.
Whereas enforceable activities are executed by a single

resource, namely |ρ(ET )| = 1, voting activities involve
the participation of multiple agents; specifically, at least two
agents must take part in the execution of this particular kind of
activity. In this sense, it is intended as a collaboration activity
which could be initiated by one of the actors in the network
coalition and then requires the execution of actions also by
other participants in order to complete.
Definition 6 (Voting Activity): A voting activity is a deci-

sion activity prompted by a conflict in which two or more
agents make individual decisions and interact with each other
until an agreement is reached. It can be formalized as a tuple:

VT = ⟨c, s, d, ℓ⟩ (4)

where c is the conflict prompting the negotiation, s is the
solution agreed upon by the executing agents, d is an eventual
deadline imposed for collecting the votes, and ℓ is the
minimum number of collected votes.
While the conflict c and the set of solutions s aremandatory

to instantiate a voting activity, the threshold ℓ and the deadline
d could be omitted. If ℓ is omitted, it is intended that a vote
needs to be expressed and collected by all agents currently
belonging to the network coalition, while a missed deadline
d means that no temporal limit is posed on the voting
achievement. The agents participating in a voting activity
must have a positive token balance in their wallets to be
eligible to vote. Let1va be the lifespan of a voting activityVT
and let ω(d) be the amount of tokens that the agent holds in
his or her wallet at a certain time d . The set of agents eligible
to vote is defined as Ava = {a1, . . . , an|∀d ∈ 1va : a.ω(d) >

0}. It is required that for each voting activity va, there exists
at least l agents in Ava, namely |Ava| ≥ ℓ.

Clearly, the possibility of omitting the deadline d in
both enforceable activity and voting activity can lead to an
indefinite wait in some situations. However, if during the
definition of an EBP the correct value for d is difficult to
establish and the possibility of indefinite wait is considered
rare to occur, the network coalition could decide to omit it in
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the EBP specification. This will be discussed further in the
following sections related to incompleteness.

As highlighted in Def. 4, the set C of control flow edges
defines an execution precedence among the nodes in the set
N , making an EBP essentially a labeled graph where there
is at least one starting node (i.e., start event s) and one end
node (i.e., the end event e). Inside such EBP graph, one
or more alternative execution paths can be identified, based
on the presence of exclusive and event-based gateways that
can produce several alternative sequences of activities to be
executed. Notice that such gateways can also represent cycles,
which can produce different execution paths depending on the
number of iterations in each specific instance.
Definition 7 (EBP path): Given an EBP P = ⟨N , C,

R, α, τ, γt , γm, ϵ, ρ⟩, an execution path π of P denotes a
connected maximal sub-graph included between a start event
s ∈ E and an end event e ∈ E , and containing all the nodes
n ∈ N that are reachable starting from s following the control
flow edges, such that all split gateways of the kind exclusive
and event-based have exactly one branch.

Each EBP path can also be represented as a tuple
containing the identifiers of the control-flow nodes, sorted
with respect to their execution order and separated by a
comma if the order is sequential or by a double vertical bar if
the order is parallel. For exclusive and event-based gateways,
the considered outcome is reported between brackets:

π ::= ⟨s,X , e⟩

X ::= Tid | Ghid (o) | Tid1 || . . . ||Tidn

where s and e are the identifiers of the start and end event,
respectively, Tid is the identifier associated with an activity
(i.e., task or subprocess), Ghid is the identifier associated with
a gateway of type h ∈ {x = exclusive, e = event-based}, and
o is the outcome of the evaluation of the gateway condition,
or the event happened.

In the following, the set of all possible execution paths for
an EBPP is denoted as5. Moreover, given an execution path
π ∈ 5 and a node n ∈ π , the notation •n denotes the node
immediately before n, and n• denotes the node immediately
after n, following the control flow edges in π .
An example of EBP path represented with this notation is

the following one: ⟨s,T1,Gx1(o),T2||T3, e⟩, where s and e are
the identifiers of the start and end event, respectively, T1, T2,
and T3 are identifiers of activities,Gx1(o) denotes an exclusive
gateway with identifier Gx1 whose outcome is represented by
the value o, while T2 and T3 are intended to be executed in
parallel. Notice that only the identifier of the split exclusive
and event-based gateways are reported in the representation
of the execution path, while the split parallel gateways are
denoted through the double vertical bar, and the join gateways
are omitted since they are not useful during the analysis of the
possible path executions.

The execution of an EBP P by a DAIS originates a
so-called EBP instance ι, whose upper completion can be
considered the realization of a specific path π . At the

beginning of the execution (i.e., during the s event), ι is
compatible with all the possible execution paths, while as
some events occur or some choices are made, the set of paths
compatible with ι is progressively reduced, until the final end
node e is reached and a unique path π is compatible with the
execution of ι. In the following, wewill use the notation ι ⊆ π

to denote the fact that the execution of ι is compatible with
the path π , while the symbol 5ι ⊆ 5 is the set of all paths
compatible with ι. Finally, the notation πJnK is used to denote
a portion (i.e., subsequence) of π starting from the start event
s and stopping at the n-th element inside π , while |π | is the
number of sequential elements in π , namely the length of π .
Definition 8 (EBP instance): Given an EBP P =

⟨N , C,R, α, τ, γt , γm, ϵ, ρ⟩, an EBP instance ι represents an
execution of a path π of P which is arrived at a specific
element xn ∈ N and is compatible with a subset 5ι of all
possible paths for P , i.e., 5ι ⊆ 5. The following conditions
are satisfied:
• If n = |π |, then xn = e, namely the instance ι has been
completed and |5ι| = 1.

• If n < |π |, then (∀πh ∈ 5ι � |πh| ≥ n) ∧ (∀πh, πj ∈
5ι � πhJnK = πjJnK).

In other words, if the execution of ι is complete, then
there could be only one compatible path π . Otherwise, if ι

represents a partial execution, then all the compatible paths
share the subsequence of activities already executed and the
evaluation of the gateways already traversed.

An EBP instance ι is formalized by a tuple including the
elements of 5ι which have already been started or completed
together with a timestamp denoting when such activity has
started or the split gateway condition has been evaluated.

Considering again the execution path π = ⟨s,T1,Gx1(o),
T2||T3, e⟩, a possible instance ι of π could be:

ι = ⟨s[t1],T1[t2],Gx1(o)[t3]⟩ (5)

denoting the fact that the start event happens at time t1, while
the first task T1 has been started at time t2, the condition of the
exclusive gateway Gx1 has been evaluated as o at time instant
t3. Conversely, none of the subsequent parts of the path have
been executed yet.

Given this mathematical notation, the following section
introduces the graphical constructs used to represent an EBP.

V. A GRAPHICAL NOTATION FOR PROCEDURAL
CONTRACTS
In this section, we provide a graphical syntax for the novel
concepts formalized in Sect. IV starting from the descriptive
conformance level of the well-known BPMN [30] standard.
Our intent is to adhere to BPMN as much as possible, and
thus, we extend the notation only when really necessary to
address specific constructs of an EBP.

Fig. 2 illustrates the standard graphical elements taken
from the BPMN graphical notation to represent an EBP.
In particular, traditional flow nodes representing gateways
and events are used, and with respect to the descriptive con-
formance level of BPMN, we include event-based gateways,
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FIGURE 2. BPMN elements used to represent an EBP.

signal events, and error events in our graphical alphabet.
A parallel gateway is used to visualize the concurrent
execution of activities, while an exclusive gateway identifies
alternative paths in the model, and an event-based gateway
is used to make a decision based on events. Relatively to the
events, we can recognize message events, which waits until a
proper message is received (i.e., receive) or is published (i.e.,
send), signal events, which are used to broadcast or capture
a triggered signal, error signals used to catch an exception in
process execution, and finally timer events that are triggered
by a deadline or timer.

FIGURE 3. Taxonomy of BPMN activites.

Regarding the activities composing an EBP, we use the
taxonomy provided by the BPMN language and extend it
with the two new types of activities discussed in Sect. IV.
Fig. 3 illustrates such hierarchy and the provided extensions.
In particular, as in BPMN, activities are classified into tasks
(i.e., atomic activities) and sub-processes (i.e., compound
activities). Several kinds of tasks can be specified which
are directly derived from the BPMN notation: user tasks
representing general activities done by a component of
the network coalition, send tasks which send a message
to another participant inside the network coalition, receive
tasks which wait for a message to arrive. Moreover,
we have script tasks, defined in the BPMN notation as tasks
executed by a business process engine, which, in our case,
is represented by a blockchain infrastructure; namely, they
will be implemented as smart contract functions. At the same
time, relatively to the sub-process side, we have the two novel
compound activity types introduced in the previous section.

Enforceable activities are characterized by a deadline
(represented by an hourglass) and the set of incentives and
penalties (i.e., token icon) obtained in case the prescribed
contract clauses are respected or violated. These two possible
outcomes are represented in Fig. 3 by the green and red
message icons, respectively. Conversely, voting activities
allow the network coalition to reach an agreement about
something. They are represented by a group icon to denote
the involvement of multiple agents, while the two possible
outcomes (i.e., the approval or the rejection of the voting
subject) are given in Fig. 3 by the green and red message
icons, respectively.

FIGURE 4. Implementation of an enforceable activity in BPMN.

Fig. 4 illustrates a possible representation of an enforceable
activity in BPMN. The general idea is that if the activity
is not completed in time (represented by the timer/deadline
(check)), an event is generated by sending an appropriate
message that triggers the automatic payment of penalties by
the executor and the premature termination of the activity.
Conversely, if the activity is completed on time, a reward is
automatically generated in favor of the executor before the
task is completed. In both cases, an appropriate message is
generated to notify the other agents in the network coalition
through the corresponding send task. Clearly, more complex
situations can be modeled by specifying different kinds of
penalties or rewards, depending on the contractual clauses
agreed upon by the parties. Moreover, the usage of an
event-based gateway for the two branches, leading to a
rejection or an approval, allows us to make the deadline
optional. Indeed, even if the above branch is never activated,
the sub-process can still complete soon or later. As introduced
in the previous section, and as will be further discussed in the
following one, this could constitute a form of incompleteness
in the specification of an enforceable activity. Similarly,
depending on the situation, both or only one of the two top
branches (i.e., the one containing ‘‘pay penalty’’ and the one
containing ‘‘receive reward’’) could be present. Using this
construction, we can define a general enforceable activity,
where the core activity in Fig. 4 can be replaced with an
appropriate instantiation that represents more or less complex
smart contract functionality.

A possible implementation of voting activity is depicted in
Fig. 5. In this case, a receive task is iteratively executed until
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the required number of votes X has been received. A timer
event can also be used to require that such votes be received
before a given deadline. Similarly to the previous case, the
maximum waiting time can be omitted if an admissible
deadline can be established in advance. Another parameter
to be established in a voting activity is represented by the
value ofX , which represents the minimum number of positive
votes required to complete the execution. This can be defined,
for instance, as a dynamic parameter passed at run-time that
depends on the number of actors currently present, or as a
fixed percentage of the number of currently available actors.

FIGURE 5. Implementation of a voting activity in BPMN.

Let us notice a final characteristic about a voting activity.
As mentioned in the previous section, it is a collaborative
activity that requires actions (i.e., votes) performed by
different agents. If each agent is represented as a distinct
lane inside a BPMN representation of an EBP, this means
that a voting activity will be initiated by an agent inside the
corresponding pool, which activate a procedure in a specific
collaboration space, represented by a dedicated pool called
coalition, where participants will send their votes and the
final result will be published. In particular, the agreement
reachedwill be notified through a proper approval or rejection
message sent to all the involved parties.
Example 1: With reference to the example introduced

in Sect. III, its graphical representation is given through
the business process which has been split in Fig. 6 and
Fig. 7 for increasing readability. The dots at the end of
the process in each pool denote that the specification
continues in the next figure; labels are used to clearly
identify the conjunction parts. As you can see, three kinds
of agents (i.e., roles) are represented by distinct pools: the
courier (CO), the restaurant (R), and the customer (CU),
to which an additional lane called ‘‘coalition’’ is added
to accommodate voting activities, together with a lane for
the activities of an ‘‘oracles’’ used to retrieve reliable and
immutable information about the external world. Notice that
the ‘‘courier’’ pool is characterized by two lanes. In BPMN,
each lane of a pool represents different roles inside the
same organization. In this case, they are used to represent
the different scenarios played by couriers: the courier who
actually performs the delivery, and the other couriers who
participate in the voting tasks.

The EBP starts when a customer selects a restaurant and
the food to order (T1), then an order is placed through
a send message task (T2), and the restaurant initiates its
activities. When an order is received, the restaurant checks
it and decides to accept or reject it (T3). If the order is
declined, an event message is sent to the customer, and
the EBP terminates. Conversely, if the order is accepted,
the restaurant notifies the available couriers (T4) who can
then self-candidate themselves for the delivery (E5-T9). The
choice of courier is made via a voting activity (T8) in which
both the restaurant and the customer and any other possible
couriers participate.

Once an agreement on the courier has been reached,
the restaurant estimates the pick-up time (T5). Given that,
in Fig. 7, a parallel gateway starts two concurrent parts
of the process, one related to delivery and one to food
preparation. If, during food preparation (T14), the courier
notifies the restaurant that he/she will not be able to reach it in
time, the order will be canceled and the process terminated.
This is managed via an enforceable activity, so the ‘‘Cancel
order’’ activity (T13) will include steps to manage the courier
penalty. In the same way, the ‘‘Prepare food’’ activity (T14)
is also an enforceable activity, and if it is not completed
correctly, the order will be canceled, and a penalty will be
applied to the Restaurant (T24).

When the food is ready, the Courier will pick it up, and
the ‘‘Ride to customer’’ (T16) enforceable activity will start.
In this case, if the enforceable activity (T16) is not completed
in time, the order will be canceled, and a penalty will be
applied to the Courier through the task ‘‘Cancel Order’’
(T15). However, it could be possible that an exceptional
event has occurred, preventing the courier from delivering the
food on time. In this case, a voting activity ‘‘Handle courier
accident’’ (T22) will be initiated, through which the coalition
can decide to give the courier more time or cancel the order.
Conversely, if the food is delivered on time, the delivery could
be fulfilled, and the process could terminate successfully.

With reference to the notion of EBP path introduced in
Def. 7 and by using the identifiers put in light blue near each
task and gateway in the EBP P in Fig. 6-7, some execution
paths in 5 among the others could be:

π1 = ⟨s1,T1,T2,E1,T3,Gx3(‘‘no’’),E2,G
e
1(E3), e1

π2 = ⟨s1,T1,T2,E1,T3,Gx3(‘‘yes’’),T4,

⟨⟨E5,T9,T6⟩||E16⟩,T7,

⟨⟨E17,E18⟩||⟨E4,E53⟩||⟨E11,E12⟩⟩,

T8,E6,E7, ⟨⟨E13, e2⟩||e3⟩⟩

Many other possible paths can be identified, based on
the evaluation of the event-based gateways Ge1, G

e
2, G

e
4,

Ge5, G
e
6, G

e
7, G

e
8, G

e
9,G

e
10, G

e
11, G

e
13 and of the exclusive

gateways Gx3, G
x
12, G

x
14. In general, all the paths in 5

share the same initial sub-part ⟨s1,T1,T2,E1,T3⟩. Therefore,
an instance ι, which is currently performing one of the initial
three tasks, is compatible with all the execution paths in 5
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FIGURE 6. A graphical representation of the contract described in Sect. III. The dots at the end of each pool mean that the EBP
specification continues in Fig. 7, where the same identifiers in light blue are used to ease the identification of the common parts.

(i.e., 5i = 5). However, as some branches are discarded
(e.g.,Gx3 is evaluated), some paths become incompatible with
ι and will not be part of 5ι anymore (i.e., 5ι ⊂ 5). Another
aspect to note is that in identifying possible execution paths,
the sending of a message typically activates another branch
in parallel, similar to the execution of a parallel gateway, but
without a corresponding join gateway.

VI. A SMART CONTRACT IMPLEMENTATION OF
PROCEDURAL CONTRACTS
Smart contracts represent a major extension of the blockchain
system introduced and popularized by the Ethereum plat-
form [31]. They transformed blockchain from a distributed
ledger for payments into a general-purpose computational
platform. A smart contract is a self-executing program
deployed on the blockchain that automatically enforces
predefined rules and agreements once specific conditions
are met. Unlike traditional contracts, which rely on inter-
mediaries for validation and enforcement, smart contracts

operate in a decentralized and trustless environment where
the logic is transparent, verifiable, and tamper-resistant [32].
A smart contract is deployed by submitting its compiled
bytecode to the blockchain through a transaction, after which
it is assigned a unique contract address and becomes part
of the immutable ledger. Once deployed, interaction with
the contract occurs by submitting transactions to its address,
which include a data payload specifying the invoked function
and its input arguments; in addition, read-only calls can be
used to query contract data without modifying the ledger.
Each state-changing invocation triggers execution by the
virtual machine and produces a deterministic state transition
that is validated and replicated across the network, making it
immutable.

This section discusses a possible implementation of the
building blocks of a procedural contract introduced in the
previous sections, utilizing blockchain-based smart contracts.
Clearly, it does not provide a fully functioning imple-
mentation, since its details strictly depend on the specific
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FIGURE 7. A graphical representation of the contract described in Sect. III. The dots at the beginning of each pool mean that the specification continues
the one in Fig. 6, where the same identifiers in light blue are used to ease the identification of the common parts.

application needs. However, the proposed pseudo-code can
be intended as patterns that a real DAIS should follow during
a real implementation.

First of all, the notion of network coalition given in Def. 2
could be implemented through a smart contract like the one
in Alg. 1, where the multi-role environment is implemented
as suggested in [33]. More specifically, the smart contracts
take care of a set of roles, whose kind and quantity depend
on the specific application needs, and associate them with
the agents currently participating in the network coalition.
For instance, with reference to the motivating example in
Sect. III, we can identify three roles CU, CO, and R (see
line 2). The modifier hasRole(a, r) takes care of checking if
an actor a has the role r and can be used to guard each smart
contract functionality requiring a particular role for being
executed.

To perform such a check and take a trace of the connection
between each agent and its roles, two mappings are main-
tained: one to connect each agent with the corresponding
roles (i.e., agents) and one to connect each role with the set of
agents covering it (i.e., roles). Each agent is represented by a
blockchain address and is also connected to a certain number
of available tokens via the mapping wallets.

These mappings are also useful to check the property
stated in Eq. 1 through a modifier that can be applied to
each function as a prerequisite for the execution of each
enforceable or voting task. It essentially checks, through the
function checkValidity(n), that for each available role in the
enumeration Roles there are at least n different associated
addresses in the mapping roles.
As explained in the previous sections, the decentralized

nature of a network coalition allows agents to freely join
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Algorithm 1 Smart Contract for Implementing a network
coalition: Role Management and Validity Property Check
1: contract NetworkCoalition
2: enum Roles← {CU, CO, R}
3: mapping(address→ Roles[]) agents
4: uint numAgents
5: mapping(address→ int) wallets
6: mapping(Role→ address[]) roles
7: modifier hasRole(a, r)
8: require(r ∈ agents.get(a))
9: _

10: end modifier
11: modifier isValid(n)
12: require(checkValidity(n), ‘‘Invalid coalition’’)
13: _
14: end modifier
15: function checkValidity(n)
16: for r ∈ Roles do
17: if roles[r].length < n then
18: return false
19: end if
20: end for
21: return true
22: end function
23: . . .

24: end contract

and leave the coalition itself. This means that the smart
contracts in Alg. 2 will provide at least two functions: one
for adding a new agent and another for the agent to leave
the coalition. When an agent joins the network coalition
through the function join(), he or she needs to deposit some
amount of tokens in the wallet, which will be used to
determine the voting power, or implement the mechanism of
incentives and penalties. Conversely, when an agent a leaves
the network coalition, he/she will receive back the deposited
tokens. Notice that the transfer of the token follows the
established withdrawal pattern [34] for securing the transfer
and preventing attacks, such as the reentrancy attack [35].

The two types of activities characterizing an EBP, as illus-
trated in Sect. IV, can be implemented naturally using a
blockchain solution. In particular, relatively to an enforceable
activity, since the core activity contained inside it could be
different, we can model it through a modifier wrapping the
body of a general smart contract function, as in Alg. 3. The
modifier initially checks whether the agent has sufficient
tokens in their wallet to cover the penalty if the deadline is not
met. Then, the specific activity is executed, and depending
on whether the deadline d is satisfied, the incentive i is
added to, or the penalty is subtracted from, the agent’s wallet.
Notice that the deadline is expressed in terms of block height,
not through a timestamp, in order to avoid possible attacks
performed by a miner [34]. An alternative implementation of
the deadline mechanism could use an external transaction, for

Algorithm 2 Smart Contract for Implementing a network
coalition: Functions for Agent’s Joining and Leaving
1: contract NetworkCoalition
2: . . .
3: function join(rs) payable
4: a← msg.sender
5: t ← msg.value
6: agents.put(a, rs)
7: numAgents← numAgents+ 1
8: for r ∈ rs do
9: roles.get(r).add(a)
10: end for
11: wallets.put(a, t)
12: end function
13: function leave( )
14: a← msg.sender
15: rs← agents(a)
16: agents.remove(a)
17: numAgents← numAgents - 1
18: for r ∈ rs do
19: roles.get(r).remove(a)
20: end for
21: t ← wallets.get(a)
22: wallets.remove(a)
23: payable(a).transfer(t)
24: end function
25: . . .

26: end contract

instance, one originating from an Oracle service, that calls
a smart contract function that emits a specific event, which
is then checked within the enforceable activity. Moreover,

Algorithm 3 Implementation of an enforceable activity
1: contract NetworkCoaltion
2: . . .

3: modifier enforceable(i, p, d)
4: a← msg.sender
5: require(p = ⊥∨ wallets.get(a) > p)
6: _
7: if d ̸= ⊥ ∧ block.number ≤ d then
8: if i ̸= ⊥ then
9: wallets.get(a).add(i)
10: end if
11: else
12: if p ̸= ⊥ then
13: wallets.get(a).subtract(p)
14: end if
15: end if
16: end modifier
17: . . .

18: end contract

depending on the complexity of the enforceable activity,
the deadline check could also be performed multiple times
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during the execution for a more reactive termination. The
implementation in Alg. 3 also takes care of the situations
in which some parameters among i, p, or d have not been
specified.

Algorithm 4 Implementation of a voting activity
1: contract NetworkCoalition
2: . . .

3: enum State← {created, voting, ended}
4: State state
5: mapping voters← ∅
6: uint numVotes
7: uint[] options
8: mapping preferences← ∅
9: uint startTime
10: uint minVotes
11: uint deadline
12: modifier checkState(State s)
13: require(state == s)
14: _
15: end modifier
16: function createVote(opts, d, ℓ)
17: state← State.created
18: options← opts
19: deadline← d
20: minVotes← ℓ ∨ numAgents
21: voters← ∅
22: numVotes← 0
23: preferences← ∅
24: end function
25: function startVote( ) checkState(created)
26: state← State.voting
27: startTime← block.number
28: end function
29: function vote(o) checkState(voting)
30: a← msg.sender
31: t ← block.number - startTime
32: require(t = ⊥∨ t < deadline, ‘‘Expired.’’)
33: require(wallets.get(a) > 0, ‘‘No right to vote.’’)
34: require(voters.get(a) == 0, ‘‘Already vote.’’)
35: x ← options.get(o)
36: options.put(o, x + wallets.get(a))
37: voters.get(msg.sender)← 1
38: numVotes← numVotes+ 1
39: if numVotes ≥ minVotes then
40: state← State.ended
41: end if
42: end function
43: function endVote( ) checkState(voting)
44: state← State.ended
45: end function
46: . . .

47: end contract

A voting activity could be implemented using a set of
smart contract functionalities, as in Alg. 4. In particular, each

voting activity is characterized by an initiation, an actual
voting phase, and an ending step. Each of these steps is
encoded in the enumeration State (see line 3) and checked
through a specific modifier (see lines 12-15). A new voting
activity is started by the function createVote(opts, d, ℓ),
which essentially initializes the current state (see variable
state), the available options (see variable options), two
mappings, one registering who already votes (see variable
voters) and the other collecting the provided preferences (see
variable preferences), and a set of other parameters like the
deadline d and the minimum number of votes ℓ. In particular,
if the minimum number of votes to receive ℓ has not been
specified, it is set equal to the number of agents in the network
coalition (see line 20). Once a voting activity has been
created, it can be started; namely, the state can be changed so
that the agents can start expressing their preferences through
the function vote(o). This function checks whether the agent
calling it has the right to cast a vote: namely, that his/her
balance is greater than zero and that he/she has not already
voted. If both conditions are met, the expressed option is
registered with a weight proportional to the agent’s shares.

Functions used to represent both an enforceable activity
and a voting activity could also be guarded by a modifier
that checks the ownership of the appropriate role before
calling the function. Namely, with reference to the motivating
example in Fig. 6-7, there could be an enforceable activity or a
voting activity that can be called by the courier, the restaurant,
or the customer, depending on which pool it is located.

The pseudo-code presented in this section provides
a first hint on how an EBP could be implemented
using a blockchain-based smart contract directly executable
by a DAIS. The next section begins investigating the
incompleteness characteristics of a procedural contract.

VII. FORMALIZATION OF INCOMPLETENESS IN
PROCEDURAL CONTRACTS
Previous sections present the procedural aspects of an XBP.
In this section, we will treat the other characterizing aspect of
an XBP specification, namely its incompleteness and renego-
tiability, while in Sect. VIII we discuss how these aspects can
be represented by an EBP and in Sect. IX incompleteness is
treated in terms of smart contract renegotiation.

Contractual incompleteness is legally tied to the subject
matter of the contract, as it arises from the inherent limitations
in fully specifying all possible contingencies, obligations, and
performance conditions within the agreement. This dogmatic
category is merely related to the question of determinability,
a requirement established, for example, by Art. 1346 of
the Italian Civil Code, which also regulates elements such
as possibility, lawfulness, and determinateness. In contrast,
in Common Law, contracts are not the subject of a specific
and unambiguous but contract theory is based on the concept
of a bargain, that is, a negotiation between the parties aimed
at generating an agreement, the object of which consists
of an exchange of promises (consideration), susceptible to
economic evaluation [36]. It follows that, although there is
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no specific normative reference, in both Italian Civil Law and
Common Law, the subject matter of the contract must comply
with certain essential characteristics to validly form and exist.

We can summarize that, from a legal point of view,
the concept of contractual incompleteness is characterized
by asymmetric information between the parties involved
in the execution of contractual clauses [37], [38]. Con-
sidering the actors CU, R, and CO, mentioned in the
motivating example of Sect. III, the contractual incom-
pleteness is due to not specifying all the elements that
characterize the exchange relationship. This approach also
reflects the commercial theory of Transactional Construct
Theory [39].

Contractual incompleteness can be categorized with
respect to different aspects; in particular, we consider its
observability and verifiability first, and then its intentionality.
With respect to the former, contractual incompleteness can be
categorized as overt or latent.
Definition 9 (Contractual overt incompleteness): An

overt incompleteness occurs when a contract is found to
be lacking in the specification and obligations under it or
when vague expressions have been used in its clauses, i.e.,
which do not specify in detail the behavior of the actors (i.e.
‘‘reasonable effort’’, ‘‘good faith’’, ‘‘efficient behavior’’).

Since an EBP model is a graphical specification of a
procedural contract, this form of incompleteness may be
considered rare to occur. Indeed, the aim is to formally define
a process directly interpretable by a DAIS without additional
details. However, with respect to the definition provided
in Sect. V, this form of incompleteness can still arise, for
instance, in the presence of manual user tasks assigned to
agents inside the network coalition. Conversely, the most
common form of EBP incompleteness can be classified as
latent.
Definition 10 (Contractual latent incompleteness): A

latent incompleteness refers to the fact that an apparently
complete contract may not turn out to be so when the contrac-
tual relationship changes significantly or some knowledge
not previously available becomes evident. In this case, the
contracting partner assumes negative and non-cooperative
commercial behavior, depriving the other party of the
benefits expected from the contractual transaction, thereby
creating the so-called hold up [40]. These scenarios highlight
that the vulnerable party is unlikely to make optimal
specific investments or to improve the quality of personal
performance.

Since this form of contractual incompleteness arises
in the presence of significant changes to the contrac-
tual relationship or the execution environment, it under-
scores the need for the EBP to define a re-negotiation
process that addresses the traditional immutability of a
blockchain-based smart contract, as we will discuss further
below.

On the other hand, given the intent of incompleteness in the
negotiation process, contractual incompleteness can be either
unintended or intentional.

Definition 11 (Contractual unintended incompleteness):
An unintended incompleteness happens when the parties do
not know in advance all the details or eventualities that need
to be included in the contract, so they leave some parts
unintentionally underspecified or missed.

This form of incompleteness may not be evident inside an
EBPmodel since it represents the final result of a consultation
between the parties, whose intent is not expressed in the
specification. Conversely, we are more interested in the last
form of incompleteness, the intended one.
Definition 12 (Contractual intended incompleteness): An

intentional incompleteness is merely a strategic choice by
the parties to maintain greater flexibility, reduce transaction
costs, or exploit future uncertainties. It may be original or
subsequent to contracting.

Given these two categorizations of contractual incomplete-
ness, we can identify the following taxonomy:

OU Overt-unintended : the contractual relationship is based
on a lack of specification or a vague specification,
a condition that burdens the weaker party to the
contract. The latter, although aware of the information
asymmetry that characterized the relationship, was
unable to negotiate more definite terms or to fill the
contractual gaps.

OI Overt-intentional: the information asymmetry in the
relationship was consciously determined by both parties
involved in the relationship, either at the original stage
or at a later time during the execution of the contractual
clauses.

LU Latent-unintended : modification during the perfor-
mance of the contractual relationship places the weaker
party at a disadvantage, depriving him or her of the
benefits expected from entering into the agreement due
to the adoption of unagreed behavior by one or more of
the parties involved.

LI Latent-intentional: the sensitive change in the contrac-
tual relationship could be based on a mere strategic
choice. This may occur at the original stipulation stage
or at a later time during execution.

From a computer science perspective, temporal logic [41]
is widely used to describe and verify system behavior over
time. In relation to contract theory, it can be applied to
describe how obligations, permissions, and clauses evolve
over time. In particular, it allows us to reason explicitly
about time-dependent conditions, such as the one stated in
Fig. 6: if the courier does not reach the restaurant in time,
a penalty will be applied to them. The use of temporal logic
eliminates the ambiguity inherent in natural language when
defining such conditions. In particular, it helps to formally
specify time-dependent clauses, making assumptions explicit
and supporting verification [42]. Additionally, it can be useful
to identify certain forms of incompleteness when the logic
lacks a rule for a specific temporal event. For instance, in the
context of smart contracts, works such as [43] and [44]
provide tools to reason about incompleteness in specifications
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by identifying when a smart contract does not specify
what happens after a given temporal condition. However,
temporal logic cannot eliminate the inherent incompleteness
in contract theory, as explained above, particularly when
it arises from changes in contractual relationships or the
execution environment. With reference to the specification
of an enforceable activity, temporal logic could identify
the missed specification of consequences of a specified
deadline, but if the parties decide not to specify such
a deadline eventuality (i.e., eliminating the corresponding
gateway and branch), the smart contract specification will not
be considered incomplete, and the liveness of the process is
preserved.

The next section examines how the various form of
incompleteness relates to the structure of an EBP model,
while Sect. IX discusses how incompleteness can bemanaged
in the context of smart contracts.

VIII. REPRESENTATION OF INCOMPLETENESS IN
PROCEDURAL CONTRACTS
This section provides a mapping between the forms of
incompleteness formalized from a legal perspective in the
previous section and the notion of EBP. In particular, starting
from the formal definition of EBP in Sect. IV and the
elements of the graphical notation in Sect. V, a complete
classification of the various forms of incompleteness needs
to start from the structural elements of an EBP, namely the
sets N and C. However, we can notice that eventual changes
in C can happen only in the presence of changes inN , so we
can start from the identification of incompleteness in the set
of nodes. Indeed, for each activity or event, there can be
exactly one incoming and one outgoing control flow edge,
so in this regard, edges in C can be added or removed only
in the correspondence of changes in N . Similarly, for edges
outgoing or ongoing from a gateway, we can have changes in
the set C only for an incomplete specification of the gateway
itself.

Starting from these considerations, we can identify the
following forms of incompleteness: (1) a missing activity
(task or sub-process), (2) an underspecified activity, (3) a
missing deadline inside an enforceable activity, (4) a missing
cost (incentive or penalty) inside an enforceable activity,
(5) a missing timeout in a voting activity, (6) a missing
event in an event-based gateway, (7) a missing eventuality
in an exclusive gateway, (8) a missing branch in a parallel
gateway. In the following, each of them is further defined and
classified from a legal perspective. The general idea is that if
the incomplete parts are clearly identifiable inside an EBP,
then the incompleteness can be considered overt; otherwise,
it is considered latent. Conversely, the intentionality will be
identified based on the procedural nature of EBP and the
underlying aim to make it directly interpretable by a DAIS.
Definition 13 (Missing activity): A missing activity hap-

pens in an EBP when a task or sub-process is not specified
or is omitted inside a specified control-flow path. This form
of incompleteness is typically latent-unintended since the set

of tasks and sub-processes contained in the EBP make up the
object of the contract and therefore, specifically, they must be
determined and determinable to properly reflect the will that
led to the manifestation of consent in the conclusion of the
negotiated agreement.

This kind of incompleteness may occur, particularly in
the case of unexpected changes to contractual relationships,
leading to a renegotiation of the EBP and the deployment of
a new version, with the consequent need to migrate existing
running instances from the previous version to the new one.
A check will be performed to ensure the running instances
are compatible with the new version of EBP. Depending
on the nature of the change, the DAIS will determine
which instances can be migrated, which will continue with
the previous EBP model, and which will eventually be
stopped and restarted from the beginning. In the last case,
compensation activities could be performed to reverse the
effects of the previous partial execution.

With reference to the motivating example in Fig. 6, we can
imagine a possible missing activity in the CU lane between
the selection of the restaurant (i.e., T1) and the placing of
the order (i.e., T2), which is related to the choice of payment
method and its verification. Updating the EBP to include this
task will trigger the deployment of a new EBP model and
the migration of the running instances that will adhere to this
change. Since the change occurs in a very early stage of the
EBP, we can imagine that running instances can continue
with the existing specification, while instances that have just
started can be stopped and restarted with the new one.

Another possible missing activity, in this case relative to
the CO lane, could regard an activity a between the pick-up
of the delivery (i.e., T12) and the ride to the customer (i.e.,
T16), which introduces a check performed by the CU about
the state of the parcel and its integrity. In this case, an instance
ι = ⟨s1,T1,T2,E1,T3,Gx3(‘‘no’’)⟩ does not contain in its
possible execution paths5ι nor T12 or T16, so it can complete
with the original specification P without any migration to
P ′. Conversely, an instance ι′ such that ι′JnK = T10 should
contain this new activity a in its execution paths and can be
migrated without problems, since it does not reach T12 yet.
If ι′ evolves into ι′′ such that ι′′JnK = T12, then the network
coalition could decide to complete the current instance with
the original specification P or move to the new one P ′.
In the last case, compensation could include halting the
current delivery and conducting an immediate inspection of
the parcel.

The second form of incompleteness is the presence of an
underspecified activity. In this case, the EBP contains an
activity represented as an atomic task that is revealed to be
a more complex sub-process during execution.
Definition 14 (Underspecified activity): An underspeci-

fied activity happens in an EBP when an activity is modeled
as an atomic task that instead needs to be further exploded
into a subprocess to be properly executed in a procedural
way, or as a sub-process where one or more parts need to
be further subdivided. This form of incompleteness can be
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overt-intended or latent-unintended depending on the reason
justifying such a kind of incompleteness: the inconvenience
or impossibility of further specifying the activity or the
missing knowledge about its specific nature.

Referring back to the example in Fig. 7, we can imagine
that the ‘‘Prepare food’’ task (i.e., T14) may need to be further
decomposed through a sub-process definition, for instance,
if such activity includes many steps performed by different
agents in the same ‘‘Restaurant’’ role. The reason for this
underspecification may be intentional if, during the initial
modeling, even if the parts recognize the complexity of this
activity, they do not consider the need to specify all the details
of such activity further. Conversely, it can be unintentional if
they do not recognize the need to consider such a task as a
compound, instead of an atomic one.

The presence of an underspecified activity could be
managed by a DAIS only through a renegotiation of the
EBP, which leads to an updated specification in which this
activity is completely specified. Since the underspecification
can only regard some specific execution paths, some running
instances that do not involve it can continue with the original
EBP specification, while all instances that recognize such
missing parts will be migrated to the new one. Based on these
considerations, a further specification of T14 will not affect
an instance ι = ⟨s1,T1,T2,E1,T3,Gx3(‘‘no’’)⟩, while for an
instance ι′ such that ι′JnK = T14 which is currently executing
this activity, the change could induce a cold migration of
ι′ or its continuation with the specification P ′. Finally, any
other instance ι′′ which already terminates T14 and includes
the sub-path starting from the exclusive gateway Ge9 will
terminate with the original specification P ′.
Despite these two forms of incompleteness regarding gen-

eral BPMN activities, some other forms of incompleteness
can arise in the presence of the specific kinds of tasks
composing an EBP.
Definition 15 (A missing deadline inside an enforceable

activity):
A missing deadline within an enforceable activity may

occur when the parties decide not to establish a temporal
constraint for achieving task completion. This choice may be
based on the need to provide flexibility in the execution of the
contractual relationship. Thus, this type of incompleteness is,
in most cases, overt-intended.

The agents composing a network coalition may decide
to omit the temporal constraints, in particular for those
enforceable activity belonging to paths that rarely occur.
If this temporal constraint becomes necessary, various
renegotiation stages may occur within a stable business
relationship between the parties. Let us consider again
the example in Fig. 7 and assume that also the ‘‘Rate
delivery service’’ task (i.e., T19) is modeled as an enforceable
activity. In this case, the CU will be rewarded if he/she
reviews the service, but the network coalition can decide
not to set a deadline for this task, so the reward can be
awarded independently from the delay in the task completion,

assuming that the rate will arrive in a reasonable amount of
time or that any delay is not relevant.

When a missing deadline is imposed, the network coalition
can decide which running instances to migrate towards
the updated specification. In particular, for those instances
already running the involved enforceable activity, the network
coalition needs to decide if the deadline applies to them or not.
In the former case, if the deadline has already expired, the
activity needs to be properly reverted. For instance, in case
T19 is intended as an enforceable activity and the deadline for
its completion is defined ex-post, then this change could not
influence an instance like ι = ⟨s1,T1,T2,E1,T3,Gx3(‘‘no’’)⟩,
since T19 does not belong to 5ι, while all the other instances
that include T19 in its possible paths but have not reached
it could be migrated to the new specification without any
problem. Finally, an instance ι′, which is currently running
T19, could be migrated based on the decision of the network
coalition.
Another form of incompleteness can arise inside an

enforceable activity, which is the missing specification of the
incentive or penalty associated with its execution.
Definition 16 (A missing cost (incentive or penalty) inside

an enforceable activity):
A missing specification of incentive or penalty for an

enforceable activity can happen when it is difficult to clearly
state during the design phase the amount to correspond or
pretend in case particular situations occur. In this case, the
enforceable activity does not provide any information about
the specific amount of tokens to be transferred through the
reward or penalty message. This form of incompleteness
needs to be avoided as much as possible during the
specification of an EBP, making it essentially overt-intended,
since this missing part is clear from the EBP and the parties
need to agree about that underspecification.
Leaving the parties free to set penalties or incentives on a

case-by-case basis in an ex-post way may raise disputes and
uncertainties in the operational phase, completely missing the
benefits of using a procedural contract. Indeed, in this case,
neither party has knowledge of any applicable incentives
or penalties for delays, errors, or substandard performance.
However, some real-world cases exist that require leaving
reward and penalty explicitly underspecified. They are
represented, for instance, by a gamification system in which
the issuance of loyalty rewards is not rigidly regulated but left
to the discretion of the company.
In Fig. 7, the enforceable activity ‘‘Ride to customer’’ (i.e.,

T16) assumes that the CO will pay a penalty in case of delays
in the arrival at the customer. Even if the amount of penalty
should be clear at the beginning of the EBP execution, there
could be cases in which the precise amount cannot be clearly
stated or specified during the modeling phase, for instance,
for specific exceptional situations. In case an exceptional
situation happens which is represented by the error event,
the agents can decide through the voting activity to give the
courier the chance to complete the order, but some penalties
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could be applied, even if not the same associated with a
missing delivery.

When a renegotiation occurs for dealing with such kind of
incompleteness, we can assume that running instances will
be moved to the new specification only if this enforceable
activity has not been reached during the execution path or the
task is stuck at this point waiting for further details, while
all the instances that already execute it without any problem
could proceed with the previous specification. With reference
to the example mentioned before, any instance that, due to
the evaluation of gateway Gx3 as ‘‘no’’, will not have T16
in its possible paths will not be interested in the change.
Conversely, any instance that does not reach T16 yet can
be migrated without any problem. Instead, any instance that
already reaches the task T17 following activity T16 could
continue with the original specification. Finally, if an instance
is currently running T16, it will be migrated or not at the
discretion of the network coalition.

We can also observe that this kind of renegotiation could
clashwith the requirement that each agent can onlymaintain a
positive amount of tokens and that such an amount should be
enough to pay eventual penalties specified for an enforceable
activity he/she is involved in. Clearly, this requirement
needs to be kept in mind when the network coalition
reaches an agreement about the migration of existing EBP
instances towards the updated enforceable activity, eventually
identifying an incompatibility preventing the migration or the
need for compensation activities consisting of the deposit of
additional tokens by the involved parties.

Another form of flexibility that could be introduced inside
an EBP may regard the possibility of defining a deadline for
completing a voting activity.
Definition 17 (A missing timeout in a voting activity): A

voting activity could require the presence of a deadline
before which the required number of votes has to be
provided, namely, the quorum will be reached. This form
of incompleteness is essentially overt-intended since it is
directly visible from the EBP, and it is typically due to an
agreement between the parties that decides not to establish
such a timeout value.

In Fig. 7, the ‘‘Handle courier accident’’ task (i.e., T22)
requires the network coalition to vote for a resolution, giving
the CO the opportunity to complete the delivery anyway. The
network coalition can decide in a first analysis not to put a
specific deadline, assuming that the quorum could be reached
in a reasonable but not predefined amount of time.

In case the agents inside a network coalition decide
ex-post to impose a deadline for the vote, a re-negotiation
phase is necessary, and the definition of a new version of
the EBP needs to be concerted and deployed by a DAIS.
This change will affect only the new instances or the
running ones that are currently executing this voting activity.
In particular, for these latter cases, if the network coalition
decides to migrate such an instance and the deadline has
already expired, the voting activity execution will clearly
fail.

The voting activity T22 is not part of all possible instances
of P , in particular, it is included only in the execution
paths of instances where task T16 raises an ‘‘unexpected
accident’’ exception. Any instance that does not include task
T16 in its possible execution paths will not be affected by the
change, while each instance that already includes T17 does
not need the further provided details, and any instance ι that
is currently executing T16, namely has T16 as last element,
could be migrated or not.

The last three forms of incompleteness regard the branches
of the various gateways, and in particular, they are due to a
missing event, a missing choice, or a missing parallel activity.
Definition 18 (A missing event in an event-based gateway):

Event specifications are essential for the execution of activ-
ities and subprocesses. The absence of such a specification
in a contract generates a latent form of incompleteness since
it cannot be directly deduced from the EBP. Such a form of
incompleteness could be intended if it can be interpreted as
an initial strategic choice aimed at ensuring a high degree
of flexibility in how the business relationship is executed.
Conversely, it can be considered unintended if identifying
all the possible events is not economically feasible or is
practically impossible.

With reference to the EBP in Fig. 6, we can imagine
that the initial event gateway Ge1 in the CU lane can miss a
message event ‘‘Order suspended’’ which activates another
path requiring the CU to perform some additional tasks, such
as providing a valid and alternative payment method, before
the order can be confirmed.

A renegotiation step to include a missing event will
produce a new version of the EBP model, which can involve
running instances in different ways: the network coalition
could decide to complete their execution with the previous
specification assuming that this event has not happened, or it
could decide to move the instances towards the new one if
the specific gateway has not been reached. Depending on
the nature of the event, the network coalition could also
decide to completely revert a running instance, since this
event has not been evaluated but is considered relevant for the
correct execution of the current running instance. Following
these considerations, an instance of the process P in Fig. 6
that already evaluates Ge1 can continue with the original
specification, unless the network coalition decides to revert
the process and evaluate the gateway again. Conversely,
an instance ⟨s1,T1,T2,E1,T3⟩, which has not evaluated the
gateway yet, could be migrated to the new version without
any problem.

A similar kind of incompleteness occurs when a missing
eventuality is present in an exclusive gateway, which can
happen when a further alternative has not been specified.
Definition 19 (A missing eventuality in an exclusive gate-

way): Similar to the previous case, an EBP can contain
a missing branch in an exclusive gateway, corresponding
to a missing eventuality in the EBP specification. The
classification of this kind of incompleteness is similar to the
previous one: latent since it is not visible, and intentional
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or unintentional depending on the reason from which it
originates.

The EBP in Fig. 6 contains an exclusive gateway Gx3 in the
R lane; it may become evident ex-post the need to manage
through it another outcome besides the ‘‘yes’’ and ‘‘no’’
ones, which represents the need to acquire further information
before directly accepting or rejecting the order. Similarly to
the previous case, the missed eventuality could be considered
relevant or not for the running instances. In the first case,
running instances could be migrated and eventually reverted
if necessary; in the second case, they can be completed by
using the original specification. In the case of gateway Gx3,
any instance of the process will include such a gateway and,
therefore, could be affected by the change in some way.
However, some instances could be migrated without any
problem since they have not reached it yet, as, for instance,
ι = ⟨s1,T1,T2,E1⟩, or can be migrated because they are
currently evaluating such a gateway, namely their sequential
representation terminates with Gx3. Other instances could be
completed with the previous specification since they already
evaluate Gx3, like ι′ = ⟨s1,T1,T2,E1,T3,Gx3(‘‘no’’),E2⟩.
Definition 20 (A missing branch in a parallel gateway):

A parallel gateway is designed to execute all paths
simultaneously. If a branch is missing, the model may
be formally wrong or may not correctly represent the
desired behavior. Therefore, if the process expects to activate
multiple paths but one is missing, the execution may
stall or be inconsistent. This results in latent-unintended
incompleteness, where benefits are not obtained by any of the
actors involved in the execution of the contractual agreement.

An example of this form of incompleteness can be found
in the example of Fig. 7 where a parallel gateway is started
in the R lane which includes a sequence of activities for
the restaurant (i.e., T14) to be done in parallel with another
sequence of activities depending on the courier (i.e., Ge8,
T13, or E26). In this case, we can imagine a missing branch
including a path performed by the restaurant to require some
additional items that are not prepared internally but are
offered to the customer.

The introduction of a missing branch in a parallel gateway
indicates that some relevant activities have been omitted
from the original specification. In this case, running instances
need to adhere to the new one and their execution can: (i)
simply move to the new EBP specification if the interested
gateway has not been reached yet, (ii) moved to the new
EBP specification if the gateway has been started just now,
so the missed parallel branch can immediately start, (iii)
reverted if the gateway has been passed or has been started
from a while, preventing the instances from respecting some
eventual deadlines.

In the EBP in Fig. 6-7, there are some instances like
⟨s1,T1,T2,E1,T3,Gx3(‘‘no’’)⟩ that will not include the par-
allel gateway following E10 and so will not be affected by the
change. Other instances, like ⟨s1,T1,T2,E1,T3,Gx3(‘‘yes’’)⟩
could contain such a parallel gateway but have not reached
it, so they can be easily migrated. Conversely, an instance

that has just started the parallel gateway can also easily start
this new branch in parallel. Finally, any instance reaching
the gateway Ge9 has already completed the parallel execution
connected with the affected gateway, and the network
coalition could decide to revert the instance immediately
before the join parallel gateway to execute the missed branch,
or to continue the execution without considering it.

This discussion about the various possible forms of
incompleteness in an EBP suggests that an updated version
of the contract requires managing the migration of current
running instances from a previous version to the new one.
The discussion also suggests that such a migration could
involve only a subset of the running instances, depending
on their current execution state, and sometimes it needs to
be concerted by the network coalition. In the following,
we try to summarize and formalize the possible recovery
cases discussed above. We leave for future work the eventual
definition of correctness regarding such a possible dynamic
migration. Several works in the literature identify correctness
criteria for determining when changes are allowed (or safe)
on in-progress workflow instances, such as the one in [45],
which needs to be properly extended and contextualized in
the field of contractual incompleteness.
Construction 1 (Recovery from incompleteness): Given an

EBP P = ⟨N , C,R, τ, γt , γm, ϵ, ρ⟩, whereN = A∪ G ∪ E ,
and its re-negotiated version P ′ = ⟨N ′, C,R, τ ′γt , γm, ϵ, ρ⟩

where n′ ∈ N ′ \N is the node updated or added in the new
specification P ′. For each instance ι of P:

• N ′ = A′ ∪ G ∪ E , where A′ = A ∪ {n}, namely n is
a missing activity added in P ′. Let us denote as xi the
node •n and as xj the node n• in the new specification
P ′, respectively.
– If xi, xj /∈ 5ι, then the two activities are not part of the

possible execution paths of ι, and hence also nwill not
be part of them. Therefore, in this case, no migration
is needed, and ι could be completed using the previous
specification.

– If xi, xj ∈ 5ι∧(xi /∈ ι∨(xi ∈ ι∧xj /∈ ι)), then instance
ι has not already reached the point of the specification
subject to modification. Therefore, ι can be migrated
to the new specification P ′.

– If xi, xj ∈ 5ι ∧ xj ∈ ι, then ι has already passed
the execution point in which n should be executed
considering the new specification P ′. In this case, the
network coalition can decide to complete ι using the
specification P or to require the DAIS to perform
some compensation activities to rollback some effects
and turn back the execution of ι immediately after the
completion of xi.

• N ′ = A′ ∪G ∪ E ∧A′ = A \ {n} ∪ {n′}, namely n′ is an
updated version of an activity, or N ′ = A ∪ G′ ∪ E ∧
G′ = G \ {n} ∪ {n′}, namely n′ is an updated version of
a gateway.
– If n /∈ 5ι, then the updated node n′ is not part of
the possible execution paths of ι. Therefore, in this
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case, nomigration is needed, and ι could be completed
using the previous specification.

– If n ∈ 5ι ∧ n /∈ ι, it means that ι does not yet
reach the point involving n, so the instance could
be directly migrated to the new specification P ′ by
replacing n with n′, provided that all agents continue
to have an amount of tokens in their wallet sufficient
to cover all eventual penalties, particularly if n′ is a
update of n where all missing penalties have been
specified. Specific compensation actions should be
implemented by the DAIS to satisfy such property.

– If n ∈ 5ι ∧ n• ∈ ι, it means that n has already
been performed, so the process instance was able to
proceed without the further details provided by n′.
∗ n ∈ A, the instance ι can be completed with the

original specification P .
∗ n ∈ G and n′ is an updated version of an

event-based gateway n that contains a missing
event, or of an exclusive gateway n that contains a
missing eventuality, or of a parallel gateway n that
contains a missing branch. For the event-based
or the exclusive gateway, the network coalition
could decide to complete ιwithout considering the
update, or it could decide to stop and revert the
execution immediately before n if the new event,
or the new eventuality, is considered relevant for
all running instances. For the parallel gateway,
in the case a migration is chosen by the network
coalition, the new branch can be initiated as soon
as possible in parallel with the existing ones.

– If n ∈ 5ι ∧ n ∈ ι ∧ n• /∈ ι, it means that ι is running
n. In this case, the network coalition could decide to
complete ιwith the previous version n or with the new
version n′ depending on the incompleteness type and
the characteristics of the running instance ι:
∗ N ′ = A′ ∪ G ∪ E , whereA′ = A \ {n} ∪ {n′} and
n′ is a sub-process redefining an underspecified
activity n. In this case, ι is blocked in n requiring
the additional details provided by n′, so ι will
be migrated to the new specification, and the
network coalition could identify the appropriate
compensations that the DAIS should perform for
the steps already done, if necessary.
∗ N ′ = A′ ∪ G ∪ E , where A′ = A \ {n} ∪ {n′}

and n′ = ⟨t, i, p, d⟩ is the updated version of
an enforceable activity n, or n′ = ⟨c, s, d⟩ is
the updated version of a voting activity n, where
the missing deadline has been specified and set
equal to d . In this case, the network coalition
could decide to complete ι without adding the
new details about the deadline, or it could decide
to migrate towards the new specification P ′.
If the latter option is chosen, a consistency
check will be performed between the timestamp
associated with n in ι and the deadline d . If the

deadline has already expired, then the DAIS will
raise the corresponding exception; otherwise, the
execution will continue as if the deadline was
present from the beginning.
∗ N ′ = A′∪G∪E , withA′ = A\{n}∪{n′} and n′ =
⟨t, i, p, d⟩ is the updated version of enforceable
activity n whose incentive or penalty has been
specified and set equal to i or p, respectively.
In this case, ι could be migrated to the new
specification by adding the details related to the
incentives and penalties. If such details cannot be
added automatically, since a partial execution of n
has already been performed or some actors do not
have enough tokens in their wallet to cover such
new penalties, the DAIS could implement some
appropriate compensation steps to recover the
execution and incorporate the new information.
∗ N ′ = A ∪ G′ ∪ E , with G \ {n} ∪ {n′} and n′ is

the updated version of n whose set of events (or
eventualities) has been updated. It means that ι is
evaluating the events (or eventualities) managed
by the gateway n. In this case, ι could be stopped
and migrated to the new specification to also
handle the new event (or eventuality).
∗ N ′ = A ∪ G ∪ E , with G \ {n} ∪ {n′} and n′

is the updated version of n whose set of parallel
branches has been updated. The network coalition
could decide to ask the DAIS to start in parallel
also the newly added branch, without the need to
revert the work already done, or to complete n
with only the existing ones, following the original
specification P .

As discussed above, the decision to migrate current
instances should be subject to a formal check about the
compatibility between the current instance execution and
the proposed update. This last investigation is left as future
work.

IX. HANDLING INCOMPLETENESS IN PROCEDURAL
CONTRACTS
This section discusses how incompleteness and renego-
tialibility could be managed in a blockchain environment.
Indeed, smart contracts are immutable by design, and once
they have been deployed, they cannot be changed anymore.
However, to ensure some level of flexibility while promoting
immutability, certain mechanisms have been consolidated in
recent years, such as the concept of proxies.

With reference to the form of incompleteness discussed in
Sect. VIII, we can categorize them from the implementation
point of view into incompleteness that: (I1) need the
adjunction of a new function, (I2) need the change of
a function implementation, and (I3) need to change the
arguments of a function call.

Category (I1) is essentially represented by the first
form of incompleteness, namely, the presence of a missing
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activity (see Def. 13). In this case, as already explained in
Sect. VIII, a renegotiation of the entire EBP is necessary. This
can be translated into the implementation and deployment
of a new smart contract, which includes the additional
function. In particular, the inheritance mechanism could be
exploited, so that the new smart contract representing P ′
will automatically inherit all the functionalities of P while
adding the required new function. At this point, the DAIS
could decide to migrate instances to the new smart contract
by updating the reference address or continue the execution
with the old address.

Category (I2) includes the case of an underspec-
ified activity (see Def. 14), a missing event in an
event-based gateway (see Def. 18), a missing eventuality in
an exclusive gateway (see Def. 19), and a missing branch in
a parallel gateway (see Def. 20). In this case, the existence
and the signature of the smart contract function remain the
same, but its body needs to be updated. This is a specific
case in which the proxy mechanism could be exploited to
accommodate and manage incompleteness. As prescribed
by the proxy pattern [34], in this case, we have a first
wrapper contract (i.e., a ‘‘proxy’’) that users interact with,
which essentially performs forwarding transactions to and
from a second contract that actually contains the logic.
In this case, the logic contract can be replaced, but the
proxy remains unchanged. Both contracts are still immutable,
namely, their code cannot be changed, but the logic contract
can simply be swapped with another contract. In particular,
the proxy contract stores the address of an implementation
contract and delegates all calls to it, for instance, through a
function like the delegatecall in Solidity. In this way,
the implementation executes the logic, but within the proxy
storage context, namely, the state is stored in and read from
the proxy storage.

Finally, category (I3) includes the case of a missing
deadline inside an enforceable activity (see Def. 15), or a
missing cost (incentive or penalty) inside an enforceable
activity (see Def. 16), or a missing timeout in a voting activity
(see Def. 17). In case an enforceable activity or a voting
activity has been implemented following the structure in
Sect. VI, the corresponding smart contract function includes
all the required arguments in its signature, but during its
call, only a subset of them has been properly specified,
while others, for instance, include only a default or dummy
value. In this case, the function body could implement an
exception mechanism for handling the scenario where such a
parameter is necessary, allowing its execution to be reverted
and eventually providing a new complete call. Conversely,
if the missing arguments are omitted from the function
signature, a new version of the smart contract must be
deployed, as in case I1.

This section provides an initial discussion on the possible
implementation of renegotiable smart contracts that can
handle incomplete procedural contracts. The discussion does
not claim to be exhaustive, but lays the basis for an actual
EBP implementation.

X. CONCLUSION
The advent of network coalition as a concerted form of
coordination between economic agents poses new challenges
and opportunities in the field of business process modeling
and execution. In particular, in the literature, the notion of
Exogenous Business Process (XBP) has been introduced to
denote a cooperative, stable process managed by a network
coalition to pursue a common goal. XBPs can be specified by
means of potentially incomplete, procedural contracts, which
can be modeled by a set of Enforceable Business Processes
(EBPs). An EBP addresses the procedural aspects of an XBP
through the use of blockchain-based smart contracts, and
the incompleteness requirements by properly extending the
immutability characteristic of the latter. In this paper, we take
a step forward in this direction by providing a complete
formalization of the notion of EBP, which includes both
the procedural aspects and the incompleteness requirements.
Relatively, to the first aspect, a proper extension of the
BPMN graphical language is provided, which includes,
in particular, two specific kinds of tasks: enforceable activity
and voting activity, that extend the traditional notions of
activity and tasks with the facilities of blockchain-based
smart contracts, like enforceable tasks, voting power,
and token transfers. Conversely, for incompleteness and
renegotiability needs, a mapping is provided towards the
forms of incompleteness formalized in the legal domain
for contracts, along with a detailed discussion about their
management by a Decentralized Autonomous Information
System (DAIS).

A first discussion is also made about the possible
implementation of an EBP in terms of blockchain-based
smart contracts and how incompleteness could be man-
aged and combined with the immutability characteristics
of blockchain. As future work, we plan to exploit this
formalization for the development of a complete DAIS
based on the use of blockchain-based smart contracts, which
can be easily renegotiated while providing traceability and
immutability.

An additional future work includes the exploration of the
possibility of integrating tools based on temporal logic for
detecting some forms of incompleteness in smart contracts,
and eventually of extending them for reducing the presence
of other forms of incompleteness identified in this paper,
even if they cannot be completely removed as explained
in Sect. VII. Moreover, the most promising extension
point is the use of model checking tools for verifying the
compatibility and correctness of the updated specification
with the running instances, with the aim to determine the
extent to which they can be migrated towards the new
specification.
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