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ABSTRACT

We present an empirical evaluation of the TIGRESS obfuscator, fo-
cusing on its ability to degrade the precision of static analyses per-
formed by two state-of-the-art tools: MoPsA, a source-level static
analyzer, and BINARYNINJA a binary-level decompiler and analysis
platform. By applying a variety of lightweight yet diverse obfusca-
tion strategies—such as control flow flattening, opaque predicates,
and data encoding—we systematically assess how these transforma-
tions affect the analyzability of C programs. Our findings highlight
the scenarios in which obfuscation successfully confuses analysis
tools and those where it fails to do so.

CCS CONCEPTS

« Security and privacy — Software reverse engineering; «
Theory of computation — Program analysis.
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1 INTRODUCTION

During the past thirty years, a wide range of software protection
techniques, such as code obfuscation, tamper-resistance, tamper-
detection, and anti-analysis techniques, have been proposed to
deter malicious reverse engineering and unauthorized software ma-
nipulation [1, 6, 18]. These software protection solutions are used
by software developers to protect the intellectual property of their
code and prevent code tampering in the MATE (Man-At-The-End)
scenario, where the attackers operate with unrestricted access to
the code and to its execution environment. In the MATE scenario,
attackers have white box access to the code and to its execution, and
they can resort to any possible automatic tool (e.g., code analyzers,
debuggers, disassemblers, dynamic instrumentation frameworks)
to analyze and modify the code under attack. It is well known that
absolute prevention of MATE attacks is infeasible and that, given
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enough time, effort, and determination, a competent programmer
can always reverse engineer any application. For this reason, ex-
isting software protection techniques are designed to degrade the
effectiveness of automated analysis tools [17] commonly employed
by attackers, thereby delaying successful exploitation and reducing
the overall benefit gained by the attacker.

In this paper, we take the perspective of software protection
where attackers use reverse engineering and static analysis tools
to understand the inner workings of programs in order to tamper
with the code to their own advantage, while code obfuscation is
used as a defense technique to obstruct reverse engineering. In
the MATE scenario, the goal of software protection techniques,
particularly code obfuscation, is to hinder program understanding.
However, this objective is difficult to formally define, given the
wide variety of tools and strategies that an attacker might employ.
For this reason, assessing and measuring the efficiency of software
protection solutions is challenging and often confusing [20].

Therefore, in this work we choose to constrain the attacker to
specific static analysis tools, allowing us to systematically measure
the confusion introduced by simple code obfuscation strategies.
While this approach does not address the general problem of eval-
uating the effectiveness of software protection, it offers valuable
insights into how code obfuscation impacts the results of static
analysis.

More specifically, we are interested in measuring the effects of
basic and well-known obfuscating transformations in degrading
the results of static analysis, when the analysis is performed on the
source code and on a numerical abstract domain specified in the ab-
stract interpretation framework [8] and when the analysis consists
in decompiling obfuscated binaries. We use the TiGREss! obfusca-
tion tool, a well-documented academic tool for source-to-source
obfuscation of C programs, to apply a set of lightweight obfuscation
techniques such as data encoding, control flow flattening, opaque
predicates and we extended TIGRESS to include obfuscations based
on opaque constants [27]. Given that TIGRESS operates at the source
code level and produces valid C code, we selected analysis tools
capable of handling C programs directly or via their compiled bina-
ries. Specifically, we use MoPsA [14], a static analyzer that works on
C source code, and BINARYNINJA [? ], a binary analysis platform, to
evaluate how such obfuscations impact the effectiveness of numeri-
cal program analysis and decompilation. We conducted experiments
to compare the resilience of source-level and binary-level analysis
techniques against common code obfuscation strategies. With these
experiments we want to understand how and where even relatively
simple obfuscating transformations can affect analysis precision.
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Our Contribution. To assess the impact of code obfuscation on
static analysis, we designed an experimental setup based on two
datasets of C programs. The first dataset, manually constructed,
includes 17 small programs, each intended to isolate a specific C lan-
guage construct or simple combinations thereof—such as multiple
assignments, conditional branches, and loops. The second dataset,
named wrapped-intervals, consists of 34 programs adapted from
[9]. We analyzed both datasets using MOPsA static analyzer, employ-
ing both the interval and convex polyhedra abstract domains. These
initial analyses serve as a baseline for evaluating the precision
degradation caused by various obfuscating transformations. We
then applied several code obfuscation techniques to the programs
and re-executed the Mopsa analyses, observing how the analysis
results differed from those obtained on the original, unobfuscated
versions of the programs. This allowed us to assess the effectiveness
of the obfuscation techniques in degrading the analyzer’s precision.
Additionally, we compiled the original and obfuscated programs
and then decompiled them using BINARYNINJA to verify whether
the decompilation process could handle obfuscated binaries. When
decompilation succeeds, we run MoPsA on the decompiled code.
This step was intended to understand whether the compilation
by gcc and the decompilation by BINARYNINJA [? ] were able to
somehow deobfuscate the code, thus improving the outcome of
static analysis.

In the remainder of the paper, we describe the tools used in
our experiments and present a detailed discussion of the obtained
results.

Related Work. The evaluation of software obfuscation techniques
remains a challenging area due to the inherent complexity of mea-
suring protection strength in the presence of MATE attackers [19-
21]. De Sutter et al. [21] provide a comprehensive surveys to date,
analyzing 571 papers in software protection research. They observe
that even if dynamic analyses are known to be stronger when deal-
ing with obfuscated code [18], they seem to complement static
analyses rather than replace them. For this reason we believe that
evaluating the effects of code obfuscation on static analysis is still
interesting. In the abstract interpretation framework, specific dis-
tance formalisms were introduced (e.g., quasi-metrics [3] and pre-
metrics [4]) in order to formalize meaningful metrics for measuring
the imprecision of a static analyzer.

We are aware of other obfuscation tools that are freely available,
such as Obfuscator-LLVM [12], but they apply transformations
at the intermediate code level (using LLVM IR). To successfully
evaluate the effect of the obfuscation on the MoPsa analyzer we
needed an obfuscator that works on C code.

2 STATIC ANALYZERS

In our experiments we considered two static analyzers: MmoPsA
which works directly on C code, and BINARYNINJA a binary analysis
platform.

2.1 MOPSA

MOPSA [14] is a source-level static analyzer that supports multiple
programming languages, including C and Python. Its primary ob-
jective is to detect bugs at compile time in order to prevent failures
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or vulnerabilities at runtime. MOPsA is built on the principles of ab-
stract interpretation [8], a sound framework for static analysis that
over-approximates program behaviors. It can identify a wide range
of issues, including common security vulnerabilities (e.g., buffer
overflows, division by zero), invalid assertions, and violations of C
language semantics (e.g., misuse of standard library functions).

To reason about numerical properties in programs, MOPSA in-
tegrates abstract domains from the APRON library [10], which
provides a suite of numerical domains capable of handling both
integer and floating-point values. In our experiments, we focus on
two such domains: the interval domain and the convex polyhedra
domain. The interval domain approximates the possible values of
each program variable at a given program point with a lower and
upper bound, and is formally defined as

Int={[a,b] | a,b € RU {—o0,+0},a < b} U{L},

where L denotes the empty set, representing an unreachable pro-
gram state. Thus, at each program point we have n intervals, one
for each variable in the program. The convex polyhedra domain,
on the other hand, allows for a more precise representation of
variable relationships by capturing linear inequalities between
variables. It models sets of values using constraints of the form
aixi+azxy+---+apxy < b, where x; are program variables and a;,
b are constant coefficients. Formally, the polyhedra abstract domain
is defined as

P={PCR"|P={xeR"|Ax <b},AcR™" beR"}U{L}.

For a more detailed description of these abstract domains we refer
to [13]. When analyzing a program, MOPSA interprets numerical
computations over the selected abstract domain, providing a sound
over-approximation of the set of possible values each variable may
take. Depending on the chosen domain, this over-approximation
can be expressed either as intervals or as systems of linear in-
equalities, trading off between precision and computational cost.
Intervals are lightweight and efficient, making them suitable for
quickly detecting basic range violations, while polyhedra provide
higher precision by capturing linear relationships among variables
at the cost of increased computational overhead. The comparison of
analysis results under these two domains allows us to observe how
obfuscation affects precision across different levels of abstraction.

2.2 BINARYNINJA

BINARYNINJA is a framework for executable file analysis and re-
verse engineering, primarily designed for decompilation targeting
major desktop and embedded architectures [? ]. Starting from the
executable file and extracting its disassembled instructions, BINA-
RYNINJA constructs three levels of Intermediate Languages (IL):
low, medium and high. The Low Level IL translates each disassem-
bled instruction into an intermediate form that retains detailed
information about registers, flags, and memory locations. This level
includes analyses such as stack content tracking, tail call resolution,
and initial constant propagation. The Medium Level IL introduces
further abstraction by performing arithmetic expression folding,
upgrading stack memory locations to variables, and recovering
function parameters. The High Level IL provides a representation
that closely resembles high-level source code. It includes type infer-
ence, control flow restructuring, dead code elimination, and variable
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merging. To extend the decompiler’s capabilities, the developers
introduced a transformation from the High Level IL to a Pseudo C
representation that can be translated into C source code compliant
with the C99 standard, and is therefore potentially recompilable.

3 CODE OBFUSCATION WITH TIGRESS

TIGRESS is a source-level obfuscator that targets C source code and
aims to protect the code in the MATE context [? ]. It is widely
considered the de facto state-of-the-art academic obfuscator as it
is well documented and stable. TIGREsS allows to protect code by
employing a series of transformations that are applied directly to the
source code. The obfuscating techniques implemented in TIGREsS
include obfuscations applied to data, control flow, function, and
the ones based on virtualization. We have used the free version of
TiGRESS [? ]. In the following we briefly discuss the main obfuscation
techniques that we employed in the evaluation.

3.1 Data Obfuscation

These transformations obfuscate the values held by variables at
runtime, by modifying the encoding of data or by replacing integer
arithmetic with more complex ones. TIGRESsS distinguishes between
obfuscations that target constant data, called Encode Data, and the
ones that target arithmetic expressions, called Encode Arithmetic.

The encode data obfuscation technique relies on the use of non-
standard representations to encode integer variables. The core idea
is to prevent the recovery of constant values in the obfuscated code
by using two key procedures: encode, which transforms the con-
stant into a hidden representation, and decode, which restores the
original value when necessary. The encoded values are maintained
in a homomorphic form, allowing standard algebraic operations to
be performed directly on the encoded data without requiring prior
decoding. To preserve compatibility with unprotected code regions,
TIGREsS inserts decode operations only when strictly necessary,
such as when the encoded value is passed as a function argument
or returned from a function. This selective decoding ensures both
correctness and minimal exposure of the original constants.

Given a binary operation across the algebra domain (addition,
subtraction, multiplication, division) or logic domain (and, or, xor,
not), the encode arithmetic technique aims to rewrite the operation
into a more complex expression. TIGRESS uses several rewriting
rules extracted from [11], as reported in the documentation. The
rewriting rules are based on Mixed Boolean Arithmetic (MBA). MBA
technique enables the transformation of simple expressions into
semantically equivalent, yet syntactically more complex forms by
combining boolean and arithmetic operators [27] such as: x + y =
2-(xvy - (x®y).

3.2 Control Flow Obfuscation

Control flow transformations are designed to hinder program com-
prehension and analysis by making it more difficult to reconstruct
the original control flow of the program. The control flow of any
function represents key information to understand the semantics
of a program: highlighting the connections across basic blocks lead
to understand in which ways a function can react to its arguments.
TiGRESS provides a variety of such transformations. Some of these
generate the final code and control flow dynamically at run-time
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Figure 1: Opaque Predicates (a) and Flattening (b)

(e.g., Virtualize, Jit, and JitDynamic), while others obfuscate
the existing control flow statically by introducing misleading con-
structs—such as spurious branches (AddOpaque), encoded branch
targets (EncodeBranches), or control flow flattening (Flatten).

In our experiments, we focus exclusively on the latter category
of control flow transformations. This choice is motivated by our
attacker model, which assumes a static analysis perspective. Static
analyzers are inherently limited when dealing with dynamically
generated code, as the code to be analyzed is not available at com-
pile time and is instead constructed during execution. Concen-
trating on these transformations allows us to assess software pro-
tection techniques in scenarios where the obfuscation overhead
plays a critical role in the choice of transformation—for instance, in
resource-constrained devices. In contrast, Just-In-Time transforma-
tions performed at runtime introduce considerable overhead due to
the need for dynamically emitted instructions. In particular, we use
AddOpaque and Flatten, while we omit to use EncodeBranches as
it inserts raw assembly code into the C code to compute the target
of branches, thus preventing the analysis with mopsa.

The control flow flattening technique [25] is a well-known obfus-
cation that transforms the program control flow into a finite state
machine. This transformation introduces two main constructs: a
dispatcher and a set of states. Each state corresponds to a basic
block from the original control flow graph, while the dispatcher is
responsible for determining, based on the current state, the next
block to execute (see Figure 1(b)). The effectiveness of this tech-
nique in hindering program analysis depends on how the dispatcher
is implemented and how the state transitions are encoded.

An opaque predicate is a Boolean expression whose outcome is
known at obfuscation time but is deliberately constructed to be
difficult for an attacker to evaluate statically. First introduced in [7],
opaque predicates are commonly employed in software protection
to inject misleading or faulty information into the unreachable
(dead) branch, such as incorrect variable assignments, spurious
data, or code snippets that closely resemble legitimate logic (see
Figure 1(a)). The purpose of these additions is to mislead static
analyzers, which must conservatively consider both branches in the
absence of precise predicate evaluation. Importantly, because the
dead branch is never executed, the injected instructions do not affect
the program’s runtime behavior, thereby preserving correctness
while complicating analysis.

3.3 Opaque constants

Opaque constants were introduced in [15, 27] as a foundational
primitive for constructing obfuscation transformations capable of
defeating static analysis tools. As the name suggests, an opaque
constant refers to a code construct that loads a constant value into a
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register or variable in such a way that its actual constant value can-
not be determined through static analysis. Opaque constants can
be used to enhance the effectiveness of both control flow and data
obfuscation by introducing uncertainty in value propagation and
usage. Although opaque constants are not natively supported in T1-
GRESS, their integration was straightforward due to the framework’s
flexible design. Several methods have been introduced to generate
such opaque constant based either on XOR [26], RNC coding [28],
3-SAT [15], k-clique [22] or Mixed Boolean Arithmetic [27].

4 EXPERIMENTAL RESULTS

In this section, we present our experimental setup, including the
datasets used and the execution parameters adopted for running
TIGRESS, MOPSA, and BINARYNINyAZ. Table 1 reports the results of
MOPsA analysis on the original and obfuscated code, while Table 2
reports the results of MOPsA analysis on the programs decompiled
by BINARYNINJA starting from the obfuscated binaries.

Datasets. We run our experiments on two dataset of C programs:

e simple-programs contains 17 C programs, each one focused
on a single construct of the C language or combinations of
basic constructs (such as multiple assignments, if-then-else
programs, while loops, for loops). Every program in the
dataset shares the same structure: a function int my_fun
that implements the core semantics of the program and re-
turns an integer. Within programs, only integer variables
have been used, without any complex structure and no par-
ticular input is required.

e wrapped-intervals includes 34 C programs taken from [9]
and manually adapted to conform to the program structure
of the simple-programs dataset in order to use the same test
automation. Every program is defined through int foo that
implements the main program functionality. The programs
include while and for cycles with different level of nesting, if-
then-else constructs with an uninitialized predicate, complex
arithmetic operations and bit-wise operations. Within the
source code, some macros are defined and we have expanded
them before the analysis.

E1: MOPSA ON THE ORIGINAL DATASETS. MOPSA is executed on all
C programs in the two datasets using both interval and polyhe-
dra analyses. These analyses are configured in mopsa through the
files c/cell-itv.json for intervals and c/cell-rel-itv.json
for polyhedra. As previously mentioned, each program in our
datasets produces a single integer output, which we observe at
the end of the analysis with mopPsa. We retrieve this output by
inserting the instruction _mopsa_print(res) before the return
statement in each program. For all the programs in the two dataset
the results of interval and polyhedra analysis coincide, meaning
that the refined domain of polyhedra is not able to improve the
precision of the analysis on the considered programs. For this rea-
son in the tables we report the results only once. In the second
column, named E1: original, of Table 1 we report the results of
MOPsA when running the polyhedra analysis. For instance, the first
line indicates that for program t@1, the mopsa analysis using the

2We use mopsa 1.1 and BINARYNINJA Personal Edition 5.0.7245.

Nicolo Altamura, Enrico Bragastini, Marco Campion, and Mila Dalla Preda

polyhedra domain yields the single value 100 for the output vari-
able. This result is expressed in interval form as [100, 100], since
when dealing with a single variable, the polyhedra representation
reduces to an interval. Note that even though a single variable in
the polyhedra domain is represented as an interval, the analysis
may still produce a more precise interval than standard interval
analysis, as polyhedra offers a more accurate approximation of
computations by relating program variables with each others. This
is not the case for the interval domain, explaining why it is also
categorized as a non-relational domain. When considering program
t03 we have that the value of the output variable is approximated
by the interval [10000, 32766], meaning that the MopsA analyzer
is not able to predict the exact value of the output variable but it
outputs a set of potential values, the ones in the returned interval.
Of course, the bigger the interval is, the less precise the analysis
result is. Regarding program t@8 we write T to denote the fact that
the Mopsa analyzer does not return any information on the possible
values of the output variable that can assume any possible integer
value in the range corresponding to its type (e.g., [-2147483648,
2147483647] for signed integers in 32-bit, [-128, 127] for integers in
8-bit). When the analysis returns Fail, it indicates that the MopPsA
analyzer encountered an issue during the analysis and was un-
able to produce a result. When running Mopsa it is possible to
specify the loop-unrolling option -loop-unrolling=N that unrolls
exactly N iterations of the loop. This option is necessary to obtain
more precise results in presence of loops. Without loop unrolling
or when the chosen N parameter is smaller than the number of
iterations actually performed by the program, MoPsa returns T,
meaning that the analysis is not able to capture the while invariant.
In our experiments, we set N to 10000. We observe that, even with
loop unrolling, there are programs on which Mmopsa is imprecise
or fails even in absence of obfuscation. We have manually verified
that the programs on which MoPsa returns T are not due to low
value of the loop-unrolling parameter N but to the presence of data
dependencies on input values (that are statically unknown).
These results, generated using the original code and reported
in this second column, provide a baseline for comparison when
analyzing the outcomes of the analyzers on the obfuscated code.

E1-BN: MoPsA AND BINARYNINJA ON THE ORIGINAL DATASETS. We
compile the programs in the dataset using gcc and then decompile
them with BINARYNINJA. After running MoPsA on the decompiled
code there is no improvement in the analysis results. This sug-
gests that the compilation and subsequent decompilation does not
enhance the analyzability of the programs.

In Table 1 we report the results of the analysis on the original and
obfuscated programs by reporting the interval of the possible values
of the output variable. When we have loss of precision with respect
to the results of the analysis on the original program (reported in
column E1), we report in brackets in red the number of spurious
elements introduced in the interval. This measures the amount
of imprecision introduced by the obfuscation with respect to the
considered analysis. When the analysis of the obfuscated code
returns T we denote with Max the fact that the obfuscation has
added the maximal amount of confusion to the analysis.

Obfuscation settings. The obfuscating transformations offered by
TiGRESs make random selections among various options, such as
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file E1: original E2: data_obf E3: flat E4 a: opaque_list_array E4 b: opaque_input E4 c: opaque_env E5: opaque_const
for_loop (70, 70] (70, 70] [70, 70] (70, 70] [10, 70] (+60) (70, 70] T (Max)
for_loop_1 [62, 62] [62, 62] [62, 62] [62, 62] T (Max) [62, 62] T (Max)
for_loop_2 [5,5] [5,5] (5,5] [5,5] T (Max) 5. 5] [0, 10] (+10)
for_loop_3 [480, 480] [480, 480] [480,480]  [480, 480] [0, 480] (+480) [480, 480] [480, 480]
for_loop_4 [312,312] [312,312] [312,312]  [312,312] [2,312] (+310) [312, 312] [312,312]
if_then_else_complex [10, 10] [10, 10] [10, 10] [10, 10] [10, 10] [10, 10] [10, 94] (+84)
if_then_else_level 1 [-2,-2] [-2,-2] [-2,-2] [-2,-2] [-2,-2] [-2,-2] [-2, 2] (+4)
if_then_else_level 2 [3,3] [3.3] [3.3] [3.3] T (Max) [3,3] [3,6] (+3)
if_then_else_simple [4,4] [4,4] [4,4] [4,4] [4,4] [4,4] [3,4] (+1)
simple_assign_input_more_var [22, 22] [22, 22] [22, 22] [22, 22] [21, 22] (+1) [22, 22] [-1073741806, 1073741841] (+2147483647)
simple_assign_input_one_var  [4, 4] [4,4] [4.4] [4,4] [715827882 715827882] (+1431655764)  [4, 4] [-715827882, 715827882] (+1431655764)
simple_assign_more_var [22,22] [22,22] [22,22] [22,22] [21,22] (+ [22,22] T (Max)
simple_assign_one_var [4,4) [4,4) [4,4] [4,4) [715827882 715827882] (+1431655764)  [4, 4] [4,5] (+1)
while_cycle [15,15] [15,15] [15, 15] [15,15] [3,17] (+14) [15,15] [15, 15]
while_cycle_1 [12,12] [12,12] [12,12] [12,12] T (Max) [12,12] T (Max)
while_cycle_2 [27,27) [27,27) [27, 27] [27,27) [2, 27] (+25) [27,27) [0, 27] (+27)
while_cycle_3 [27,27] [27,27] [27, 27] [27,27] [27,27) [27,27) [7, 27] (+20)
t01 [100, 100] [100, 100] [100,100]  [100, 100] [100, 100] [100, 100] [0, 100] (+100)
102 [100, 100] [100, 100] [100,100]  [100, 100] [100, 127] (+27) [100, 100] [0, 100] (+100)
03 [10000, 32766] T (Max) T (Max) FAIL [10000, 2147483647] (+2147450881) [10000, 2147483647 (+2147460881) T (Max)
04 [100, 127] T (Max) T (Max) [100, 127] [100, 127] [100, 127] [-2147483648, 127] (+2147483748)
05 [100, 100] [100, 100] [100,100]  [100, 100] [100, 127] (+2 [100, 100] [0, 100] (+100)
06 (10, 10] [10, 10] [10, 10] (10, 10] (10, 15] (+5) (10, 10] T (Max)
t07 [100, 100] [100, 100] [100,100]  [100, 100] FAIL [100, 100] [5. 100] (+95)
108 T T T T T T T
09 [10, 30] T (Max) T (Max) [10, 30] [10, 30] [10, 30] [0, 31] (+11)
t10 FAIL FAIL T FAIL FAIL FAIL T
t11 [21,21] [21,21] [21, 21] [21,21] [21,21] [21,21] T (Max)
t12 [112, 112] [112, 112] [112,112]  [112,112] [112, 112] [112, 112] [112, 114] (+2)
t13 [1,1] [1.1] [L1] [1,1] [1,1] [1,1] [1,7] (+6)
t14 [30, 30] [30, 30] [30, 30] [30, 30] [30, 30] [30, 30] T (Max)
t15 [1000, 1000] [1000, 1000]  [1000, 1000] ~ [1000, 1000] [1000, 1000] [1000, 1000] [1000, 1002] (+2)
t16 [102, 102] [102, 102] [102,102]  [102, 102] [102, 102] [102, 102] [102, 104] (+2)
t17 [2001, 2001] [2001,2001]  [2001,2001] [2001, 2001] [2001, 2001] [2001, 2001] [2, 2001] 999
t18 [12,12] [12,12] [12,12] [12,12] [12,12) [12,12) [12, 14] (+
t19 [202, 202] [202, 202] [202,202]  [202, 202] [202, 202] [zoz 202) T (:\Iax)
20 [4,4] [4,4] [4.4] [4,4] [4,4] 4] [0, 4] (+4)
t21 T T T T T T T
22 7.7 [7.71 [7.7] 7.7 T (Max) [7.7] T (Max)
23 [0, 0] T (Max) T (Max) [0,0] [0,0] [0,0] T (Max)
t24 [-1073741825,-1] T (Max) T (Max) [-1073741825, -1] [-1073741825, -1] [-1073741825, -1] [-1073741825, 7] (+8)
t31 T T T T T T T
t32 T T T T T T T
33 [-128, -128] [-128, -128] [-128,-128]  [-128,-128) [-128, -128] [-128, -128] [-128, -126] (+2)
50 [0, 2147483647] T (Max) T (Max) [0, 2147483647) [0, 2147483647) [0, 2147483647) [-10, 2147483647] (+10)
t51 [3. 98304] T (Max) T (Max) [3. 98304] [3, 98304] [3, 98304] [3, 98304]
52 [0, 0] T (Max) T (Max) [0,0] [0,0] [0, 0] [-2147483648, 0] (+2147483648)
t53 [-8.7] T (Max) [-8.7] [-8.7] [-8.7] [-8,7] [-8.7]
t54 [-16, 15] T (Max) [-16, 15] [-16, 15] [16,15] [-16, 15] [-16,15)
t60 [0, 10] T (Max) T (Max) [0, 10] [0, 10] [0, 10] [0, 10]
162 T T T T T T T
Table 1: MoPsA on simple-programs and wrapped-intervals
file E1-BN: original E2-BN: data_obf E3-BN:flat E4-BN:opaque_list_array E4-BN:opaque_input E4-BN: opaque_env E5-BN: opaque_const
for_loop [70, 70] [46, 46] FAIL [70, 70] [10, 70] (+60) [70, 70] T (Max)
for_loop_3 [480, 480] [480, 480] FAIL [480, 480] [0, 480] (+480) [480, 480] [480, 480]
if_then_else_level _1 [-2,-2] [-2,-2] FAIL [-2,2] (+4) [-2,2] (+4) [-2,-2] [-2,-2]
if_then_else_simple [4,4] [8.8] FAIL [4.4] [4, 4] [4.4] [3,4] (+1)
simple_assign_input_more_var (22, 22] [22, 22] [22, 22] [21,22] (+1) [22, 22] [22, 22] [-1073741806, 1073741841] (+2147483647)
simple_assign_input_one_var [4,4] [4,4] FAIL 4, 4] [4,4] [4,4] [-715827882, 715827882] (+1431655764)
simple_assign_one_var [4, 4] [4.4] [4.4] [4.4] FAIL [4. 4] [4,5] (+1)
while_cycle [15,15] [20, 20] FAIL [15, 15] [3,17] (+14) [15,15] [15,15]
while_cycle_2 [27,27) [2.2) FAIL [27, 27] [2,27] (+25) [27,27] [27,27]
t04 [100, 127] T (Max) FAIL (100, 127) [100, 127] [100, 127] [-2147483648, 127] (+2147483748)
05 [100, 100] [13825, 13825] FAIL [100, 100] [100, 127] (+27) [100, 100] T (Max)
07 [100, 100] (100, 100] FAIL [100, 100] [100, 100] [100, 2147483647] (+2147483547)  [5, 100] (+95)
t09 [10,30] [0,0] FAIL (10, 30] [10, 30] (10, 30] [0,31] (+11)
t11 [21,21] [0, 0] FAIL [21, 21] [21,21] [21,21] T (Max)
t12 [112, 112] [112,112] FAIL [112, 112] [112, 112) [112, 112] [112, 114] (+2)
t17 [2001, 2001] T (Max) FAIL T (Max) [2001, 2001] [2001, 2001] [2, 2001] (+1999)
18 [12,12] [12,12] FAIL [12, 12] [12,12] [12,12] [12, 14] (+2)
19 [202, 202] [0,0] FAIL [202, 202] [202, 202] [202, 202] T (Max)
20 [4,4] T (Max) FAIL [4,4] [4,4] [4,4] [0, 4] (+4)
22 7.7 7.7 FAIL 7.7 7,71 7.7 T (Max)
33 [-128, -128] [-7680, -7680] FAIL [-128, -128] [-128, -128] [-128, -128] [-128, -126] (+2)
50 [0,2147483647] T (Max) FAIL [0, 2147483647] [0, 2147483647] [0, 2147483647) [-10, 2147483647] (+10)
t51 [3, 98304] T (Max) FAIL [3, 98304] [3, 98304] [3, 98304] [3, 98304]
52 [0,0] T (Max) FAIL [0, 0] [0, 0] [0,0] [-2147483648, 0] (+2147483648)
t54 [-16, 15] [-128,127] (+224)  FAIL [-16, 15] [-16, 16] (+1) [-16, 16] (+1) [-16, 16] (+1)

Table 2: BINARYNINJA and MOPSA on simple-programs and wrapped-intervals

the rewriting rules for data obfuscation, the numbering of basic
blocks in control flow flattening, the choice of opaque predicates,
and the code inserted into dead branches. However, by specifying

a fixed seed in TiGRESS these choices can be made deterministic,
thereby ensuring the reproducibility of the experiments. Thus, for
each dataset we define a file seeds. json that associates to each
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program and obfuscation strategy a given seed. We polish the C
programs returned by TIGRESs in order to remove redundant type
definitions and function declarations. This polished version is the
one that we fed to MmopsA.

E2: MOPSA AND DATA OBFUSCATION. We use both EncodeData and
EncodeArithmetic data obfuscation. For encoding constant values,
the TiGRESs documentation currently identifies poly1 as the only
fully supported transformation within the EncodeData category
that ensures correctness of the obfuscated code. This encoding ap-
proach relies on the tautological property that, over the modular
ring Z/(2™"), the composition of a linear permutation polynomial
and its inverse yields the identity function: p(g(x)) = x, whenever
p=q 'and poq=id mod 2". While computing the inverse of a
general polynomial over a modular ring can be costly, the inverse of
first-degree permutation polynomials can be efficiently computed
by carefully selecting the coefficients [27]. The TiGRESs commands
are: Transform = EncodeData LocalVariables where poly1 is
chosen by default and LocalVariables specifies which local vari-
ables have to be targeted, and Transform = EncodeArithmetic
that targets any operation.

In Table 1, column E2: data_obf presents the results of the
MOPsA analysis on programs obfuscated using EncodeArithmetic
and EncodeData. We observe that the analysis with Mmopsa either
returns the same results obtained on the original code, meaning
that no confusion has been added by data obfuscation, or goes to
T. Upon manually inspecting these T results (e.g., program t17),
it turns out that the loss of precision is due to MOPsA’s inability to
accurately evaluate loop guards that have been altered by the data
obfuscation. This confirms that in order to be effective in degrading
the precision of static analysis it is convenient to focus on the
guards of the conditional statements and loops.

E2-BN: Moprsa AND BINARYNINJA WITH DATA OBFUSCATION. We
compile the programs obtained trough data obfuscation with gcc
and provide this executable files as input to BINARYNINJA in order to
decompile them into C code. Table 2 reports the results of running
MOPsA on these decompiled obfuscated programs. For space reason,
in Table 2 we omit to report the programs for which the results
coincides with the ones of Table 1.

The results in column E2-BN: data_obf of Table 2 show that Bi-
NARYNINJA does not improve the results of the analysis in presence
of data obfuscation, while for programs: if_then_else_simple,
while_cycle, while_cycle_2, t@9, t11, t19 and t33, MOPSA re-
turns an unsound result. In these cases the problem is related to
the compiler optimization applied to the loop guards that leverages
variable underflow. Since MOPsA is not able to correctly track the
underflow of a variable the analysis results to be unsound. This
effectively thwart the analysis of the compiled/decompiled code
under MOPSA.

E3: MoPSA WITH FLATTENING. TIGRESS allows us to customize the
type of dispatcher used in the control flow flattening obfuscation
for orchestrating the jumps across the basic blocks of code. The
flatten transformation in TIGRESs has the following options:

e switch: every block is translated as a case in a switch state-
ment, and the switch is inserted within an infinite loop;
e goto: every block ends with a goto to the next state;
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e indirect: every block ends with a jump to an indirect goto
built using a jump table;

e call: every block is a new function that can be called to
jump across the various states;

e concurrent: similar to call, every block has its own thread:
all threads work randomly, but only one is the original block
that is doing real work;

In our experiments, we observed that mopsa fails to analyze flat-
tened programs when the dispatcher is implemented using ei-
ther goto or indirect jumps, as it raises an error in the pres-
ence of goto constructs. The call option, which splits the obfus-
cated program into multiple functions, is also not suitable since
MoPsA does not support inter-procedural analysis. Additionally, the
concurrent option is not applicable because our analysis does not
involve multithreading. For these reasons, we use the switch-based
dispatcher in our experiments.

Column E3: flat of Table 1 reports the result of Mopsa on the
programs obfuscated with flattening. The results are precise when
they coincides with the ones of column E1: original and in these
cases precision achieved thanks to the use of loop unrolling and the
accurate state tracking of the MoPsa analyzer. Manual inspection
of the imprecise results, indicated by T, reveals that the issue stems
from uninitialized guards present in the original programs. While
MOPSA can analyze these guards in isolation, their combination
with control flow flattening causes the analysis to degrade to T.
This occurs because mopsa must handle two separate control flow
paths, one for each branch of the uninitialized guard, via loop un-
rolling. When the analysis of one path completes, MOPSA attempts
to merge it with the results from the other path. Since it cannot de-
termine whether the analysis of the remaining path will terminate,
it conservatively returns T. See for example program t23, where
MOPsA returns [0, 0] while the result of the analysis goes to T when
flattening is applied to t23.

Additionally, the effectiveness of Mopsa analysis is directly im-
pacted by the fixed number of loop unrolling iterations. An ad-
versary applying control flow flattening could exploit this limit to
either slow down the analysis or intentionally exceed the iteration
bound, ultimately forcing MopsA to return T.

E3-BN: Moprsa AND BINARYNINJA WITH FLATTENING. We compile
with gcc the programs previously obfuscated with Flatten. When
these executable files are passed to BINARYNINJA for decompilation,
it fails to reconstruct the original C source code. This is because
in the compiled flattened code the control flow is controlled by
means of a jump table and determining the boundaries of jump
tables in binary analysis is challenging [5]. Indeed, BINARYNINJA
cannot recover all the basic blocks introduced by flattening and
generates partial code containing jumps to undefined jump tables.
Thus, flattening the source code and then compiling it results in
binaries that can no longer be decompiled by BINARYNINjA. Excep-
tions are given by programs simple_assign_input_more_var and
simple_assign_more_var where BINARYNINJA is able to success-
fully reconstruct the high level C code, since given the simplicity
of these samples the compiler does not recur to jump tables.

E4: MoPsSA WITH OPAQUE PREDICATES. TIGRESS offers several meth-
ods for constructing opaque predicates. The process begins with the
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InitOpaque transformation, which generates a set of invariants
that serve as the basis for the opaque predicates, and then uses the
AddOpaque transformation to insert the specific opaque predicate.
These invariants are stored using a customizable data structure.
The supported options for this structure include:

e list: use alinked list to store the opaque values

e array: use arrays to store the opaque values

e input: use any input that is passed into the program to make
the opaque dependent on it (the input has to be specified)

e env: use entropy for generating the opaque values

In our experiments, we found that the specific configuration of
opaque predicates has a notable influence on the precision of static
analysis results. When using list or array, MoPsa is able to pre-
cisely evaluate the opaque predicates, namely to recognize the live
branch (see column E4 a of Table 1). This is because the predi-
cates constructed with these options depend on the initial values
of the lists or arrays, which are explicitly initialized in the code.
As aresult, MoPsa can successfully propagate these values during
analysis, allowing it to recognize and handle the opaque predicates
accurately. So in this case no imprecision is added to the results of
the analysis. When using the env option, TIGRESs generates opaque
predicates based on a random value from the environment, which
is then multiplied by 0. In this case, MoPsa is able to recognize
that the result of the expression is always 0 and can successfully
resolve the opaque predicate. With input-dependent opaque predi-
cates, MOPsA cannot determine the exact value of the predicate, as
it depends on external input. Consequently, it treats both branches
as potentially executable, which leads to a degradation in analysis
precision. For this reason, in Table 1 we report the results of the
experiments where the opaque predicates are constructed using the
input option. Observe that in this last case the obfuscated program
has an extra-input with respect to the original program.

Of course, in this case, the amount of confusion added by the
opaque predicates strongly depends upon the code that is inserted
in the dead branch (the one never executed). TIGRESsS provides
different options for the code to be inserted in the dead branch:

e call: adds a dead branch where a random function is called;

e bug: adds a dead branch where a buggy statement is inserted,
similar to the live one really executed,;

e true: adds an always true guard to the live branch, no dead
branch is specified;

e junk: adds a dead branch where inline data is inserted,;

o fake: adds a dead branch where a random non existing func-
tion is called;

e guestion: makes the predicate more complex and adds the
exact same real statement as a dead branch

In our experiments we used the bug and call option as these are
the ones that are suitable for the analysis with mopsa. The specific
instructions added in the dead branch relay on random choices
inside T1GRESS. For this reason there are cases where the analysis
remains precise since instructions equivalent to nop are inserted
in the dead branch. This explains the different amount of impre-
cision added to the analysis when inserting opaque predicates as
reported in column E4 b of Table 1. For example, in programs
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simple_assign_input_more_var,while_cycle and t02, the con-
tent of the dead branch has been generated via the bug option, and
we have a loss of precision in the results of the analysis.

E4-BN: MoprsA AND BINARYNINJA WITH OPAQUE PREDICATES. We
compile with gcc the programs obfuscated with opaque predicates.
When passing the executable files to BINARYNINJA to reconstruct
the C code, we need to decide whether or not to include the initial
values stored in the data section or to leave them un-initialized. In
the first case, the decompiled C code has opaque predicates that
MOPsA is able to precisely analyze, meaning that it precisely identi-
fies the live branch. When the initial values are not initialized mopsa
cannot evaluate the opaque predicates and sees both branches as
possible thus degrading the results of the analysis. In this case, the
noise introduced by the obfuscation strongly depends on the code
present in the dead branch. Since T1GREss randomly chooses what
to insert in the never executed branch, we can have different levels
of imprecision in the results of the analysis. See for example the
following table where we compare the results of Mopsa on some
programs when the initial values are initialized and when they are

not:
original | Opaque env (data init) | Opaque env (data not init)
t12 | [112, 112] [112, 112] [102, 112]
t18 | [12,12] [12, 12] [2, 12]
t20 [4, 4] [4, 4] [4, 4]
t22 | [7,7] [7,7] [0, 31]

For the programs t12, t18, t22 we can see noise in the analysis
when data are not initialized, while in program t29 the results are
still precise since the code of the dead branch contains only a break
instruction that has no impact to the analysis.

In our experiments we choose to include the initial values when
decompiling with BINARYNINJA. For this reason the results of col-
umn E4-BN in Table 2 are the same as the ones of column E4 in
Table 1.

E5: MoPsA WITH OPAQUE CONSTANTS. In experiment E4, we ob-
served that confusing the MopPsA analyzer requires relying on data
that cannot be determined statically—such as values dependent on
runtime inputs or randomness. In these cases, MOPsA fails to rec-
ognize invariant numerical properties. For instance, we manually
inserted the predicate if (2*random_number % 2 == @), which is
always true, but MoPsa could not detect this due to its dependence
on a random value. This means that the insertion of any tautology
that depends on input or random values is able to foil moPsa. Fol-
lowing this intuition we decided to recur to opaque constants in
the construction of opaque predicates.

In particular, in our experiments we recur to permutational poly-
nomials [16] of the form p(x) = ZZ’:O akxk that permutes the
elements in the ring Z/(2") to build opaque constants [2, 27]. By
generating both a permutational polynomial and its inverse we
can leverage on the fact that p(p~!(x)) = x in Z/(2") to encode
the constant value x to hide. To enhance the complexity of the
expression p(p~1(x)) we add an expression E that always evalu-
ates to 0. We manually obfuscate E with Mixed Boolean Arithmetic
(MBA), by using a set of equivalent expressions derived from linear
algebra [27], or mined through program synthesis [17]. This leads
to expressions of the form p(p~!(x) +E). In order to prevent MOPSA
from recognizing that E always evaluates to zero, we recur to MBA
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and we make E dependent on non-deterministic inputs read from
the stack.

For example, we can use p(x) = 208 - x% + 145 - x + 149, p 1 (x) =
48-x2+145-x+235 , and expression E = 10-(a—b+2-(-aAb)—(a®b))
that always evaluates to 0, to build an opaque constant that encodes
the value 25 for any a, b in Z/(28):

89+ (142+10-a+246-b+20-—=(aV —b) +246 - (a® b)) -
(160 +224-a+32-b+192-=(aV -b) +32- (a® b)) +
170 - a+86-b+84-=(aV —b)+86- (a®b)

We extended TIGRESs in order to integrate these opaque con-
stants in the InitOpaque and AddOpaque transformations. To do so
we need to provide TIGREss with a routine that sets up the opaque
constant opaque_custom_initialize, and a routine where we
specify the known constant value N of the predicate opaque_custom
_VALUE_N.

By combining opaque constants and opaque predicates the MoPsa
analyzer is not able to identify the live branch and has to consider
both branches as possible. The results of the analysis on the pro-
grams obfuscated with the opaque predicates made with opaque
constant are reported in column E5: opaque_const of Table 1. As
discussed earlier, the amount of confusion added strictly depends
upon the code inserted in the dead branch.

Observe that, opaque constants could be used for representing
the state value associated to every basic block in the control flow
flattening obfuscation. TIGREss unfortunately does not provide
an easy customization of the Flatten transformation. We have
manually implemented this transformation that integrates opaque
constants and the flattening obfuscation for program t04 and t18.
In these cases MOPsA cannot compute the next basic block to be
executed. This imprecision accumulates at every iteration of loop
that executes the dispatcher causing the analysis to return T.

E5-BN: MopsA AND BINARYNINJA WITH OPAQUE CONSTANTS. As
usual we compile the obfuscated code with gcc and pass it to B1-
NARYNINJA that is able to reconstruct the source C code. When
applying MoPsa to the decompiled C code we obtain the same re-
sults of E5. As for the previous experiment, the result of the analysis
is impacted by the content of the dead branch that, e.g, for t52 and
t04 effectively adds lot of points in the set of possible values with-
out being T. In some other cases, e.g. for if_then_else_level_1,
for_loop_3, the content in the dead branch do not have any mean-
ingful impact on the analysis for the presence of instructions that
have no effect on the final value.

5 CONCLUSION

In this paper we have conducted an empirical evaluation of the
effectiveness of the TIGREss obfuscator in degrading the results of
the static source code analyzer mopsa and of the binary analyzer
BINARYNINJA.

In general, the analyses performed by BINARYNINJA in order
to decompile the binaries obtained by the compilation of the ob-
fuscated code does not remove the effects of the obfuscation. This
is witnessed by the fact that the results of the analysis in the ex-
periments E2 and E2-BN, E4 and E4-BN, and E5 and E5-BN are
almost always the same. When they differ is because the optimiza-
tion of the compiler introduces constructs that MmopPsa is not able
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to analyze precisely, and this is not related to obfuscation. Recall
that in experiment E4-BN we assume to initialize the global values.
As regarding the experiments with control flow flattening, the fact
that E3-BN almost always fails we observed that the problem is
due to the presence of jump table in the compiled code. This means
that using control flow flattening on the source code, produces
executables that BINARYNINJA is no longer able to decompile. Ta-
ble 3 summarizes the effects of TIGRESS in the decompilation with
BINARYNINJA.

Data_Obf | Flatten | Opaque_Pred
BINARYNINJA v X v
Table 3: Impact of TIGRESS on decompilation with BINARYNINJA

As regarding the analysis with Mopsa we observe that, probably
due to the simplicity of our dataset and to the fact that we observe
the value of the single output variables, we were not able to appre-
ciate the difference between the interval and polyhedra analysis.
Probably, more extensive experiments need to be performed to
highlight this point. The fact that the experiments E1 and E1-BN
return the same results means that given the compiled code Bina-
RYNINJA reconstructs C source code that is precisely analyzable by
MOPSA, proving that in the absence of obfuscation no confusion in
introduced by the compilation/decompilation process.

Regarding the experiments E2 with data obfuscation we con-
clude that, in order to be effective in degrading the precision of
static analysis, it is convenient to focus on the guards of the condi-
tional statements and loops. Indeed, in our experiments confusion
is added whenever the expression in the guards depend upon in-
puts and random values that MoPsA cannot analyze precisely. In the
cases where MoPsaA is not hindered by data encoding, this is mainly
because MOPsa, similarly to many static analyzers, can reason more
effectively within a local context. In particular, the considered data
obfuscation was less effective since both the encoding and decod-
ing functions were locally defined within the same function. This
suggests that more resilient obfuscation techniques should rely on
information that extends beyond the local context, thereby making
the analysis significantly more challenging.

Regarding the control flow flattening, in experiment E3 we have
observed that the confusion in MoPsA is caused by the combination
of flattening and the presence of uninitialized guard in the original
code. This suggests that combining opaque predicates and flatten-
ing may foil the Mmopsa analysis, as opaque predicates somehow
resemble uninitialized guards. In experiment E3-BN, the flattening
obfuscation completely defeats BINARYNINJA, as recovering jump
tables in the presence of undefined targets is a well-known hard
problem in binary analysis. More generally, an effective obfusca-
tion strategy must reduce the analysis to a problem that is already
recognized as difficult in static analysis.

The experiments with opaque predicate insertion show that
MOPsA can identify the live branch when the inserted predicates
can be statically resolved, while when they depend on inputs or
random values MoOPsA has to consider also the dead branch. Of
course the confusion added to the analysis strongly depends on the
code inserted in the dead branch. Leveraging this observation we
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have proposed to combine opaque constants and opaque predicates
in order to degrade the results of static analysis. This considerations
apply to static analyzers in general.

Overall, our study confirms that even simple obfuscation tech-
niques can impact the results of static analysis when carefully
targeted.

As future work, we plan to extend our evaluation to multiple de-
compilers, such as, for example, those available through dogbolt.org,
to determine whether our findings generalize beyond BinaryNinja.
A systematic comparison would involve first assessing the decom-
pilers themselves, then analyzing how individual transformations
affect their performance. We also aim to consider additional static
analyzers, obfuscators, and transformation techniques to further
strengthen the generalizability of our results.
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