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Abstract

Industrial Cyber-Physical Systems (ICPS) represent a convergence of digital, phys-
ical, and networked domains, where ensuring functional safety is of paramount impor-
tance. This thesis presents a comprehensive methodology for simulating and analyz-
ing faulty behaviors in ICPS, with a particular focus on multi-domain fault modeling,
injection, and detection. By leveraging physical analogies, especially among electri-
cal, mechanical, and thermal domains, the work introduces an innovative approach to
extend standardized electrical fault injection techniques (e.g., ISO 26262, IEEE 2427-
2025) to non-electrical domains. The proposed methodology enables the derivation of
equivalent fault models across domains by exploiting analogies such as impedance and
mobility, facilitating the simulation of complex fault scenarios in heterogeneous sys-
tems. The approach is validated through multiple case studies, including DC motors,
MEMS accelerometers, and lithium-ion battery packs (from the automotive industry),
which are modeled using Verilog-AMS and SystemC AMS. These models incorporate
electrical, mechanical, and thermal behaviors, allowing for accurate fault injection and
behavioral analysis. Furthermore, the thesis explores fault detection strategies based on
contract-based monitoring and Time-Sensitive Behavioral Contracts (TSBCs), extend-
ing the analysis to software faults and control systems. The integration of Unreal Engine
for immersive simulation and visualization, along with the development of a human
digital twin framework, demonstrates the applicability of the methodology in Industry
4.0 contexts. The results highlight the effectiveness of the proposed multi-domain fault
modeling and simulation framework in enhancing the robustness, safety, and diagnos-
ability of ICPS. This work lays the foundation for future research in fault isolation,
predictive maintenance, and the integration of real-time monitoring systems in complex
industrial environments.






Abstract (Italian)

I Sistemi Cyber-Fisici Industriali (ICPS) rappresentano una convergenza di domini
digitali, fisici e di rete, in cui garantire la sicurezza funzionale riveste un’importanza fon-
damentale. Questa tesi presenta una metodologia completa per la simulazione e 1’analisi
dei comportamenti di guasto negli ICPS, con una particolare attenzione alla model-
lazione, all’iniezione e al rilevamento di guasti multidominio. Sfruttando le analogie
fisiche, in particolare tra i domini elettrici, meccanici e termici, il lavoro introduce un
approccio innovativo per estendere le tecniche standardizzate di iniezione di guasti elet-
trici (ad esempio, ISO 26262, IEEE 2427-2025) ai domini non elettrici. La metodologia
proposta consente la derivazione di modelli di guasto equivalenti tra diversi domini
sfruttando analogie fisiche, facilitando cosi la simulazione di scenari di guasto comp-
lessi in sistemi eterogenei. L’ approccio ¢ validato attraverso molteplici casi studio, tra
cui motori in corrente continua (DC), accelerometri MEMS e pacchi batteria agli ioni
di litio (dall’industria automobilistica), i quali sono modellati utilizzando Verilog-AMS
e SystemC AMS. Tali modelli integrano comportamenti elettrici, meccanici e termici,
permettendo un’accurata iniezione dei guasti e una precisa analisi comportamentale.
Inoltre, la tesi esplora strategie di rilevamento dei guasti basate sul monitoraggio per
contratti (contract-based monitoring) e sui Time-Sensitive Behavioral Contracts (TS-
BCs), estendendo I’analisi ai guasti software e ai sistemi di controllo. L’integrazione di
Unreal Engine per la simulazione e visualizzazione immersiva, unitamente allo sviluppo
di un framework per lo Human Digital Twin, dimostra I’applicabilita della metodolo-
gia nei contesti dell’Industria 4.0. I risultati evidenziano I’efficacia del framework pro-
posto per la modellazione e la simulazione di guasti multidominio nel migliorare la
robustezza, la sicurezza e la diagnosticabilita degli ICPS. Questo lavoro pone le basi
per future ricerche nell’ambito dell’isolamento dei guasti, della manutenzione predit-
tiva e dell’integrazione di sistemi di monitoraggio in tempo reale in ambienti industriali
complessi.
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1

Introduction

The increasing integration of computational and networking capabilities into industrial and en-
gineered systems has led to the proliferation of Industrial Cyber-Physical Systems (ICPSs).
These systems, defined by the intersection of digital, physical, and network components, are
central to the Industry 4.0 paradigm, enabling highly optimized production, predictive main-
tenance, and sophisticated monitoring. However, this complexity also introduces significant
challenges, particularly concerning functional safety. Ensuring the functional safety of ICPS re-
quires rigorous analysis of potential faults across all domains, electrical, mechanical, and ther-
mal, and their potential interactions. A well-known method for ensuring the functional safety of
a system is simulation: during this process, a time series of data is generated that represents the
system’s behavior over time in response to a given stimulus. The main advantage of simulation
is that, potentially, we can recreate situations that would not be possible to recreate in the real
world for testing purposes alone. In fact, although crash tests exist, their cost can be very expen-
sive. Producing an object solely to destroy is an operation that, logically, can only be carried out
a limited number of times. However, understanding how the system will react to faults, rather
than to extreme conditions of use, is paramount for improving the design and maintenance of
the system over time. The time series obtained as a result of fault simulations are very useful,
if not crucial, for procedures such as fault behavior analysis, and automatic Fault Detection and
Isolation (FDI). All of these are fundamental steps for predictive maintenance, which is partic-
ularly important in many manufacturing, industrial, aerospace, and automotive environments.
In our experience, time series datasets are not easy to find, as data measured in the field is not
always recorded and, secondly, is not always made publicly available by the companies. It is
even rarer to find data from systems that are broken or nearly failing.

1.1 Challenges and Motivations

While the state-of-the-practice for digital and electrical fault injection is well-established, often
guided by standards like ISO 26262 [1], this methodology is frequently limited to injecting a
single fault at a time and only on one faulty branch.

A significant gap exists in the systematic modeling and, consequently, the simulability of
non-electrical faults. The physical part of an industrial system, comprising multiple domains
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(electrical, mechanical, and thermal), necessitates a fault simulation strategy comparable to that
of the digital domain. Current challenges include:

e The lack of unified fault modeling and categorization: there is a need to accurately model
non-electrical faults across domains, which are often closely tied to the specific system
structure.

e The difficulty of fault injection in multidomain simulators: simulation tools often restrict
fault injection to system interfaces, thereby inhibiting the comprehensive analysis of internal
components or the exploration of cross-domain fault propagation effects.

o The need for seamless co-Simulation: The analysis of complex systems demands an inte-
grated environment where cyber (controller/software) and physical (multidomain hardware)
models can be efficiently co-simulated to inject and observe multidomain fault behaviors.
For instance, modeling the complex electro-mechanical interactions (e.g., in a DC Motor)
and their coupling with thermal aspects (e.g., in Battery packs) requires modeling languages
(like Verilog-AMS or SystemC AMS) that support multiple disciplines and allow easy ma-
nipulation of internal component parameters to simulate faulty conditions.

Therefore, the primary motivation of this thesis is not only to develop novel methodologies for
deriving non-electrical fault models, but also to integrate these models into efficient, multido-
main simulation flows, enabling realistic fault injection and analysis for the functional safety

assessment of ICPS.

15026262
ELECTRICAL FAULTS
DC MOTOR

Physical
Analogies

EQUIVALENT
MECHANICAL EQUIVALENT
FAULTS THERMAL FAULTS

; MITIGATION
MECHANICAL THERMAL STRATEGIES

FAULT FAULT
TAXONOMY TAXONOMY

g HUMAN DIGITAL TWIN

AUTOMATIC TEST

- - = EQUIPMENT
SYSTEMC AMS UNREAL ENGINE

Fig. 1.1: Methodology proposed by this thesis. From left to right: inferring non-electrical fault models through
physical analogy; testing such fault models to simulate and generate systems’ faulty behavior; adopting the obtained
fault models to realize different safety-oriented applications.
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1.2 Research Contribution and Thesis Structure

This doctoral thesis addresses the functional safety challenge in ICPS by proposing and vali-
dating a novel, holistic, and cross-domain approach to fault modeling and simulation.

To fully appreciate the integration of the different disciplines proposed in this thesis, it is
useful to visualize the overall methodology as an end-to-end "left-to-right" workflow, bridging
traditional reliability engineering with modern simulation techniques.

The pipeline begins on the left of Fig. 1.1 with standard safety and reliability assessments,
namely Hazard Analysis, Failure Mode and Effect Analysis (FMEA), and Fault Tree Analysis
(FTA). These traditional activities are crucial for identifying critical failure modes, assessing
their risks, and understanding their root causes across the system’s different domains. However,
traditional FMEA and FTA are predominantly static and document-based. This work pushes
these analyses further to the right by translating the identified theoretical failure modes into
concrete, simulable behavioral fault models. These multidomain faults (electrical, mechanical,
thermal) are then injected directly into a Digital Twin of the ICPS. By simulating these faults
in real time or accelerated time, the Digital Twin provides dynamic validation of the FMEA,
observing how faults propagate across domains and evaluating the effectiveness of the system’s
safety mechanisms and monitoring contracts.

The main contributions of this doctoral thesis are shown in Fig. 1.1, and summarized as
follows:

1. Fault Modeling: A methodology for applying physical analogies to systematically infer
mechanical and thermal fault models from established electrical domain techniques (e.g.,
ISO 26262, IEEE 2427-2025). This led to the identification and classification of a non-
electrical fault taxonomy.

2. Fault Validation and Multidomain Analysis: Validation of the proposed fault models across

several Industrial Cyber-Physical Systems case studies, employing Verilog-AMS and SystemC-

AMS to ensure easy manipulation and integration of the proposed fault models into
industry-compatible simulation tools:
e A DC Motor and Micro Electro Mechanical Systems (MEMS) accelerometer using
multi-domain system simulation.
e Thermal simulation and safety analysis on Battery Packs, including the development of
an automatic tool for design exploration with various coolant layouts.
¢ A Drone (multirotor) model, integrating mechanical, electrical, and thermal components
in a closed-loop co-simulation environment (SystemC AMS and Unreal Engine).
e Landing Gear System model of an aircraft, which is also composed of electrical, hy-
draulic, and mechanical components.
3. Fault Applications: Application of the derived fault models to high-value industrial activi-
ties:
e Fault Detection and Monitoring: Implementation of a contract-based monitoring ap-
proach (Time-Sensitive Behavioral Contracts) to detect faults in multi-domain systems,
extended to the control module (HW-SW Co-Simulation).
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e Human Digital Twin: A framework for human-centered Digital Twins (IMHU) in the
Industrial Metaverse for operator state detection (awake/drowsy).

e A battery pack automatic modeling and simulation tool, which helps the user to create
complex cell-to-cell connected battery pack models.

o Automated Test Equipment (ATE) Integration: A Service-Oriented Methodology (MATE)
for connecting ATE in Industry 4.0 environments.

The remainder of this thesis, which details these contributions, is structured as follows:

Chapter 2, Fault Modeling: Discusses the theoretical framework and the construction of the
non-electrical fault taxonomy based on the principle of physical analogies with the electrical
domain.

Chapter 3, Fault Validation: Presents the multi-domain simulation environment and the de-
tailed analysis of the fault models across various case studies (DC Motor, MEMS, Landing
Gear, and Drone).

Chapter 4, Fault Applications: Explores the advanced applications enabled by the validated
fault models, specifically detailing the Contract-Based Monitoring, Human Digital Twin,
and ATE integration.

Chapter 5, Concept of an Automotive Digital Twin, designed to integrate all the components
of the previous chapters.

Chapter 6, Conclusions and Future work directions.
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Fault modeling through physical analogies

The pursuit of Functional Safety in Industrial Cyber-Physical Systems (ICPSs) necessitates a
shift from verifying individual components in isolation to analyzing the system as a holistic
entity. While Chapter 1 highlighted the need for a unified simulation approach, this chapter
addresses the fundamental theoretical challenge: the semantic gap between physical defects
and behavioral simulation.

In the digital and electrical domains, fault modeling is a mature discipline with established
standards (e.g., ISO 26262) and abstractions (e.g., stuck-at faults, open/short circuits) that effec-
tively map physical defects to behavioral deviations. Conversely, in the mechanical and thermal
domains, failure analysis typically relies on Finite Element Analysis (FEA) or detailed geo-
metric inspections of material degradation (e.g., cracks, wear, fatigue). While accurate, these
physical descriptions are computationally too expensive for system-level simulation and often
lack a direct translation into the behavioral differential equations used for control logic verifi-
cation.

This chapter presents a methodology to bridge this gap. As Fig. 2.1 shows, by exploiting the
mathematical isomorphism between different physical domains—specifically through Physical
Analogies—we propose a framework to infer behavioral fault models for the mechanical and
thermal domains starting from established electrical fault primitives. This approach enables the
construction of a novel non-electrical fault taxonomy that is natively compatible with behavioral
simulation languages, such as Verilog-AMS, allowing for the systematic injection of multi-
physics faults.

2.1 Problem Statement

Nowadays, in every industrial field, the design of complex systems is evolving quickly, as a
result of the adoption of digital technologies, in the form of the current trend named Industry
4.0, i.e., the fourth industrial revolution. The new digital technologies allow indeed to closely
monitor and mimic the evolution of a Cyber-Physical System (CPS), thus gaining more knowl-
edge of the operating conditions, allowing to foresee future evolution and to observe complex
interdependencies [2]. The modeling complexity, on the other hand, is rewarded by the possi-
bilities it opens, allowing for the mirroring of the actual operation of the analog side of a CPS
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Fig. 2.1: Methodology proposed by this thesis. From left to right: inferring non-electrical faults models through
physical analogy; testing such fault models to simulate and generate systems’ faulty behavior; adopting the obtained
fault models to realize different safety oriented application.

or a smart system. A smart system is designed to integrate heterogeneous components, such
as digital, analog, and communication modules, as well as Micro Electro Mechanical Systems
(MEMS), in one single, miniaturized device [3,4]. Furthermore, modeling such systems enables
performing what-if analysis, estimating the impact of faults on the system or individual com-
ponents, and better exposing the complex interdependencies between heterogeneous aspects in
the generation and propagation of faulty behaviors [5].

This procedure, called fault injection, supports the creation of reliability mechanisms in the
design phases of a smart system or the analog side of a CPS, which underlines weaknesses
that could affect the system’s safety [6]. However, applying fault injection to the context of
CPSs (that are natively multi-domain systems) differs depending on the part of the system and
the domain under analysis [7]. Overall, fault injection is the state of the practice for ensuring
functional safety of both digital and analog circuits, as quoted by the ISO 26262 standard for
the functional safety of road vehicles [1]. In the digital domain, the state-of-the-art fault models
are stuck-at-0/1 faults [8]. For the analog domain, the analog faults have been defined and
classified by the recent IEEE 2427-2025 standard. At the state-of-the-art, such techniques do
not apply to other domains than the electrical one, for instance, in an electromechanical system,
where fault models injected into the electrical part will deeply differ from purely mechanical
ones, and this applies even more to other physical domains (e.g., thermal, hydraulic). In the
mechanical domain, the usage of fault injection techniques is not as widely adopted as in the
electrical one. Thus, categorizing mechanical components and machinery working conditions
is complex because of a paradigm shift that is too recent to be supported by an established
and standardized procedure. Given the impact that mechanical fault injection could have on the
evaluation of safety mechanisms, extending fault injection techniques to the mechanical domain
appears to be an attractive idea. A key resource comes from the observation that analogies exist
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Fig. 2.2: Overview of the proposed methodology to model and inject multi-domain faults into the analog part of
smart systems or CPSs described at the behavioral level through differential equations.

between the different physical domains. The idea is that different domain-specific behaviors
can be mapped onto the same differential equations by interpreting the quantities involved in
terms of their domain-specific meanings. The following sections will show how such analogies
between mechanical and electrical systems can be exploited to perform safety analysis in the
mechanical domain by using a new non-electrical fault taxonomy. Moreover, the purpose of the
methodology presented in this paper is to model faulty behaviors of a generic system utilizing
such analogies, regardless of the underlying physical domain. In this way, it would be possible
to apply advanced fault injection techniques, well established in the electrical domain, to other
domains, e.g., the mechanical one. The goal, summarized in Fig. 2.2, is to model a smart system
(e.g., a car Electronic Control Unit (ECU)) or the analog side of a CPS (e.g., a wind turbine [9])
with the adoption of different types of faults spanning across different domains, to alter its
functionality in many ways, and to deeply explore the impact of faults on the different levels of
a system. To summarize, the main innovations proposed in this article include:

1. Create a new mechanical fault taxonomy by identifying mechanical fault models and inject-
ing them directly into the mechanical system;

2. Realize a new automatic tool for the automatic fault injection in multi-domain models (elec-
trical and mechanical), where the standard electrical faults are injected in the electrical part,
and the proposed mechanical faults are injected in the mechanical part.

3. Verify the behaviors of the proposed system under different faults and operating conditions;
this allows to perform functional qualification of the verification testbench.

2.2 Background and State-of-the-art

This section introduces the state of the art of behavioral fault modeling in smart systems and
CPSs through physical analogies. Then, it covers the starting point of this paper, summarizing
the previous works in this context.
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2.2.1 Behavioral fault modeling

Modeling and simulation of a CPS are key steps for ensuring the functional safety of such sys-
tems. At the state-of-the-art, there are two ways to represent and simulate physical systems:
graphical tools, e.g., Modelica-based tools and Simulink/Simscape, and adopting description
languages, like Verilog-AMS, VHDL-AMS, and SystemC AMS. With the former solution, the
system is built by connecting pre-defined blocks belonging to domain-specific libraries. Those
pre-defined blocks hide their internal dynamic, making the internal equations visible only to the
solver, which computes the system evolution over time. However, the designer can customize
the blocks since they are parametrized. So, the fault injection process is limited in such blocks-
only environments [10]. Few works focus on fault modeling in the literature. Several working
groups deal with fault detection or diagnosis [11, 12], but fault modeling is still a poorly ex-
plored topic. The latter solution requires modeling system evolution explicitly as differential
and algebraic equations enriched with the application of energy conservation laws. Although
the effort during the model realization is higher, the designer can choose the accuracy of the
model description. Thus, injecting faults and faulty behaviors is feasible by manipulating the
equations.

A fault represents a wrong response in system behavior because of multiple scenarios, i.e.,
material aging, strain or breaking of an internal component, a production defect, or a digital
failure [13]. Functional safety focuses on ensuring the correct performance of systems in the
presence of faults through several procedures. Fault injection is one of these procedures, which
is formally described for the electrical domain in the ISO 26262 standard [1]. Furthermore, a
transistor-level circuit can be faulty by injecting specific fault models and using different fault
injection techniques, which describe how and where faults are injected [14]. Instead, fault mod-
els and injection techniques are not as advanced in the mechanical and thermal domains. Some
fault taxonomies exist for mechanical systems [15, 16], but they focus only on the geometry of
the system or other physical properties. In the literature, the number of works that analyze the
multi-domain faults in the mechanical domain is limited. Therefore, classifying fault models
suitable for each mechanical model is complex due to the high heterogeneity of the existing
mechanical systems, including MEMS. While in the thermal domain, faults in the form of ab-
normal temperatures are often the consequence of another disturbance, such as electrical or
mechanical variations. Extending fault taxonomies and fault injection techniques to these do-
mains is a way to deepen the study of functional safety in more complex, multi-domain systems.
Moreover, all the real-world physical conditions that might vary the behavior of a system with a
fault cannot be reproduced in a simulated environment. This work proposes a way to overcome
these research gaps.

2.2.2 Modeling physical systems through analogies

In industry and research fields, the electrical equivalent circuits have been adopted increasingly
to model complex systems over the years. Such equivalent models helped to bridge the gap
between the electrical and mechanical disciplines, allowing engineers to leverage mathematical
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Fig. 2.3: Mapping of a mechanical system to an electrical one by exploiting the physical analogies between me-
chanical (left) and the electrical equivalent systems (right) according to the force-voltage (top) and the force-current
(bottom) analogies.

tools and concepts developed for electrical circuits to the mechanical domain. These complex
systems are built based on analogies that link physical quantities of a specific domain to quan-
tities typical of another domain and exploit the concepts of conservation of energy laws [17]
applicable to different domains like thermal, magnetic, and hydraulic, especially with the elec-
trical one [18]. As an example, electrical circuits are used to model characteristic parameters
variability in energy components [19], and ocean wave power takeoffs [20]. Nonlinear dynam-
ical systems can be represented using this methodology by simulating their nonlinear behavior
with active electrical components. As such, electrical circuits can be exploited to model transla-
tional/rotational mechanical systems through analogies. Using modern simulators (e.g., Spectre
and Eldo), simulating the equivalent circuits obtained is feasible in a fast and accurate way.
Alternatively, such electrical equivalent circuits can be simulated via multi-physics simulators
(e.g., Simulink, Siemens AMEsim, Ansys Fluent, COMSOL, Modelica-based).

Table 2.1: Mapping between electrical and mechanical quantities in the force-voltage analogy.

Type Mechanical translation Mechanical rotation Thermal Domain Analogous electrical
Effort
. Force Torque Voltage Temperature
Variable
Flow . Angular
) Velocity ] Heat Flow Current
Variable velocity
. Rotational Thermal .
Damping . . Resistance
resistance resistance
Moment of
Others  Mass o - Inductance
1nertia
. Rotational Thermal .
Compliance Capacitance

compliance capacitance
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2.2.3 Modeling multi-domain systems via Verilog-AMS

Verilog-AMS is the latest extension of the Verilog language created for combining the digital
and the analog part. The communication between the digital and the analog part is possible
through pre-defined language functions, e.g., timer (), activating a timer inside an analog design,
and cross(), describing a crossing routine when the monitored analog function crosses the zero
value of magnitude.

The Verilog-AMS language also defines constructs to model systems belonging to different
physical domains, in particular, electrical, mechanical, and thermal. Complex models can be
defined by combining various physical domains, e.g., by modeling electro-mechanical systems
such as a direct current motor. A discipline represents a physical domain (e.g. electrical or me-
chanical), and it is composed by natures. For instance, the electrical domain is represented by
the electrical discipline. The natures composing the discipline are the voltage and the current,
and they are accessible respectively through the functions v() and 1(). Conservative systems are
defined by introducing potential and flow variables. Moreover, it is possible to define custom
disciplines by changing the pre-defined potential and flow natures. The behavior of the con-
servative systems is modeled by the evolution of the natures of each domain over time, which
needs to be specified. Building an electrical circuit is feasible by using the branch statement,
which creates a connection between two nodes. Simulating behavioral Verilog-AMS models
can be achieved in an efficient trend by using commercial SPICE-based simulators. The simula-
tion can be handled by custom testbenches modules developed in SPICE-based code, e.g., Eldo
and Spectre languages.

2.3 Exploiting analogies for modeling mechanical systems and faults

The physical analogies correlating the mechanical and the electrical domains are used to build
equivalent systems that share the same behavior [21]. In particular, those analogies are:

e force-voltage analogy: mathematical equations of mechanical systems are compared with
mesh equations of the electrical system; this analogy is considered the easiest to use (top-
right of Fig. 2.3);

e force-current analogy.: mathematical equations of the mechanical system are compared with
the nodal equations of the electrical system, thus being more conservative of the system
structure (bottom-right of Fig. 2.3).

From a mathematical perspective, neither analogy is superior since they both lead to valid and
consistent results. Therefore, the choice of which one is to be adopted remains arbitrary. The
proposed methodology builds upon the force-voltage analogy because it is more intuitive than
the force-current one [22].
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2.3.1 Force-voltage analogy between the mechanical and the electrical domain

Through the force-voltage analogy, a mechanical system can be represented as an electrical

one by mapping each mechanical component in a corresponding electrical one, as shown in the
Table 2.1:

o force, effort variable in the mechanical domain, is represented by voltage in the electrical
domain;

o velocity, the mechanical flow variable, is related to the current in the electrical domain;

o all the other equivalence relations between physical quantities in the two domains are math-
ematically derived from the first two equivalencies: e.g., a damper is equivalent to a resistor
because both represent energy loss in their domain.

Several mechanical systems and MEMS can be represented through an electrical circuit due
to the mathematical analogies between the physical quantities, and they can be handled with
electrical methodologies and tools. By translating the mechanical system into an electrical rep-
resentation, well-established electrical techniques and tools can be directly used to analyze the
mechanical system without the need for adaptations. Moreover, when an electromechanical sys-
tem is transformed into an equivalent circuit, it can be analyzed as a unified electrical entity.

System 1 System 2
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Fig. 2.4: Mechanical representation of a Tuned Mass-Spring-Damper system connected to a fixed reference.

Mechanical system

Let us consider the tuned Mass-Spring-Damper system shown in Figure 2.4 as an example of the
mechanical system. This system is composed of a mass (mg) connected to the ground reference
by a spring (ko) and a damper (bg), and to a second mass (m) through a spring (k;) and a
damper (b1). Usually, the first mass (m19) is bigger than the second mass (m11). This configuration
of the system, composing two Mass-Spring-Dampers, allows the damping of the movement
amplitude in one oscillator by installing a second oscillator on it. Thus, if tuned properly, the
maximum oscillation amplitude of the first system, with respect to a periodic input signal, will
be lowered. The Mass-Spring-Damper behavior is described by the differential equations shown
in Egs. (2.1) and (2.2).

moxo = F + ko(x1 — x0) + b1 (X1 — Xo) — koxo — boXo 2.1)
miX1 = —ki(x1 — x0) — b1(X1 — Xo) (2.2)
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System 1 System 2

Fig. 2.5: Representation of a Tuned Mass-Spring-Damper system as a mechanical network.

Conversion to a mechanical network

In order to convert the mechanical model (Fig. 2.4) to its electrical equivalent, passing through
a representation of the dual mechanical network is useful, as the force-voltage analogy does
not preserve the topology of the mechanical network during the realization of the electrical
circuit [22]. In Fig. 2.5 the two nodes xg and x; express the movements (xo(#) and x1(¢)) of
the two masses in the mechanical system. Each node connects the mechanical components,
or branches, which are exposed to the same displacement resulting from a force. The state
space model of a mechanical system can be derived easily through its mechanical network
description. Moreover, such conversion to the mechanical network is a very useful step to obtain
the equivalent electrical circuit, especially using the force-voltage analogy. However, the choice
of using mechanical networks is mainly because they can be drawn easily when adopting force-
voltage analogy and they make the conversion step in the electrical domain simpler [23].

b

Fig. 2.6: Electrical equivalent representation of the tuned Mass-Spring-Damper system (double-RLC).

Electrical equivalent

The electrical equivalent circuit is a simple electrical system composed of two resistance-
inductance-capacitance (RLC) branches shown in Fig. 2.6. Components of the mechanical net-
work connected to the same displacement x,, are connected in series in the electric circuit since
they are affected by the same electric current (force-voltage analogy consequence). Vice versa,
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components connected to different displacements will be connected in parallel since they are
not affected by the same electric current. The complete behavior of the double-RLC is defined
through the differential equations shown in Egs. (2.3) and (2.4).

. dio 1 . di2
0=V,,— Ryip — Lp— — — dt+Li— 2.3
Vin — Roio dr ~ Co io 17 (2.3)
dip 1
O0=L—+— 1dt + Rqi 24
o i 101 (2.4)

2.3.2 Standardized analog faults

For several years, the set of fault models was limited to open circuit, short circuit, sources,
and parameter deviations for the electrical domain. However, what today is known as the IEEE
2427-2025 standard [14] has been produced by its working group. The development group of
the 2427 standardized the defect modeling, simulation techniques, and coverage metrics for
both analog and mixed-signal circuits. In order to determine the behavior of each analog fault,
the IEEE 2427 standard specifies that faults need to be injected one model at a time and in a
single point of the circuit. In details:

e short electrical fault is equivalent to a bridge fault in an analog circuit, where two points of
the circuit are joined by a not intended connection: this fault model has been introduced to
ensure a connection between two points of the circuit by injecting it in parallel to a circuit
component. Usually, the short fault model is added through a small resistance in parallel to
a component (see Fig. 2.7(b)).

e an open electrical fault represents a lack of a planned connection between two points in
the circuit; thus, the electrons flowing in the circuit are not able to pass throuh the original
branch anymore. Therefore, the open fault is injected with a large resistor in series before
or after a single component (see Fig. 2.7(c)) to stop the current from flowing.

e a current pulse fault is related to extra-currents injected in the circuit, usually modeled as
pulses and injected in parallel with a component (see Fig. 2.7(d)).

e avoltage pulse fault refers to an abnormal voltage difference added in an electrical circuit;
it is usually realized as pulses, and it is injected in series with a component (see Fig. 2.7(e)).

e parametric faults are related to the variation of a parameter inside a model, e.g., a smaller
resistance value in a circuit due to errors in manufacturing.

2.4 A novel mechanical fault taxonomy

In literature, mechanical faults are categorized based on the component’s physical character-
istics [16] in relation to a potential cause (e.g. an overload) and a failure mode that specifies
how the component fails. The fault outcomes mainly involve changes in materials, component
geometries, shapes, and dimensions.
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Fig. 2.7: Representation of a simple electrical circuit in the fault-free configuration and in four faulty configurations.

Table 2.2: Mechanical fault taxonomy derived from the analysis of electrical faults injected in the equivalent me-
chanical circuit.

Mechanical Behavior Mechanical Effect Mechanical Fault Electrical Fault Equivalent

Brake/ friction Added/increased braking force on Galling/Seizure, Creep, Spalling, Open
failed component Wear/Corrosion
Disconnection The failed component detaches Rupture, excess of Backlash Short

from the system

External force

An abnormal (external) force af-
fects the component

It can cause deformations or
cracks or ruptures (from impact of
fatigue)

Voltage source

Limited movement

The direction of displacement of
a component is abnormally modi-
fied

Rupture, Deformation, Wear

Current source

Parametric

Intrinsic characteristics of the
failed component altered

Wear (component aging) and all
the parameters changes

Parametric

The behavior of mechanical systems is the main focus of this paper; therefore, a method-
ology relying entirely on the behavioral-level of abstraction has been investigated. Represent-
ing mechanical systems as mechanical networks and describing their behavior using equations
allows inferring a fault taxonomy closer to this level. The fault modeling and fault injection
operations of the electrical domain are also suitable for mechanical networks representing our
mechanical system since the injection is performed into single branches in both cases. More-
over, building a mechanical network is structurally very similar to electrical circuits since both
descriptions consist of nodes and branches, which have their own equations. For this reason,
modeling a mechanical system through an electrical circuit seems to be a good approach for
simulating faulty mechanical behaviors.

It is important to note that physical analogies do not provide any information about faults.
The behavior is mathematically equal across the domains, but this does not mean that they are
functionally equal, and thus, the correspondence of electrical faults with mechanical ones is not
obvious. If the behavior of a faulty system makes sense from both an electrical and a mechanical
perspective, then the fault models belonging to different domains are equivalent. This correla-
tion can be established by simulating equivalent faulty electrical circuits using electrical fault
injection techniques and then by studying the obtained behavior from the mechanical point of
view. Some mechanical faults can be assimilated to the faulty behaviors obtained through elec-
trical fault simulation, as defined in [15, 16]. Table 2.2 shows how mechanical fault behaviors
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can be derived by simulating faulty electrical circuits equivalent to mechanical systems. Now
let us see how from electrical faults, the corresponding mechanical faults can be inferred.

2.4.1 Open circuit fault

The open fault simulates a break in the circuit line, resulting in a significant reduction of the
current flow. Conceptually, the introduction of a braking agent in a mechanical system can
be correlated to the open fault, as both results in a significant reduction in the flow variable
(electric current or velocity, respectively). The fault can be thought of as increasing friction on
the system’s surface caused by many factors, such as temperature, wear, or debris.

2.4.2 Short circuit fault

The short circuit fault consists of an unintended connection between two points in the circuit that
are not meant to be connected. This fault represents a disconnection of mechanical components
from the remaining part of the system, such as springs or dampers. This fault can occur if the
component is damaged by excessive backlash or a rupture.

2.4.3 Voltage and current sources faults

Voltage and current sources change the voltage and the current at a given point in the circuit in an
unexpected trend. These sources of interference can be caused by surrounding electrical circuits
or by alpha particles coming from outer space impacting the circuit. Considering the analogy,
the voltage source is analogous to an unexpected external force on the faulty component. On the
other hand, a current source can be considered as a changing factor of the velocity. Therefore,
a current source changes the displacement or rotational velocity of the component affected by
the fault.

2.4.4 Parametric faults

Parametric faults are equivalent in both domains since they consist of simple parameter varia-
tions.

The taxonomy shown in Table 2.2 is derived essentially from the simulation of several me-
chanical systems described through the electrical analogy: a mass-spring-damper, a tuned mass-
spring-damper, a double pendulum, and a DC motor [24, 25]. Thus, the presented fault taxon-
omy can be extended by building equivalent circuits of more complex mechanical systems and
simulating their behavior. After forming the taxonomy, fault analysis becomes multi-domain:
faults are injected and then simulated in their own domain of belonging. For example, the me-
chanical faults produced are injected into mechanical systems or into the purely mechanical
parts of the tested systems. In the following chapters, the procedures of injection and fault sim-
ulation become multi-domain and they are illustrated and then exemplified on multiple complex
systems: both CPSs, and MEMS sensors.
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2.5 Multi-domain fault injection

In this section, we present a methodology to inject the fault models introduced in Section 2.4
through the Verilog-AMS language.

2.5.1 Behavioral fault injection

Fault injection in an analog system treats separately the injection of faults in the different physi-
cal domains. In the case of an electromechanical system, the injection process follows different
rules for electrical equations and mechanical equations. Thus, let us introduce the procedures
for injecting faults in the electrical and mechanical disciplines.

Faults in the electrical discipline

Fig. 2.7 shows the location of the faults injected in a typical electrical circuit: Let us take as
reference the short circuit fault between nodes p and n1 shown in Fig. 2.7(b). We can model that
fault in Verilog-AMS with the following statement:

I(p, nl1) <+ V(p, nl) / rshort

modeling a small resistor inserted between two nodes p and n, which is in parallel to the voltage
source Vm.

We can model an open-circuit fault in Verilog-AMS, like the one shown in Fig. 2.7(c), with
the following statement:

V(n3, n2) <+ I(n3, n2) * ropen

which is a high resistive contribution to the series of branches that goes from node n1 to node
n2 of the circuit. Conversely to what we did with the short circuit, here we need to add a new
node n3 between resistor R1 and node n2, to inject our open fault.

Similarly to the short and open fault, voltage and current sources are also injected by fol-
lowing the same guidelines. These sources are unwanted external contributions in the branch in
which they are injected, affecting its behavior. Adding a current source to a branch is done by
injecting the equation in parallel on a specific branch, as described for the short fault. A voltage
source is injected by adding the fault equation in series to the specific branch, as described for
the open fault. Furthermore, parametric faults can be injected to alter the values of inductors
and resistors.

Faults in the mechanical disciplines

In the mechanical domain, including both translational and rotational mechanics, faults are
injected as a direct contribution to the branch that composes a mechanical system. The me-
chanical disciplines of Verilog-AMS are non-conservative; thus, the system is not modeled by a
composition of mechanical nodes. The following statement represents a damper fault modeled
in Verilog-AMS:



2.5 Multi-domain fault injection 17

Ele-Ctm-:al ={ For each branch }:
Circuit ;
r| Which fault |—l
Open & Voltage Source
1. New node Short & Current Source
2. New branch 1. Copy current branch
3. Edit current branch 2. Inject fault in the new
4. Inject fault in the branch
new branch
Faulty L»l Output |<J
Electrical = ] |
Circuit

Fig. 2.8: Structure of the fault injection framework for altering electrical descriptions. Red boxes identify the injec-
tion process, while blue striped boxes the input and output circuits.

Tau(p, n) <+ Omega(p, n) * value

where value represents the value of resistance to motion. The higher this value, the greater
the braking power will be to interrupt the component motion. The damper is injected in the
same way into a translational mechanic model by replacing Tau with F and Omega with Pos
(kinematic discipline) or Vel (kinematic_v discipline). Similarly, an external torque exerted
on the rotational component included between the nodes p and n is modeled as:

Tau(p, n) <+ transition(100, 0, 0.1, 0.1)

where transition is a function that characterizes a transient contribution, i.e., not constant dur-
ing the time with an associated rise and fall time.

Note: The above examples have been written using Verilog-AMS to demonstrate that in-
jecting the proposed fault models is straightforward. The same operation can be implemented
in SystemC AMS, as we will see in the following chapters, where these languages will be ex-
plored in greater depth.

2.5.2 Fault injection framework

The faults presented in Section 2.5.1 are injected automatically into Verilog-AMS descriptions
by a developed tool. Currently, the framework supports the manipulation of the electrical and
mechanical discipline of Verilog-AMS. As mentioned before, only one fault model is injected
at a time and at a single point in the system, according to the fault taxonomies shown in Sec-
tion 2.4. The fault injection framework is built as an additional tool of HIFSuite [26], which
allows manipulation of various Hardware Description Language (HDL) descriptions, including
Verilog-AMS. Fig. 2.8 explains how the fault injection process takes place for the electrical part:
the tool converts any circuit described in Verilog-AMS into XML as an intermediate modeling
representation for simpler fault injection. Depending on the fault model being injected, there is
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Fig. 2.9: Structure of the simulation flow used to test the different faulty models.

a procedure for faults injected in series to a branch (i.e. open and voltage source faults) and one
for faults injected in parallel (i.e. short and current source faults). Finally, the tool returns all the
faulty circuits, based on the electrical fault models, in their original HDL language.

The same procedure is followed for the injection of mechanical faults into Verilog-AMS
models. The injection tool is able to generate multiple faulty descriptions of the original me-
chanical model with the same steps as with electrical circuits. Referring to Table 2.2, the braking
agent and the external force faults will be injected once in each mechanical branch. The dis-
connection and the limited movement are injected between each couple of mechanical nodes
in the Verilog-AMS module. The simulation is run by a testbench module, which instantiates
both the fault-free model and the faulty models using the alter command (see Fig. 2.9). The
instantiated modules provide their simulation output to the comparator, which will detect which
fault pattern has been injected and at what point in the simulation time. This testbench module
simulates every module only once for all comparisons, obtaining all results in a dedicated file.

2.5.3 Functional qualification of the verification testbench

The behavioral fault models presented in the previous sections are defined to be applied in
analog descriptions that allow the representation of faulty continuous behaviors. This situation
could present many variabilities due to the model itself and due to the stimulus provided to the
model by the testbench. Thus the testbench quality is fundamental to adequately stimulate the
model in the presence of nominal and faulty conditions [27]. These stimuli can be applied at
different points of the model, depending on the physical system under analysis. For example,
a direct current motor can be stimulated by applying different source waveforms to the elec-
trical part enabling a different response of the motor dynamic. This implies that different input
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waveforms can stimulate different faults injected into the model by changing the diagnostic cov-
erage metrics calculated to asses the functional safety of complex systems. These variabilities
due to the input waveforms are described in the literature for the analog domain as testbench
qualification [28,29].

The same concepts can be applied to systems described at the behavioral level, as proposed
in this article. Consequently, an in-depth analysis should be performed to retrieve the range of
values in which the input waveforms need to be positioned to stimulate the system correctly, e.g.,
by applying a specific waveform frequency range as input. By combining ad-hoc testbenches
with systematical fault injection campaigns in multi-domain systems, correct diagnostic cover-
age metrics can be calculated to guarantee the functional safety of the overall system. In this
article, the proposed case study (see Chapter 3) has been analyzed under different faulty con-
ditions (see Section 2.4) and various operating conditions. The latter scenario has been created
by applying different stimuli to the system under test. These stimuli change the behavior of the
system, and they are obtained through a refinement of the testbench module. Refining means
building the testbench that stimulates the widest amount of the system’s components, namely
activating the largest number of faults among all the injected into the system.

2.6 Realizing thermal models through analogies

Temperature monitoring is critical for any class of industrial device, as it can change the inner
parameters of the system belonging to other physical domains, such as friction or electrical re-
sistance. Moreover, temperature tracking is important for determining the operating conditions
of the system and for the safety of the surrounding environment. For this reason, realizing the
thermal model of a system under test is crucial.

2.6.1 Thermal analogous model

Several approaches exist for building thermal models by exploiting the analogies introduced in
the previous section. The main thermal characteristics that determine temperature change are re-
sistance and thermal capacitance. These two parameters can be intuitively considered equivalent
to electrical resistance and capacitance. Moreover, according to the analogy, the temperature is
equivalent to voltage while heat flow to electric current. Therefore, it is simple to consider
an RC electrical network as an equivalent thermal model, and many thermal simulators rely
on this assumption [30-35]. These equivalent electrical circuits are known as Foster and Cauer
networks [33]. The two networks, depicted in Figs. 2.10 and 2.11, are equivalent in implementa-
tion (they can be easily transformed into each other), but they have different characteristics [36].
Creating these networks allows describing the thermal behavior of various classes of systems
since the temperature is described as an extra-functional property and modeled in the same way
through couples of resistors and capacitors.

In the Cauer network, all capacitors are grounded to force heat to flow only in one direction,
and each node in the circuit represents a different temperature value. Specifically, voltage on the
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Fig. 2.11: Example of a Foster network.

capacitor nodes represents the temperature at a specific point in the system, while ground repre-
sents the ambient temperature. The potential difference between a node and ground represents
temperature difference between the object and the environment, and resistance consists of the
amount of heat that can flow through an object or a solid surface. For example, in a model re-
lated to transistors, each resistance represents the constructive and material differences of each
layer of the component. However, the Cauer network is difficult to describe mathematically, so
using it to extract parameters such as capacitance and resistance is complex.

In the Foster network, only the last capacitor is grounded; all the others are connected in
parallel with the resistors. This network has no physical meaning from a thermal point of view,
as the nodes do not respect the structure of the system (in the thermal domain, capacitance
cannot take negative values). Nonetheless, the Foster network is useful for the extraction of
resistance and heat capacity parameters and for making some analytical calculations.

For the reasons listed, the Cauer network representation was chosen in this paper as the
equivalent thermal system to study the thermal behavior of the case studies. Furthermore, the
accuracy of the thermal networks described in some articles as a Lumped-Parameter Thermal
Network (LPTN) is proved to be comparable to a Finite Element Model (FEM) in the prediction
of the effective temperature [37].

2.7 Thermal faults classification

Although the analogies allow the creation of valid models for systems belonging to different
domains, this is not guaranteed concerning faults added as additional differential equations.
A fault belonging to one domain may not have a physically valid and functionally relevant
meaning in another domain, even if the purely mathematical behavior is the same. A physical
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meaning of the obtained equivalent fault model has to be investigated anyway to validate the
mapping between the two fault models belonging to different domains.

An extension of faults from the electrical to the mechanical domain has been proposed
in [25]. Now, the focus shifts to a possible mapping between faults in the electrical domain and
the thermal domain.

Due to the ability to model thermal systems as electrical circuits described in the previous
section, injecting electrical faults into the equivalent thermal circuit and studying their physical
effects on the whole system seems very promising. Then, the aim is not only to study the direct
thermal effects of a thermal fault but also to understand what consequences it may have in a
multi-domain system.

The mapping research between electrical and thermal fault models is first performed on
isolated RC Cauer networks of various sizes. Fault injection has been executed on Cauer net-
works consisting of one to three resistor and capacitor pairs to understand whether the electrical
fault actually could have a physical meaning as an equivalent thermal fault. Once the map-
pings between faults were determined, the analysis switched to a real model, as explained in
Section 3.5.2, i.e., where the Cauer network is supplied by the power loss of a real system.

Let us now present the mappings obtained between the electrical fault models and the ther-
mal domain. Consider the analog faults proposed by the IEEE 2427 standard [14]: the analog
faults proposed by this standard must be injected at a single point in the circuit, one fault model
at a time. In this way, studying the variation of system behavior based on that fault model is
feasible.

2.7.1 External heat source

One of the electrical faults proposed in the standard is the current source injected in a branch.
This fault represents an unintended variation of electric current flow in a branch of the circuit.
The cause of this fault may be due to external interference coming from adjacent branches or
an external electromagnetic field. Referring back to the analogy, the coupling between electric
current and heat flow is crucial when analyzing this fault model. Thus, by injecting electrical
current into a branch of a Cauer network, the amount of current flowing in the circuit increases,
compared to the current flow generated by power dissipation. Hence, at the thermal level, the
system is exposed to a bigger heat flow than normal, causing a rise in the temperature of the
component corresponding to the faulty branch. In general, the temperature rise in a mechanical
component causes thermal dilatation of the materials composing the object, inducing internal
stresses when subject to constraints [38]. Moreover, this anomaly temperature variation is usu-
ally a consequence of friction, defined as a passive source of heat that causes an increment in
the system temperature, and a mechanical dilatation of materials.

2.7.2 Open Fault

As aresistance value higher than expected in a branch of the circuit. If the additional resistance
has a very high value, the fault model simulates a line break in the circuit. The open fault
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increases the resistance value on a branch: from a thermal point of view, it represents an increase
in the thermal resistance value of the faulty component. This effect can be caused by a sudden
change in the physical properties of the material due to non-optimal physical working conditions
of the system.

2.7.3 Parametric

As the specific internal parameters change, the behavior of the system changes. In the case of
a Cauer network, if the resistance value changes, the current flow decreases at that point of the
circuit. Thus, the thermal resistance expressed by the circuit is altered, changing the physical
properties of the material of the faulty component. One possible reason for this fault could be a
production defect or a deterioration of the surface that no longer insulates heat in the way it was
meant to. The same fault can also be applied to the capacitor, thus changing the heat capacity
value of the faulty component’s material.

The discussed fault patterns also have consequences on the components dissipating power
by their usage. Those effects, which are external to the thermal domain, are analyzed in the
next section by showing faulty simulation traces. The previously described thermal faults must
be considered in a fault injection campaign for a multi-domain system because it reveals new
fault scenarios and new fault modes for the system under test. Regarding the electrical domain,
a real fault mode is the damage to an electrical circuit, changing its resistive and capacitive
properties, due to temperature growth. It is very well known that overheating of electrical com-
ponents deteriorates their performance [38]. The same scenario is also potentially dangerous
mechanically, as anticipated earlier. The deformation of a mechanical component due to high
temperature seriously changes its behavior. These new fault modes expand the possible set of
failures that a mechanical system could encounter during its normal function due to different
physical causes.

2.8 Summary and considerations on the proposed non-electrical fault models

This chapter has established the theoretical framework for a unified approach to fault modeling
in ICPSs. By leveraging the mathematical isomorphism inherent in Physical Analogies, we
have demonstrated that fault models, traditionally confined to specific physical domains, can be
abstracted and translated across disciplinary boundaries. The derivation of the Mechanical and
Thermal Fault Taxonomies from established electrical standards (such as IEEE 2427) provides
a rigorous, systematic method to represent physical defects, such as friction, wear, rupture, or
overheating, using behavioral electrical equivalents.

2.8.1 The advantage of behavioral simulability

The primary contribution of this methodology lies in overcoming the "simulability gap" of
non-electrical faults. Traditionally, injecting a mechanical defect (e.g., a broken gear tooth) or
a thermal anomaly (e.g., a hotspot) required modifying complex geometric models or finite
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element meshes, a process computationally too expensive for system-level functional safety
assessment.

Conversely, the proposed framework enables the seamless injection of these faults directly
into the behavioral description of the system. By mapping physical defects to electrical primi-
tives (Open, Short, Sources), complex multi-physics failure modes can be simulated by simply
altering the differential equations or the netlist topology within standard HDL environments,
such as Verilog-AMS or SystemC AMS. This approach enables Cross-Domain Analysis, al-
lowing for the simulation of fault propagation across domains. For instance, a thermal fault
modeled as an electrical resistance change can be instantly simulated to observe its impact on
mechanical torque and electrical power consumption within the same solver environment.

2.8.2 Limitations of the analogous approach

The methodology proposed in this chapter relies on the Lumped Parameter assumption, map-
ping physical components to OD or 1D electrical primitives (resistors, capacitors, inductors).
While this abstraction is powerful for enabling multidomain interoperability, it inherently en-
tails a simplification of the physical geometry and spatial dynamics. Specific mechanical failure
modes that are strictly dependent on complex geometries or non-linear material deformations,
such as asymmetric gear wear, backlash, or localized plastic deformation, are approximated
here as variations in behavioral coefficients (e.g., resistance or inductance changes) according to
the derived taxonomy Table 2.2. However, this limitation serves as a strategic trade-off that en-
ables System-Level Analysis. While FEA remains superior for designing the structural integrity
of a single component, it is computationally unsuitable for simulating long operational cycles
of ICPSs. The proposed lumped parameter approach, which approximates geometric detail,
achieves the computational efficiency necessary to simulate the interaction between domains.
It allows, for instance, observing how a thermal fault propagates to the electrical controller and
triggers a software response, a holistic view that component-level physical simulations cannot
provide efficiently.

2.8.3 Transition to validation

While the theoretical consistency of these analogies is grounded in energy conservation laws,
their practical effectiveness must be proven against complex, real-world dynamics. The tax-
onomies derived in this chapter serve as the foundation for the experimental activities detailed
in the remainder of this thesis.

The following Chapter 3 will assess the robustness and accuracy of these equivalent
fault models. The validation will cover a diverse spectrum of applications, demonstrating the
method’s versatility across key sectors:

o Industrial: Through the analysis of an electro-mechanical DC Motor, evaluating how elec-
trical, mechanical, and thermal faults could manifest in such systems.

e Automotive and Smart Systems: By applying the methodology to MEMS accelerometers
and Battery Packs, exploring the critical coupling between thermal degradation and electri-
cal performance.
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o Aerospace: Through the modeling of a Multirotor Drone, testing the impact of component
failures on vehicle dynamics and flight trajectory in a closed-loop simulation, and a Landing
Gear System.

These case studies will confirm that the proposed behavioral fault models not only reproduce
the expected physical failure modes but also enable the efficient generation of synthetic fault
data, which is essential for designing robust diagnostic and safety mechanisms.
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The theoretical framework established in Chapter 2 provided a rigorous methodology for in-
ferring mechanical and thermal fault models from electrical primitives via physical analogies.
However, the efficacy of any modeling methodology relies fundamentally on its ability to re-
produce realistic behaviors in complex, practical scenarios. While the mathematical derivation
ensures consistency, only empirical application can verify that the injected faults manifest as
plausible physical failures that propagate correctly across different energy domains.

This chapter focuses on the extensive validation of the proposed multi-domain fault models.
The primary objective is to demonstrate that the inferred taxonomies are not merely theoretical
abstractions but are practically simulable and capable of generating synthetic data representative
of real-world failure modes. To ensure the robustness and generalizability of the approach, the
validation campaign is conducted across a diverse set of Industrial Cyber-Physical Systems
(ICPSs) and Smart Systems, ranging from fundamental electromechanical actuators to complex,
safety-critical aerospace systems.

3.1 Diversity of case studies and domains

The selected case studies were chosen to cover a wide spectrum of physical domains, dynamic
behaviors, and industrial applications. This heterogeneity is essential to prove that the proposed
fault modeling strategy is domain-agnostic and scalable. The validation process of the fault
models presented in the Chapter 2 covers:

e Actuators: A DC Motor coupled with a gear train, serving as a fundamental building block
for investigating electrical, mechanical, and thermal interactions with the surrounding envi-
ronment.

e Sensors: A MEMS Accelerometer, representing the class of miniaturized smart systems
where mechanical and electrical properties are tightly coupled at the micro-scale.

o Energy Storage: A Battery Pack (modeled on the Tesla Model S architecture), which in-
troduces the critical dimension of thermal-electrical coupling and the simulation of cooling
systems.

o Complex Mechanical Systems: A Landing Gear System (LGS), enabling the analysis of
hydraulics and mechanical faults in a safety-critical avionics context.
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e Autonomous Systems: A Multirotor Drone, which integrates aerodynamics, mechanics,
thermal components and control electronics, offering a scenario for validating faults in a
closed-loop, highly dynamic environment.

3.2 Interoperability and simulation environments

A key requirement for any modern industrial methodology is interoperability with existing de-
sign flows. Therefore, this chapter also emphasizes the implementation of these case studies
across a variety of standard modeling languages and simulation environments.

Rather than relying on a single modeling language, the systems on which the fault models
were injected have been coded using:

e Verilog-AMS and SystemC AMS for rigorous mixed-signal and multi-discipline behav-
ioral modeling.

¢ Simulink/Simscape for high-level system analysis.

e Unreal Engine for exploring the integration of physics-based fault simulation within 3D
visualization environments.

This multi-language approach demonstrates that the proposed fault taxonomy is not tied to a
specific solver but is a generalized methodology applicable wherever physical analogies can be
described. The following sections provide a detailed analysis of each case study, presenting the
nominal behaviors and the deviations caused by the injection of the multi-domain faults derived
in Chapter 2.

3.3 Background and State-of-the-art

This section provides the necessary background regarding the modeling languages that were
used to implement the case studies.

3.3.1 SystemC and SystemC AMS

SystemC [39] is a C++ library and modeling platform that enables the simulation and design
of complex systems, particularly hardware/software ones. It provides constructs for describing
concurrent processes, timed events, and communication between modules, making it suitable
for system-level modeling, architectural exploration, and functional verification of digital sys-
tems. It supports event-driven simulation and offers a high-level abstraction suitable for hard-
ware design and embedded systems development.

SystemC AMS [40] extends the capabilities of SystemC by introducing support for analog
and mixed-signal (AMS) modeling. It allows the simulation of not only discrete-event digital
systems, but also continuous-time and non-functional domains, such as mechanical, electrical,
or other physical behaviors [2]. This makes SystemC AMS extremely flexible:

e Discrete-time computation (e.g., control logic) can be modeled either with event-driven
semantics (using pure SystemC) or with static scheduling (Timed Data-Flow, TDF).
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o Continuous-time models (e.g., mechanical and electrical subsystems) can be captured in
two main ways: i) Signal processing modules are implemented using a library of predefined
primitive modules (e.g., integrators, delays), known as the Linear Signal Flow (LSF) do-
main. ii) Circuit-level descriptions can be modeled using Electrical Linear Network (ELN)
components through the instantiation of conservative primitives (e.g., resistors, capacitors).

The key advantage of SystemC AMS is the seamless coexistence of multiple abstraction
levels within a single simulation environment. Timed events from the digital domain and
continuous-time behaviors from the analog/physical domains can interact natively, thanks to
the integration of the SystemC discrete-event simulator with a continuous-time solver.

This flexibility makes SystemC AMS a compelling choice for simulating diverse aspects
of drone systems in a unified simulation run, enabling a more holistic approach to design and
verification.

3.3.2 GVSoC ISS for RISC-V cores

GVSoC [41] is an open-source C++ event-driven simulation platform for RISC-V cores of
the Parallel Ultra-Low Power (PULP) family [42], supporting the modeling of ultra-low-power
CPUs and the definition of complex full-platforms, including multicore, multi-memory levels
(i.e., on- and off-chip), complex I/O peripherals, and accelerators. GVSoC supports virtual pro-
totyping and DSE through early-stage performance evaluation based, e.g., on hardware counters
and almost cycle-accurate timing models.

GVSoC simulation is event-driven. A circular buffer contains every event generated in the
system, enqueued based on the corresponding latency. At any time, the simulator identifies
the next event, processes the corresponding actions, and updates the queue. When not used as a
stand-alone component, GVSoC exposes APIs to activate its simulation and to collect execution
statistics (e.g., timing or power estimations).

3.3.3 Unreal Engine

Unreal Engine is a widely used game engine developed by Epic Games, originally designed for
video game creation but now also applied in simulations, architectural visualization, and vir-
tual reality experiences [43]. Its robust physics and rendering capabilities make it an attractive
platform for drone simulation [44, 45]. Unreal Engine supports drone simulation through its
built-in Chaos Physics system, which models forces such as gravity, drag, and thrust, as well as
rigid body and flight dynamics. The Niagara particle system adds realism by simulating envi-
ronmental effects like wind or turbulence [46]. These features allow for high-fidelity physical
interactions in 3D space. Unreal Engine enables the simulation of onboard sensors, such as cam-
eras, GPS, and IMUs, either natively or through external integration. This enables closed-loop
scenarios where perception data drives control, useful for testing autonomous behaviors and
vision-based navigation. User control is supported via input mapping (e.g., keyboard, joystick).

Unreal Engine supports integration with external tools via socket communication (e.g.,
TCP/UDP) and APIs, enabling real-time co-simulation. It also provides a visual scripting sys-
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tem (Blueprints) for fast prototyping, alongside full C++ support for advanced customiza-
tion [47,48]. Thanks to its high-quality graphics, real-time physics, and integration flexibility,
Unreal Engine is well-suited for immersive drone simulation, especially when combined with
external models that handle energy and control aspects.

3.3.4 Fault modeling using Simulink/Simscape

While Hardware Description Languages (HDLs) like Verilog-AMS and SystemC AMS offer
rigorous control over equation-based modeling, a significant portion of industrial engineer-
ing—particularly in the automotive and aerospace sectors—relies on graphical, block-diagram-
based environments. To validate the proposed fault modeling methodology across diverse in-
dustrial workflows, this thesis also adopts the MATLAB/Simulink ecosystem as a representa-
tive environment for Model-Based Design (MBD). MATLAB (Matrix Laboratory) serves as the
computational engine, providing a high-level programming environment for numerical compu-
tation and data analysis [49]. Built upon this foundation, Simulink is a graphical programming
environment for modeling, simulating, and analyzing multidomain dynamic systems [50]. The
core strength of Simulink lies in its Causal Modeling approach: systems are represented as
block diagrams where signals flow from inputs to outputs through transfer functions, integra-
tors, and logic blocks. This paradigm is ideal for designing control systems (the "Cyber" part
of Cyber-Physical System (CPS)), but can be limiting when modeling physical plants where
bidirectional energy flow is dominant. In the domain of aviation engineering and simulation,
the MATLAB environment, particularly through its Simulink and Simscape platforms, has es-
tablished itself as a cornerstone for design, visualization, and testing [49]. The importance of
these tools in the avionic world cannot be overstated, facilitating everything from initial design
phases to comprehensive Hardware-in-the-Loop testing. A demonstration of their utility is seen
in the development of digital twins of an aircraft in 2019 [51]. This achievement underscores
the critical role that MATLAB and its associated tools play in advancing aerospace engineering
and simulation practices. Simulink, renowned for its signal flow-based or causal modeling capa-
bilities, facilitates the connection of system components via signals. This modeling paradigm,
where signals transmitted between components are clearly defined, allows for straightforward
simulation of system behaviors based on fixed input-output relationships.

The recent introduction of fault injection capabilities into the Simulink platform marked a
significant advancement in simulation technology, allowing engineers and researchers to sys-
tematically introduce and study the effects of faults within their models. This feature enables
the simulation of various fault conditions without modifying the original system design, offer-
ing a powerful means of conducting safety analyses, such as Failure Mode and Effect Anal-
ysis (FMEA), and optimizing fault detection and mitigation strategies. Simscape, extending
Simulink’s capabilities into physical modeling, adeptly handles the heterogeneity of cyber-
physical systems by adopting an equation-based approach to represent complex physical phe-
nomena across multiple domains [52]. This methodology facilitates high-fidelity simulation of
physical systems, utilizing both built-in and custom components to accurately replicate real-
world conditions. However, despite its prowess in physical system modeling, Simscape orig-
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inally provided fault injection features only for its electrical domain, posing challenges for
conducting comprehensive fault analyses within Simscape models.

Section 3.7 addresses this limitation by introducing custom fault injection blocks within
the Simscape environment. By exploiting Simscape’s robust component customization capabil-
ities, we have developed blocks that can be programmatically manipulated to simulate a wide
range of fault scenarios. Addressing this gap, our work pioneers the development of fault in-
jection blocks within the Simscape environment. Leveraging Simscape’s powerful component
definition capabilities, we have created custom blocks that can be programmatically enabled
and disabled, allowing for detailed and controlled simulation of fault scenarios. This approach
enables the comprehensive analysis of the model under various fault conditions but also sets a
precedent for extending fault injection capabilities to Simscape models.

3.4 Fault application to complex systems

The fault taxonomies presented in Section 2.4 are validated on multiple complex cases of study.
Every physical domain that characterizes the system is subject to variations due to faults. Con-
sequently, the different faults (adapted for specific physical domains) can be applied to different
classes of systems, ranging from smart systems to the analog side of CPSs. If considered an
open fault applied on a subcomponent of a smart system, e.g., an RF switch Micro Electro Me-
chanical Systems (MEMS) [53], the movement of the internal switch will be blocked to one of
its configurations, forcing the internal resistance in the on or off-state, limiting the functional-
ities of the smart system. The first case study is a Direct Current (DC) motor with a gear train
shown in Fig. 3.1. The presented results are exemplified on a DC motor due to its extensive
application in every industrial field, from miniaturization scale [4] to a bigger scale [54]. Every
model presented in this chapter is initially modeled using differential equations, then written in
one or more modeling languages, such as Verilog-AMS or SystemC AMS, and then simulated.
e.g., the Verilog-AMS code is simulated with a SPICE-based simulator.

3.4.1 Fault Impact Assessment and ICPS Fault Coverage

In traditional digital and analog testing, the impact and detectability of injected faults are eval-
uated using the concept of fault coverage, defined as the ratio of the number of observed (or de-
tected) faults to the total number of injected faults for a given set of test stimuli. In the context of
ICPSs, where continuous multidomain dynamics and discrete control logic coexist, evaluating
the impact of a fault requires extending this metric. Additional considerations are required due
to the continuous nature of physical dynamics and the presence of closed-loop control systems:

e Fault Masking by Control Loops: unlike open-loop digital circuits, an ICPS often features
controllers (e.g., Proportional-Integral-Derivative controller (PID) controllers) designed to
minimize errors. A minor parametric fault (e.g., increased friction in a joint) might be com-
pletely compensated by the controller increasing the control effort. While the fault is phys-
ically present, it might not produce an observable failure at the system level.



30 3 Multidomain faults validation

e Tolerable Deviations: continuous physical signals cannot be evaluated with strict binary
comparisons against a "golden model". Calculating fault coverage requires defining accept-
able tolerance bands around nominal behavior.

e Temporal Constraints (Latency): in an ICPS, a fault is considered effectively "detected"
or "covered" only if the monitoring system identifies it before it leads to an irreversible
hazardous state.

In an ICPS, a fault may not immediately lead to a hard failure (like a digital stuck-at fault),
but it might cause a progressive deviation in the system’s physical parameters (e.g., increased
temperature, slower rotational speed). Therefore, we define the ICPS Fault Coverage as:

N
FCrops = —24ected 100 (3.1)

injected
where:

® Ninjectea 18 the overall amount of multidomain faults injected into the system model during
the simulation campaign.

® Nierecteq 18 the number of injected faults that produce an observable and critical deviation in
the system’s behavior.

To objectively determine whether a fault is "detected” (i.e., whether its impact is significant
enough to be caught), we rely on the violation of safety requirements. In the framework pro-
posed in this thesis, a fault is considered detected if it triggers a safety monitor or exceeds
predefined operational thresholds monitored by the digital twin. This extended metric allows
us not only to quantify the robustness of the ICPS against multi-physics disturbances but also
to evaluate the effectiveness of the designed testbenches and real-time monitors in identifying
hazardous behaviors before they cause catastrophic system failures.

3.5 DC motor

The first case study adopted is a DC motor (Fig. 3.1), a well-known machine used in the indus-
trial and automotive fields as it allows to precisely control the speed of industrial applications.
A DC motor, also known as a direct current motor, is an electric machine that converts electri-
cal energy into mechanical energy by generating a magnetic field powered by a direct current.
Upon activation, the stator generates a magnetic field that interacts with the magnets on the
rotor, causing it to rotate through attraction and repulsion. The commutator linked to brushes
connected to the power supply delivers current to the motor’s windings in order to maintain
continuous rotation. One of the reasons why the DC motor is essential for industrial applica-
tions is its ability to precisely control its speed. Now, let us analyze the system: it comprises an
electrical actuating part, which powers the system, and a mechanical part, which generates the
torque produced by the motor. The electrical part can be modeled through a circuit consisting of
a voltage source conducting the current through the system, a resistor, and inductance connected
in series. These two parameters represent the intrinsic resistance and the inductance of the ar-
mature. The electromotive force produced by the internal coils of the motor is used to show
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Fig. 3.1: DC motor with a gear train: the DC motor (on the right top of the figure) is connected with the gear train
(center of the figure).

the conversion between electrical and mechanical energy, expressed as torque. The DC motor
is an electromechanical component; consequently, it is modeled with electrical and mechanical
differential equations, while the gear train component receives the torque from the connection
with the DC motor and is modeled only with mechanical equations. The following constitutive
relations model the dynamics of the motor connected to the gear train:

d(lp)
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dt

where V| represents the input voltage source for controlling the velocity of the rotor; the variable
I, represents the current flowing in the motor’s windings; the angular velocity of the shaft is
given by the variable w, while the torque on the shaft by the variable 7. K7 and Kg are motor
coefficients used to specify the size of the motor. Table 3.1 lists the value of each parameter
used in this test case. Eq. (3.2) and Eq. (3.3) represent the electrical and mechanical rotational
dynamics of the DC motor, while Eq. (3.4) represents the dynamic of the gear train that receives
the opposite torque (i.e., it turns in the opposite directions of the motor) from the motor shaft
reduced by factor N representing the reduction factor. This mechanical system is used in many
applications to increase the torque on the gear train shaft, e.g., as the driver of the joints of an
anthropomorphic manipulator [55].
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Table 3.1: DC motor with gear train parameters.

Variable Name Value SI Unit
Input voltage Vi 120 v
Back-EMF coefficient Kg 0.1785 V-s/rad
Torque coefficient Ky 252756 N-m/A
Armature resistance Ra 8.4 Q
Armature inductance La 0.0084 H
Motor inertia J1 0.0035 kg-m?
Motor friction B 0.064 -
Gear inertia Jo 0.035 kg-m?
Gear friction B; 2.64 -
Motor shaft radius r 0.02 m
Gear shaft radius r 0.16 m
Gear ratio N r/r -

3.5.1 Multidomain fault injection and simulation

The fault taxonomy developed by applying the methodology outlined in this article is used
to conduct a fault analysis of all the case studies presented in this chapter. The simulation
environment is set up on a CentOS machine equipped with an Intel Core i7-9700 processor,
operating at a frequency of 3.0 GHz, and 16 GB of RAM. The Verilog-AMS code is simulated
with the Questa-ADMS tool (which uses Eldo as an analog simulator and Questa as a digital
simulator) by Siemens EDA. The faults of the two domains composing the DC motor have been
injected through the automatic fault injection tool presented in the previous sections.

The DC motor with gear train has been modeled using two different modules, described here
in the Verilog-AMS language, and is shown in Listing 3.1. The first module contains the DC
motor equations (Eq. (3.2) and Eq. (3.3)), while the second module includes the gear train equa-
tion (Eq. (3.4)). The two modules are interconnected by a rotational_omega port that allows the
torque exchange between the two components. Regarding fault injection in the electrical part,
consisting of three branches, the tool injected 3 open, 12 shorts, 3 voltage sources, and 12 cur-
rent sources. On the other hand, the mechanical faults of Table 2.2, except the parametric, have
been injected once per mechanical branch, then 2 faults. The entire model has been simulated
in different operating conditions, and the faults from Table 2.2 have been tested on this system.
Moreover, the system has been stimulated with different input curves, e.g., step or sine curve,
in order to analyze the different faulty behaviors. Fig. 3.2 shows the simulation results for this
first case study. The plots are related to the angular velocity of the DC motor with the gear train
simulated for 10 seconds: they report fault-free simulation (dotted blue line) and four different
fault models:
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o one from the electrical domain: an open fault in the electrical part of the motor (open-m-100,
green line);

e three mechanical domain faults: an external torque source on the motor with a value of
120N - m (t-source-m-120, red line), a damper on the motor with a value of 1e03 (damper-
m-1e03, magenta line), and a torque source on the gear train with a value of 40N - m (-
source-r-40, yellow line).

Note that Fig. 3.2(a) and Fig. 3.2(c) are related to the simulation of the system stimulated with
a voltage step of 120 V for 5 seconds. Furthermore, Fig. 3.2(b) and Fig. 3.2(d) are related to
the simulation of the system stimulated with a sin curve of 120 V with frequency 0.1 Hz for
5 seconds. The plots show the fault-free response of the system reflecting system equations
(blue dotted line) and the effect of faults: the external torque accelerates the two components
drastically (red line); the damper stops motor rotation (magenta line), and the open fault reduces
the voltage feed for the motor, allowing the system to rotate less than the normal response (green
line). The presented simulation results have been obtained by feeding the system with stimuli
that allow the detection of all the injected fault models. We can notice how, by feeding the
system with different stimuli, faulty behaviors act in a different way.

For example, with an insufficient supply voltage source to the motor, the effect of a damper
on the motor cannot be visible because the motor would not move anyway. However, with a
torque source on the gearbox, it is still possible to detect the faulty behavior of this fault (because
everything should be stopped). Instead, a high input voltage source implies that the motor works
at high velocity: a torque source on the gearbox cannot be noticed, whereas the effects of a
damper on the motor will be detected. This type of analysis highlights how the quality of the
testbench module affects the system behavior during the fault campaign simulation.

These considerations take place in the digital domain as functional qualification of the test-
bench verification analysis [56]. In the analog field, this approach needs to be considered to
verify the correctness of the design by using the multi-domain fault modeling presented in this
article. Consequently, an in-depth analysis should be performed to retrieve the range of values
in which the input waveforms need to be positioned to stimulate the system correctly, e.g., by
applying a specific waveform frequency range as input [28].

3.5.2 Thermal analysis

The DC motor system was also extended to test the thermal fault models (Fig. 3.3). As de-
scribed in Section 2.6.1, the motor was extended with a Cauer electrical network, which models
its thermal behavior (Fig. 3.4). Specifically, the network consists of two resistor-capacitor pairs,
modeling (1) the difference between the internal temperature of the motor (rotor) and the shaft,
and (2) the temperature difference between the shaft and the surrounding environment. These
two pairs of resistor-capacitor represent a discretization into several regions of our system,
belonging to different functional parts [57]. Power dissipation (Pj,s;s) is the key value for calcu-
lating the input current in the Cauer network, and it is calculated as the current flowing in the
motor armature times the armature resistance, as shown in the Eq. (3.5):
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Fig. 3.2: Fault-free and faulty DC Motor waveforms.

Pioss = iz “Ry 3.5)
Ry = Rum) - (1 + twinding * (T — T(O))) (3.6)
Kr = K7 - (1 + tmagner + (T — T(O))) (3.7)

The heat produced by this power turns into current following the analogy. Eqs. (3.6) and (3.7)
show how the armature resistance value and torque constant vary as the motor temperature 7'
changes. In the equations, the variables specified with (0) represent the initial value associated
with each variable. The values f,inging and #,,44ner indicate the temperature coefficients of the
motor windings, made of copper, and the permanent magnet, considered to be composed of
ceramic material.
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Fig. 3.4: Cauer network as the thermal model of the DC motor.

Listing 3.2 shows the Verilog-AMS code of the proposed system as a case study. There
are two modules: one that implements the motor itself, including its electrical and mechanical
equations (lines 1-38), and the other that realizes the Cauer network as a thermal module (lines
40-62). The branch temp represents the feedback of the thermal module on the parameters of
the main system.

Let us now see the results of the thermal fault injection campaign on the DC motor. The
goal is to highlight how the effects of faults belonging to one specific domain also impact other
domains composing the system.

The system has been faulted in its thermal component by applying current sources, open
faults, and varying the equivalent thermal parameters that characterize the motor. However,
other fault models have been applied to the system, which do not belong to the thermal domain.
Specifically, electrical faults have been injected into the original electrical component of the
motor, and mechanical faults into the respective components.

As previously anticipated, one fault at a time has been injected into the system, thus simu-
lating individual instances of motor fault situations. The fault models that have been applied for
this case study, grouped for the different domains, are:

e electrical [24]: short, open, voltage source, current source, parametric;
e mechanical [25]: external damping effect, component disconnection, external force, limited
movement, parametric;
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Fig. 3.5: Excerpt of the evolution of the DC motor power loss (upper graph) and internal mechanical parameters Ra
(armature resistance) and Kt (torque constant) affected by an external heat source fault.

o thermal: external heat source, open thermal fault, parametric.

The results of this multidomain fault analysis are summarized in Table 3.2, and shown in
the Figs. 3.6(a) to 3.6(c): Fig. 3.6(a) depicts the angular speed of the motor, Fig. 3.6(b) presents
the temperature of the motor, while Fig. 3.6(c) shows the temperature on the shaft. Two fault
observation points are considered in this analysis: the angular velocity of the motor and the
temperatures at two points on the motor, one inside the motor and one on the shaft. The colors
of the lines are common to all three graphs and represent the same scenario. The blue dashed
lines represent the fault-free behavior of the system, which is stimulated with waves of different
intensities: 12, 24, 48, and 64 V.

Let us now analyze the presented fault scenarios, which are represented by continuous lines
and colored differently according to the injected fault model.

Regarding thermal faults, two models are shown in the figure: an abnormal heat source on
the motor and an open fault, which increases the thermal resistance value of the motor. The
first fault, named thermal-source and colored light blue, simulates the presence of an unwanted
heat source on the motor, which impacts the mechanical movement of the motor by slowing
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its rotational speed. This effect is caused by the increase in friction between the mechanical
components: the temperature of the components rises, while the shaft speed decreases. The
change in internal motor parameters due to the temperature increase is shown in the Fig. 3.5.
Specifically, Fig. 3.5 shows how an increase in motor temperature corresponds to an increase
in power dissipation (instant 1 and 2 in the figure) due to the change in the motor’s internal
parameters. These parameters are the electrical resistance of the armature (Ra, green color), and
the mechanical torque constant (Kt, red color). In particular, temperature growth increases the
value of Ra and decreases the value of Kt. At the moment the motor’s power supply runs out,
the motor slows down to stop its rotation, and so the power dissipated decreases (instant 3 in the
figure). As a result, the Ra and Kt parameters of the motor also return to normal. The injected
heat source takes effect after 30 seconds of simulation for a value of 50 W.

The second thermal fault model, called thermal-open, with a value of 1000 K/W and rep-
resented by the yellow line, is a change in the thermal resistance value of the system, which is
increased. This fault causes a drop in the temperature rise of the motor components, as they are
more insulated from the heat flow, while the angular velocity of the shaft remains unchanged
compared to the fault-free version. The reported effects of thermal faults on temperature pri-
marily affect the mechanical domain, impacting the motor’s motion, and the electrical domain,
increasing the power dissipated by it.

An open-type electrical fault, named electrical-open, has been injected with a resistance into
the electrical part of the motor, simulating an increased resistance value of the motor’s electrical
circuit line. The resistor has been injected into the ra branch in the code shown in Listing 3.2,
with the value of 1000L, and its response is highlighted by the red color. This fault causes a
drastic drop in the power supply to the motor, which barely rotates, and the temperature of the
motor and the shaft remains stable. Thus, an electrical fault model has direct effects on its own
domain and consequential effects on the mechanical and thermal domains. This fault is injected
by adding the following fault line in the Verilog-AMS code:

V(nl, n2) <+ I(nl, n2) * 1le03;

where n1 and n2 are the two nodes of the faulty branch. The open fault is injected in series to
an existing branch, so one of the two nodes nl and n2 has to be a new node, while the other is
already existing.

In addition, two mechanical faults were also injected and simulated: a braking force ap-
plied to the shaft and a force that contributes to the shaft rotation. In the first case, namely the
mechanical-damper fault, the fault causes the motor to slow down its rotational speed, result-
ing in a drastic increase in power dissipation and, consequently, an increase in both motor and
shaft temperatures. This faulty behavior is shown with a green line, and it has been injected
after 30 seconds of the simulation, with a negative contribution of 50 Nm. In the second case,
named mechanical-force, a positive contribution to the motor rotation has been injected. The
motor rotates faster than it should: the higher this rotation is, the lower the amount of power
is dissipated, reducing temperature growth. The violet line in the plots shows how motor speed
increases from the time of fault injection (50 Nm after 30 seconds), while shaft motor temper-
atures grow much more slowly. Again, faults belonging to one domain, such as mechanical in
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(b) Temperature of the DC motor’s rotor in fault-free and faulty scenarios.
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(c) Temperature of the DC motor’s shaft in fault-free and faulty scenarios.

this case, also change mechanical behavior, as well as electrical and thermal ones. Simulations
have been performed using the Verilog-AMS framework, instantiating the motor and Cauer
network modules through a common testbench module. This top-level component powers the
motor, providing the input voltage suitable for stimulating the applied fault correctly, with a
given value, and at a specific time. The testbench has been built and refined during the analysis
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to stimulate faults not only in the motor but also in the Cauer network, for example, by injecting
heat into the branches of the thermal network. This type of analysis is necessary to define an
optimal testbench that can stimulate the system in the context of functional qualification of the
verification testbench [28], even in a multi-domain system. Moreover, verifying the testbench
through fault simulation is useful for validating the system digital twin, i.e., the DC motor.

Table 3.2: Fault Injection Campaign Summary for the DC Motor Case Study

Domain Fault Models Injected Faults Est. Sim. Time
Electrical Open, Short, V-Source, I-Source 30 ~ 8 mins
Mechanical Damper, Disconnection, Force, Limited Mov. 8 ~ 2 mins
Thermal Heat Source, Open Thermal, Parametric 3 ~ 1 min
Total 41 ~ 11 mins

Note: Simulation times are estimated CPU elapsed times.

3.5.3 Unreal Engine simulation

Game engines, which are part of the world of gaming product development, are powerful tools
for creating interactive entertainment models. In recent years, the capabilities and accuracy of
these tools have been growing dramatically. One such tool is Unreal Engine, a game engine
developed by Epic Games that integrates an event-driven and continuous-time simulation en-
gine [58,59]. This software has the assets to develop simulations with high visual impact while
maintaining remarkable physical accuracy [60]. One of the main features of game engines is
the ability to visualize the behavior of the design under development in real time [61]. This is a
primary feature of video game development but is very attractive for digital twin development.
By combining the accuracy of graphical model reproduction with advanced physics modeling,
we achieve a simulative environment not only for video game purposes but also on a technical
and experimental level. In game development, the accuracy and precision of the reproduced re-
ality are often compromised by the complexity of all the processes belonging to the game level.
However, if the aim is to reproduce an industrial system, many purely gaming-related compo-
nents would not be considered. This increases the depth achievable from the level of physics
simulated within the game engine while keeping optimal simulation performances. With its ad-
vanced graphics rendering capabilities, real-time physics simulation, and robust scripting tools,
Unreal Engine presents an exciting platform for engineers and researchers seeking to model and
analyze complex industrial systems [62]. In this context, system modeling is advantageous for
improving and optimizing the design and test phase before production. Unreal Engine seems an
attractive environment for designing and simulating a system and creating a model of an exist-
ing machine [63]. Moreover, Unreal Engine’s modeling capabilities can be exploited to simulate
a system in nominal conditions and analyze its behavior in the presence of faults. Simulation
of fault behaviors is crucial for studying system functional safety levels in industrial settings.
Identifying the causes and ways in which a fault occurs enables not only the detection of faults
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but also the prevention via Predictive Maintenance algorithms. Based on these premises, we
propose this methodology focused on gaming engines for these reasons (see Fig. 3.6 for an
overview):
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Fig. 3.6: Typical workflow adopted for the modeling and simulation of a physical system with the Unreal Engine
gaming environment.

o Using the powerful programming components of a gaming engine to create and simulate a
model of a DC motor;

e Combining graphical qualitative evaluation of modeled system behavior with precise mea-
surement through data traces reported in appropriate graphs;

o Simulation of faulty behaviors of the developed system through injection of the fault models
directly into the model code;

e The simulated system behavior coded in C++ can influence the 3D environment and re-
ceive feedback, allowing the variation of the equation’s parameters based on these simulated
physical properties, like gravity or collisions between objects.

3.5.4 Unreal Engine functional modeling

A specific and precise modeling procedure must be adopted to create and simulate a physical
system inside a game engine. Performing the modeling steps sequentially promotes a smoother
development: Fig. 3.6 is a diagram flow of this procedure.
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System’s Features Design and Description

As a first step, defining the system’s assets is necessary. The graphics visualization part is cru-
cial as it is one of the most characteristic aspects of game engines. Therefore, obtaining 3D
models of the system or creating them through design tools is convenient. Defining the amount
of meshes in the scene helps estimate the structural complexity to be achieved. However, the
greater the number of meshes in the scene, the greater the impact on simulation performance.
Another factor that increases visual complexity is the level of detail of the 3D assets used to cre-
ate the model. Moreover, Unreal Engine allows the specification of the texture material of the
3D models [43]. This detail allows much more accurate modeling of the replicated system, both
graphically and physically. Several physical properties can be modeled thanks to materials: any
surface can be created, changing the physical properties of components deeply. Additionally,
the weight of objects and their response to the surrounding environment can be determined.
Both collisions, physics constraints, and rotation joints, which replicate the connections and
constraints in the physical system, can be customized for each mesh separately. This allows for
realistic movement and interaction between interconnected components. Once the 3D model-
ing part is complete, the created system is placed within the scene, i.e., the context in which
it operates. This aspect is crucial when the system’s interaction with other machinery or the
external environment needs to be replicated [64]. For example, if the thermal aspect is critical
for our system, we need to recreate the temperature of the environment to which it belongs, as
well as any additional heat sources. When the system must interact with other previously mod-
eled systems, integration into the overall functional context and responsiveness to stimuli from
these systems are crucial. Once the graphical environment is prepared, we proceed to animate
the 3D components in the scene. From the perspective of a physical system, this is achieved
by modeling its dynamics. In Unreal Engine, this process can be accomplished through two
tools: Blueprint and C++ programming. Development through Blueprint appears to be simpler
and more intuitive due to its modular interface-based structure. This is particularly useful for
users who are not experienced in programming, as well as for rapid prototyping and testing
purposes without requiring any code. However, as a visual and interpreted scripting language,
it has two main drawbacks compared to its C++ counterpart. The first is that C++ performance
is much better overall at the simulation level for almost any system model. The second is that
C++ programming allows the reproduction of very complex logic or models that require high
levels of performance optimization. Additionally, in C++, it is much easier to reuse code and
utilize features from libraries outside of Unreal Engine. To summarize, Blueprints offers rapid
prototyping and ease of use, while C++ provides better performance, flexibility, and low-level
control for complex simulations. After the development phase, the system modeled in Unreal
Engine is tested. Factors often refined after the first tests include collision areas, i.e., whether
and how the 3D models interact with each other, the surrounding environment, or the system’s
behavioral dynamics.
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Behavior Modeling through C++ Programming

This work aims to demonstrate that Unreal Engine simulations, although originally designed for
video game development, can also be leveraged for various purposes. In particular, functional
safety aims to ensure the proper functioning of a system despite any adversities or faults. How-
ever, these studies require considerable effort to analyze the system’s behavior under test. To
ensure system functionality, one must first understand how the system can fail and what abnor-
mal events may occur. An accurate simulation of the system behavior can help in analyzing the
system response in a variety of working conditions, both normal and with faults. The physical
behavior of a physical system is often described through differential equations. Within Unreal

Algorithm 1: Pseudo-code of the tick function called by the game engine.

1 function tick (CurrentTime, DeltaTime):

2 if DeltaTime > Threshold then

3 while Time < (CurrentTime + DeltaTime) do
4 L | Perform a dynamic integration step;

5 else
6 L Perform a single fixed integration step;

Engine, it is possible to accurately replicate the behavior identified by the equations through
C++ programming. Moreover, by calculating the system’s behavior, we get not only a numerical
representation but also a visual one. Although waveform evaluations are more mathematically
accurate, visual simulation helps us clearly visualize how the system reacts to certain stimuli.
So, to model the dynamics of a multi-domain system, we describe its differential equations
within the logic expressed by the C++ code. However, reproducing and simulating differential
equations in C++ is not trivial. Solving differential equations associated with complex systems
requires specialized methods based on numerical integration. Once the numerical method has
been selected, we need to implement the algorithm in C++. This involves coding the mathemat-
ical equations, defining data structures to represent the state variables, and writing the numerical
solver function that iteratively updates the state variables over time. Algorithm 1 exemplifies the
approach we propose for integrating continuous-time simulation into the C++ code called by
the game engine. The C++ function tick, containing the continuous-time model, is called at
irregular intervals by the game engine, based upon the frame rate. Specifically, when the frame
rate is too low, the simulated time span between one frame and another is high. This results in a
DeltaTime provided to the tick function, which is also high. That is why in Algorithm 1, when
the DeltaTime is above a given threshold, we need to perform multiple steps of numerical inte-
gration with a dynamic step. Otherwise, performing a single large integration step with a large
DeltaTime can result in incorrect dynamics. We tested this approach and were able to reproduce
the correct dynamics by performing multiple integration steps within the tick function. This
iteration over time is very convenient in Unreal Engine: as a game engine, recalculating the
dynamics of the actors in the scene is inherent in its normal operation. So, the iterative step of
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calculating system behavior is placed within the tick method. Differential equations typically
require initial conditions (e.g., initial values of state variables) and parameters (e.g., constants
or coeflicients) to be solved; those values are specified as parameters of the C++ class. In this
way, we can accurately simulate the system’s behavior, which is also recognized as the state
of the art. Moreover, this behavior will be visualizable on a 3D moving model, which can be
influenced by external conditions.

3.5.5 Experimental results

In this section, we present the experimental results achieved so far concerning the modeling
of a case study and its simulation in Unreal Engine. In addition, some fault behavior has been
modeled and simulated. We chose a reuse the DC motor as the first system to be built and run
in Unreal Engine. This component is part of several industrial machines and a multidomain
system. The equations which control the motor are Eqs. (3.2) and (3.3), and the parameters are
the same as Table 3.1.

The behavior of this code simulated through the game engine is shown in Fig. 3.7. The
graphs represent both the system’s nominal behavior (dashed blue line) and three abnormal
behaviors caused by behavioral faults injected within the motor. The motor acceleration is the
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Fig. 3.7: Simulation results of both fault-free (dotted blue line) and faulty DC motor.
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result of a 200 V input voltage that begins one second after the start of the simulation and lasts
nine seconds. Specifically, the red line identifies a fault regarding the friction inside the mo-
tor. Several possible factors (e.g., dust, high temperature, etc.) could increase the coefficient of
friction of internal mechanical components, reducing the maximum angular velocity reached
by the motor. The fault is active for the whole simulation duration to simulate a more realis-
tic fault condition. Applying a load torque to the shaft’s rotation can produce a similar effect
(represented by the green line). In this case, the fault is transient, i.e., its effect is not active
for the entire simulation duration, but it activates after four seconds of simulation and remains
active for eight seconds. Finally, the electrical resistance of the motor armature was increased
(cyan line), simulating an internal electrical fault. The constant activation of this fault through-
out the simulation prevents current from flowing through the windings normally, resulting in
significantly slower motor acceleration than usual.

3.6 MEMS 3-axis accelerometer

As the second case study, we chose the MEMS model of a 3-axis accelerometer, shown in
Fig. 3.8. Until a few years ago, accelerometers were intended mainly for scientific, military,
or civilian uses. However, due to the recent evolution of electronics, reduction of costs, and
development of applications, accelerometers are widely used on everyday objects [65]. The
sensor considered in this article was made by combining three individual accelerometers [66],
orienting them in three different directions perpendicular to each other.

The structure of the 3-axis accelerometer is depicted in Fig. 3.8(a). The three accelerometers,
identified as Al, A2 and A3, are identical and, for this reason, powered by the same voltage
sources V1 and V2. Each accelerometer is stimulated by different external forces, F1, F2, and
F3, since they are positioned orthogonally, thus producing three different output voltages. The
internal structure of each single-axis accelerometer is shown in Fig. 3.8(b). Like the motor, this
model is also a system composed of mechanical and electrical parts. First, the acceleration of
the seismic mass is caused by the external force F'. The displacement of the mass, limited by the
spring and the damper, is directly proportional to the intensity of the acceleration experienced
by the system. This purely mechanical behavior is expressed by Eq. (3.8),

d 2
F@) = Kx+ D 4 D

dt dr? (3-8)

where x is the displacement of the mass, M is the mass weight, D is the damping factor, and X is
the spring stiffness. Thus, the displacement exerted by the mass affects the accelerometer’s elec-
trical components. It consists of two capacitors, both connected to a dedicated voltage source.
The mass forms the middle plate of the differential capacitive circuit: the spacing between the
plates changes when the mass is no longer in equilibrium, thereby altering the capacitive value
of the entire circuit. These changes are expressed by Eq. (3.9),

gA c gA

C: N =
! dy — x b dop + x

(3.9)
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(b) Schematic of the internal components of a
single accelerometer model [66].

Fig. 3.8: The overall structure of the second case study.

where A is the area of the capacitor plate, dy the gap between the plates at equilibrium, and &

is the vacuum permittivity constant (8.85e—12 F/m). Finally, Eq. (3.10) shows the behavior of

the currents flowing through the two physical capacitors, producing the output voltage value of
leration.

acceleration av, av,

I, =Ci— I, = Cp— 1
t Ctdl" b det (3 0)

3.6.1 Multidomain fault injection and simulation

Moving to the fault simulation, the fault models have been injected into both physical disciplines
that form the system. The statistical results of this fault simulation campaign are reported in Ta-
ble 3.3. In the electrical part, we injected 6 open circuits, 27 short circuits, 6 voltage sources,
and 27 current sources. In the mechanical part, we injected 12 faults, 3 for each present in the
taxonomy (see Table 2.2). The model was stimulated under several scenarios using different
forces applied to the system, e.g., shocks via force pulses or continuous acceleration via sine
waves. Fig. 3.9 shows the simulation results for this second case study. In particular, all mass
displacements related to the different scenarios, fault-free and faulted ones, have been included
in Fig. 3.9(a). The colors represent different working conditions and each color is related to
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its own acceleration output in the next plots. For example, the fault-free displacement is rep-
resented with a blue line, and the related acceleration value, depicted in Fig. 3.9(b), is drawn
with the same line format. The same rule applies to all the faulty behaviors shown as well. The
model was simulated for 200 us, and it was fed with a sinusoidal acceleration. Fig. 3.9(a) and
Fig. 3.9(b) highlight that the measured acceleration is greater when the mass movement is more
intense. Let us now analyze some examples of faulty behaviors in the MEMS accelerometer.
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Fig. 3.9: Fault-free and faulty accelerometer waveforms.

Fig. 3.9(c) represents the model’s response when suffering a damping fault, which can be caused
by many factors, such as an increased friction value or an object that slows the movement of
the mass. This fault has been represented both in Fig. 3.9(a) and Fig. 3.9(c) with a yellow line.
This time, the fault is transient, meaning that it is not active for the entire simulation duration
but only for a limited period. The motivation behind this choice is just to model a more realistic
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fault scenario. The duration of the effect of this fault is 100 us, specifically, from 80 ps to 180 us.
While this fault is active, the oscillation of the mass is limited (see Fig. 3.9(a)). Consequently,
the accelerometer’s measured acceleration will be incorrectly lower (see Fig. 3.9(c)).

Another fault model tested on the system is the unexpected external force shown in red. In
particular, the system has been subjected to a force not included in the input provided to it. In
this scenario, the mass undergoes a displacement not due to the force acting on the whole sys-
tem, as shown in Fig. 3.9(a). As a result, the accelerometer measures an acceleration that does
not fully reflect the force applied to the system, but rather the force indicated by the erroneous
displacement of the mass. This transient fault is active from 50 us to 130 us, for a total dura-
tion of 80 us. For this reason, the acceleration measured after the fault disappears reflects the
behavior of the fault-free model.

Finally, Fig. 3.9(e) shows the effect of an electrical fault injected on the upper capacitor of
the sensor, C,. The fault represents an anomalous current source connected to the branch, thus
adding additional current to the capacitor’s current. Again, this is a transient fault: the source
is active from 30 us to 65 ps, and from 95 us to 135 us, but with doubled intensity. Fig. 3.9(e)
depicts clearly how the current source changes the intensity of the acceleration measured by the
accelerometer, changing the amplitudes in the first three oscillations.

Table 3.3: Fault Injection Campaign Summary for the MEMS Accelerometer Case Study

Domain Fault Models Injected Faults Est. Sim. Time
Electrical Open, Short, V-Source, I-Source 66 ~ 17 mins
Mechanical Damper, Disconnection, Force, Limited Mov. 12 ~ 3 mins
Total 78 ~ 20 mins

Note: Simulation times are estimated CPU elapsed times.

3.7 Landing gear system

Landing gear systems ensure aircraft safety during the critical phases of takeoff and landing.
These systems, accounting for 2.5%-5% of the maximum takeoff weight and 1.5%-1.75% of
the aircraft’s cost, disproportionately contribute to 20% of the airframe’s direct maintenance
costs [67,68]. Hydraulic systems are primarily used for landing gear retraction/extension due to
their ability to achieve smooth and precise speed control. However, ensuring the integrity and
functionality of these systems necessitates robust fault detection and diagnosis strategies. The
traditional time-based maintenance approach for aeronautical systems is undergoing a signifi-
cant paradigm shift. By 2035, condition-based maintenance is expected to become the standard,
with a further transition towards predictive maintenance utilizing Artificial Intelligence (Al) al-
gorithms for real-time health monitoring [69—71]. This shift relies heavily on the availability
of a vast amount of high-quality data, encompassing both healthy and faulty system behavior.
However, acquiring or accessing real-world fault data from intricate aircraft systems, such as
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Fig. 3.10: Overview of the proposed methodology to model and inject multi-domain faults into the landing gear
systems through differential equations to generate fault synthetic data.

landing gear, is challenging and often cost-prohibitive [72]. Deliberately causing faults in real
systems can be unsafe and infeasible, rendering simulation a critical tool. The aviation industry
has decades of experience with model-based design, making it a natural fit for fault injection.

This work adopts a model-based approach to investigate the consistency between a system’s
actual and expected behavior in Landing Gear System (LGS). We introduce a novel methodol-
ogy for gathering synthetic fault data by employing fault injection techniques within an LGS
model (see Fig. 3.10). This approach facilitates the generation of synthetic fault data, bridging
the gap imposed by the limitations of real-world data acquisition and enabling the exploration of
a wide array of potential failures [73]. The generated synthetic data, encompassing both healthy
and faulty system behavior, is instrumental in developing and validating robust PHM algorithms
for future LGS, paving the way for a future of predictive maintenance in aviation.

The contributions of this research are delineated as follows:

e Model-Based Fault Analysis with Synthetic Data Generation: We propose a model-
based approach for fault analysis in LGS. This approach is particularly valuable due to the
limitations of acquiring real-world data for all possible fault scenarios. The study presents
a methodology for generating synthetic fault data by utilizing fault injection techniques
within the model. This methodology can be adapted to cover a broad spectrum of potential
failures in various critical aircraft components, not limited to LGS.

o Focus on Practical Relevance: The selection of fault scenarios for detailed analysis pri-
oritizes those with a high impact on real-world LGS operations. This ensures the practical
relevance and applicability of the findings to improving landing gear safety and reliability.

¢ Foundation for Future Research: The study establishes a foundation for future research in
LGS health management. The generated synthetic fault data paves the way for developing
and refining robust predictive maintenance algorithms. Additionally, the research highlights
the potential of merging model-based and data-driven approaches for even more effective
LGS health management strategies.



3.7 Landing gear system 49

While this research focuses on aircraft subcomponents, the proposed methodology can be ap-
plied to Cyber-Physical Systems and Industrial Cyber-Physical Systems, showcasing its versa-
tility and relevance across domains where fault tolerance and system integrity are paramount.

3.7.1 Evolution and challenges in aircraft maintenance

The aviation sector stands at the threshold of a significant transformation, driven by the ad-
vancements in condition-based and predictive maintenance methodologies. This evolution re-
flects a broader industry trend towards embracing real-time, data-driven strategies for aircraft
maintenance, which promises to redefine operational efficiencies and safety protocols. Cen-
tral to this shift is the vision articulated by the Advisory Council for Aviation Research and
Innovation in Europe (ACARE), which envisions condition-based maintenance becoming the
state-of-practice by 2035 [71]. ACARE’s projection is not merely aspirational but signals a
decisive move towards adopting maintenance frameworks that are adaptive, predictive, and op-
timized for the dynamic demands of aviation operations. Presently, the industry largely oper-
ates under time-based maintenance protocols, where maintenance activities are scheduled at
fixed intervals, regardless of the actual condition of the aircraft components. This approach,
while systematic, often leads to either over-maintenance or under-maintenance, with the for-
mer incurring unnecessary costs and the latter posing risks to safety and reliability. Time-based
maintenance’s reliance on predetermined schedules rather than real-time data and condition
monitoring represents a significant area where efficiency gains can be realized. The limita-
tions of time-based maintenance have become increasingly apparent in light of the burgeoning
capabilities for data collection and analysis offered by modern aircraft. These technological
advances provide a compelling case for transitioning to condition-based and predictive main-
tenance methodologies, where decisions are informed by the actual wear and performance of
aircraft systems. This transition is not merely technical but is also financial, with the industry
grappling with the cost implications of maintenance strategies. In 2018 alone, airlines globally
expended approximately $69 billion on maintenance, repairs, and overhaul, accounting for 9%
of their total operational costs, as underlined in a recent review [72].

The escalation in maintenance requirements and data collection capabilities presents both
a challenge and an opportunity for leveraging big data and Al technologies to enhance effi-
ciency and reduce operational costs. With its foundation in real-time data analytics and exten-
sive sensor networks, predictive maintenance promises to revolutionize aircraft maintenance by
preempting equipment failures and optimizing repair schedules, enhancing operational safety
and efficiency. Yet, this promising transition is fraught with complexities. Integrating Al and
Machine Learning (ML) into predictive maintenance strategies entails navigating the burgeon-
ing complexity of aircraft systems and the voluminous data they generate. The stark contrast
between older aircraft models with fewer sensors and newer, more sensor-laden models ne-
cessitates adaptive predictive maintenance approaches, ensuring maintenance practices evolve
alongside technological advancements.

The review also underscores the burgeoning potential and existing hurdles of predictive
maintenance in aviation [72]. A critical challenge emerges in the scarcity of publicly avail-
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able datasets for aircraft-specific components, especially hydraulics, which play a pivotal role
in critical systems like landing gear. This scarcity hinders the development of bespoke predic-
tive maintenance algorithms, emphasizing the need for industry-wide collaboration and open
data initiatives. Further, studies comparing ML algorithms against hydraulic system data reveal
an intriguing insight: traditional methods with feature engineering often surpass deep learn-
ing models in data-constrained scenarios. This not only highlights the limitations of current
Al approaches but also points to the potential of hybrid methodologies that blend traditional
model-based techniques and data-driven ML techniques for predictive maintenance.

3.7.2 Fault Injection for Synthetic Data Generation in Aircraft

The proposed methodology outlines a general approach for fault injection and synthetic data
generation applicable to various critical aviation components. While the specific example used
here focuses on LGS, the core steps can be adapted to other aviation systems by replacing
component-specific details. The general flow of this methodology is shown in Fig. 3.11.

Select critical component Gathering failure reports Study sensors availability
Lack of fault
Data
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Synthetic data Synthetic data generation
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Fig. 3.11: Overview of the methodology for fault injection and synthetic data generation, with an example of a
LGS. This approach encompasses critical component selection, literature analysis, sensor capability assessment,
development of custom fault injection blocks, and synthetic data generation.

Select critical component

As depicted in Fig. 3.11, the first step involves selecting the critical component within the
chosen aviation system for fault injection analysis. This selection can be based on factors like:

o Safety Significance: Components crucial for the aircraft’s safe operation are given priority.
Ensuring the reliability of these components is paramount to overall aviation safety.

e Historical Failure Data: Components with a higher frequency of reported failures should
become prime candidates.

o Availability of High-Fidelity Models: The selection process is also influenced by the exis-
tence of high-fidelity models or the feasibility of developing such models for the component
in question. High-fidelity models are essential for accurately simulating the component’s
behavior under normal and fault conditions, thereby ensuring the effectiveness of the fault
injection analysis.
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Gathering failure reports

A critical step in our methodology is conducting a thorough literature analysis of potential fail-
ure modes associated with the selected critical aviation component. This analysis is essential not
only for engineers specializing in simulations who might not have extensive mechanical expe-
rience but also for more experienced technicians accustomed to hands-on work with these sys-
tems. By reviewing a wide range of data sources, including industry reports [74—77], academic
publications, and incident databases [78,79], professionals across the spectrum can deepen their
understanding of component behaviors and failure mechanisms. This comprehensive literature
analysis empowers engineers and technicians alike to expand their knowledge base, enabling
them to anticipate and simulate a broader range of failure scenarios. For engineers, it enhances
their ability to create more accurate and comprehensive simulation models. For technicians,
it provides a broader perspective on potential failure modes, enriching their practical experi-
ence with a deeper theoretical understanding. Ultimately, this approach fosters a more holistic
understanding of aviation systems’ vulnerabilities.

Study sensors availability

This phase of our methodology is devoted to examining the sensors equipped with the critical
component, focusing on the types of data they collect. Understanding sensor capabilities and
the data they provide is crucial for configuring our simulations to accurately mirror the system’s
behavior and performance under various fault conditions. It is essential to recognize that in a
real-world scenario, components are not equipped with an unlimited number of sensors due to
constraints such as cost, space, and practicality. Therefore, simulations strive to emulate these
real-world limitations, ensuring that the sensor distribution within the simulation closely reflects
what would be feasible on the actual component.

Create fault injection blocks

This step details the development of custom blocks within the chosen simulation environment
(e.g. Simscape) to inject various faults into the model. These blocks aim to replicate the identi-
fied failure scenarios and enable a comprehensive analysis of the system’s behavior under fault
conditions. Leverage the simulation environment’s capability to define custom components with
functionalities tailored for fault injection. These blocks should be:

o Parameterizable: Allowing for customization of fault severity levels, providing flexibility
in simulating various fault conditions from mild to severe.

o Mathematically Represented: Utilizing equations to simulate the desired fault behavior.
Each block utilizes mathematical equations to simulate the specific behaviors associated
with each fault accurately, ensuring the simulation outcomes closely mirror real-world phe-
nomena.

e Easily Enabled/Disabled: These custom blocks should be designed for easy enabling and
disabling, preserving the integrity and readability of the original model. This capability
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maintains the system model’s clarity by allowing users to quickly switch between the default
and fault-injected states without modifying the model’s fundamental structure.

Synthetic data generation

The final phase of this methodology involves generating synthetic data through fault injection
experiments. This process involves executing simulations incorporating various fault conditions
to assess the system’s response. The data collected from these simulations serves as a foundation
for subsequent analysis and model validation.

3.7.3 Model evaluation

This section demonstrates the application of our proposed methodology to LGS model, illus-
trating its practical implementation and effectiveness.

Choice of the critical component

Fig. 3.12 depicts the case study we chose; it is a LGS model that uses Simulink for control logic
and Simscape for the mechanical and hydraulic subsystems. Beyond producing traditional data
outputs like scope views and waveform plots, our simulation enhances comprehension through
animated visualizations of the landing gear mechanics. This feature provides an intuitive under-
standing of deployment, locking, retraction, and unlocking sequences. This model is particularly
valuable for its multidomain approach, accurately reflecting the integration of control, mechani-
cal, and hydraulic systems within a single simulation environment. The simulation incorporates
animation beyond static analysis, offering dynamic insights into the system’s operational behav-
ior. Such a multidomain and visually enriched simulation approach aligns with state-of-the-art
aviation systems, offering a nuanced case study that bridges theoretical analysis with practical,
real-world operational dynamics.

Gathering failure reports

To understand the fault landscape for effective synthetic data generation, our literature review
targets hydraulic landing gear components, pinpointing the most common failure modes identi-
fied over the past century. This focused investigation draws from the following:

o Industry Reports: Aviation safety organization reports analyze trends in landing gear inci-
dents, highlighting frequent failure modes like actuator leaks and pipeline wear [74-77].

e Academia Articles: Academic publications on LGS provide valuable information on the
actual state-of-the-art in the academic research world regarding the simulations and the
practices adopted to study these mechanisms [80-82].

e Incident Databases: Aviation incident databases like The Aviation Herald [79] and Avi-
ation Safety Network [78] provide real-world insights into landing gear malfunctions and
root causes, with The Aviation Herald established in 2008 and recognized for its indepen-
dence. The Aviation Safety Network has operated under the Flight Safety Foundation since
1945.
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Fig. 3.12: Close-up view of the Simscape model representing the LGS [80]. Each block within the model represents
a specific component or subsystem. These blocks can be further decomposed into sub-blocks, which mathematically
describe the behavior of individual mechanisms using equations.

Our targeted literature review culminates in identifying the most recurrent faults documented
through extensive research and analyses. The following faults were consistently highlighted as
prevalent issues:

1. Oil straining: The obstruction of oil flow due to contaminants leads to reduced hydraulic
efficiency.

2. Oil filter blocked: The clogging of oil filters hampers the cleanliness of the hydraulic fluid,
affecting system performance.
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3. Pipeline leakage: The deterioration of hydraulic lines over time can lead to leaks and re-
duced system pressure.

4. Actuator external leakage: The loss of hydraulic fluid from actuators when the hydraulic
fluid flows from the system to the outside environment.

5. Actuator internal leakage: The loss of hydraulic fluid from actuators due to damage to
actuator seals, which close the gap between the actuator piston and the cylinder wall.

6. Stuck reversing valve core: The malfunctioning of valves that control hydraulic flow di-
rection, hindering the system’s operation.

7. Oil contains wear particles: Metallic particles in the oil can wear down hydraulic compo-
nents and reduce system life.

8. Oil mixed with air: Air entrapment within the hydraulic fluid leads to inefficiencies and
potential system failure.

Sensors availability

After the cataloging phase, it is imperative to determine which onboard sensors are available
to monitor these specific faults. This step is crucial for acquiring pertinent data that reflects the
system’s operational state and performance while in service. Based on common sensors found
in LGS, the following parameters can typically be tracked:

o Proximity: These sensors are typically mounted on actuators and wheels. Proximity sen-
sors detect the extension and retraction positions on actuators, providing binary or contin-
uous positional data. Regarding wheels, they can measure the weight on wheels, indicating
whether the aircraft is airborne or on the ground, which is critical for ensuring the correct
timing of landing gear operations.

e Pressure: Such sensors monitor the hydraulic system’s pressure levels, offering insights
into the state of the entire aircraft’s hydraulic support. Pressure sensors play a crucial role
in detecting leaks, blockages, or failures in the hydraulic system that could impact the de-
ployment or retraction of the landing gear.

While these types of sensors can be found almost on every LGS, the quantity and quality of
the sensors, and consequently the data they provide, can vary significantly between different
aircraft models and manufacturers.

3.7.4 Fault injection custom blocks

We have developed custom blocks designed to simulate various fault scenarios to advance the
fault injection capabilities for the LGS model within Simscape. These blocks replicate the oper-
ational conditions under which faults like actuator friction and hydraulic supply limitations can
impact the system’s performance. Through the Simscape language, these custom components
are detailed to capture the dynamics of faults using a foundation of mathematical equations and
physical connections.
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Actuator Friction Block

This block builds upon the translational friction model [83], extending its functionality to sim-
ulate the friction experienced by actuators. The model incorporates Stribeck, Coulomb, and
viscous friction components to replicate the frictional forces accurately. These forces are cru-
cial for understanding how friction can affect the deployment and retraction of the landing gear,
especially under varying operational conditions. Adding a programmable parameter allows this
block to be enabled or disabled, offering flexibility in simulating and analyzing the effects of
actuator friction dynamically during the simulation runs.
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The total friction force F is a composite of:

F¢ represents Coulomb friction;

Fp,i represents breakaway friction;

vprk 18 the velocity at which breakaway; friction transitions to dynamic friction;

vs; defines the Stribeck velocity threshold;

Veour 18 the Coulomb velocity threshold;

f denotes the viscous friction coefficient.
Hydraulic Supply Fault Block

Similarly, the Hydraulic Supply Fault block is designed to simulate restrictions in the hydraulic
system, such as those caused by partial blockages or component wear. This block utilizes a
Rotational friction approach to represent the hydraulic resistance and its impact on the system’s
efficiency [84]. By integrating this block into the hydraulic supply system of the LGS model,
we can explore the consequences of diminished hydraulic pressure and flow on landing gear

operation.
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The total friction torque 7 is a composite of:

o T represents Coulomb friction torque;
o Ty, is breakaway friction torque;

® Wy 1s breakaway friction velocity;

e wg, is Stribeck velocity threshold;

® Weou 18 Coulomb velocity threshold;

e w is relative velocity;
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o f represents the coefficient of viscous friction.

By implementing these custom fault injection blocks, our study pioneers a methodical ap-
proach to assessing the LGS’s resilience and vulnerabilities under various simulated fault condi-
tions. This development represents a significant step forward in utilizing Simscape for detailed
fault analysis and underscores the potential of custom blocks in enriching simulations.
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Fig. 3.13: Position of the Main Actuator.

Synthetic data generation

With the fault blocks in place, we move on to synthetic data generation. This step involves
running multiple simulations at different severity levels for the injected faults. The resulting
synthetic data serves two purposes: analyzing the system’s behavior under various fault condi-
tions and training robust ML algorithms for predictive maintenance.

The LGS model was subjected to simulations under three conditions:

e Healthy: This baseline scenario represented the system functioning normally, without any
faults.

e Hydraulic Supply Fault: The corresponding fault block within the model was activated to
simulate the hydraulic supply malfunction.

o Actuator Friction Fault: The dedicated fault block for actuator friction was enabled within
the model.

For each fault scenario, simulations were run with varying parameters to explore a range of
potential fault severities. In the absence of empirical data from real-world systems or literature,
specific parameter values were selected to highlight the abnormal behavior of different failure
modes and severities on the LGS:
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o For the Actuator Friction Fault, we applied the fault block across both actuators, using pa-
rameters that capture a broad range of friction-induced behaviors. These included a break-
away friction of 10000N, a breakaway friction velocity of 0.1 m/s, a coulomb friction
force of 20 N, and a viscous friction coefficient of 100 N - s/m. This set of parameters was
selected to demonstrate the fault’s impact on actuator performance, specifically highlighting
how friction can significantly affect the actuator’s ability to retract and extend under various
conditions.

e For the Hydraulic Supply Fault, the parameters we chose are a breakaway friction torque
of 1.5N - m, a breakaway friction velocity of 0.1rad/s, a Coulomb friction torque of
1.5N - m, and a viscous friction coeflicient of 0.001 N - m - s/rad.

Table 3.4: Simulated failure blocks and fault cause.

Failure block Failure cause
Actuator friction 1,4,5
Hydraulic supply fault  2,3,6,7,8

Figs. 3.13 and 3.14 illustrate the different effects of these faults on the main actuator’s po-
sition and pressure, respectively, revealing critical insights into these specific fault types. For
instance, actuator friction introduces a delay in retraction, which is attributed to pressure varia-
tions. Meanwhile, a hydraulic supply fault leads to a significant deployment delay and a failure
to retract, underpinning a total pressure loss. Figs. 3.15 and 3.16 extend this analysis to the lock
actuator, showcasing similar fault impacts and underscoring the comprehensive nature of these
failure modes on LGS integrity. The selection of these two fault scenarios (hydraulic supply and
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actuator friction) aimed to encompass a broad spectrum of potential LGS failure at a functional
level. Although these fault blocks are distinct, they can be traced back to similar failure causes,
albeit in different positions within the system. While further investigation into specific failure
modes is warranted, these initial experiments provide valuable insights into the model’s abil-
ity to capture critical system behaviors under fault conditions. Table 3.4 shows the relationship
between the fault blocks and the possible cause.

3.7.5 Discussion

Our simulations targeted two critical fault conditions within the LGS hydraulic supply malfunc-
tion and actuator friction. These conditions represent a broad spectrum of potential LGS failures
at a functional level. The analysis revealed distinct impacts on both main and lock actuators,
aligning with expectations. Hydraulic supply faults caused significant deployment delays and
prevented retraction, while actuator friction primarily introduced delays during retraction. These
observations were supported by the pressure variations observed in the simulations. Moreover,
the selection of representative cases prioritized faults with a high impact on system function-
ality and real-world relevance to LGS operations. These outcomes demonstrate the feasibility
of the methodology for analyzing critical system behaviors under fault conditions and suggest
that our simulation parameters effectively captured the dynamics of these fault conditions. By
simulating various fault scenarios, designers can identify potential weaknesses and incorporate
features that mitigate their impact. Additionally, the model can also be used to develop training
programs for maintenance personnel and inform the development of robust Predictive Mainte-
nance (PdM) algorithms that leverage synthetic data to continuously monitor the LGS for signs
of faults and enable predictive maintenance.

It is becoming increasingly recognized among vendors that simulations incorporating fault
scenarios can offer significant value, yet this is a nascent field requiring further research. Current
simulation tools often lack the capabilities to easily incorporate and simulate faults, represent-
ing a significant barrier to widespread adoption and implementation. Addressing these gaps is
crucial for advancing the field and fully realizing the potential of fault simulations.

In aviation, model-based design in aviation is a well-established practice, and access to
high-fidelity models is crucial. However, researchers often face limitations in acquiring such
models. Future work can delve deeper into specific failure modes and expand the fault library
to encompass a more comprehensive representation of potential LGS issues. Real-world LGS
health data can be used to further refine and validate the model in an iterative process, enhancing
its accuracy and effectiveness. It is essential to acknowledge that the value of synthetic data
generated by a model depends heavily on its quality. Effective LGS modeling requires a high
level of expertise, which is often found within the aircraft domain, where high standards are
necessary.
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Table 3.5: Fault Injection Campaign Summary for the Landing Gear System Case Study

Domain Fault Types Injected Faults Est. Sim. Time (CPU)
Hydraulic ~ Supply Fault (Blockage/Leakage) 11 ~ 5 mins
Mechanical Actuator Friction, Parameter Drift 142 ~ 71 mins
Total 153 ~ 76 mins

Note: Simulation times are estimated CPU elapsed times.

3.8 Multirotor Drone

Drones are captivating and increasingly ubiquitous systems that exemplify the core principles of
cyber-physical systems, showcasing the intricate interplay between physical components (e.g.,
mechanical structures, energy systems) and digital elements (e.g., control software) [85, 86].
Their usage has significantly expanded in recent years, extending across various domains such
as agriculture and surveillance [8§7—-89].

Designing a drone is inherently multidisciplinary, with the primary challenges stemming
not from isolated concerns like control software development or aerodynamic design, but from
managing the inter-dependencies among these diverse domains. Modern drones require con-
siderable computational power to process sensor data, execute machine learning algorithms,
and maintain stable flight. This demand for processing capability competes with the need for
energy-efficient systems to maximize flight time, all while adhering to strict weight constraints
imposed by limited motors power and battery capacity. Moreover, drones depend on highly
responsive and precise control systems, demanding careful integration of hardware and soft-
ware. Achieving a balance between energy efficiency and precise control thus requires tight
coordination and optimization across the entire system.

All these considerations significantly influence software development, particularly since
drones operate in challenging environments where they may encounter unforeseen conditions,
component variations, or failures. It is therefore essential to integrate fault scenario analysis
into the design process and to build resilience into the system. This means the software must be
fault-aware, capable of detecting, isolating, and responding to failures in real-time, while also
supporting the evaluation of different hardware configurations, such as batteries, sensors, and
other critical components. Since it is impossible to foresee every possible fault or performance
variation, development efforts greatly benefit from a flexible and comprehensive simulation en-
vironment that covers multidisciplinary aspects. Such an environment allows designers to model
various failure scenarios, compare alternative components, and develop tailored detection, mit-
igation, and optimization strategies.

The current state of the art features a plethora of drone simulators [86,90], but most of them
focus on specific design phases or domains. Some tools provide early development support but
lack detailed physical modeling [91-93], while others emphasize accurate modeling to support
flight algorithm design [94-96] or prioritize graphical simulation [43]. Integrating additional
aspects, such as detailed power consumption, often requires coupling with external tools, which
can be cumbersome and non-trivial.
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The goal of this work (outlined in Fig. 3.17) is to propose an open-source solution that
enables multi-physics drone simulation by integrating multiple facets of drone design into a
single simulation run, with minimal integration effort. The proposed solution is built on top of
three main pillars:

o SystemC AMS, a C++ library and modeling platform that supports the simulation and design
of complex systems, with support for analog and mixed-signal modeling and multi-domain
descriptions [39];

e GVSoC, an open-source C++ event-driven Instruction Set Simulator (ISS) for PULP RISC-
V cores [41], supporting virtual prototyping and software performance estimation;

o Unreal Engine, a widely used game engine known for its advanced physics simulation, pow-
erful rendering graphics, and extensive component support, combined with environmental
support (e.g., gravity, wind) and user interaction (e.g., drone input commands) [43].
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Fig. 3.17: Proposed co-simulation framework to enable modeling and analysis across mechanical, electrical, soft-
ware, and environmental domains (left) with the integration of Unreal Engine, SystemC AMS, and GVSoC (middle),
for effective drone design, exploration of alternatives, and development of software with fault management (right).

The key directions of the proposed simulation frameworks are thus a careful support for
hardware, mechanical, power and multi-domain modeling (achieved with SystemC AMS), full
support for software simulation and development (through the ISS), 3D modeling and environ-
ment support (thanks to Unreal Engine) and extensive support for fault detection, isolation, and
recovery (enabled by the holistic view of the drone).

This work demonstrates the proposed approach using a state-of-the-art drone model de-
scribed in [97]. This system-level model encompasses the aerodynamics of the rotor-propeller,
electromechanical motor behavior, battery dynamics, and the rigid body dynamics of an eight-
motor drone. We utilize this model to demonstrate how the implementation is realized in Sys-
temC AMS and Unreal Engine, and to showcase specific design tasks enhanced by simulation,
such as Design Space Exploration (DSE) of batteries and the development of advanced control
and safety strategies.

Drone design

Drone design is inherently complex, requiring expertise across highly diverse domains. It often
begins with the mechanical or airframe configuration, and subsequent domains, such as power
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electronics, embedded control, sensor integration, and fault management, are added at later
stages of the design flow [98,99]. This impacts on the simulation and fault awareness support.

Simulation tools

Many drone simulation frameworks exist in the literature, each offering different trade-offs be-
tween fidelity, flexibility, and ease of use [86,90]. Overall, most of the available tools are spe-
cialized for specific phases of the drone design process, either focusing on physical modeling,
control development, or early-stage prototyping. Seamlessly combining functional and extra-
functional properties (e.g., power, reliability) within a single, integrated simulation workflow
remains a challenge, and often requires non-trivial effort to bridge the gap between multiple
simulation environments.

Simulink, especially when used in combination with Simscape Multibody and Simscape
Electrical, enables system-level multi-domain simulation by modeling both mechanical and
electrical subsystems in a unified environment [100]. It is widely adopted for system-level
modeling, control algorithm development, and Hardware-in-the-Loop (HiL) simulations. Its
graphical modeling interface makes it accessible for rapid prototyping. However, Simulink has
limitations when it comes to low-level hardware modeling, such as embedded processors or
firmware execution. Additionally, implementing complex control strategies (e.g., deep learning-
based control) often requires integration with external environments such as Python or C/C++
toolchains, which can complicate the workflow.

ANSYS, SolidWorks, and AirSim focus on high-fidelity physical simulation [96, 101, 102].
ANSYS and SolidWorks offer highly detailed finite-element and Computer Aided Design
(CAD)-based simulations, particularly for structural, thermal, and fluid dynamics aspect, and
are typically used during early mechanical design phases for evaluating aerodynamics and struc-
tural integrity. AirSim, developed by Microsoft, offers realistic physics and sensory environ-
ments for drones and autonomous vehicles, and supports integration with Unreal Engine or
Unity for enhanced visuals [96]. However, these platforms generally lack out-of-the-box sup-
port for control system development or power modeling, requiring custom interfaces with other
tools like Simulink or the Robot Operating System (ROS).

FlightGear, Gazebo, and OpenRocket are popular open-source simulators geared toward
simulating real-world flight behavior [94, 95, 103]. Gazebo, for instance, is often used with
ROS and supports physics-based simulation of robots and drones, including accurate modeling
of joint dynamics, sensors, and controllers. While these tools are effective for simulating me-
chanical dynamics and Software-in-the-Loop (SiL) testing, they typically do not provide native
support for detailed electrical systems or battery models, requiring co-simulation or external
plugins.

Open-source projects such as ArduPilot and Webots are designed for algorithm develop-
ment, prototyping, and educational use [91-93]. ArduPilot supports a wide range of vehicles
and provides robust firmware-level control with strong community support. Webots offers a
lightweight and accessible simulation environment with basic physics and sensor modeling.
However, these tools often lack support for advanced physical modeling, including nonlinear
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aerodynamics, detailed actuator behavior, or accurate energy consumption, making them less
suitable for high-fidelity, system-level simulation.

Finally, game engine-integrated simulators, like Unity ML-Agents and Unreal Engine [43,
104], provide realistic visualization and sensory fidelity, but they do not consider the electrical
or mechanical behavior of the components.

Drone fault detection, isolation, and recovery

Faults are a critical aspect of aerospace and robotics fault-tolerant systems. A fault in a drone is

an unexpected deviation from normal operation in any hardware, software, or mechanical com-

ponent that degrades or compromises system performance, reliability, or safety. Faults do not

necessarily lead to failure immediately, but can escalate into one if not detected and mitigated.
Despite of the cause, faults can be classified as (Figure 3.18):

e Permanent faults: irreversible changes, due to deterioration of a component or a hazard
during use;

o Transient faults: triggered by non-permanent conditions, such as high outside temperature,
power surges, or electromagnetic interference [105], and thus rarely leave the system per-
manently broken;

o Intermittent faults: faults that occur frequently, but the system is not affected continuously
by such faults. The healthy behavior is restored after a short time interval [106];

o Incipient faults: cause a gradual degradation of system performance, e.g., due to system

wear and tear.
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Fig. 3.18: Differences between fault-free behavior, abrupt fault, intermittent fault, and incipient faults.

Fault mitigation strategies include different actions. To detect faults, it is necessary to moni-
tor system parameters (e.g., sensor values, motor Revolutions Per Minutes (RPM), battery lev-
els) for anomalies, by using threshold-based checks or model-based estimations (e.g., Kalman
filters). Once a fault occurs, it is then necessary to isolate it, determine the subsystem or com-
ponent where it occurred, and identify possible causes. Recovery actions can then be defined,
such as reconfiguring the system (e.g., switching to backup sensors), enabling graceful degra-
dation (e.g., limiting maneuverability), or initiating safe procedures, like returning to base or
performing an emergency landing. The time from fault detection to full fault mitigation is re-
ferred to as the reaction time, as it represents the time between the failure and the completion

of the countermeasure action.
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Fig. 3.19: Block diagram of drone model (left) and layout of rotors, axes, and torque (right) as reported in [97]. The
drone model provides mechanical and power subsystems.

In the context of drones, faults can span across multiple domains: sensor faults (e.g., hard
or intermittent failure); actuator faults (e.g., motor degradation causing a partial loss of thrust
due to wear or overheating); power system faults (e.g., sudden battery voltage drop or capacity
loss); software faults (e.g., due to latencies or to control instability under edge cases); and even
environmental faults (e.g., wind gusts) [107]. In such complex scenarios, drone designers often
develop fault management capabilities late in the process, as a reaction to faults observed during
integration, rather than incorporating them into the early design models [98, 108].

On the other hand, fault management is a consolidated strategy in other contexts, such as
embedded systems. Embedded systems are indeed widely used in domains such as automo-
tive, aerospace, and industrial automation, which require very high reliability, determinism, and
safety levels [1, 109, 110]. To ensure this, embedded system design anticipates faults during
early design phases. In order to understand and improve the system, developers perform fault
modeling and simulation, i.e., representing faulty behaviors or failure modes in a simulation of
the overall system to analyze their impact on system performance, safety, and reliability [111].
This allows to identify weaknesses and to improve the design with error detection and recovery
strategies.

3.8.1 Starting multi-rotor drone system-level model

To exemplify the proposed solution on a real drone, we adopted the drone model in [97] as a
starting point for our work. This model captures the tightly coupled interdependencies between
electrical, mechanical, thermal, and aerodynamic subsystems in a drone, allowing for the sim-
ulation of faults, the evaluation of their impact on system performance, and the validation of
control strategies. The remainder of this paper will show its implementation in the proposed
frameworks.

The structure of the drone propulsion and dynamics model in [97] is illustrated in Figure
3.19. The control inputs to the system are Pulse Width Modulation (PWM) signals, issued by
the UAV flight controller to each rotor. These PWM commands instruct the Electronic Speed
Controller (ESC) to regulate the motor input voltage as a fraction of the battery voltage Vp,
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based on the PWM duty cycle. The output of the ESC model is the modulated voltage Vi,
which serves as the input to the motor model.

The Motor Model simulates the behavior of a brushless DC motor driven by Vj,. It com-
putes the resulting motor current /ry and angular speed (RPM), both of which depend on elec-
trical characteristics and the mechanical load imposed by the connected propeller. The torque Q
exerted by the propeller feeds back into the motor, influencing its rotational speed and current
draw.

The motor’s rotation drives the propeller, which is modeled using Blade Element Theory
(BET). BET breaks the propeller into small blade segments and integrates their contributions
to compute the generated thrust 7' and torque Q. These forces are functions of rotational speed,
local flow velocities, air density, and propeller geometry.

To account for airflow changes induced by the propeller’s operation, the model incorporates
a Momentum Theory module. It estimates the induced inflow velocity v; at the rotor disk
based on the UAV’s translational velocity components (vy, v;). This velocity affects local flow
conditions and is fed back into the BET model, closing the aerodynamic loop.

The computed thrust and torque are then used in the UAV Rigid-Body Dynamics module,
which integrates them into Newton-Euler equations to update the UAV’s position, velocity, and
orientation. The resulting motion alters the inflow velocities at the rotor, further influencing the
aerodynamic and motor models.

The motor current /1y is also passed to the ESC, which uses it to calculate the battery current
draw Ip. Finally, the Battery Model, based on an equivalent circuit with open-circuit voltage
Vocv and internal resistance Ry, responds to this current by updating its voltage output Vp. This
voltage is supplied back to the ESC, thus completing the electrical feedback loop.

Overall, the model integrates ESC regulation, motor dynamics, aerodynamic loading, ve-
hicle motion, and battery behavior into a closed-loop simulation. Each subsystem is intercon-
nected through continuous feedback, enabling accurate analysis of UAV performance, tran-
sients, and cross-domain interactions. Software is not included in the simulation, which directly
takes in input PWM signals, rather than user commands. Additionally, no environmental sup-
port is provided, either as input sensor data or as physical awareness (e.g., wind). This limits
the development of control strategies on top of the drone model.

3.8.2 Methodology

This section outlines the methodology used to develop our comprehensive drone simulation
framework. Simulating a drone, such as the one described in Section 3.8.1, is inherently mul-
tidisciplinary and requires consideration of user interaction, software development, and execu-
tion. All such aspects can not be easily modeled in a single framework, and are rather partitioned
into three communicating subsystems:

o Unreal Engine is used to collect user inputs via keyboard commands, and as a visual front-
end of our simulation, representing the drone and its environment interactively;
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e GVSoC is used to transform user input into commands for the drone motors, by apply-
ing PWM and thrust calculation; it also performs PID control (i.e., stabilizes the drone’s
movement, control trajectory, and speed), and applies fault mitigation strategies;

o SystemC AMS is used to simulate the drone’s multidisciplinary aspects described in Sec-
tion 3.8.1, to reproduce aerodynamics, mechanical, power, and hardware aspects;

Communication between these three subsystems is handled separately between SystemC AMS
and Unreal Engine (via socket) and between SystemC AMS and GVSoC (via API invocations).
The overall system architecture is reported in Fig. 3.20. The next sections detail each subsystem.

Thrust + Feedback

Keyboard + Sensors
/_( Unreal Engine Subsystem }_ SystemC AMS

SystemC AMS|, Fault Index mainO(
Server Sensor data thrust(

PID1(sensor),
PID2(sensor),

Keyboard

00000

Keyboard command

Motors

Thrust PID3(sensor));
Special Thrust rool »
Condition | condition Index Control } {Blade Element}

- module Module
collision

Thrust

Computer Screen
[y, |[o] Fm%l T ISpeed

Physics Battery |V, ESC Vmotor.|  Motor
- Simulator Module Module
— ) | [

Fig. 3.20: Detailed simulation infrastructure: the drone model in Figure 3.19 is simulated in SystemC AMS; control
software (including stabilization control and thrust estimation) is executed in GVSoC; user input, visualization, and
environment simulation are managed by Unreal Engine. Communication with Unreal Engine happens via sockets,
while the synchronization between SystemC AMS and GVSoC are managed through the invocation of GVSoC
APIs.

i

SystemC AMS subsystem

The SystemC AMS subsystem is derived from the model in [97] and reproduces most of drone
domains, including power, aerodynamics, mechanics, and hardware. This is possible thanks to
the flexibility of SystemC AMS, which natively provides constructs that span across multiple
notions of time and modeling semantics [2].

The mechanical and aerodynamics subsystem includes:

a) Control module: this module is responsible for accurately controlling engine thrust by trans-
lating the thrust request from the software (received from GVSoC, as will be explained later)
into the appropriate Electronic Speed Controller (ESC) command Fgscg. This is achieved
by performing an inverse computation that maps the required thrust to the corresponding
ESC control percentage, i.e., the percentage of available battery voltage necessary to reach
the required motor angular velocity. This is a crucial condition to ensure that the request
can be satisfied and that the drone can move as desired.

The process requires to computing the necessary rotor angular velocity w to generate the
desired thrust 7', as in Eq. (3.13), and then to convert w into the ESC control percentage
Fescoe, as in Eq. (3.14):
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2Treq
= 3.13
CioA (3.13)
w + bw?’K*R,,
Frscg = ———v " (3.14)

VpK,
where, C; is the thrust coefficient, p is the air density, A is the rotor disk area, K, is the motor
velocity constant, R, is the motor resistance, b is a loss coefficient, and V), is the battery
voltage. This control strategy ensures that the physical thrust produced by the motors aligns
closely with the flight control requirements.
Blade element module: this module estimates the torque Q and the thrust 7" generated by
the propeller, based on the blade element theory, the current drone speed, and the required
PWM. The original model in [97] is very accurate from a physics point of view, but it
contains cyclic dependencies that create extremely long simulation times and simulation
instability, as convergence is heavily dependent on the preset initial values. This is typical
of dynamic systems that are not completely supported by the solver used by SystemC AMS
(which relies on the Euler and trapezoid methods) [2].
To overcome this limitation, we adopted a simplified model, providing a linear relation
between rotor speed and induced torque Q and thrust 7' of the blade elements [112], as in
Eq. (3.15), Eq. (3.16) and Eq. (3.17).

1
Ly = —EClpAWz (3.15)
fr = ko? (3.16)

Tp ~ Tp = bw? (3.17)

where L;, is the blade airfoil lift in air of density p, W is the airspeed of a blade, A is the
blade area, C1 is the lift coefficient, w is the propeller speed. Ly is set equal to the thrust
fr, and the torque acting on the frame 7'r is equal to the drag torque of the rotor T'p, that is
given in output.

Electronic Speed Controller (ESC): the ESC module takes as input the control signal
FEgsca, received from the control module, and converts it into energy that makes the motors
spin at the desired speed. This is calculated by determining V.. as the percentage of the
battery voltage Vg necessary to realize the requested movement:

Vinotor = Vb - FESC% (318)

Motor module: This module transforms electrical power into mechanical power to produce
the thrust necessary for flight. It receives the input voltage V10, from the ESC and models
the internal electromechanical behavior of the motor using a set of equations. The current
demand I, is calculated from the torque Q, multiplied by a motor constant K, (equal
to the inverse of the motor velocity constant), plus a current demand due to motor inner
resistance Iy caused, e.g., by friction, as in Eq. (3.19) [113]. The current demand will be
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given as output to the battery model and used to calculate the internal voltage from V0,
by applying the internal voltage drop across the motor’s phase-to-phase resistance, R,,. The
motor angular velocity w is then derived by multiplying such voltage by the motor constant
K, (Eq. (3.20)).

I,=0 K, +1 (3.19)

® = (Vinotor = ImBm) - Ky, (3.20)

As evident from Eq. (3.13) to (Eq. (3.20)), the mechanical and aerodynamics subsystem requires

discrete-time computation. Each module can thus be realized as a SystemC AMS TDF module,

thus exploiting the effectiveness of the static scheduling. An example for the control module

is sketched in Fig. 3.21. Each module defines an interface, as input and output ports (lines 3-

5),

and implements predefined functions. In detail, the set_attributes() function sets the

execution time step (lines 15-17). The initialize() function allows setting initial values of

variables and ports (lines 18-24). Finally, the processing() functions define the discrete-time

computation that must be updated at fixed time steps by implementing Eq. (3.13) and Eq. (3.14)
(lines 25-28).

1. SCA_TDF_MODULE(CONTROL) { 15.void CONTROL::set attributes() {

2. public: 16. set_timestep(1, SC_MS);

3. sca_tdf::sca_in<double> thrust; 17.}

4. sca_tdf::sca_in<double> Vb; 18.void CONTROL::initialize() {

5. sca_tdf::sca_out<double> Fesc; 19. w = 0;

6. 20. Kv = 406.5;

7. SC_HAS_PROCESS (CONTROL) ; 21. Rm = 0.10;

8. CONTROL (sc_module_name CONTROL); 22. A = 0.002363;

9. 23. Cl = 0.03546;

10. double w, Kv, A, Rm, C1, b; 24.}

11. void set_attributes(); 25.void CONTROL::processing() {

12. void processing(); 26. w = sqrt(2 * thrust.read() / (C1 * A * 8));
13. void initialize(); 27. Fesc = (w + b*w*w + Kv*Kv * Rm)/(Vb.read() * Kv);
14.}; 28.}

Fig. 3.21: Example of SystemC TDF module implementing the control module.

The SystemC AMS subsystem also includes a power component, bridging the gap between

power usage to activate the motors and power storage:

e)

Battery module: This module is responsible for calculating the State of Charge (SoC) and
the output voltage V;, of the battery. The internal dynamics of the battery are modeled using a
first-order equivalent circuit, where V;, depends on the total current demand from the motors
I, (positive Ip indicates discharge), the available charge Cp, and the internal resistance R;;;.
The SOC represents the remaining charge in the battery relative to its nominal capacity Cp,,
and is estimated by integrating the current over time according to Equation Eq. (3.21):

asoc 1

dt - Cbat

Ip (3.21)

The terminal voltage of the battery is computed using the first-order equivalent circuit model
shown in Eq. (3.22), where V,,.(S OC) is the open-circuit voltage and is typically a nonlinear
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function of SOC:
Vg = Voc(SOC) = Ry - I (3.22)

This model enables the efficient and realistic simulation of battery behavior under varying load
conditions by capturing both energy depletion and voltage drop effects resulting from internal
resistance. Additionally, it allows for the variation of the battery’s internal parameters (e.g.,
Riy;) as a function of SOC, enabling the accurate modeling of battery internal dynamics. The
variability of R;,; does not allow for reproducing the battery with the ELN semantics of SystemC
AMS, as the resistor primitive sca_eln: : sca_r has a fixed Ohmic resistance value. It was thus
necessary to solve the circuit equations, and to have coefficients whose values are adjusted to
the battery state (V,. € [2.5,4.2], R;, € [0.0185,0.0239]).

GVSoC subsystem

Drone control requires the development of control firmware to perform drone stabilization,
sensor data fusion and processing, and interpretation of user input commands. The development
of such software cannot be done in isolation, and it rather benefits from development in an ISS,
which allows for the execution of a specific software stack and enables the exploration and
validation of performance, stability, and response to various commands.

In this work, we focus our attention mostly on two software components: the Flight Control
System, for drone stabilization, and a Fault Management System, for detecting and managing
faults, including battery faults, motor faults, etc. [114]. Such software components have been
implemented in C and integrated in the GVSoC ISS, and play a central role in managing the
drone’s behavior during normal operation and fault conditions:

a) Flight Control System: this module is designed to ensure stable flight and precise maneuver-
ing. It is structured around three independent Proportional-Integral-Derivative (PID) con-
trollers, i.e., algorithms that constantly process data from sensors to understand how the
drone is moving relative to the desired trajectory, and then send commands to the ESCs and
motors to correct any errors. PID controllers are thus the responsible entities for regulating
a specific subset of the drone’s dynamics.

The drone’s flight control system is organized around three independent PID controllers,
each tasked with regulating a distinct aspect of the drone’s dynamics. Each controller fol-
lows the standard PID formulation:

de(t)
dt

where u(f) denotes the control signal at time ¢ and e(#) represents the control error. The

u(t) = Kpe(t) + Kif e(t)dr + K, (3.23)
0

proportional gain K, produces a correction proportional to the instantaneous error, enabling
fast response. The integral gain K; accounts for the accumulation of past errors, ensuring
the elimination of steady-state offsets. The derivative gain K, anticipates the future trend of
the error, contributing to a smoother response by reducing overshoot and improving overall
stability.
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The first controller (PID1) manages the drone’s altitude, and thus requires as input the
target altitude and the current altitude. For PID1, error is defined as the difference between
the desired target altitude /ee(f) and the current measured altitude throttle(?):

eprp1(7) = throttle(r) — hiarget(7) (3.24)

The second controller (PID2) is responsible for regulating roll (i.e., rotation around the
longitudinal X-axis), which primarily influences the drone’s lateral linear velocity (along
the Y-axis). PID2 requires x-axis rotation angle 6,(¢), and linear velocity along the y-axis
vy(1) a velocity feedback gain that modifies the error based on linear velocity, aiming to
improve stabilization and counter drift caused by the drone’s rotational movement. The
error signal incorporates both attitude and velocity components:

epp2(1) = 0x(t) = Oxtarget () + Cu + (1) - C (3.25)

where the term C,, is a damping factor applied directly to the error, designed to help suppress
small residual rotational motions quickly, and C, is a velocity feedback gain that modifies
the error based on linear velocity, aiming to improve stabilization and counter-drift caused
by the drone’s rotational movement.

The third controller (PID3) performs a similar function for pitch (i.e., rotation around the
lateral Y-axis) given y-axis rotation angle 6,(¢) and the linear velocity along the x-axis v,(?),
thus primarily influencing the drone’s forward/backward linear velocity (along the X-axis).
The error signal is thus:

epp3(t) = gy(t) - Hy,target(t) +Cntvi(D)-Cy (3.26)

All PID control algorithms thus require sensor data that can be generated by the Unreal
Engine simulation and forwarded to the control software. The algorithms are implemented
in C for easy integration and execution in the GVSoC ISS.

Fault Management System: this system is responsible for detecting, isolating, and miti-
gating malfunctions or anomalies across all critical components, including motors, ESCs,
propellers, sensors, and batteries. Its main objective is to ensure operational safety by iden-
tifying faults early, isolating their sources, and executing appropriate response actions to
transition the drone into a safe state, minimize potential damage, or, when feasible, maintain
mission continuity. Including this component within the framework enhances the realism of
the simulation, enabling it to closely replicate real-world system behavior and ensuring that
the overall simulation remains consistent with real-world conditions. For example, if an
engine fault index indicates a malfunction, the countermeasure system switches to a prede-
fined emergency flight mode, and if sensor values remain static for an extended period (thus
suggesting sensor failure), the system can infer the fault and respond accordingly, either by
issuing warnings, disabling affected controls, or activating fallback strategies.

The development of such a system is extremely complex, as it requires monitoring and
controlling heterogeneous domains, including batteries, sensor data, and mechanics-related
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sensors. It is thus the software component that benefits the most from the development of
a multi-domain simulation framework like the one proposed in this work, e.g., to simulate
fault scenarios safely and repeatedly, with no physical harm, test a vast number of fault
combinations, edge cases, and environmental conditions that would be impractical in the
real world, and reduce the reliance on expensive physical prototypes and time-consuming
flight tests [115]. Section 3.8.3 will focus on the development of some examples of fault
management strategies for the drone under design.

Together, the flight control and the fault management system form a robust architecture that
combines real-time feedback, high-level user intent, and fault detection to enable autonomous
and resilient drone operation within a simulated environment.

Unreal Engine subsystem

As presented by Michel et al. in [86], a drone simulator includes many different aspects that go
beyond the mathematical multi-physics equations of the system, including a control system, to
determine the flight route, detect (and react to) collisions, and interact with the user in keyboard
or pad-controlled simulators, and a visualization mode, to allow comprehension of the drone be-
havior over time. While SystemC AMS is well-suited for multi-physics modeling and GVSoC
can support the software of the control system, they lack support for advanced visualization.
Additionally, integrating location sensors (to enable visualization) would require explicitly cal-
culating the position coordinates of the drone in the reference system, as well as rotation angles,
etc., which is far from trivial. The role of the Unreal Engine subsystem is thus mostly twofold:

a) Visualizer: Originally developed as a game engine, Unreal Engine offers high-fidelity ren-
dering and advanced environmental modeling capabilities. In our simulator, it is used to
visually represent the drone and its surrounding environment in a realistic and structured
manner. The drone model is configurable, with parameters such as size, weight, and appear-
ance that can be adapted to reflect different real-world drone configurations. The simulated
environment consists of static objects, such as buildings, walls, or trees, arranged to recre-
ate realistic deployment scenarios and to evaluate the drone’s behavior in the presence of
physical constraints or obstacles.

b) Sensors Modeling: Unreal Engine is also responsible for emulating the sensors needed to
provide data to the rest of the simulation system, particularly to the control software. Among
these are a position sensor, which continuously reports the drone’s [x,y, z] coordinates in
the 3D world; an orientation sensor, that captures roll and pitch angles (6,(¢) and 6,(?)); and
velocity sensors that measure the drone’s translational speeds along the x and y axes (i.e.,
v,(f) and v(7)). Additionally, specialized sensors are implemented to detect collisions or
exceptional conditions, such as impacts with obstacles or entering restricted areas. These
event-driven sensors trigger corresponding reactions in the control logic, depending on how
the controller is configured to handle such scenarios.

¢) Keyboard Interaction: Another key component is the keyboard interface, which enables the
user to directly interact with the drone to either control its desired movement or give inputs
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to affect its movement, e.g., to simulate faults (as will be described later in the experimental
sections).

f Square

Get Component Veloci
f - =) »A  Retum Value

Target  Return Value X
Retumn Value Y f Square

Retum Value Z @A Relumn Value

f Square
A Retum Value

€ OnComponentHit (Box)
»

Hit Component
Other Actor

f GetWorldLocation e

Target  Retum Value X @ T e

Return Value Y @ o < Branch
Return Value Z » SalD) B Wroning
Condition  pise —— ® o
O CRASHED | 20 (e}

—,

In String | HTIm

v

Fig. 3.22: Blueprints for estimating (top) drone velocity and (bottom) drone position to check for crashes.

All the described modules are implemented as Blueprints, i.e., graphically specified scripts
in Unreal Engine that encapsulate logic through a node-based interface. Blueprints provide a
visual programming model that is highly suited for rapid development and prototyping of inter-
active systems. In our simulator, they are used to define the behavior of sensors, environment
elements, and drone dynamics in response to simulated physics and control commands. For ex-
ample, in Fig. 3.22, the velocity sensor blueprint (top) continuously tracks the drone’s velocity
to send it to GVSoC, and the collision sensor blueprint (bottom) monitors the drone’s position
and physical interactions with the environment to trigger event-based responses.

Thanks to Blueprints, complex event-driven logic can be implemented and modified without
altering C++ source code, thus improving maintainability and enabling fast iteration during de-
velopment. Additionally, the Blueprint system is fully integrated with the Unreal Engine render-
ing and physics engines, ensuring tight coupling between visual feedback, physical simulation,
and control logic from external tools (i.e., GVSoC).

Tool integration

The integration and synchronization of the tools are crucial aspects of the proposed simulation
infrastructure, as sketched in Fig. 3.23. SystemC AMS has a lead role, as its SystemC AMS
server block (Fig. 3.20) handles communication with both Unreal Engine and GVSoC.
Communication with Unreal Engine occurs through TCP/IP sockets, which enable sim-
ple message passing and synchronization at specified time steps. Synchronization with GV-
SoC instead relies on MESSY, an open-source solution that integrates GVSoC with SystemC
AMS [116] for Design Space Exploration (DSE) of cyber-physical systems. The integration is
realized by using SystemC AMS as master, as it periodically invokes the step_until() API
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function of GVSoC to allow software execution for a given time step. This allows immediate
time and data alignment of all frameworks, by defining a synchronization time step common to
all simulators.

A visual representation of the overall synchronization and integration is depicted in Fig. 3.23,
which adopts a timing diagram formalism. At initialization time (/INITIALIZE fragment), Sys-
temC AMS prepares its simulation environment by running all constructors and building the
event queue. Additionally, the constructor of the SystemC AMS server block also instantiates
the GVSoC ISS and its own event queue by starting SW execution, and it sets up a TCP/IP
socket for communication with Unreal Engine. Then, Unreal Engine starts and connects to the
TPC/IP socket, thus ending the initialization phase.

Unreal Engine 5 SystemC-AMS GVSoC
INITIALIZE START
— SETUP TCP/IP SERVER INIT | 1SS SETUP
CONNECT TO TCP/IP WAIT FOR CONNECTION
SOCKET | OK
LOOP (60Hz)
TCP/IP
GENERATE SENSOR | TRANSMIT
DATA [COORDINATES, | UPDATE MODULES
veLocry, UPDATE MMIO | >TEP-UNTIL
ACCIDENT] ‘
| (RETURN) EXECUTE SW
TCP/IP UPDATE MODULES
UPDATE | TRANSMIT | pRepARE DATA
VISUALIZATION [PID CONTROL, :
: INDEX]

Fig. 3.23: Execution flow and synchronization between SystemC AMS, GVSoC, and Unreal Engine.

To run the simulation (LOOP fragment), it is necessary to define a synchronization mech-
anism that maintains a common notion of time across the three simulators, allowing for deter-
ministic and coherent processing of events and communication. Unreal Engine allows the use
of a variable timestep for its main game loop, but provides a fixed timestep feature to enable
more stable and predictable physics, especially for complex simulations, by dividing a single
frame time into smaller, fixed-duration sub-steps. Given the need for tight synchronization with
the other simulators, we thus configured Unreal Engine with a 60Hz execution rate. Synchro-
nization with SystemC AMS is based on such execution frequency.

The former choice (i.e., system update at 60Hz) drives the main simulation loop. Every
16.67ms (i.e., at 60Hz), Unreal Engine recomputes sensor data (e.g., drone coordinates, posi-
tion) and communicates it via a socket to SystemC AMS. The SystemC server block listens to
the TCP/IP socket and is activated every 16.67 ms, upon receiving new data through the socket.
In this way, the updated Unreal Engine information is aligned with the TDF execution cycle,
allowing it to recompute the main core of the drone simulation synchronously with Unreal En-



74 3 Multidomain faults validation

gine. SystemC AMS then updates the Memory Mapped I/O (MMIO) memory region associated
with GVSoC to allow data sharing. Activation of GVSoC occurs through the invocation of the
step_until () API function passing the time step as a parameter (i.e., 16.67ms). This allows
re-executing SW (e.g., PID control) with the same frequency as the data update, and to react
accordingly to the evolving drone conditions and user requests. The resulting control outputs
are written to the MMIO to SystemC AMS and then sent back to Unreal Engine via TCP/IP
socket communication, allowing for the visualization update.

It is important to note that this design choice allows a tight coupling of the three simulators,
which execute at the same simulation pace and deterministically. Other configurations are pos-
sible, e.g., activating SystemC AMS less frequently to reduce the simulation overhead or only
in response to new input values from Unreal Engine.

Framework performance

This section analyzes the performance of the proposed framework in terms of CPU utilization,
memory consumption, and runtime. To collect these metrics, we conducted a 140-second drone
flight simulation, which provided a sufficiently long execution window to capture the frame-
work’s impact on system resources. All experiments were executed on a Windows 11 laptop
equipped with 16 GB of RAM, an Intel Core 19-9750H processor (6 cores), and an NVIDIA
GeForce RTX 2060 GPU (used to accelerate the Unreal Engine rendering).

o CPU usage: The results are presented in the left plot of Fig. 3.24. We were able to isolate the
CPU usage of SystemC AMS + GVSoC from that of Unreal Engine 5. The measurements
show a stable CPU load throughout the simulation, with SystemC AMS averaging 6.54%
per core and Unreal Engine averaging 5.02% per core.

o RAM usage: The same distinction between actors is applied for this metric as well. As
expected, the results (reported on the right in Fig. 3.24) show that Unreal Engine dominates
memory consumption, with an average of 5,595.73 MB over the length of the simulation.
In contrast, the memory consumption of SystemC AMS can be considered negligible (avg.
82.72 MB). The reason behind these numbers is the memory intensity associated with 3D
rendering, which involves handling high-resolution textures, complex geometries, and dy-
namic lighting effects throughout the simulation.

e Runtime: This metric indicates how much real-world time is needed to simulate a given
amount of simulated time, allowing us to evaluate the overhead of the framework. In this
experiment, as well as in all those presented in Section 3.8.3, the simulated time advances
at a 1:1 ratio with real time. This shows that the framework is real-time: simulating 140
seconds requires exactly 140 seconds in the real world, while allowing full visibility onto
all drone behaviors.

3.8.3 Framework application to enhance drone design

This section details a series of experiments conducted within our simulation framework, show-
casing its capabilities in both optimizing initial design parameters and ensuring system re-
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Fig. 3.24: CPU and memory usage of a 140s simulation

silience against common real-world challenges and failures. Collectively, these experiments
underscore the power and flexibility of our simulation framework in enabling systematic DSE
and fault scenario testing. This comprehensive approach is essential for developing optimized,
reliable, and inherently safer autonomous aerial platforms.

Design Space Exploration

This section focuses on fundamental component selection, demonstrating how different battery
configurations critically impact drone autonomy and environmental interaction. An experiment
is conducted to investigate the drone’s stability when subjected to external environmental dis-
turbances, highlighting the importance of designing adaptive control algorithms to maintain
stable flight. The goal is to demonstrate that a single simulation framework enables the consid-
eration of multiple aspects during prototyping, allowing for careful design choices, including
environmental effects that are not easily incorporated in such a preliminary phase.

Battery Choice

Battery choice is crucial to allow drone autonomy and effectiveness, and requires taking into ac-
count several parameters, including battery physical dimensions, which affect how it fits within
the drone’s frame; its capacity, which directly influences flight time; and its weight, which has
a significant impact on the drone’s lift requirements and energy efficiency. A well-balanced
trade-off among these factors is essential to optimize both performance and endurance without
compromising safety or maneuverability.

In this experiment, we compared three batteries with similar capacities (15Ah to 16Ah) and
voltages (21.6 V to 22.2V), thus ensuring a fair baseline in terms of total energy available, but
with different weights, ranging from 1.350 kg to 1.984 kg (approximately +46%). Full battery
details are provided in Table 3.6.

The three batteries offer different tradeoffs in terms of electrical characteristics and weight.
The Sony battery pack [117] is a good compromise in terms of energy density and peak current,
and may thus seem the best design choice. The Samsung battery pack [118] offers the best
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energy density but a lower maximum current, which may be negative in high-thrust or peak-
load scenarios. Finally, the Tattuu battery pack [119] has a lower energy density, which could
translate to reduced flight efficiency and shorter airtime, but with a maximum peak current and
the highest pack voltage. Estimating the impact of such design choices with no simulation is far

from trivial, as battery dynamics are nonlinear and difficult to predict [120].

80

Table 3.6: Parameters of the compared battery packs.

Sony Li-Ion Samsung Tattu

18650 VTC6 [117]|INR21700-50S [118]| Lipo [119]
Cell Capacity (mAh) 3,000 5,000 16,000
Pack Capacity (Ah) 15 15 16
Pack Weight (g) 1,600 1,350 1,974
Pack Dimensions (mmxmmxmm)| 200x375x285 70x125%75 65x190x76
Pack Voltage (V) 21.6 21.6 22.2
Pack Max Current (A) 150 45 480
Energy Density (mAh/g) 9.375 11.100 8.105
SoC at end of simulation (%) 50 52.3 51.3

Thrust vs Time

Current vs Time

SoC vs Time

60

60
50

50
40

<
30 & 40

H

o

Thrust (N)

20

Sony Sony
Samsung Samsung
Tattu 20 Tattu

-10

-20 0
) 100 200 300 400 500 600 0 100 200 300 400 500 600 0 100 200 300 400 500 600
Time (s) Time (s) Time (s)

Fig. 3.25: Battery exploration: generated thrust (left), current (middle), and SoC evolution (right) with the batteries
in Table 3.6 during the same flight. The results show that the best battery is the one offering the best energy density
(i.e., the Samsung battery pack), as the lighter weight requires a lower thrust and current demand, and thus impacts
less negatively on the battery SoC.

We conducted a comparative experiment using the three battery packs: the drone was pro-
grammed to take off and maintain a stable hover for a predefined duration (520s), while we
continuously monitored the Thrust, Voltage, and State of Charge (SoC) of each battery pack.
The experiment results are illustrated in Fig. 3.25. At the end of the simulation, all batteries
had a SoC around 50%, as a result of the similar electrical characteristics (i.e., capacity and
voltage). However, the Sony battery has the lowest SoC, with the Samsung battery preserv-
ing an additional 2.3%, and the Tattuu battery an additional 1.3%. Even if the SoC difference
may seem negligible, it translates into a longer flight time (approximately 30 seconds) and thus
higher drone autonomy, which will be increased in longer flights.

A closer look at the plots and at the battery characteristics allows to understand the rea-
son for the SoC difference. The Tattuu battery is heavier, which implies a higher thrust and,
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consequently, a higher current demand throughout the entire flight. This is only partially com-
pensated by the highest capacity (16Ah instead of 15Ah). The Sony battery has a higher energy
density (+15.6%) and a lower weight, but this does not compensate for its lower capacity; as
a result, the SoC at the end of the simulation is the lowest. The best compromise is thus the
Samsung battery, thanks to a higher energy density and lower weight, which compensates for
the lower maximum current. As a result, the Samsung battery is the best choice for the drone
under design, with the highest SoC at the end of the flight.

This initial experiment highlights how a seemingly simple design decision, such as the
choice of battery, can have a significant impact on drone autonomy and efficiency. Thanks to
the modular and extensible nature of our simulation framework, users can easily prototype
and evaluate different battery configurations. This enables informed decision-making during
the early stages of system design, ultimately leading to more optimized and better-performing
aerial platforms.

Wind Effect

Drones are frequently deployed in outdoor environments where weather conditions can vary
significantly; therefore, wind is one of the most critical environmental factors affecting drone
stability. The robustness of the flight control system against such disturbances is essential to
ensure a safe and reliable flight.

To investigate the drone’s behavior under wind influence, we utilized Unreal Engine to easily
model wind as a constant external force applied to the drone along a specific direction, thereby
emulating the aerodynamic drag and lateral pressure typically encountered in real-world sce-
narios.

We then conducted a series of experiments in which the drone was commanded to hover
in place while being subjected to simulated wind forces. The results are presented in Fig. 3.26
and reflect two scenarios. In the baseline scenario, the drone uses the default flight control sys-
tem with unmodified PID control parameters. In the wind-tolerant scenario, the PID controller
is enhanced with logic specifically designed to counteract wind disturbances. To enable wind
compensation, we introduced a new correction mechanism into the rotation PID, as shown in
Eq. (3.27) and Eq. (3.28) (that modify Eq. (3.25) and Eq. (3.26)). This enhancement (in blue) in-
volves augmenting the error signal with a component proportional to the integral of the drone’s
linear velocity in the wind direction over time [121]. The integration term accumulates the dis-
placement caused by wind, effectively providing an estimate of the drone’s drift due to external
forces. Wind disturbance causes a bias in velocity, which, over time, becomes a positional drift.

This wind-compensation strategy is conditionally enabled depending on the drone’s flight
state, as determined by the emergency logic running within GvSoC. Specifically, the integral
term is only active during hover mode, where position drift due to wind can be meaningfully
countered without affecting the drone’s navigation logic.

ex(t) = 0x(1) — Oy targer () + Cpp + vy(2) - C,, + f w(T)dr (3.27)
0
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!
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0

The comparison clearly shows that the baseline controller is unable to maintain position ef-
fectively under wind stress, resulting in significant drift (blue line of the left subplot of Fig. 3.26,
where wind is simulated as a drag force pushing the drone in parallel w.r.t. the plot y-axis). In
contrast, the modified controller successfully stabilizes the drone after a few seconds of exces-
sive correction, thus demonstrating the importance of considering and simulating real-world
disturbances while designing flight control system algorithms. The simulation allowed to esti-
mate that the countermeasure did not impact current consumption (right): the solution without
the countermeasure requires an average of 49.762 A, while the solution with the countermea-
sure requires an average of 49.766 A (less than 1% increase). The difference is marginal and
does not significantly impact the battery consumption (90% vs 89.99% SoC at the end of the

experiment).
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Fig. 3.26: Wind effect on drone trajectory (left) and current demand (right) with and without countermeasure.

This experiment highlights the critical role of control algorithms in adapting to real-world
conditions and demonstrates how a simulation-based framework like ours can be used to test
and iterate on such algorithms in a controlled and repeatable environment, with awareness also
of complex power implications.

Development of the Fault Management System

This section focuses on the development of the fault management system, which requires simu-
lating faulty behaviors to ensure correct detection and to implement effective countermeasures.
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To this extent, we focus on two different aspects. First we analyze drone behavior under simu-
lated Motor Failures, illustrating the critical role of real-time fault detection and reactive control
strategies in enabling controlled emergency landing and preventing catastrophic events. Then,
we focus on the complex dynamics of battery aging and thermal response to demonstrate how
the power subsystem can impact performance and trigger essential safety mechanisms, thereby
further validating the importance of comprehensive system monitoring. All the results regarding
the fault simulations are summarized in Table 3.7.

Motor Failures

Motor failures can occur due to various reasons, including mechanical degradation, aging com-
ponents, or the accumulation of debris and particles within the motor housing. Such failures can
significantly compromise flight safety, especially in aerial systems that rely on multiple rotors
for stability and control. For this reason, it is crucial not only to predict these failures in advance
but also to design effective runtime countermeasures that can mitigate their impact and prevent
catastrophic crashes.

To analyze this case, we considered two situations: in the first, the motor experiences a
permanent fault and becomes non-operational; in the second, the motor undergoes a transient
fault but later recovers its normal functionality. These two scenarios are examined to illustrate
different approaches to fault management.

o Permanent fault
To simulate the permanent fault, we created a new Unreal Engine blueprint to capture an
interrupt to activate the faulty behavior at any time during drone operation (e.g., whenever
the number ‘0’ is pressed on the keyboard, the interrupt is triggered). The drone starts in
its normal mode, taking off and reaching a stable hovering position. As soon as Unreal
Engine detects the user instruction to activate the faulty behavior, it sends an event signal
over TCP/IP communication.
This affects both the SystemC AMS model and the drone software. In SystemC AMS, the
simulation of the faulty motor is disabled, which also reduces battery power consumption
accordingly. On the software side, the event is interpreted by the fault management system
as a fault detection. It is worth noting that the system response was intentionally designed
not to be immediate, in order to better reflect real-world conditions, where fault detection,
validation, and corrective actions naturally introduce reaction time delays.
The decision to trigger the fault through Unreal Engine was somewhat arbitrary, but it offers
practical advantages: it centralizes user interactions within a single environment, avoids the
need for additional mechanisms such as timers, and effectively emulates the role of teleme-
try equipment. Nonetheless, this is only one possible approach, and alternative fault model-
ing methods remain feasible, for example, using timed events directly within the SystemC
AMS simulation at the ESC controller level.
With no fault management, the drone tips toward the failed motor and starts yawing, as
depicted on the left-hand side of Fig. 3.27. When the motor failure occurs (indicated by a
blue dot), the drone briefly attempts to stabilize but ultimately loses control. Within seconds,



80

3 Multidomain faults validation

Engine Broken without Countermeasure Engine Broken with Countermeasure

—— Drone Trajectory —— Drone Trajectory

Engine Breaks Engine Breaks

600

Z Position

Safe Landing 200

Fig. 3.27: Trajectory Comparison of the Permanent Engine Fault with and without countermeasures

it begins to spiral and fall uncontrollably, as evident from the chaotic and diverging path of
its trajectory.

The simulation framework allowed to design a simple yet effective countermeasure: upon
detecting the motor failure, the Fault Management System disables the motor that is sym-
metrically opposite to the failed one, attempting to regain balance and initiate a controlled
emergency landing (as suggested by [122]).The right-hand side of Fig. 3.27 shows the effect
of the fault management strategy, from failure detection to countermeasure activation and
subsequent operations. As soon as the engine fault occurs (again marked by the blue dot),
the opposite motor is also deactivated. This deliberate action balances torque distribution
and allows the drone to regain stability. The drone then initiates a Safe Landing sequence,
marked by the green dot, and successfully descends in a controlled manner, minimizing the
risk of damage. It is important to highlight that this countermeasure significantly extends
both flight distance and duration, as can be observed by comparing the left and right plots of
Fig. 3.27. Without it, the drone would lose balance, collapse, and crash almost immediately.

Transient fault

To make the experiment more comprehensive, we also modeled a transient fault in the mo-
tor, i.e., the motor stops functioning for a limited period of time before returning to normal
operation. We repeated the experiment under these conditions to evaluate the system’s re-
sponse.

A transient fault is challenging, as it requires detecting not only the onset of the fault, but
also when the motor resumes normal operation. If this is not monitored (left-hand side of
Fig. 3.28), the just developed fault management strategy would intercept the motor mal-
function (blue dot) and stabilize the drone by turning off the opposite motor. As soon as the
faulty motor becomes active again (black dot), the motor configuration becomes unstable
and causes once again a sudden yaw torque and a roll/pitch dip, thus causing an unpre-
dictable behavior and crashing the drone.
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Vice versa, as shown on the right-hand side of Fig. 3.28, the dynamic activation of the
countermeasure enables the drone to remain airborne and to safely transition into the Safe
Landing procedure as soon as the motor becomes active again.
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Fig. 3.28: Trajectory Comparison of the Transient Engine Fault without (left) and with (right) countermeasures.

This experiment highlights the importance of runtime fault detection and reactive control
strategies in aerial robotics. The ability to handle hardware failures, particularly motor mal-
functions, can significantly enhance the reliability and safety of drones operating in critical
or unpredictable environments. Most importantly, our simulation framework enables this
kind of fault-aware experimentation: by integrating real-time signals, sensor feedback, and
custom logic within the digital twin, developers can prototype and validate fault detection
mechanisms, test countermeasures, and assess system resilience in a controlled and repeat-
able setting. This makes the platform a powerful tool for safety-critical drone design and
validation.

Battery dynamics

The battery is a fundamental component in drone design, affecting not only energy availability
but also the overall reliability and safety of the system [123], as its long-term efficiency and
thermal characteristics play significant roles in the drone’s operational integrity. In particular,
battery aging and temperature management are critical aspects that must be considered, as both
can substantially impact performance during flight and under stress. To address these concerns,
we integrated a model into our simulation framework that supports the evaluation of both battery
aging and thermal behavior over time. This was possible because the battery model is white-
box, rather than a predefined component, and it can thus be customized and extended beyond
the initial model in described in [97].

o Battery thermal model
Temperature is a crucial metric, especially under high-current loads such as takeoft or rapid
maneuvering, where excessive heating may lead to reduced performance or even safety
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hazards [124]. We thus extended the circuit model described in [97] with the generation and
dissipation of heat, by using a physics-based approach. The heat generated in the battery
is predominantly due to internal resistive losses and is described, thanks to basic electric-
thermal laws, by the following equation:

Drone Trajectory with Thermal Fault Battery Temperature Over Time
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Fig. 3.29: Battery thermal fault: flight trajectory (left) and corresponding temperature evolution. The blue dot repre-
sents the beginning of the thermal fault, which generates an anomalous temperature increase, and the red dot marks
the reaction of the Fault Management System, which activates a safe landing.

!
Q = f [Itzotal ' (Rint * Neen + Rpack) — Pcoolant - At] dt (329)
0

Here, the total internal resistance contributes to heat generation, while Pcgolant accounts for
the heat dissipated to the environment through convective cooling. The temperature increase

over time is given by:

At = Q (3.30)

Cpack

where Cpack is the heat capacity of the battery pack. The cooling effect itself is modeled
according to the Convective Heat Transfer Model:

Peoolant = h - A - At 3.31)

where £ is the convective heat transfer coefficient, A is the effective surface area, and 4t is
the temperature differential between the battery and the ambient air.

An overheated battery cannot guarantee a reliable power supply for the motors, as the output
voltage may drop sharply or even cease entirely in the case of thermal runaway. For this
reason, our Fault Management System incorporates battery temperature monitoring. When
the temperature exceeds a defined threshold, a thermal fault signal is generated, which in
turn activates the Safe Landing routine and halts drone operation. This mechanism enhances
resilience against thermal stress, particularly during extended missions or periods of high
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power demand. The choice of threshold is critical and should take into account the thermal
stress that the battery may undergo during the landing process, plus the altitude at the time
of fault detection, to ensure that the battery remains within its safe operating range.

An example of this logic is illustrated in Fig. 3.29. In this scenario, the battery temperature
rises uncontrollably due to a thermal fault that could be caused by battery wear, damage
following an accident, excessively intense charge and discharge cycles, etc. The fault is
activated in correspondence to the blue dot, and simulated by applying a multiplier that ar-
tificially increases the battery’s heat generation. This leads to a faster temperature increase,
until it reaches the identified safety threshold of 70°C (red dot) and the Fault Management
System activates safe landing.

o Battery aging
Battery aging is an inherent and irreversible process that progressively alters the electro-
chemical and physical properties of a cell over its operational lifetime. This leads to a
reduction in the available charge storage capacity and an increase in internal resistance,
ultimately impairing energy efficiency, power capability, and overall system reliability. To
account for these effects in the battery model, we simulate both capacity degradation (by
reducing the effective total capacity relative to the nominal specification) and the increase of
the battery internal resistance (through a scaling factor). This enables a more realistic emula-
tion of how batteries deteriorate under real-world operating conditions. The dual-parameter
modeling approach, used in conjunction with the thermal model, improves modeling ac-
curacy compared to approaches that only reduce capacity, as it captures the two primary
electrochemical indicators of battery aging.
Integrating this aging model also enables runtime monitoring mechanisms that enhance
flight safety. By accounting for battery health within the Fault Management System, the
drone can perform runtime monitoring of the battery, e.g., to trigger a Safe Landing if the
estimated battery condition falls below a critical threshold. This not only prevents exces-
sive stress on the battery but also facilitates timely replacement, thereby improving overall
system reliability.
To assess the interaction between battery aging and thermal behavior, we designed a dedi-
cated experiment in which the drone takes off and hovers for a fixed period. Two simulations
were conducted: one using a new battery and another with an aged battery characterized by
reduced capacity and increased internal resistance. The temperature and the State of Charge
profiles over time of both cases were recorded and are shown in Figure 3.30. The results
indicate that aging has a significant impact on thermal performance, particularly during pe-
riods of high power consumption. Notably, the aged battery reached a peak temperature of
47.3°C, compared to 46 °C for the new battery. Although the absolute difference may ap-
pear small, even slight temperature elevations can have serious implications for safety and
operational limits, particularly under extreme conditions or with repeated use.

These experiments highlight the flexibility and extensibility of our simulation framework.
Its equation-based modeling approach enables the incorporation of complex battery dynamics,
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Fig. 3.30: Battery temperature and State of Charge over time for new and aged batteries during a hovering flight.
The aged battery has a real capacity of 0.8x the nominal one.

Table 3.7: Fault Injection Campaign Summary for the Multirotor Drone Case Study

Domain Fault Models Injected Faults Est. Sim. Time
Electrical Short, Open, Parametric (ESC/Motor) 24 ~ 56 mins
Mechanical Friction, Propeller Degradation 12 ~ 28 mins
Thermal Component Overheating 2 ~ 3 mins
Total 38 ~ 87 mins

Note: Simulation times are estimated CPU elapsed times.

such as aging and heat dissipation, with a high degree of realism. Designers can accurately eval-
uate the long-term behavior of energy systems and test fault-handling strategies under various
degradation scenarios. Such capabilities are crucial for ensuring the robust and safe operation
of autonomous aerial systems.

3.9 Lithium-ion battery

Nowadays, batteries are gaining increasing importance and appeal in modern technology, pow-
ering everything from portable electronics to electric vehicles and renewable energy systems
[125]. Lithium-ion batteries dominate the battery market, and their composition constantly
evolves to improve their performance and output [126]. Performance improvements typically
refer to the amount of power the battery delivers, its capacity, the rate at which it can charge,
and the temperatures it can withstand. This last characteristic is crucial, as sudden temperature
changes can cause overheating, leading to serious problems, such as thermal runaway, short cir-
cuits, etc. [127]. It is well-known that once a critical state is reached in which the accumulated
heat is much greater than the dissipated one, batteries can reach the point of igniting or even
exploding, as pictured by Fig. 3.31 [128]. Obviously, these kinds of incidents are dangerous in
any setting in which they occur and, thus, must be avoided at all costs. The relevance of this
potentially harmful phenomenon rises in areas such as automotive, where interest in produc-
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ing electric vehicles is growing. The battery packs installed in electric vehicles reach significant
sizes, which means a bigger impact on humans and the environment. Unfortunately, recent cases
of electric cars catching fire or exploding due to battery pack failures have been frequent [129].
For all these reasons, ensuring the regular operation of batteries is critical to their use in various
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(b) Battery with a fault caused by an external heating source.

Fig. 3.31: Battery overheating caused by different factors.

systems, particularly for safety purposes, but not limited to. Using a battery safely and maintain-
ing a linear input and output current flow helps avoid additional performance problems, such
as the total capacity [126]. High temperatures can degrade the internal components, such as the
electrolyte and electrodes, accelerating wear and reducing the battery’s overall lifespan [130].

The design of a battery inherently involves a delicate trade-off between performance and
safety, where pushing the limits of energy density and power output can increase the risk of
overheating-related issues. Simulation is a powerful tool in this context, enabling engineers to
accelerate the design process and optimize battery performance while ensuring safety [131].
By replicating various, even extreme, operating conditions in a virtual environment, simulation
facilitates the evaluation and validation of safety levels, thereby contributing to the development
of more robust and reliable energy storage systems. This paper analyzes the description of a
circuit model of a lithium-ion battery, introducing fault models related to both electrical and
thermal components. The injection of such faults inside the circuits representing the battery
behavior allows us to simulate the system under several scenarios. The main points of this work
are:

e Modeling the behavior of batteries as electrical circuits, which can be used both to design
and to model already existing battery cells;
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e The injection of fault models [73] into the equivalent circuit for simulating dangerous con-
ditions related to overheating;

e Discussion related to the presented methodology based on simulation results: fault simula-
tion helps test the batteries even in the worst conditions, sharpening their design phase.

3.9.1 Battery Modeling

Let us now see how to model a battery and its thermal components through equivalent electrical
circuits. With this representation, we can handle fault injection directly, thus easily simulating
many scenarios.

Equivalent Circuits for Batteries

Lithium-ion batteries are composed of several elements that generate an electrochemical reac-
tion, thereby delivering the stored energy in response to a current demand. Studying the struc-
tural components of the battery in detail is the key element of its design: different amounts of
certain elements rather than others will shift the balance of the construction compromise of this
kind of battery. On the one hand, considering a specific volume occupied by the battery, filling
up most of the space to increase energy storage enhances the battery’s performance. On the
other hand, battery safety is compromised, as there is no longer sufficient space for a potential
cooling system. However, modeling all the chemical processes in detail is complex and unnec-
essary if one’s goal is only to analyze battery behavior. Electrical equivalent circuit models are
widely used for representing the dynamic behavior of batteries due to their simplicity, flexibil-
ity, and computational efficiency [131]. Modeling a battery using equivalent electrical circuits,
as shown in Fig. 3.32, involves representing its dynamic electrical behavior with components
like resistors, capacitors, and voltage sources [132]. Specifically, the circuit branch on the left
side illustrates the section devoted to the evolution of state-of-charge (SOC), represented by
Vsoc. The capacitor Cp represents the charge stored in the battery. It is discharged by the Ip
load current, i.e., that required from the battery. In the right branch of Fig. 3.32, we can see the
nonlinear dependence between the voltage delivered by the battery and the SOC. The Rg resis-
tance models the voltage drop due to the inherent ohmic losses of the battery itself and is also
affected by SOC. This dynamic relationship can be easily derived from the battery datasheet if
multiple SOC vs. voltage curves are reported. This approach provides a simplified and effective
way to capture key characteristics of the battery, such as open-circuit voltage (OCV), inter-
nal resistance, transient responses, and SOC dependencies. By capturing the electrochemical
processes in an abstracted electrical framework, electrical equivalent circuits offer a practical
approach to analyzing and predicting battery performance under various operating conditions.
They are particularly effective for applications that require real-time simulations, such as bat-
tery management systems (BMS) in electric vehicles, where speed and accuracy are crucial.
Those equivalent models can also be extended to include thermal and aging effects, allowing
for a more comprehensive evaluation of battery performance and safety throughout its lifecy-
cle. This approach facilitates optimization and validation during the design phase, supporting
the development of efficient and reliable energy storage systems.
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Fig. 3.32: Equivalent Circuit for modeling the behavior of a lithium-ion battery.
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Fig. 3.33: Thermal Equivalent Circuit for measuring the temperature of a lithium-ion battery.

Thermal Battery Modeling

As anticipated in the previous section, extending the model of a battery with its thermal compo-
nent facilitates its analysis and study from a safety perspective. Modeling the thermal equivalent
circuit of a battery is highly useful because it provides a simplified and effective way to under-
stand and predict how a battery manages heat during operation. Batteries generate heat due to
internal resistance and electrochemical processes, and if not properly managed, this heat can
lead to performance degradation, safety risks, and reduced lifespan. In this context, the concept
of equivalent circuits returns as the focus of this important modeling phase for batteries. In fact,
the thermal component is modeled through an electrical circuit, exploiting the analogy between
the electrical and thermal domains. In this way, we can easily model heat flow through a cur-
rent flow, the thermal resistance of materials as electrical resistance, and the thermal capacity
through electrical capacitors. An example of this type of thermal model is depicted in Fig. 3.33,
where the current generator Py represents the power dissipated by the battery, which is then
converted into heat that is emitted. Ry and C7 represent the thermal resistance and capacitance
of the battery, respectively, which describe how the battery dissipates the heat produced. If we
measure the voltage across this circuit, we obtain the temperature difference against the ambi-
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ent. Then, feedback on the voltage-temperature relationship on the electrical side of the model
is provided, as described in [133].

3.9.2 Thermal Fault Analysis of Batteries

In this section, several faults that can affect both electrical and thermal components of batteries
are presented. Afterward, these fault models are applied to a case study based on the model
shown in the previous section.

Multidomain Fault Modeling

One of the worst problems with lithium batteries is the risk of thermal runaway. This phe-
nomenon occurs when the amount of heat the battery produces exceeds the amount of heat
dissipated. This fatal consequence can happen for multiple reasons: an insufficient cooling sys-
tem for the properties of the battery and extreme user conditions such as very high ambient
temperature. Other causes may include excessive stress on the battery, such as rapid charge and
discharge cycles. Thermal runaway is particularly problematic because it can cause battery fires
or, in worst cases, explosions. There are other problems associated with overheating of batteries
beyond thermal runaway, including capacity losses, battery swelling due to gases produced by
the heat, electrolyte breakdown, and internal short circuits [134, 135]. In this context, several
fault models that can cause thermal runaway are injected into the equivalent thermal circuit.
The first one is a parametric fault with respect to the value of the battery thermal resistance,
varying from the nominal conditions. This fault can be caused by multiple scenarios, such as
inefficiency in the cooling system, assuming our battery is part of a larger, and therefore cooled,
battery pack. A change in the battery’s geometry due to an external impact can also lead to this
fault. These circumstances prevent the battery from dissipating heat normally, resulting in an
increase in temperature. This fault is introduced by varying the resistance value in the equiv-
alent thermal circuit, thereby altering the battery’s structural properties. Another fault that can
cause battery overheating is the battery’s exposure to external heat, which may be generated by
external agents or nearby components. The unintended heat source could then raise the temper-
ature of our battery, thus changing its performance. This fault is modeled by injecting a source
of electric current (equivalent to heat) into the equivalent thermal circuit, affecting the measured
voltage (equivalent to temperature) value.

After analyzing the possible thermal scenarios, let us examine the types of faults that can
affect the battery from a purely electrical perspective. Since the battery is represented through
an electrical circuit, electrical faults that can be injected are a state-of-the-practice, as outlined
in several standards, such as ISO26262 [1].

An open-circuit fault occurs when electrical continuity is disrupted, preventing current flow.
Causes include physical breaks, overheating, aging, or manufacturing defects. This fault is sim-
ulated by introducing a high-value resistor at the fault location. A short-circuit fault arises when
normally separate circuit points make contact, creating an unintended low-resistance path. This
allows excessive current to bypass the load, often due to insulation failure, external objects, or
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faulty components. It is modeled by adding a new branch between two nodes. In batteries, short
circuits can lead to fires by damaging internal components. Additional fault models include
voltage or current sources to simulate external influences and parametric faults, which alter the
nominal values of circuit elements.
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Fig. 3.34: Simulation of the battery model for a complete discharge cycle at 1C rate.

3.9.3 Fault Simulation inside Batteries

The battery model, following the structure shown in Figs. 3.32 and 3.33, was coded in SystemC
AMS, with the Panasonic NCR18650B battery serving as a case study. This model was chosen
because of the availability of datasheets and its use in multiple areas. The faults were added to
the model by parametrization of the components meant to be faulty. A fault selector activates
the single fault by selecting the faulty components using a control signal. As for the previous
case studies, the overall results of this fault simulation campaign are reported in Table 3.8. In
the simulations, a full discharge cycle was performed, starting from a 100% charged battery. We
simulated this scenario with constant current loads to recreate a linear discharge. The scenario
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Fig. 3.35: Simulation of the battery model for a complete discharge cycle at 0.5C rate.

with a current load of 0.5C, i.e., 1.6 A, is shown in Fig. 3.35, while a current load of 1C, or
3.2 A, is applied Fig. 3.34. The two graphs show four simulations each: with the blue color
and solid line, the fault-free simulation is identified, which we need to make the comparison
with the fault scenarios. The red color with a dashed line represents the thermal resistance fault,
which means increasing the value of Ry (Fig. 3.33) from 6.7Q to 30% in both simulations. As
a result, we can see that the battery’s temperature rises in both cases, but less heat is generated
with a lower required current load. We can also observe that the output voltage increases, which
is due to the fact that the battery remains within the optimal use temperature range. Higher
temperatures enhance ion mobility and reduce the viscosity of the electrolyte, thereby facili-
tating better charge transport. This phenomenon persists until the optimal temperature range is
exceeded; then, the components begin to be damaged by excessive heat. As shown in Fig. 3.35,
with 0.5C load current, we notice that the voltage is not much subject to this phenomenon, as
the temperature rises more slightly compared to the same fault scenario (Fig. 3.34). The green
color and dash-dotted line identify the second simulated thermal fault, which is the presence
of additional heat from outside. The effect of this fault is to double the power loss of the bat-
tery, which represents the heat produced by energy waste. Similar to the previous scenario, the
internal battery temperature also increases, but this time due to additional and constant heat.
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Although the heat growth appears more pronounced at the beginning, it then stabilizes and does
not reach the values related to the thermal resistance fault. In multidomain systems, this setting
can be very frequent, as the heat may come from one or more nearby batteries or other elec-
tromechanical components. Lastly, the magenta color with a dotted line indicates the electrical
fault that has been injected. This fault represents a 0.15£ increase in Ry resistance in Fig. 3.32,
which may be due to multiple possible causes, including damage to the battery from impacts,
aging, or other defects. The fault indicates that increased internal resistance causes the battery
to dissipate more power, generating heat. This will result in reduced power output compared to
normal, and consequently, a higher battery temperature.

Table 3.8: Fault Injection Campaign Summary for the Lithium-ion Battery Case Study

Domain  Fault Models Injected Faults Est. Sim. Time
Electrical Increased Internal Resistance (Rg) 7 ~ 7 mins
Thermal Thermal Res. Fault, External Heat Source 8 ~ 9 mins
Total 15 ~ 16 mins

Note: Simulation times are estimated CPU elapsed times.

3.10 Summary and considerations on the fault models injection and simulation

This chapter has provided extensive empirical evidence supporting the multidomain fault mod-
eling methodology defined in Chapter 2. By applying the proposed fault taxonomies to a di-
verse set of case studies, ranging from fundamental components like DC motors and MEMS
accelerometers to complex systems such as battery packs, landing gear systems, and multirotor
drones, we have demonstrated the versatility and robustness of the approach across the indus-
trial, automotive, and aerospace domains.

The simulation results presented herein confirm that mapping physical defects to electri-
cal primitives allows for the accurate reproduction of complex failure modes within standard
behavioral simulation environments (Verilog-AMS, SystemC AMS, Simulink). Beyond mere
reproduction, this validation campaign highlights several critical advantages for the engineer-
ing of safety-critical systems.

3.10.1 The strategic value of synthetic fault data

One of the most significant outcomes of these experiments is the capability to generate high-
fidelity synthetic faulty data. In many industrial sectors, particularly aerospace and automotive,
real-world fault data is scarce, expensive to obtain, or ethically problematic to generate (e.g.,
inducing a real battery thermal runaway or a landing gear failure).

The methodology presented allows engineers to fill this "data gap" by:
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e Overcoming Data Scarcity: As demonstrated in the Landing Gear System case study, the
simulation framework can generate massive datasets covering rare failure modes that are
statistically unlikely to appear in standard operational data but are critical for certification.

e Training AI/ML Algorithms: The availability of labeled faulty datasets is a prerequisite
for training Data-Driven algorithms. The synthetic data generated by these models lays the
foundation for developing robust PAM and Fault Detection and Diagnosis (FDD) system:s,
capable of identifying degradation patterns before catastrophic failure occurs.

3.10.2 Enhancing Design Robustness and Longevity Studies

The application of fault models during the design phase, rather than post-production, enables
a "Design-for-Safety" approach. By injecting parametric faults (e.g., resistance drift, friction
increase) as a function of time, we can simulate the aging process of components. The battery
pack simulations, for instance, demonstrated how thermal faults and aging affect the State of
Charge (SoC) estimation and the overall lifespan of the energy storage system. The methodol-
ogy supports rapid "what-if" analyses. The battery choice of the drone study exemplified how
different architectural choices can be evaluated against their resilience to thermal faults, allow-
ing engineers to select the most robust design before prototyping.

3.10.3 Interoperability and cross-domain propagation

Finally, the successful implementation of these models across heterogeneous environments,
from rigorous mixed-signal analysis in Verilog-AMS to physics-based visualization in Unreal
Engine, proves that the proposed fault taxonomy is platform-independent. This interoperability
is crucial for capturing the propagation of faults across domains, as seen in the drone case study,
where a thermal fault in the battery directly impacted the mechanical flight trajectory.

In conclusion, this chapter has validated that the proposed fault models are not only theoret-
ically sound but also practically effective for generating the deep, multi-physics data required
to assess system quality. The availability of such data opens the door to advanced applications.
The next chapter, Chapter 4, will demonstrate how these faulty behaviors are utilized to im-
plement concrete industrial solutions, including contract-based monitoring, human-in-the-loop
digital twins, and automated testing frameworks.

3.10.4 Discussion on the approach limitations

While the simulation results presented in this chapter demonstrate a consistent functional behav-
ior of the injected faults across diverse case studies, it is crucial to acknowledge the limitations
regarding experimental validation against physical counterparts. The validation strategy adopted
in this work is primarily qualitative and functional, relying on comparisons between nominal
and faulty simulation traces and their alignment with theoretical predictions and literature data
(e.g., CFD tools). A direct quantitative validation against real-world faulty data remains a sig-
nificant challenge due to the inherent nature of the systems under analysis, but it is part of future
work (whether possible). In safety-critical domains such as aerospace (Landing Gear System) or
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high-energy storage (Battery Packs), inducing catastrophic failures, such as a hydraulic rupture
or a thermal runaway, on physical prototypes involves prohibitive costs, safety risks, and eth-
ical concerns. Consequently, publicly available datasets containing high-fidelity traces of such
critical failures are extremely scarce. Therefore, since the aim of this thesis is functional safety,
we should consider the proposed fault models as behavioral faults. They are designed to accu-
rately reproduce the functional effect of a physical defect on the system’s control loop (e.g., the
drop in pressure, the rise in temperature, or the loss of torque) rather than the micro-physical
phenomenon itself (e.g., the propagation of a crack in a specific alloy). We consider this level
of abstraction sufficient and specifically intended for verifying system-level safety mechanisms
and control logic robustness, as well as analyzing the functional safety of the case study.



module dcmotor(tau_drive, p, n, tau_load);
// Parameters

1
2
3 -
4 // Ports

5 output tau_drive;
6 input p, n, tau_load;
7

8

// Nodes
p, n, nl, n2;

9 tau_drive, tau_load, rgnd;
10 // Reference nodes
11 rgnd;
12 // Branches
13 branch (p, nl) vm; // motor voltage
14 branch (nl1, n2) ra; // motor resistance
15 branch (n2, n) 1la; // motor inductance

16 branch (tau_drive, rgnd) motor; // DC motor
17 // Behavior
18 analog begin

19 // Electrical motor internal dynamic

20 V(vm) <+ Ke * Omega(motor);

21 V(ra) <+ Ra * I(ra);

22 V(la) <+ La * ddt(I(la));

23 // Motor dynamic

24 Tau(motor) <+ + (Kt * I(vm));

25 Tau(motor) <+ - (B1 * Omega(motor));

26 Tau(motor) <+ - (J1 * ddt(Omega(motor)));
27 // Gear contribution

28 Tau(motor) <+ + (coef) * (Tau(tau_load));
29 end

30 endmodule

31

32 module reductor(tau_drive, tau_load);
33 // Parameters

34 -

35 // Ports

36 output tau_load;

37 input tau_drive;

38 // Nodes

39 tau_drive, tau_load, gnd_mec;
40 // Reference nodes
41 gnd_mec;

42 // Branches

43 branch (tau_load, gnd_mec) gear;
44 // Behavior

45 analog begin

46 N =r2/ ril;

47 // Gear train dynamic

48 Tau(gear) <+ - (N * Tau(tau_drive));

49 Tau(gear) <+ + (B2 * Omega(gear));

50 Tau(gear) <+ + (J2 * ddt(Omega(gear)));
51 end

52 endmodule

Listing 3.1: Verilog-AMS modules implementing the DC motor and
the gear train.



1 module motor(shaft, p, n, ploss, gnd);
2 // PARAMETERS
3 // Motor parameters & Electrical /mechanical relations
4 < equal to previous motor code >

5 // Thermal model parameters
6
7
8

parameter real Ta = 22; // Ambient temperature
parameter real tco_wind = 0.004; // Winding coeff.

parameter real tco_magn = -0.002; // Magnet coeff.
9 // DYNAMIC COEFFICIENTS ————————————
10 real dyn_Ra, dyn_Kt;
11 // PORTS
12 inout ploss, gnd;
13 output shaft;
14 input p, n;
15 // NODES
16 electrical p, n, nl, n2, ploss, gnd;
17 rotational _omega shaft, rgnd;
18 // Reference nodes.
19 ground rgnd, gnd;
20 // BRANCHES
21 branch (p, nl) vm; // motor vm
22 branch (nl, n2) ra; // motor resistance
23 branch (n2, n) la; // motor inductance
24 branch (shaft, rgnd) comp; // motor
25 branch (ploss, gnd) temp; // temperature
26 // BEHAVIOR
27 analog begin
28 // Electrical and mechanical motor internal dynamic
29 < equal to previous motor code >
30 // Ambient temperature + power loss
31 V(temp) <+ Ta + (pow(I(vm),2) % Ra) % I(vm);
32 // Temperature effects on motor parameters
33 dyn_Ra = Ra % (1 + tco_wind*(V(temp) — Ta));
34 dyn_Kt = Kt % (1 + tco_magn=(V(temp) — Ta));
35 end
36 endmodule
37
38 module thermal(ploss, gnd);
39 // PARAMETERS
40 parameter real R_thl = 2.2;
41 parameter real C_thl = 4.1;
42 parameter real R_th2 = 6;
43 parameter real C_th2 = 10/r2;
44 // NODES
45 electrical ploss, tl, t2, gnd;
46 inout ploss, gnd;
47 // BRANCHES
48 branch(ploss, tl) in;
49 branch(tl, t2) RI1;
50 branch(tl, gnd) Cl;
51 branch(t2, gnd) R2;
52 branch(t2, gnd) C2;
53 // BEHAVIOR
54 analog begin
55 I(R1) <+ V(R1) / R_thl;
56 I(Cl) <+ ddt(V(Cl)) x C_thl;
57 I(R2) <+ V(R2) / R_th2;
58 I(C2) <+ ddt(V(C2)) % C_th2;
59 end

60 endmodule

Listing 3.2: Verilog-AMS modules implementing the DC motor and
the Cauer Network module.






4

Application of the fault taxonomy and techniques to real-world
solutions

In the preceding chapters, this thesis has established a rigorous methodology for modeling
multi-domain faults via physical analogies (Chapter 2) and has validated the physical fidelity
of these models across a diverse range of simulation environments (Chapter 3). Having demon-
strated the capability to generate high-fidelity synthetic faulty data, the fundamental question
shifts from how to simulate a fault to how to exploit this capability to solve complex industrial
challenges.

Simulation data, no matter how accurate, is of limited value if it does not drive decision-
making or enhance system robustness. This chapter bridges the gap between theoretical mod-
eling and industrial application. It demonstrates how the proposed fault injection framework
serves as a foundational technology for advanced design automation and runtime verification.

The availability of the fault models developed in this research enables a paradigm shift in the
development lifecycle of Industrial Cyber-Physical Systems (ICPSs). By integrating these mod-
els into higher-level workflows, we can address critical needs that standard testing approaches
cannot satisfy:

e Scalability in Design: Moving from component-level analysis to system-level design explo-
ration without the prohibitive costs of physical prototyping.

o Functional Safety: Utilizing faulty traces to mathematically verify safety monitors before
deployment.

e Calibration and Robustness: Using fault injection to distinguish between environmental
noise, calibration errors, and actual defects.

4.0.1 Chapter overview

This chapter presents several distinct applications that leverage the multi-domain fault models
to deliver concrete engineering solutions:

Contract-Based Monitoring for Fault Detection

Building on the faulty datasets generated for the DC Motor and Drone, this section presents
a runtime verification framework. It utilizes Time-Sensitive Behavioral Contracts to formally
define the boundary between nominal and faulty behavior. We demonstrate how injecting faults
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into the simulation allows for the rigorous testing and tuning of these contracts, ensuring they
can distinguish between benign anomalies and critical failures in complex control loops.

Automated Design Exploration for Battery Packs

While Chapter 3 validated the single-cell model, this section presents an Automatic Design
Tool for entire battery packs. By leveraging the scalability of the proposed thermal fault models,
the tool enables the automated generation and simulation of complex pack architectures (e.g.,
varying coolant layouts). This application demonstrates how fault injection can guide the design
phase, identifying optimal thermal management strategies to mitigate propagation risks, such
as thermal runaway.

Robust Calibration of MEMS Accelerometers

Specific challenges of smart sensors are addressed. We present a methodology that utilizes me-
chanical and electrical fault injection to validate an automated Calibration System. This appli-
cation emphasizes the significance of synthetic fault data in ensuring that calibration algorithms
are robust against internal defects and do not obscure genuine hardware failures.

D-MATE: Service-Oriented ATE Integration

Bridging the gap between simulated fault analysis and physical production testing, this section
introduces D-MATE (Design Methodology for Connecting Automatic Test Equipment). We
address the challenge of heterogeneous testing environments by proposing a service-oriented
architecture. This application demonstrates how fault knowledge generated in simulation can
be operationalized, enabling the seamless integration of testing machinery into the Industry 4.0
digital thread and standardizing the deployment of fault-detection routines.

Through these applications, this chapter provides the final evidence of the thesis statement:
that physics-based multi-domain fault modeling is not merely a simulation exercise, but a criti-
cal enabler for the next generation of safe, reliable, and human-centric industrial systems.

4.1 Time-Sensitive Behavioral Contract monitors design

The increasing complexity of distributed control systems requires high reliability and preci-
sion from critical components to ensure smooth operation and early detection of faults, thereby
maintaining efficiency and preventing costly downtime. A crucial component of many elec-
tromechanical systems is a DC motor, which is used for the actuation of industrial machinery,
vehicles, or robots. Therefore, it serves as a running example throughout this work, as shown
in Fig. 4.1. In this scenario, the motor controls the joint of a robotic arm, which performs op-
erations on workpieces. Here, the DC motor is part of a complex setup comprising multiple
actuators, sensors, and end effectors, all of which are regulated by a controller. Like any tech-
nical system, the DC motor can be subject to faults due to external influence factors as well as
wear over time. This, in turn, could lead to potential faults or performance degradation, such as
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Fig. 4.1: Monitoring system behavior of industrial control systems.

a loss of the provided torque or variations in the necessary currents. These are examples of be-
havioral fault effects that can afflict the motor for multiple reasons, such as aging or changes in
the system’s working environment. Particular faults can have a significant impact on the overall
production plant. Although most changes in the device under test do not turn out to be catas-
trophic, the system’s functionality is compromised as it is no longer optimal. These types of
faults can deteriorate the system’s performance to the point of more serious failures, such as
breakdowns that prevent the system from operating. Identifying the gradual deterioration in the
performance of industrial instrumentation is crucial for maintaining optimal performance in an
industrial process [136]. Such a Fault Detection and Isolation (FDI) process helps to avoid more
severe damage in terms of repair costs and time to restore the production phase. Thus, early fault
detection can make a significant difference in terms of operational efficiency, reliability, safety,
and overall productivity.

By implementing a more proactive approach to fault detection, new maintenance strategies
can enhance the reliability of distributed control systems. Contract-based design is often used
to specify the expected behavior of system components in the form of assumptions about the
components’ environment and guarantees for the components’ behavior under the condition
that the assumptions are fulfilled [137]. Thereby, (non)-functional system requirements can
be included during the design phase and checked for consistency throughout each design step.
Moreover, the specified contracts serve as a basis for monitoring the system at runtime, enabling
the early detection of deviations from expected norms and prompting early intervention in the
event of potential faults.

This work addresses the challenges of FDI in multi-domain systems by combining the fol-
lowing concepts:

1. Contract-based design to distinguish between desired and undesired (faulty) system behav-
ior.

2. Mapping of fault detection rules based on a threshold verification on contracts that can be
evaluated in a co-simulation environment.
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3. A simulation-based fault injection procedure highlighting the principles of the contract-
based FDI rules.

4. A simulation of hardware monitors based on time-sensitive behavioral contracts to detect
faults, validating the applicability for use during system operation.

By implementing the framework presented in this article, continued monitoring of system be-
havior will be achieved. As shown in Fig. 4.1, the monitors report an anomaly in system func-
tionality, allowing the user to assess the severity of the fault. Based on the analysis, production
can be restored by correcting the power supply or configuration parameters of the production
system. Otherwise, if the fault is more significant, corrective actions will be taken. These ac-
tions may lead to the replacement of the component with a new or more appropriate one for the
context. Further changes can be made at the system control strategy level to avoid, for example,
accelerated system wear and tear.

4.1.1 Background

To prevent malfunctioning of control and automation systems, continuous runtime verifica-
tion and validation are essential. Consequently, Fault Detection and Isolation (FDI) and toler-
ance in Cyber-Physical Systems (CPSs) have been extensively researched across various do-
mains [138]. The importance of improving FDI through comprehensive modeling and simula-
tion has been emphasized in the literature [139], while specific standards, such as IEEE 2427,
have been introduced to focus on analog defect modeling [14]. Specific attention has also been
highlighted regarding fault analysis in aerospace environments [140, 141].

Simulation plays a critical role in this context, underscored by the diverse ecosystem of
frameworks available for CPS fault tolerance research. For instance, fault behaviors have been
simulated in vehicle dynamics [142], and fault libraries have been provided for Modelica [143].
Furthermore, the complementary roles of SystemC and Matlab for system validation have
been emphasized [144], along with the fault detection capabilities found in languages such as
Verilog-AMS [145] and SystemC AMS [146]. Early FDI methods for distributed systems [147]
and enhancements via co-simulation for IEC 61499 applications [148] have also been proposed.

Regarding the implementation of runtime verification, methods typically focus on software
monitors. Monitors based on finite-state machines have been suggested [149, 150], as well as
software monitors for behavioral and timing specifications based on assume-guarantee con-
tracts [151]. While promising, running additional software to verify applications at runtime can
result in severe performance overhead [152]. As a solution, hardware-based approaches uti-
lizing Hardware Description Language (HDL) have been employed. Techniques include using
a host machine to process monitoring data for real-time analysis [153], frameworks to trans-
late Linear Temporal Logic (LTL) over finite traces (LT Ly) into automaton implementations
for FPGAs [154], or transferring Property Specification Language (PSL) to Verilog code via
compilers [155]. Hybrid hardware-software approaches have also been proposed to extract time
traces and map variables to FPGA registers, though these may still incur significant performance
overhead [156].
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Recent research has also highlighted data-driven FDI approaches using machine learn-
ing [157, 158], which eliminate the need for system modeling by leveraging datasets from ma-
chinery operations. However, obtaining such datasets, especially those containing faulty data
traces, remains challenging due to limited availability and confidentiality issues.

In contrast, design based on assumption-guarantee contracts alongside formal specifications
has gained significant interest for CPSs fault detection [159-162], as it aligns with system re-
quirements [163], robustness enhancement for analog systems [164], and predictive mainte-
nance strategies within Industry 4.0 [165]. This work aims to consider the general concept of
contract-based design [137] as a basis to derive formalized contract-based monitors. Similar
to software-based runtime monitors suggested in the literature [151], these are intended to be
general-purpose and applicable to verify any hardware component with a behavioral descrip-
tion. By formally specifying the nominal behavior of a multi-domain system, derived monitors
can be used to validate fault detection. This approach is combined with a simulation environ-
ment for multi-domain systems where faulty models are injected [73], allowing the derived
monitors to check whether the injected faults are correctly detected.

4.1.2 Enhancing Multi-Fault Detection with Contract-Based Co-Simulation

Co-Simulation Environment

Multi-Domain System Model Derive Time-Sensitive Behavioral Contract Specification

Fault Injection Tool

Monitor
> ——— Executing Verification Algorithm
Faulty Models ————— ]
Fault-free &

Faulty Behavior

—» Observe System

Behavior Beectt

+_|_+

—> Fault-Free Model — Satisfied Violated

< X

Fig. 4.2: Interaction of the multi-domain fault injection tool and the time-sensitive behavioral contract monitor
simulation.

This section describes the co-simulation environment that enhances multi-fault detection for
multi-domain system models with Time-Sensitive Behavioral Contract (TSBC) specifications
and monitoring principle. The overall concept is visualized in Fig. 4.2. The contract-based de-
sign methodology is typically used to verify complex systems by providing a formal description
of the system components, enhancing modularity and reusability. This work relies on the the-
oretical foundation as previously described [137]. Each system component is specified by a
mathematical contract detailing its behavior. A contract C is defined by pairs of assumptions
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A and guarantees G. An assumption A denotes the anticipated behavior of the environment,
which could be a specific parameter or state value at a defined point in time. Guarantees G de-
lineate the behavior of the component from activation to completion, provided the assumption
is satisfied. Contracts can be refined into subcontracts, which require a valid conjunction and
composition of all subcontracts. This mathematical framework enables the use of automated
tools in the design and verification process, allowing potential design issues to be detected early
and the system’s reliability to be proven. The contract specification can be derived directly from
the nominal behavior of the multi-domain system model. [151] proposed the concept of TSBCs
within the contract-based design methodology to verify the functional behavior of industrial
control systems. The observed system behavior can be monitored and evaluated with a verifi-
cation algorithm that checks whether the expected system behavior is satisfied or violated. We
combine this approach with the concept of multi-domain fault models of the previous chapters.
Specifically, the faults are directly injected into the differential equations of the system, thereby
altering its dynamic behavior. All these behaviors, generated under different working conditions
through simulation, are exported as data series for the monitors to analyze.

The report of the TSBC monitor, which can be either valid or invalid, can be used in further
design iterations, including adjustments to control strategies to refine the multi-domain system
model or update the contract specifications. Accordingly, it is possible to relax the specification
and allow a larger interval for the time and behavioral values, thereby preventing violations
of the TSBCs. However, this does not rule out the occurrence of faulty behavior. Thus, ad-
justments to the system model could include strategies to prevent faulty behavior. A possible
variation is to implement an alternative control strategy, refining the system’s treatment in dif-
ferent work regimes. At runtime, in the event of a fault notification, the system can be stopped
immediately, preventing further damage to the entire system. Subsequently, if the user is also
the system’s manufacturer, design updates can be made to it, changing its structural or func-
tional parameters. Alternatively, after analyzing the cause of the fault, the user can update the
system’s functional requirements and then switch to a more suitable product for the context,
i.e., a system that satisfies the new reliability demand. Otherwise, the user can simply decide to
replace the faulty component if it has reached the end of its life. Another improvement in the
system’s working condition involves the maintenance performed; monitoring system behavior
can serve as the basis for predictive maintenance algorithms. Improving the maintenance cycle
of the system helps to prevent the occurrence of faults [165]. In all these situations, the proposed
co-simulation environment supports the design, development, and monitoring of a production
line. The simulation and implementation of this framework refine the quality of testing and
monitoring for the whole system. The functional quality of the verification testbench improves
along with the accuracy and spectrum of failures that the monitors are able to intercept.

4.1.3 Contract-Based Multi-Fault Detection

A simulation model of a real system allows total freedom in recreating the most extreme work-
ing conditions without damaging the physical system. Therefore, simulation allows us to design
the working environment without experiencing time and monetary losses. To perform simula-
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tions for the previously introduced DC motor, a Verilog-AMS model was created, describing
the equations in the electrical and rotational_omega domains. The system was then sim-
ulated using a SPICE-based simulator and a testbench module, which instantiated the motor
module and fed it with the input voltage. White Gaussian noise was added to the simulated time
responses to account for realistic sensor characteristics and to mitigate temporal discretization
effects arising from implementations on digital signal processors. These data traces serve as
the inputs for TSBC monitors. The presented potential fault models are injected directly into
the differential equations of the motor. Regarding the Verilog-AMS code, fault injection is per-
formed by adding branch contribution statements (identified by the symbol <+) to the existing
equations, which represent the fault injection points. For example, the following code line shows
how to inject an electrical fault:

V(p, n) <+ I(p, n) * open;

where V(p, n) is the voltage across the two electrical nodes p and n, and I(p, n) is the
current across the nodes. The value open is the amount of resistance applied to this branch as a
fault: if the value is very high, then we are simulating the interruption of the electrical line. The
mechanical fault is injected equivalently, by specifying for example:

Tau(x, y) <+ Omega(x, y) * damp;

where Tau(x, y) is the mechanical torque produced across the two mechanical nodes x and
y, and Omega(x, y) is the angular velocity across the nodes. The value damp is the damping
coefficient we want to apply to this branch as a fault: the value of this coefficient determines
how much the rotation is slowed down.

The expected behavior of the DC motor is visualized in 4.3. In the first milliseconds of the
simulation, a current spike occurs during the acceleration phase, when the motor must overcome
inertia to initiate motion. Then, the velocity stabilizes along with the current, maintaining a
constant rotational velocity. After approximately 8 seconds of simulation, the input voltage is
disconnected, and then the deceleration phase begins. Due to inertia, the motor continues to
rotate for a few more milliseconds before finally coming to a stop. During the deceleration, the
sign of the current becomes negative; however, it follows a similar behavior to that during the
acceleration phase.

For TSBCs, the system behavior is delineated by the time variable ¢ and data variable d. As-
suming the physical time ¢ is within a specified interval, the DC motor is supposed to guarantee
a certain behavior d. Contracts are formally expressed as C; : ¢ € [t1;12] ? d € [dy; d>], which
can be interpreted as follows: Is the value of 7 within the specified interval? If so, the data value
d must also be within a certain interval. A violation of this specification is considered faulty be-
havior. To ensure compliance with the contract specifications, the TSBC-based monitors must
track time and subsequently ensure that environmental data values are accurate. The progres-
sion of physical time ¢ is referred to as the rate of clock cycles. TSBC monitors observe system
behavior during specific actions triggered by events, which necessitates synchronization be-
tween the monitors and the actions they observe. The data variable d denotes system properties,
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Fig. 4.3: Data traces of expected angular velocity, electrical current, and supply voltage of the DC motor over time.

accessible to monitors through measurement and digital representation via interfaces defined as
observers. In the DC motor scenario, a TSBC specification could be defined with the supply
voltage as a data value to ensure that the correct input is applied at the correct point in time (see
4.4). The contract specifications Contract_C; through Contract_C4 enable the verification of
functional parameters and the detection of faulty behavior in the supply voltage. The provided
TSBC specification can also include an error for the supply voltage by 2% expressed by an in-
terval, e.g. (11.76 V < Supply Voltage < 12.24 V). The following four contracts (Contract_C
through Contract_C,) specify the assumed behavior as a means to verify that the proper voltage
is being applied to the motor. This way, the monitor can evaluate and detect the wrong supply
voltage, which could indicate an error in the motor’s electrical supply.

Contract_Cy : t €[0.2;0.45] ?7d € [0;12.24]
Contract_C, : t€[0.45;79]7d € [11.76;12.24]
Contract_Csz :t€[7.9;8.1] 7d € [0;12.24]
Contract_C4:1€[8.1;101?2d =0

These contracts are critical, especially when the monitors are deployed in the real world.
Providing an incorrect input voltage to the motor can happen due to human error or an external
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failure. However, in the next simulations, the supply voltage to the motor remains the same,
even in the faulty cases. Therefore, it is assumed that if any anomalies occur, they are not
caused by human error or by a problem with the voltage supply. The focus of this paper is the
consideration of behavioral analog faults that regard the motor itself.
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Fig. 4.4: Possible trace of the supply voltage, including the permissible range specified for the TSBC monitors.

Since the motor is an electromechanical system, we must consider both its electrical and
mechanical aspects. Both components may be subject to change due to multiple reasons. Here,
we considered the faults that best fit the context we want to recreate in simulation: a gradual
deterioration of motor performance.

Turning to the electrical domain, we aim to simulate the reduced current resulting from an
increase in armature resistance. Several factors can cause this fault, including wear and tear
of the system’s electrical components, a poorly placed connection, or external electromagnetic
interference that causes a loss of current.

The electrical fault remains active throughout the simulation period, thereby simulating the
constant wear and tear of the motor’s electrical components. In this case, the fault primarily
affects the electric current, decreasing the flow through the motor armature. To detect whether
there is an electrical error and the current reaching the motor is less than expected, the following
four contracts (Contract_Cs through Contract_Cg), including a potential error of the current by
2% are specified:

Contract_Cs .t €[0.2;0.45] ?7d € [0,6.12]
Contract Cg : t €[0.45;7.9] ?7d € [1.037,1.403]
Contract_C7 :t€[7.9;8.1]1 7d € [-4.08,1.403]

Contract_Cg :t€[8.1;101?2d =0

The injected electrical fault also affects the angular velocity of the motor, which, although
powered normally, is significantly decreased due to an insufficient power supply, preventing it
from reaching the rated speed. The injected mechanical fault applies additional friction to the
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rotary components of the motor. Multiple reasons can cause this fault, including the presence
of debris or dust between the rotating parts, external agents slowing down the shaft rotation,
worn surfaces due to motor aging, and more. Additionally, the fault is incremental, meaning its
intensity increases gradually throughout the simulation. This change was adopted to simulate
an increasingly severe effect of the fault. The effect of this fault is a larger braking force than
the normal friction present in the system, thus decreasing the angular velocity. Accordingly,
the effect of the faults (mechanical or electrical) can be noticed when observing the angular
velocity (rad/s) as data condition by applying the following four contracts (Contract_Co through
Contract_C1), including a potential error of 2%:

Contract_Cy : t € [0.2;0.45] 7 d € [0;408]
Contract_Cyg : t € [0.45;7.9] ?d € [392;408]
Contract_Cy : t €[7.9;8.1] ?7d € [0;408]
Contract_Cip :t€[8.1;10.00]1 ?7d =0

The possible traces of both electrical and mechanical faults are presented in 4.5 and 4.6,
respectively, integrating the contract specifications and highlighting the allowed interval of the
time-dependent angular velocity and current.

Based on the provided TSBC specifications and observed behavior, monitors execute their
verification algorithm. For contracts with both time and data conditions (normalized contracts)
the verification algorithm follows a specific procedure starting with evaluation of the time con-
dition. Afterwards, if the time condition is met, the monitor assesses the inner data condition.
Otherwise, the monitor evaluates the outer data condition. Only if the evaluated data condition
is satisfied, the entire contract is regarded as satisfied. Alternatively, it is considered violated,
and monitors must decide how to proceed.

TSBC monitors analyze data traces and report on the correctness of system execution or
contract violations. After a violation is detected, monitors may either continue verification in
case of success in the future, known as recoverable monitoring, or halt verification until a sub-
sequent request is received, also defined as unrecoverable monitoring. Recoverable monitoring
assumes that monitors failing once may pass within the same request, allowing the environment
to refine its response based on continued observation. Conversely, unrecoverable monitoring
assumes that contracts violated once remain so for the duration of the current request, which is
a suitable approach for monitoring critical fault conditions intolerant of any violations. When a
critical fault is reported, identifying the cause of the problem is crucial. Once the cause of the
problem is identified, a decision must be made: are corrections needed? Improvements can be
made to either the simulation model or the monitors.

Regarding the model, investigating the nature of the fault is essential to understanding the
severity of the problem. Simulating multiple fault scenarios helps define the system’s limits.
This determines whether the motor has the necessary specifications for the context. Another
possible development related to the motor is to simulate the fault for a longer time. In this way,
the effect of a persistent fault in the system can be analyzed. Based on the severity of the fault,
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Fig. 4.5: Possible trace of the electrical fault model with highlighted permissible contract area.

the user decides whether and how to intervene. If that fault occurs, the system can be stopped
immediately to avoid serious damage. Otherwise, a simple change to the system configuration,
such as correcting the input signal, would fix the operation. In addition, simulating for a longer
period would reveal whether and how the system controller would mitigate the fault.

Alternatively, changes to the contract specifications could include relieving the interval spec-
ifications and broadening the spectrum of allowed values. However, this does not improve the
reliability of the system itself - it just prevents the detection of smaller deviations. Accordingly,
specification of contracts should be done systematically, considering the precise requirements
and potential behavior of the system.

4.1.4 Discussion

The proposed simulations clearly show that faults have non-negligible effects on the motor. Fol-
lowing a systematic design for TSBC-based monitors allows for the specification of a suitable
fault detection mechanism that can be tested during the design phase. TSBC monitors report
the problem, notifying the user as soon as the recorded values exceed the range accepted by the
contracts. This approach was designed and tested in simulation by performing a case study. The
introduced analog system was analyzed from the perspective of behavioral-level faults, thereby
examining its functional aspects.
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Fig. 4.6: Possible trace of a mechanical fault model with highlighted permissible contract area.

The implementation of this methodology remains applicable to various systems that incorpo-
rate physical components. Application to other systems requires establishing the system model
and its nominal behavior to derive the contract specifications. Analog fault detection is a key
task in many industrial scenarios that include electrical and mechanical components. However,
the monitoring of these parameters can be extended to more system components. For example,
the user may want to monitor the motor’s operating temperature or the machinery’s vibration
level. To do this, the motor model would be extended to generate data on these properties. New
monitors could be implemented with contracts related to these additional features. Moreover,
currently, we directly forward measurement signals to the monitor (i.e., select specific signals
that we want to observe). However, based on control-oriented state estimation, it is possible to
check the valid behavior for signals that are not directly measured or measurable [166, 167].
Threshold monitoring for fault detection is state-of-the-art in control technology [168]. An al-
ternative approach would be to convert neural-network-based FDI rules [169] into the presented
TSBC structure. For that purpose, the TSBC-based monitoring approach provides a systematic
methodology for monitoring specification. Besides pure threshold classifiers, a precise specifi-
cation of permissible behavior could also utilize extended specifications, such as considering a
gradient within a contract. This enables a finer granularity of monitoring and even earlier de-
tection of potential violations. For example, zooming in on the possible trace for the motor’s
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current (4.7) shows the actual course of data values. The previously specified TSBC monitors
are not capable of specifying the precise progression of values and would allow a much broader
scope of values. While this is not an issue per se, a more precise specification of the moni-
tors can significantly improve fault detection. The proposed approach considers a co-simulation

Current [A]

7.98 8.00 8.02 8.04 8.06 8.08
Time [s]

Fig. 4.7: Detailed view of a potential current trace adhering to the specification of Contract_C;.

environment for the hardware components. However, in typical industrial control systems, nu-
merous possible scenarios can be encountered during various control steps, and the effects of
faults may also be visible in the software. The more faults that are detected in the life cycle of a
control system, the more resources are required to rectify these faults. It is crucial to determine
whether a potential monitoring system functions in conjunction with the software’s behavior.
One approach would be to extend the co-simulation environment with a simulator for the con-
trol software’s functionality, as proposed in [170], and integrate TSBC monitors to create an
additional layer for fault detection.

The framework was developed in simulation, but we plan to deploy it in the real world as
a future development. Instead of analyzing the system through data traces produced, the motor
will be monitored in real-time. Execution data will be transmitted to the controller via special
sensors integrated into the system. Currently, fault detection is the initial task in this workflow.
One of the following directions is to extend fault detection to predictive maintenance. The goal
is to predict the occurrence of a fault through system monitoring and notify the user in advance.
In this way, the system signals when a fault is about to occur, which optimizes maintenance. The
goal is to avoid costly stops in the production phase due to breakdowns. Developing a mitigation
strategy would enable the controller to automatically determine whether to halt the system due
to an emergency or adjust the system configuration and continue the production cycle. In the
future, this systematic approach for fault detection could be used at runtime to reduce the need
for periodic maintenance schedules and instead establish the basis for predictive maintenance,
based on the acquired data. This is an appealing topic and a further aspect that makes our
approach even more valuable and exciting. Not only can we highlight that we are in a critical
phase with our motor, but we can also adjust to deviations in motor performance in real-time.
Also, the user will be notified that maintenance should be considered.
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4.2 Extension to co-simulated systems

This section extends the previous one with a novel method that interfaces simulation of con-
trol software with detailed physical simulation, both enhanced with injected behavioral faults
and contract-based monitors, to evaluate fault tolerance in CPSs. Fig. 4.8 exemplifies a use
case in which a control unit regulates the speed and position of a conveyor belt driven by a
DC motor: faults can be injected into both the DC motor and the controller, representing the
classes of physical and digital faults. Our approach enhances system reliability and robustness
by providing a solid foundation for FDI and fault mitigation, such as continuous monitoring and
timely corrective actions. It helps developers assess how long a system can maintain acceptable
performance under various fault conditions.

Multi-Domain

Fault Models
Ccontroller b
(V2]

Physical Monitor control Monitor

Motor values

values

/]

Fig. 4.8: Co-simulation of software and physical components for multi-domain fault detection in CPS.

This is achieved by integrating contract-based monitoring for all subsystems, refining them
through fault injection, and by modeling faulty behavior to improve monitor accuracy and ro-
bustness. This systematic, fault-driven approach enhances CPSs design, offering deeper insights
into system robustness and fault-tolerant strategies. Now the focus is on:

1. Consistent and comprehensive assessment, by maintaining a uniform level of detail across
control software and physical simulations for a wide range of faults.

2. Early fault detection and accurate specification of requirements, with a focus on single
faults and the extensibility for multiple simultaneous faults.

3. Multiple systematically designed contract-based monitors to observe set values and mea-
sured values to effectively detect potential faults.
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4. Formal representation of monitors grounded in assume-guarantee specifications.

Our methodology aims to integrate into both the design and monitoring phases of CPS,
promoting a model-based, top-down development approach.

Our work integrates contract-based monitoring across digital and analog subsystems during
design and monitoring phases, using fault injection to assess FDI capabilities of the introduced
monitors and to iteratively refine the CPS design. Unlike traditional methods, we incorporate
faulty behaviors to enhance detection accuracy and robustness, offering a comprehensive strat-
egy for FDI and mitigation in CPS. This approach represents a significant advancement in de-
signing fault-tolerant complex systems.

4.2.1 Hardware & Physical Components Simulation with Fault Injection and Monitoring

This section presents the proposed framework for modeling control software and physical com-
ponents of a CPS, incorporating fault injection, and specifying contract-based monitors for fault
detection during simulation, cf. Fig. 4.9.

The design of a CPS typically involves iterative refinement steps that address the specific
requirements of both control software (left) and physical elements (right). The modular na-
ture of contracts enables testing and verification of individual sub-systems (monitors A to E),
which can then be combined through hierarchical contracts to form a reliable overall system.
Through this process, a specification of the system’s nominal behavior is developed. We lever-
age a contract-based methodology to design monitors that can be simulated alongside both
software and physical models, allowing for FDI by integrating monitoring mechanisms within
the simulation. Each simulation run enables the evaluation of observed behavior and an analysis
of the FDI capability of the monitors. In Fig. 4.9, simulation run #1 exemplifies a simulation
with no faults detected, while simulation run #2 shows the activation of three monitors on both
the software and the physical parts, as a result of detected faults.

Let us now discuss key concepts related to fault categorization and injection, simulation of
software and physical parts’ interactions, and the design of contract-based monitors.

Control & Physical Components: Models & Simulation

A CPS is subject to numerous requirements, influencing the choice of model for each com-
ponent. For the physical part, the dynamics are commonly described with Differential Alge-
braic Equations (DAEs). On the software side, developers have access to a variety of mod-
eling languages to meet system requirements and ensure functionality. Common choices in-
clude SysML for system-level design and specification, as well as standards like [IEC 61131 or
IEC 61499 [171], widely used for designing and programming industrial automation systems.
Various simulation approaches are essential to validate CPSs models, ensuring they meet
performance, safety, and reliability standards [172]. Model-in-the-Loop (MiL) and Software-
in-the-Loop (SiL) simulations enable early testing without the need for physical hardware.
Hardware-in-the-Loop (HiL) simulations integrate real hardware with simulated environments
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Fig. 4.9: Modeling software and hardware of a CPS with an injection of faults and contract-based monitors for FDI.

to test interactions in real-world scenarios. Co-simulation allows simultaneous testing of phys-

ical elements (e.g., circuit dynamics) and software (e.g., control logic) to ensure seamless inte-

gration. Combined with formal methods (e.g., model checking and runtime verification), sim-

ulation ensures comprehensive validation, reducing risks and improving reliability before de-

ployment.

The methodology presented in this paper is based primarily on system simulation. From the
languages outlined in Section 4.1.1, SystemC with its AMS extension is chosen as it covers a
wide range of domains in a single environment (e.g., electrical and mechanical components) [2].
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These different types of models can be used simultaneously in the same simulation due to the
seamless interaction through the underlying SystemC simulation kernel.

Contract-Based Monitors

The underlying methodology for contract-based monitors is Contract-Based Design (CBD) [173],
which enhances modularity and reusability. Each system component is described by a contract
composed of assumptions and guarantees. The assumptions define expected conditions from the
environment, such as specific parameter values, while the guarantees describe the component’s
behavior if the assumptions hold. This approach enables the early detection of potential design
issues and enhances overall system reliability. In combination with fault injection, we propose
using contract-based monitors as a means to determine the root cause of an error that may occur
during runtime. Thereby, establishing the basis for fault isolation and estimation. Contracts can
be expressed in different formal languages, such as MTSL [174] or StSTL [175]. For this work,
we chose the concept of TSBCs [151]. In TSBC monitoring, system behavior is defined by time
(#) and data (d) variables. A contract is expressed as ¢ € [#1; 2] 7 d € [d}; d»], which checks if a
specific behavior occurs within a given time interval. If the time condition is met (assumption),
the corresponding data condition must also hold (guarantee). Any deviation from this specifica-
tion is flagged as a fault. The required parameters for contract-based monitors can be specified
during design time or derived at runtime as functions of reference and corresponding control
signals.

By synchronizing with system events, TSBC monitors can assess system properties in real-
time. If a contract violation occurs, monitors report the fault and determine whether to continue
verification (recoverable monitoring) or halt further checks until the next request (unrecoverable
monitoring).

Depending on the severity of the fault, adjustments can be made to the simulation model
or contract specifications. This could involve refining system behavior through additional sim-
ulations, model adjustments, or modifying the contract to more precisely specify permissible
behavior. Integrating multiple monitors enhances the precision of FDI but also increases system
overhead. This approach is best reserved for critical system components where high monitoring
accuracy is essential. In contrast, relaxing contract specifications should be approached with
caution, as it may mask potential issues rather than improving system reliability.

4.3 Proof-of-Concept Implementation

This section presents the simulation framework used as a proof of concept, demonstrated
through the DC motor example, which is omnipresent in industrial machinery. We introduce
the physical model, which incorporates injected faults and contract-based monitors, followed
by the control software, its associated fault scenarios, and the corresponding contract-based
monitors. In our illustrative scenario, the DC motor serves as the main drive of a conveyor belt.
As we can see from the previous sections, the DC motor’s behavior can be affected by various
faults in both its electrical and mechanical submodels. In the results presented in the following
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sections, we restrict ourselves to two faults to show the effectiveness of fault injection: (i) an
electrical fault resulting from an increased resistance to of 20.5€; (ii) a mechanical fault leading
to an increase of the velocity-proportional friction to SONms/rad.

To detect faulty behavior, we employ three monitors: one for the electric current in the
armature circuit, one for the angular speed of the shaft, and one for the applied voltage. These
monitors are based on the previously introduced TSBCs and are specified in Table 4.1, where
the motor contracts have the identifier hw, while the software contracts are marked by sw.

Table 4.1: Overview of example contract specifications for the velocity value observable at the software and physical
component.

Contract ID Contract Specification
C_SW_Vell t €0.00;0.15] 7d € [-1.78; 19.54]
C_HW_Vell t €0.00;0.15] 7d € [-1.84;20.23]
C SW_Vel2 t€[0.15;1.11?2d € [11.69; 12.18]
C_HW_Vel2 t€[0.15;1.11?2d € [11.72;12.19]

4.3.1 Control Software Model

Due to the wide use of motors in ICPSs, IEC 61499 was chosen as the modeling language for
specifying the control software implementation, cf. Fig. 4.10.

The control software consists of five Function Blocks (FBs) and represents a standard in-
put—process—output model with the FB E_Cycle as clock generator to trigger execution ev-
ery millisecond. The interfaces between software and physical are covered within the FBs
ReadSensor and SetMotor which convert analog to digital signals and vice versa. The
ReadSensor FB gets the values velocity, current, and position as input for the soft-
ware model. The output of SetMotor provides the input voltage to the DC motor. Based
on the angular position, DriveControl may specify different reference values for the Pro-
portional-Integral-Derivative controller (PID) FB. For simplicity, the desired speed profile is
specified as an acceleration to a velocity of 12 rad/s, followed by a slowing down to 3 rad/s after
a given time span, before the velocity set point is set to zero. The PID is implemented based
on [171] and consists of a proportional (PID_Cal), integral (IntegralReal), and derivative
(DerivativeReal) part. The PID can be tuned with respect to the following inputs: MODE, a
boolean value that controls whether the set point is configured automatically or manually (true
= auto or false = manual); ManOut (manual set output); the process value and set point; KP
(proportional gain); KI (integration constant 1/sec); TD (derivative time, sec); and lastly, Cycle,
used as the discretization step size of the integral and time derivative.

The simulator for the software model is built in SystemC and mimics the execution behavior
of 4diac FORTE [176] as a specific implementation of IEC 61499. The control software is
created within the open-source 4diac IDE. It is then transformed into SystemC by a model-to-
model transformation.
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Fig. 4.10: Software model using a PID-controller in IEC 61499.

Two different faults are prepared to be injected into the software component. Initially, the
last input value will be used with a probability of 6% instead of the new values for a random
period between 1 and 10 cycles of 10ms. The second one corresponds to a random output
perturbation of FB SetMotor by + — 10 %. While the values of the first fault can be monitored,
those of the second one can not.

Similarly to the motor simulation, runtime monitors for the set value in SetMotor FB or the
measured velocity in the ReadSensor FB are implemented in the software simulation. These
monitors observe contracts based on TSBC. For example, see Table 4.1.

4.3.2 Co-simulation results

Fig. 4.11 summarizes the simulations in four plots, showing the observed voltage, velocity, cur-
rent, and the integral value of the PID, along with their corresponding monitor values. Voltage,
velocity, and current are shown for both the physical (red) and software (blue) sides, while the
integral value is only available in the software model. Monitors respond to valid behavior, re-
turning false upon detecting violations. Admissible ranges are shaded in light grey for software
and dark grey for physical quantities. The plots are divided into five scenarios, each with a
3-second simulation window.

The first scenario illustrates the model’s nominal behavior using a PID controller with initial
parameters set by the developer, potentially based on arbitrary but seemingly adequate choices.
White Gaussian noise is added within the ReadSensor FB to provide more realistic data. Dur-
ing nominal operation, the system exhibits a stable voltage, velocity, and current, with monitors
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consistently indicating true for all quantities. The PID controller ensures steady-state accuracy.
However, variations of the parameters of the DC motor component without re-tuning the PID
parameters could lead to inefficiencies. To mitigate this risk, well-known automatic PID tuning
mechanisms could be integrated in the control block.

In the first software fault scenario, a delayed control input disrupts the system, causing
transient deviations in voltage and velocity, which the monitors flag as faults. At first sight,
the current appears unaffected. However, this statement is only true as long as the introduced
delays are not shorter than the system’s time constants, which otherwise serve as a natural
low-pass filter (at least partially) suppressing this effect. The second software fault, involving a
perturbed control output, has a more significant influence. Voltage, velocity, and current exhibit
fluctuations, and the monitors detect continuous violations. The PID controller’s integral value
also increases, showing the system’s inability to maintain proper control.

Next, with the introduction of a physical fault affecting the electrical resistance, the system
experiences oscillations and loses its rapid settling behavior. The monitoring system repeatedly
detects abnormal behavior in the voltage, velocity, and current. However, the current is way
smaller than expected, which goes unnoticed based on the monitor specification. This could
be solved by specifying a more precise monitor. The PID controller shows a flagged deviation
from its expected trajectory, reflecting the increased effort of maintaining control. In the final
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phase, a mechanical friction fault affects the system’s velocity and current. As friction increases,
velocity drops, and current spikes to compensate for the load. The monitors accurately detect
these faults while voltage remains stable, highlighting the need for multi-domain monitoring.

The monitoring system efficiently detects both software and physical faults with precise tim-
ing. Software faults with an intermittent behavior cause transient issues, while physical faults
lead to more extended disruptions. Multi-parameter monitoring is crucial for reliable FDI, es-
pecially as control algorithms may mask physical issues. Note that scalability may become
a concern as the complexity of control algorithms and the number of hardware components
increase. Automating the generation of monitors from contract specifications can facilitate in-
tegration. Our approach enables developers to efficiently and reliably place monitors to detect a
variety of potential faults.

4.4 Accelerating battery pack design via modular electro-thermal simulation
frameworks

Among the critical challenges in battery pack design, thermal management plays a crucial role
in ensuring operational safety, extending battery lifetime, and maintaining performance under
varying load conditions [177]. Inadequate heat dissipation can lead to uneven temperature distri-
bution, accelerated aging, and, in extreme cases, thermal runaway events, thus making accurate
thermal modeling and design exploration an essential step in the design process [178].

Existing modeling approaches exhibit a trade-off between computational efficiency and
physical fidelity. Lumped models enable fast simulation but fail to capture cell-level interac-
tions and localized thermal behavior. Conversely, high-fidelity computational fluid dynamics
(CFD) models offer detailed temperature fields but incur prohibitively high computational costs,
making them unsuitable for early-stage exploration or evaluating many design choices [179].
This limitation is further compounded by the influence of the cooling system, whose geome-
try, coolant type, and flow strategy strongly affect safety, energy efficiency, and total parasitic
losses [180]. Early-stage assessment of cooling strategies is therefore fundamental for selecting
optimal performance and cost-effective designs.

To address these limitations, this work proposes an automated electro-thermal design-space
exploration framework for battery packs. The tool targets the design of next-generation auto-
motive and heavy-duty mobility systems, where the ability to evaluate electrical performance
and thermal behavior under diverse operating conditions is critical for ensuring reliability and
enabling system-level optimization.

The contributions of this work are summarized as follows:

e A modular and compositional framework that supports the construction of battery packs of
arbitrary size, where each cell is modeled individually with coupled electrical and thermal
dynamics.

e Automatic construction of interconnections using series-of-parallel (SOP) and parallel-of-
series (POS) configurations, following common automotive design practices [181].
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Fig. 4.12: Overview of the automatic compositional battery-pack framework with coupled electro-thermal cell mod-
els and configurable liquid cooling.

e Generation of an equivalent thermal network that captures conduction between cells and
convection to the coolant.

o A configurable liquid-cooling subsystem supporting multiple geometric layouts and coolant
types, enabling early optimization of thermal management strategies.

An overview of the proposed framework is shown in Fig. 4.12. By combining flexibility,
scalability, and simulation efficiency, the approach bridges the gap between detailed physical
modeling and fast system-level evaluation. The implementation leverages SystemC AMS [40],
which enables modular construction and efficient support for multi-domain models, and to fore-
see the integration of battery simulation with other domains, including mechanics and digital
control [182].

4.4.1 Battery pack simulation and thermal management

Thermal behavior in battery packs has been extensively studied due to its impact on safety,
performance, and cycle life. Existing modeling approaches span a wide spectrum of fidelity and
computational cost.

Commercial CAE Tools (e.g., MATLAB/Simscape Battery, GT-SUITE/AutoLion, Thermo-
Analytics) offer integrated electro-thermal battery models and cooling system simulation. While
powerful, these tools typically rely on lumped or semi-distributed thermal representations, re-
quire manual setup, and involve high licensing costs. This hinders rapid, automated design-
space exploration during early development.

High-Fidelity CFD approaches (ANSYS Fluent, COMSOL, STAR-CCM+) provide detailed
representations of heat transfer and fluid flow, making them suitable for late-stage validation.
However, their computational cost remains prohibitive for evaluating large automotive-scale
packs or exploring multiple cooling strategies [179].
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Low-order thermal models approximate the pack using coarse thermal nodes [183, 184].
Their low runtime makes them appealing for control and system-level studies, but they lack cell-
level granularity and do not accurately capture localized hot spots, conduction paths, or cooling
non-uniformities. As a result, they are unsuitable for assessing modern cooling architectures or
heterogeneous pack configurations.

Recent research has explored hybrid and modular modeling approaches that integrate elec-
trical and thermal dynamics at the cell level [185, 186]. While these methods represent a mean-
ingful step forward, they rely on fixed cell arrangements or predefined module structures, of-
fer limited support for modeling liquid-cooling layouts or selecting different coolant types, and
lack automation for generating series/parallel electrical configurations. Moreover, few provide a
unified co-simulation environment capable of natively coupling digital control with continuous-
time electro-thermal physics, thus restricting their applicability for large-scale, automotive-
grade design exploration.

Positioning of This Work

Although recent advances have introduced hybrid or modular battery modeling approaches,
existing solutions still lack a unified methodology capable of supporting early-stage, system-
level electro-thermal design exploration for large automotive-scale packs. Current tools either
prioritize fidelity at the expense of runtime or achieve fast simulation by relying on coarse
abstractions that limit physical accuracy and design flexibility. Moreover, integrated evaluation
of electrical behavior, thermal interactions, and cooling strategies remains fragmented across
separate modeling environments, complicating consistent system-level analysis.

The present work aims to bridge this gap by providing a coherent, simulation-oriented per-
spective that enables physically grounded yet computationally efficient exploration of battery-
pack architectures and thermal management strategies within a single modeling framework.
Additionally, the choice of the versatile language SystemC AMS enables foresight into inte-
grated simulations that cover multiple aspects of a vehicle in a single run, in conjunction with
digital control logic, as mandated by current Software-Defined Vehicle trends [187, 188].

4.4.2 Proposed Thermal Model

This article presents a framework that automatically generates a simulatable model of a battery
pack exploiting the capabilities of the SystemC AMS language and simulation core. The over-
all objective is to enable fast design-space exploration with cell-level fidelity, allowing layout
choices (e.g., coolant topology, fluid type, pipe routing) and operating scenarios to be evalu-
ated early and iteratively. This philosophy aligns with the literature’s call for models that bridge
the gap between detailed physics and system-level speed by coupling electrical and thermal
dynamics at the cell level [189].

Battery cell model

The single electric cell is modeled using an equivalent circuit that mimics its behavior [181,
190]. Each cell is modeled by two coupled submodels: an equivalent electrical circuit, including
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Fig. 4.13: Schematic of the single battery cell model used by the framework. The green color represents the ELN
MoC modules, while the blue color represents the TDF MoC modules.

a Coulomb counting stage, and a thermal RC network. These two modules are cross-coupled
through temperature-dependent open-circuit voltage (OCV) and internal resistance, as well as
the conversion of electrical losses into heat. This architecture follows established practices in
the electrothermal modeling of lithium-ion cells, allowing for computational efficiency while
maintaining dependencies on the state of charge (SoC) and temperature [191, 192].

The structure of the single battery model is shown in Fig. 4.13 (presented in clockwise
order). In the top-left corner, we can find the section of the model that implements the SoC
evolution via the well-known Coulomb counting technique, which is a standard, low-overhead
method to propagate SoC in equivalent-circuit battery models. [193]. In particular:

SoC =So0Cy + f Ip(t)dt 4.1
To

nom
where C,,,,, 1s the nominal capacity of the battery, and /I is the current flowing through the bat-
tery. The SoC is manipulated through polynomial transformations in the TDF module (Fig. 4.13,
blue) at the top center to calculate the open-circuit voltage (OCV) and the value of the internal
battery resistance R;. Then, the module on the top-left of Fig. 4.13 implements the relation:

Ve = OCV(Vsoc,T) — IpRs(Vsoc) 4.2)
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where Vp is the output voltage of the battery, measured between p and n nodes. The rela-
tion highlights how OCV captures the equilibrium voltage versus SoC and battery temperature,
while Rs represents the instantaneous ohmic drop, based on the SoC. Such equivalent-circuit
approaches are well-documented and commonly compared with higher-fidelity electrochemical
or CFD-coupled models as a speed-accuracy compromise.

Finally, at the bottom of Fig. 4.13, we find the equivalent thermal circuit. Exploiting the
electrical-thermal analogy [194], each cell’s temperature node T's is governed by:

dTp ) T — Teoor - Tp— Tj
Cn—2 = XRs - - 4.3)
! dt B Rth,cool FZO Rth,j

where Cy;, is the cell heat capacity (thermal capacitor), I%;RS is the power loss by the battery,
converted as a source of dissipated heat, Ry coo captures heat exchange to the coolant, and Ry, ;
are thermal resistances to neighboring cells.

Coolant model

To capture fluid—solid heat exchange at high speed, the coolant loop is modeled using a com-
pact, network-based methodology inspired by [189]. We adopt the same principles of multi-port
cavities/channels, represented by reduced-order elements and a coupled solid—fluid RC formu-
lation, to emulate embedded channels in battery packs.

COOLANT 77 — COOLANT 77 —

COOLANT SEGNMENT SEGNMENT
INLET

COOLANT COOLANT
AMBIENT I NEIGHBORS I

BATTERY 1 BATTERY 2

Fig. 4.14: Schematic of how the coolant flows through the battery modules (of Fig. 4.13). The current sources in
each coolant segment are controlled by the voltage (or temperature) difference between the current coolant segment
and the previous one.

The proposed coolant concept is shown in Fig. 4.14. The coolant fluid circulates through
channels in thermal contact with the cells, allowing it to absorb the heat generated during
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charge/discharge phases. To enable its simulation, the physical coolant is conceptually split
into segments, one acting as a source and the others simulating the coolant path.

Following the equivalence between the thermal and electrical domains, the source is a volt-
age source that sets the input temperature of the coolant fluid. Starting from this inlet source, the
segment modules are connected in series one after the other. A coolant segment is the section of
coolant connected to the battery cells, and more than one cell can be connected to it, depending
on the coolant topology. The module simulating one segment is thus composed of:

e a capacitor, representing the amount of heat that can be dissipated/absorbed by that coolant
section, given by parameters such as the volumetric heat capacity of the fluid;

e a current source, representing the flow of the coolant, controlled by the volumetric heat
capacity of the fluid, the average velocity of the fluid through the cell in the direction of flow,
and the temperature difference between its coolant segment and the previous one [189];

e aresistor connecting the segment to the next one, calculated with the heat transfer coefficient
through the fluid and the dimensions of the cooling channel;

o the temperature of each coolant segment is measured across its capacitor.

Coolant topology

Different liquid cooling topologies have been developed in order to balance efficiency, cost,
manufacturability, and safety [195]. The choice of topology is strongly influenced by the cell
format (e.g., cylindrical, prismatic, pouch), the required thermal uniformity, and the available
packaging space.

In this paper, we focus on four layouts (Fig. 4.15), selected to show different characteristics
in terms of cell refreshing performance and energy cost to power the cooling system:

e “S” topology: one serpentine tube between rows of cylindrical cells; this allows close con-
tact with multiple rows of cells, while maintaining a lightweight construction;

e “C” topology: coolant flows around the module or through walls surrounding the cells,
offering a simpler structural integration, though with lower direct efficiency;

e “SS” topology: the coolant flows through the cells with the tubes following a “S”’-shaped
path, each slithering around a portion of the battery rows;

o “E" topology: separates the coolant in parallel channels, to better handle large-scale battery
packs. The multiple, thinner tubes require less cooling power, as they only touch a portion
of the total cells.

Tool automatic workflow

An automatic tool implements a fully automated pipeline that constructs the electrical and ther-
mal models in SystemC AMS from a compact design specification.

Design Specification

the user provides crucial data for the simulation: type of electrical structural connection (i.e,
SOP or POS), coolant characteristics (layout, inlet flow rate, and specific heat), and the input
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Fig. 4.15: Coolant topologies: arrows represent coolant flow in coolant channels, while orange circles represent
cells.

current for the battery pack. Fig. 4.16 shows an example of the input file, configured to simulate
12 Panasonic NCR18650 cells organized in 4 groups of 3 cells each, with the specified position
in the space (reflecting the electrical organization) and an “S" shaped cooling topology. The
resulting topology is shown on the right-hand side, where orange represents cells, and blue
represents coolant. Each square contains the ID of the element (i.e., B for cell number, C for
coolant segment number), representing the position of each element in the generated model.

Cell Power Model

the tool creates the number of battery cell models requested. The model is built starting from
user-provided information (Fig. 4.16) and a current-voltage plot provided in the datasheet [190].

Electrical Connection

battery cells are now connected, using SOP or POS paradigm. Both connection paradigms allow
us to obtain a fully connected electrical model of the battery pack.

Battery Topology

in modern battery configurations, groups of cells may be electrically connected, e.g., in parallel,
but are often arranged across different rows, primarily for spacing and cooling efficiency [196].
Physical proximity of cells is specified with a table-like notation. The assumption is that:

o the electrical connection reflects the numerical order, e.g., cells from 1 to the number of cells
in a group are part of the same group (in Fig. 4.16, cells 1 to 3). Therefore, the connection
does not need to be explicitly defined;
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Fig. 4.16: Input provided by the user to construct a 3x4 topology of Panasonic-NCR18650 cells with a “S" shape
coolant.

e a table-like notation is used to specify space proximity: brackets wrap the IDs of cells
positioned on the same row. E.g., if the user specifies {{1,2,4},{3,5,6}} this implies
that the first (electrical) group includes batteries with IDs 1, 2 and 3, but that the first row
(for thermal and proximity considerations) includes IDs 1, 2 and 4.

Thermal Network Creation

here, the thermal connection between adjacent cells is made. The cells are connected in a square
pattern (above, below, right, left) according to the pack layout provided in the previous step.

Coolant Creation and Connection

the coolant is first created using the parameters provided by the user. Different types of coolant
require different lengths and power levels, also based on the number of cells. Once created,
each segment of the coolant is connected to its corresponding nodes, concluding the battery
pack model creation.

Model Simulation

The model is now generated with SystemC AMS primitives, the power is applied to the battery
pack terminals, and the behavioral simulation starts. The snippet in Fig. 4.17 allows us to high-
light that SystemC AMS code implementation is quite straightforward, as it consists of a 1-1
mapping from network elements (e.g., a resistor) onto SystemC AMS primitives (e.g., sca_r).
Most of the complexity of the proposed framework lies in the automatic generation of the model
(steps b-f) given the initial user specifications (a), allowing for an easy setup with no manual
intervention.
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sca_eln::sca_node nl, n2;
gnd sca_eln::sca_node_ref gnd;
COOLANT <£; c —— sca_eln::sca_r R;
SEGNMENT sca_eln::sca_c C;
R sca_eln::sca_tdf::sca_isource I;

— i I.p(temp); I.n(nl); I.inp(heat_flow);
R.p(temp); R.n(nl);
C.p(nl); C.n(gnd);

Fig. 4.17: Excerpt of the SystemC AMS code for the simulation of a coolant segment, where the resistor is mapped
onto a sca_r, the capacitor onto a sca_c, and the current source onto a sca_isource instance.

4.4.3 Battery pack experimental results

For the experimental application, we focused our analysis on four cell configurations of increas-
ing complexity to examine the impact of coolant and its resulting simulation performance. We
decided to use a single cell for all experiments, in the interest of readability. The choice fell
on the Panasonic NCR18650B cell (see Table 4.3) [197], which is the cell type used for the
Tesla Model S. This choice stems from the fact that the Tesla Model S is one of the most docu-
mented in literature and on the web, making parameterization less complex [198]. Furthermore,
two of the four configurations presented in this example originate directly from the automotive
industry, illustrating the practical application of the proposed tool.

Table 4.2: Simulation time for the 8x5 configuration with different coolant shapes when increasing simulated time.

Simulated Simulation time (s)
time (s) “S'' shape “C'" shape “SS'' shape “E'" shape
250 0.861 0.696 0.846 0.844
500 1.818 1.579 1.816 1.652
750 2.699 2.542 2.678 2.686

1,000 4.027 3.763 3.611 2.992
1,250 6.360 6.375 6.325 4.494

Table 4.5 reports the simulation results for four different sizes: 4x3 (used as illustrative
example), 8x5, 74x6, and 86x6. The latter two are inspired by the Tesla Model S battery packs
(P85 and P100D) [199]. For all configurations, we simulated all four coolant shapes as part
of a design space exploration to compare the different thermal distributions. Experiments were
conducted with a fixed time step of 0.5 seconds to standardize the measurement. Simulations
were performed on a Ubuntu 24 virtual machine with 3 cores at 3GHz and 8GB RAM.
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Table 4.3: Specifications of Panasonic NCR18650B cell.

Parameter Value
Format 18650
Nominal voltage 3.6 V
Capacity 3350 mAh

Charge voltage 4.20V
Cutoff voltage 2.50V

Diameter 18.5 mm
Height 65.0 mm
Mass 485¢

4x3 configuration

The first configuration corresponds to the specifications in Fig. 4.16: a 4X3 configuration, com-
prising 4 groups of 3 cells. The simulation compares the evolution with four different coolant
shapes, while keeping all other parameters constant. Table 4.5 highlights that, despite the same
number of battery cells, the simulated SystemC AMS versions are different, as a result of dif-
ferent coolant topologies that require a varying number of electrical primitives. All such config-
urations were generated almost instantaneously by varying one line of the input configuration
file (NUM COOLANT SGM in Fig. 4.16, which indicates the coolant topology and the number of
coolant segments to be generated, thereby tuning the accuracy of the coolant simulation). The
different configurations have an impact on the average cell temperature, with the “E" topology
achieving a more effective cooling effect.

Fig. 4.18 depicts the resulting evolution as thermal maps of the temperature of cells and
coolant segments at different time steps. Both simulations start with ambient temperature
(18°C). While providing the requested 32A current, the cell temperature increases unevenly.
In the "C" shape configuration, cells closest to the coolant maintain a lower temperature, while
cells in the center and on the left are hotter, with a ~2°C difference. In the case of the "S" shape
configuration, cells tend to have an overall lower temperature due to the coolant path that sepa-
rates cell groups. This is also highlighted by the average cell temperature after 730 seconds of
simulated time, which is 0.6°C lower for the "S" shape (26.5°C vs. 27.1°C).

8xS5 configuration

The 8x5 configuration features a similar setup to the former experiment and is used to comment
on the scalability of the simulation. To this extent, we simulated the SystemC AMS code for a
variable length of simulated time, from 250s to 1250s, and reported the results in Table 4.2. The
numbers show that the amount of time spent on the simulation is proportional to the simulated
time, with a slight increase in the case of a complete battery pack discharge simulation (1,250s).
Such measurements demonstrate that the initial instantiation cost of creating and connecting the
battery pack (constant for all simulations shown in the graph) does not significantly impact the
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Fig. 4.18: Thermal map for the 4x3 configuration with "C" shape (top) and "S" shape (bottom) coolant. The maps
show the thermal distribution at the beginning of the simulation, after 500s and 1,000s of simulated time, to show
the temperature evolution of cells and coolant segments. The blue arrows highlight coolant flow.

simulation time. Additionally, the simulation time is significantly lower than the simulated time,
as a 20-minute simulated time can be easily evaluated with less than 7 seconds per configuration.

Tesla Model S inspired 74x6 configuration

To demonstrate the capabilities of the proposed framework, we modeled a battery pack equiv-
alent to a module of the Tesla Model S P85, featuring a 74x6 configuration of cylindrical cells
for an overall 85kWh storage. The parameters of the single battery cell are reported in Table 4.3,
while the specifications of this Tesla Model S module are described in Table 4.4. The original
battery pack design incorporates a liquid cooling system featuring a serpentine aluminum tube
that runs between the rows of cells (i.e., the “S" topology coolant layout), ensuring efficient
heat transfer and uniform temperature distribution throughout the module. In this experiment,
we compare the original “S" shape coolant with the other shapes.
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Table 4.5 shows that the simulated SystemC system is significantly more complex than pre-
vious versions, with 8,800 to 9,800 primitives instantiated to simulate both battery cells and
coolant segments. However, the code generation still allows for handling such complex sys-
tems, and to achieve fast simulation (on average, 105 seconds of runtime for a 16.5x longer
simulated time). With these larger experiments, it becomes clear that the number of SystemC
AMS primitives significantly impacts simulation time, as more primitives result in more equa-
tions that need to be solved at runtime. Additionally, each coolant topology achieves a different
average cell temperature, with a delta of almost 3°C. This analysis may be useful to consider
replacing the “S" topology coolant with either the “SS" or “E" configurations, which achieve
better average cooling power.

Table 4.4: Tesla Model S battery module specifications (74p6s).

Parameter Value

Configuration 74p6s (74P x 65)
Cells 444 (18650, NCR18650B)
Chemistry Li-ion, NCA

Nominal voltage 228V

Max voltage 252V

Capacity ~232 Ah

Energy ~5.3 kWh

Cont. discharge 225-500 A

Peak (10 s) 750 A

Dimensions 685%x300x75 mm
Weight 25-26 kg

Cooling Liquid, serpentine tube

Coolant flow rate ~ 0.033125 kg/s
Coolant specific heat 3400 J/kgx°C

Fig. 4.19.a-b represents the thermal distribution as heatmaps for the original “S" shape
coolant (Fig. 4.19.a) and for the “C" shape coolant (Fig. 4.19.b), to visually show the dif-
ferences in terms of temperature distribution. The heat distribution pattern reveals significant
differences already, in the middle of the simulation. The “S" shape coolant (Fig. 4.19.a) shows
a heterogeneous temperature distribution. As the coolant flows away from the inlet, its temper-
ature increases due to the heat generated by the cells, which are operating to provide the desired
current. This increases the coolant temperature of ~2°C at the end of the coolant path, but allows
for a lower average battery cell temperature. Additionally, the battery cell temperature increases
as the serpentine path is followed, as the coolant becomes less efficient at cooling the battery
cells.

The “C" shape coolant (Fig. 4.19.b) has a more regular thermal distribution. The coolant is
heated marginally (=1°C), and cools only the neighboring cells following the segment shape.
The hottest cells are those in the middle, creating a hot spot in the central region that could
accelerate aging and compromise safety margins.



adeys D,

[2.] 21mesadwa).

8T

6T

— o
~N N

[Do] @1myesadwal

N
N

jord

144

“(p) 1uej000 odeys , g,, pue (9) Jue[ood adeys , SS,, YIm uoneIm3guod gx9g Y} Jo uonnqLISIp [euLray) 3y} syodas wonoq Iy (q) JULj00d
pue (&) juejood adeys , S, YIIm uoneIn3yuod 9xi/ Ay} J0J uonnqrusip fewray) oy sprodar doy oy G4 9[qe[, JO suoneIn3yuod y) Jo wos jo dew [ewIdy [, :6p “SLA

INV100) 3dVHS-3 (p)

0> 62> 822 L2 922 SP ¥2> £ 22 122 022 61 81> LD 9D SD v €12 ZD> TD OT:

£ 29> 192 099 61 89 LS 9P S PS £ TS TS 09 611 8V L1 OV SP bbd €12 TvD Tvd Ob

96 562 76 £6 262 162 06 68> 88> L8> 982 S8) P81 £8) 78) 182 082 6/ BLD LLD 9L1 SLD VID €42 TUD T

OE 1962 T8 1L 2 THE IS IV 2 IEC TR I T0Z IBT PR T TL IO T IS T I T IX T T I T 0T TH0T80TX0T90 TS0 T O TEOTIROTHOT0T:

91929 TIT9 109 165 1285 12/ S DS 16 S TP S TS TS IS TS 16V IBY 2Ly I0Y ISP T EY Ty ITy 0P 266 TBE DL ETVESETHETEET

822,220 25 L LWL L LLINLL0LLBILB/ILLITDLHR LW TTE T2 TLIATL0TZBH0ZIBOA022902E02H0LE0LROTIA0L:

061256 176 166 126 1216 1061268 1288 1 8 198 158 P S TEB 128 LB T20816 TBL T LT TXL TV L TEL TR LTLT0LTHITHBI T

1919 0919 6519 8519 LS9 9519 519 $SI9 €519 7SI9 1STA 0519 6919 9919 €69 269 1s9 089 6/9 84 LA 94 S v

| @ W owm m

] ainjesadwia

o

[

8T

oz

f44

vz

9z

8T

0z

[D.] @anmyesadwal
o~
N

<
N

9z

LINV1002 3dVHS-SS (9)

967 S67 ¥E> £67 267 T62 062 682 881 L8D 98D SBY YD £8) Z8D I8 615 812 L1D 912 SL2 L2 £L3 LD TLD 0L 69

£69 86 662 00TILOTZOTXOTHOTSOTNVOTILOTBOTHOTDT I TIX T IE T TS TTRT LI TBT 16T 102 PIZ IR ZEZ IR ISZ DL L IBZ 6L TVET

26T T DE I ELRETEE T EDSELDELDL ETBETBELOV TV TV TEY DYV LRIV TLYTBYTBYT0STIAS T STES TN STHSTNISTASTBSTHSZ092

| zz9zzxzevezxzereznzzotze 1R TZL 1Z0TZ8 TZH L TZRIZTIZOTZ602BOZLO

9179 101209 T2 9 TPBO T69 T0L TT L T L T L TW L TS L T0L TOL L T8 L T TR ToT8 TR B T8 T¥ B TS 8 T8 1L B TBE 168 T06 L6 TX6TOE6TH6T:

2 262 €62 YYD SYO 9¥D L1D 8YD 690 0S> TSD ¥ S99 99 LS 8 652 09> 19>

5 165 T8 S TL S TOSTXRS THSTESTXSTAST0S

INV100D 3dVHS-S (e)

8 08> 62 813 L1> 9> SI ¥I> EL T 1L

167 86> 66 00PTOPPZOTEO YOI SO0 LOTBO RO T 0T PITIPZI PET YT P STRIT LT PRI 6T 1202 P12 PZZ PEL Y PSZ 92 P LZPEZI6ZT)

85 T2LS IS IS PPS PES DTS DTS 0S 6y 128 1LY 129Y 12 Sy Py DEY 1 2y DD Y 120p D6E DEE T LEPIEDSEDPEPECDZEDIETOE T

0L UL DT PELDYLSLDILDLLTPBLT6L 08T

DYDY EVDYY DSV D LY DRI DY D0SDTSDISPESDYSD)



130 4 Application of the fault taxonomy and techniques to real-world solutions

This experiment demonstrates, through a rapid simulation (overall 3.5 minutes), that the “S"
shape coolant is more effective in cooling the cells and preserving their operation, despite the
higher technical complexity implied by increased pumping power and potentially more robust
manifolds.

Tesla Model S inspired 86x6 configuration

As the last experiment, we simulate a battery pack module inspired by the Tesla Model S P100D.
This module is an update to the P85 model simulated in the former section, obtained by are
dividing the large “S" shape cooling tube into two (i.e., obtaining a “Double-S" shape). This
reduces the tube diameter and creates space for two additional rows of cells, without modifying
the case. We recreated this scenario, highlighting the improvements over the previous module.

The “SS" topology was thus generated by changing the initial configuration of Fig. 4.19.a.
The new thermal map Fig. 4.19.c clearly highlights the different heat distribution: the sides of
the pack are colder, due to the direction of the two coolant flows, and average cell temperature
is lower, despite of the higher number of cells (i.e., 26.1°C vs. 28.9°C).

To further leverage the modeling flexibility of our tool, we generated the same battery pack
with an “E" shape coolant layout. Fig. 4.19.d shows how the average temperature is lower
(24.2°C), but highlights also that the heat gradient shifts to one side of the battery, due to the
natural effect of the fluid flowing in a single direction. This characteristic may be taken into
account in the design exploration, and determine its future position within the target EV.
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Performance considerations

As a final analysis, Fig. 4.20 reports the simulation time and the average pack temperature of
the 74x6 (blue) and the 86x6 (green) configurations. We also report the same statistics for two
CFD-powered tools [198,200] applied to the 74x6 configuration with “S" shape coolant (gray).
Even if it was not possible to reproduce exactly the same experiment, the figure highlights that
the simulation time of our framework is up to one order of magnitude faster than the CFD
tools, while still exposing temperatures in the same range. More extensive comparisons will be
performed as future work.
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Fig. 4.20: Comparison between the final average temperature and the simulation times between the proposed tool
and two literature CFD tools [198,200].

Overall, these results highlight how different coolant solutions can significantly alter the
operation of the battery pack, and that the proposed automatic tool may aid in the design phase
by facilitating “what if" analysis and exploration of alternative configurations. The proposed
framework supports the study of optimizing design spaces in terms of thermal safety, energy
efficiency, and cost, thereby enabling designers to quantify quality-cost trade-offs early in the
design process.

4.5 Smart systems robustness analysis

Mixed-signal systems are at the heart of the Industry 4.0 phenomenon, as they represent a signif-
icant portion of the intelligent systems employed in various industrial fields, such as automotive,
avionics, aerospace, and Internet of Things (IoT). These systems, also called smart systems, are
often characterized by a control part, and a sensing and actuation part, implemented through
digital and analog components [201]. The reliability of such systems is vital, as they often need
to react to unexpected or critical events within a precise time window and with an accurate set
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of actions [202]. However, smart systems are typically designed by combining individual com-
ponents that have been individually designed. Although the individual components are designed
to ensure a certain level of safety, in most cases, this design approach does not comprehensively
preserve the safety guarantees [139]. In particular, the interaction between components can
cause several problems at the level of functionality: the effect of a fault in one component (e.g.,
caused by aging or deterioration) can propagate to other components, thereby damaging them
or, more simply, affecting their proper functionality. Such incidents can cause various issues,
depending on the specific application context, such as damage to other components, monetary
loss, or safety concerns for the involved users. The current state of the art encompasses studies
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Fig. 4.21: Mixed-signal system setup: when an analog fault appears, how could the applicative software running on
the digital controller react to these anomalous behaviors?

\

and analyses of faults in various specific domains (e.g., digital, analog, and physical) [203],
with the goal of developing smart systems that prevent failure situations or mitigate challenging
conditions [204].

The main claim of this work is that this compartmentalized approach is a weakness in smart
system design, and that a system-synergic approach is rather necessary [205]. This considera-
tion has been proposed in the past to address the challenges in Analog-Mixed Signals (AMS)
design, where digital and analog components require careful co-design [202], and is here ex-
tended to cover other domains that go beyond pure functionality.

As Fig. 4.21 shows, faults in the analog system section could cause problems not only within
the analog component but also at the digital level or even at the software level, if not handled
correctly. For example, in the case of safety-critical systems, an incorrect behavior on the analog
side due to altered physical conditions or faults may not always be intercepted and handled
by the digital or software part. Such situations can result in system safety failures, leading to
catastrophic consequences. On the contrary, if the same faults are tested together with the other
parts of the system in a synergic approach, they would not propagate into the other components
because the system can be effectively designed to handle them, thus avoiding further damage to
other parts of the system. The main innovations proposed are:

e an analysis that highlights how integrating multi-domain fault models into the fault analy-
sis process is critical for improving the robustness of the project design. Thus, adding an
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Fig. 4.22: Exemplification of a mixed-signal system and all the faults that can happen in the different domains.

analog comparator with digital output that controls the Micro Electro Mechanical Systems
(MEMS) accelerometer response improves the digital robustness;

o functional qualification of the verification testbench analysis, for example, by improving the
online calibration phase of a MEMS accelerometer by stimulating its functionality through
the best stimulus. This analog wave can activate a higher percentage of multi-domain analog
faults, resulting in a general improvement in the robustness of the entire smart system.

In this context, a smart system case study will highlight how the lack of holistic system fault
evaluation during the design process could impact the system’s functionality.

4.5.1 Multidomain faults and smart systems

The goal of this work is to argue that it is necessary for system designers to build safety mech-
anisms that consider and span multiple domains when designing systems comprising both ana-
log and digital components. This holistic vision of the system is necessary to maintain adequate
functional safety standards, as focusing on digital faults when designing safety mechanisms is
not sufficient anymore. If the simulation also includes the analog part, then the digital com-
ponent can be designed specifically to work with that analog device. Moreover, by extending
the fault simulation, which already occurs in the digital section, to the analog part, we can de-
sign a digital component that deals more easily with the analog component’s faulty behaviors.
Improving the digital part’s robustness increases the system’s value, making it more reliable.

Standards like ISO 26262 [1] define how to assess electrical and/or electronic functional
safety levels, but they are mostly oriented on how to model and inject faults in the digital
domain [139]. This is a critical limitation when safety mechanisms must react to abnormal
conditions even in the presence of failures generated by multi-domain faults, e.g., wear and tear
of an electromechanical component inside a MEMS.

As a motivation example, let’s consider the accelerometer (e.g., a MEMS placed on board
a smart system) already introduced in Section 3.6 and its calibration phase, which could be
performed during the physical production or directly on board (e.g., at each ignition of the car
that mounts such device inside of a control unit).

Functionality validation is very important in the manufacturing process of sensors, such as
accelerometers. One way to test the correct behavior of an accelerometer is to calibrate it after
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the production phase. The calibration verifies the accuracy and reproducibility of measuring
instruments, such as sensors and measuring systems. A precise calibration is the precondition
for accurate, reliable, and reproducible measurement results. The accuracy of this procedure is
crucial to determining whether the sensor under test is functioning properly. For this reason,
properly stimulating the accelerometer and verifying the returned result is crucial to determine
whether the component is defective. The calibration accuracy is given by the number of faults
this process can detect. Therefore, to make the calibration more precise, we need to stimulate
the accelerometer to activate the highest possible number of faults. Thus, when one or more
stimuli are selected as calibration inputs, finding those that activate as many faults as possible
is crucial. The correct and effective method to detect the mentioned stimuli is through analog
fault simulation. This analysis allows us to increasingly refine the input actions required to acti-
vate potential faults that may affect the system. Simulating fault behavior or altered conditions
enhances the quality of the system calibration process, thereby making the component more
robust to mutations in working conditions (i.e., aging) and more resilient to analog faults as

well.
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Fig. 4.23: Analog-Mixed Signal (AMS) case of study implemented as a Virtual Platform (VP) composed by a MOS
6502 microcontroller and a three-axis accelerometer.

4.5.2 Analog-Mixed Signal (AMS) case of study

Let’s introduce the mixed-signal case study used throughout the article to support our claim. For
the digital part, we adopted a MOS 6502 microcontroller (widely used in industrial applications)
[206,207], while for the analog part, we chose a three-axis accelerometer, characterized by a
clear multi-domain composition. Since this work focuses on the analog part and its integration
into the system, we chose a simple and well-known controller as the digital component. In
contrast, the accelerometer is a simple sensor that mixes two physical disciplines: electrical and
mechanical. The sensor was built based on a system known in the literature [66]. The considered
mixed-signal system is simulated as a VP, allowing the combined simulation of the digital and
analog parts together [208].

Fig. 4.23 shows a complete view of the VP: the fundamental blocks are the MOS 6502
microcontroller, a memory, an Advanced Microcontroller Bus Architecture (AMBA), and var-
ious peripherals connected to the AMBA, including an analog three-axis accelerometer. The
accelerometer module is also coupled with an Analog-to-Digital Converter (ADC) signal con-
verter that allows the discretization of the acceleration values to be written to the AMBA bus.



136 4 Application of the fault taxonomy and techniques to real-world solutions

The three-axis accelerometer is an analog MEMS model that can measure three-dimensional
acceleration values, whose structure is depicted in Fig. 3.8(a). The component comprises three
identical one-dimensional accelerometers, X, y, and z, oriented in the three dimensions. As
shown in 3.8(b), each accelerometer combines the mechanical domain (e.g., mass-spring-
damper subsystem) and the electrical domain (e.g., capacitors). It is thus a suitable case study to
show how electrical and mechanical faults could impact a digital controller. The power supply
is the same for each accelerometer, while the force stimuli differ for x, y, and z.

This VP represents a typical mixed-signal system that can be used in any scenario where
acceleration needs to be monitored and managed. For example, it may control the airbag on a
vehicle, or a stability control or vibration measurement system on industrial machinery.

4.5.3 Impact of analog faults in the calibration phase of the accelerometer

Let us see how faults from different physical domains influence the robustness of the case study
presented in the previous section.

Simulation setup

We developed a standard application, i.e., the calibration process necessary for any MEMS ac-
celerometer [209,210]. This calibration process can occur during the system’s production phase,
during installation within a more complex scenario, during reconfiguration, or by the user. The
implemented calibration process involves monitoring the acceleration value produced by the ac-
celerometer in response to a specific movement by the user. After the user initiates the process,
the acceleration value produced in a precise time interval is requested from the accelerometer
module. The acceleration value recorded by the accelerometer is converted by the ADC module
and supplied to a comparator. Additionally, the value is placed on the bus to be communicated
to the software component, which will display and store it. If the value the application measures
is correct, the user is notified of a successful calibration. However, if the value falls outside the
predetermined range, the application warns the user that a problem has occurred during the pro-
cedure. In this scenario, we assume that the user stimulus is always optimal; this allows us to
perform analysis only on the integrity of the system, not on the correctness of the input provided
from outside. So, in the case of incorrect calibration following optimal input, we assume that
the problem may be internal to the hardware platform. A possible scenario could involve incor-
rect transmission of the acceleration data due to a software error, a digital fault, or an analog
fault. To avoid this kind of error in the digital part, we chose to compare the acceleration value
more than once with each measurement. By introducing a comparator module that reads the
value from the DAC module, we perform an additional reading of the acceleration value from
the accelerometer, thereby increasing the overall system’s robustness. The Verilog-AMS code
of the comparator is shown in Listing 4.1. The code shows that the module’s behavior is con-
trolled by the threshold parameters positive_th and negative_th. The real values of those
parameters that truly define when the triggering signal is raised are set by the module, which
instantiates the comparator together with the other analog modules. The comparator checks the
received acceleration value vin against the thresholds. If the measured acceleration exceeds the
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1 ‘include "disciplines.vams"

2 ‘include "constants.vams"

3 ‘timescale lus / lus

4

5 module comparator (

6 input vin, // Input voltage.
7 input wire reset, // Reset signal.
8 output reg [1:0] dout = 2’b00 // Output value.
9);

10 // Positive threshold value.

11 parameter real positive_th = +1.00;

12 // Negative threshold value.

13 parameter real negative_th = -1.00;

14 // Track compactor status, initialize to ready.
15 reg ready = 1’bl;

16 // Positive threshold crossed.

17 always @(cross(V(vin) - positive_th)) begin

18 if (V(vin) > positive_th && ready == 1) begin
19 dout = 1; // Set output to 1.

20 ready = 0; // Comparator fired.

21 end

22 end

23 // Negative threshold crossed.

24 always @(cross(V(vin) - negative_th)) begin

25 if (V(vin) < negative_th && ready == 1) begin
26 dout = 2; // Set output to 2.

27 ready = 0; // Comparator fired.

28 end

29 end

30 // Reset the comparator and make it ready.

31 always @(posedge reset) begin

32 dout <= 2’b00; // Set output to 0.

33 ready <= 1’bl; // Comparator ready.

34 end

35 endmodule

Listing 4.1: Verilog-AMS implementation of the comparator module.

positive threshold, it sets dout to 1; if it is below the negative threshold, it sets dout to 2; other-
wise, the dout value remains zero. The value inside the register dout is then memory-mapped
in a specific region of memory to make it accessible from the software. Once the software has
correctly read the status of the comparator for a test, it can reset its status through the reset
signal, which is also memory-mapped.

A successful calibration occurs when the motion results in a reading that exceeds or falls
below those thresholds. However, suppose the acceleration value produced by the user’s stimuli
does not cross the expected thresholds for the correct force input. In that case, the comparator
keeps the value of dout to zero. In the context of a wrong calibration, investigating and deter-
mining what caused this result is crucial in the perspective of the next calibration. By adopting
this solution, the comparator would respond differently if the application detected an incorrect
calibration due to digital faults or software errors. Thus, it will be up to the user to determine
whether to repeat the calibration or consider a component inspection, which would be necessary
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when the comparator spots an analog fault. In the case of discordant responses from software
applications and hardware comparators, the user can estimate where the fault is most likely to
be located. Again, assuming the input is correct, the fault could be in the digital part if the ap-
plication reports a failed calibration while the comparator’s result is the opposite. Otherwise,
the fault could be in the accelerometer if both give incorrect calibration as an answer. Conse-
quently, a negative result following a calibration attempt can be due to multiple problems, not
just a missed or incorrect movement by the user. In this scenario, considering faults is necessary
as a possible cause of calibration failure.

The system was simulated for five seconds of operation, an interval deemed sufficient for
testing the system’s functionality.
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Fig. 4.24: From top to bottom, we have the input force exerted on the x-axis of the accelerometer, its x-axis output
voltage in different conditions (fault-free, and electrical and mechanical faults), the time window when the fault is
active, and finally the output from the comparator.

Correct system operation

The wave in the upper graph in Fig. 4.24 illustrates how a force input of approximately 2.6N is
applied to the system. This simulated user input remains constant for all simulations presented
below. This situation is a suitable scenario to keep the system input unaltered and study its
response in relation to different working conditions. Between seconds 2 and 3, we can see a
peak in the force on the system, indicating that calibration occurs within this specific time
interval. Consequently, in our experiments, the cause of any calibration failure is not related to
an incorrect input but to some other error or system failure.

The graph depicted in Fig. 4.24 shows the measured output acceleration in three different
scenarios. The output data in the graph were generated by a simulation conducted using the
QuestaSim software, which was used to simulate the entire AMS case study. First, a fault-free
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simulation, which is identified by a blue line. Concerning the input plot, we can see how the
movement of user input generates an acceleration signal. The small oscillations before and
after the central portion of the signal are not relevant for calibration and are simply due to the
system’s positioning.

Fault injection

Let us now introduce the other two waveforms, which represent the accelerometer’s behavior af-
fected by two fault models. The first thing to note is that both faults presented have an activation
window that lasts 3 seconds and begins after 1 second of simulation.

Regarding analog faults, we have already conducted an in-depth fault analysis and simula-
tion on this accelerometer as well (see Section 3.6). Here, we present two of the analog fault
models to demonstrate their impact not only on the purely analog part of the system but also
on the other system parts, i.e.., digital and software, within the context of a sensor calibration
process.

The first fault model we consider is a mechanical damper, identified by the green-colored
line in Fig. 4.24. This mechanical fault consists of an increase in the resistance of motion of the
mechanical part of the accelerometer. This fault can occur because of multiple causes, such as
increased friction on the moving parts, hardening of the elastic components, or the unexpected
presence of debris in the motion trajectories. This fault model has a precise effect on the ac-
celerometer: the movement of mechanical parts is slowed down and restrained. Therefore, the
measured acceleration will be of lower intensity even though the user has correctly performed
the calibration movement. A similar effect can be seen in the second fault presented: an un-
expected current source in the electrical part of the accelerometer. The fault simulates a slight
leakage of electric current due to the influence of an electric field generated by other electric
components, which acts directly on the accelerometer’s electrical branches.

Impact of the digital subsystem

Although the motion was perfectly executed, the acceleration turned out to be very different
from the fault-free data. The results plotted in Fig. 4.24 show that the current source affects
the measured acceleration value slightly more than the mechanical damper fault. However, in
both cases, the effect of the fault also propagates directly outside the accelerometer. The ac-
celeration value determines whether the calibration was successful; an acceleration value lower
than expected from a human causes the process to fail. In the case of the mechanical damping
fault (green-colored line), the comparator module receives acceleration values that fall outside
the expected range for the entire simulated period. Therefore, both the software component and
the comparator report the failure of the process, despite the user executing the correct action.
Instead, in the case of the electrical fault (orange-colored line), we observe a different situation:
the comparator produces a successful calibration output, although the system response differs
from the expected one. This scenario is a great example of how analog faults are crucial for re-
fining the system parameters, such as the calibration threshold. Let us imagine what could have
happened if a faulty accelerometer, affected by that slight electrical fault, were mounted on a
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safety-critical system, where precision is key. The comparator range should be adjusted to also
detect this kind of fault, in order to avoid non-negligible consequences. Without simulating this
fault model, we wouldn’t have been able to make this important refinement during the system’s
design phase.

4.5.4 Discussion

The situation reported by this case study is just one example of how analog faults can affect the
analog module and the rest of the components of a more complex system. Analog faults span
several important physical domains, all of which are important, as each fault highlights different
behaviors in the system [73].

Let us imagine a real context for our simulation, where our simulated case study is the elec-
tronic part of an airbag system. This type of system must react with precise behavior to a specific
stimulus applied to one axis, even during calibration; otherwise, devastating consequences for
the overall system safety will occur.

As simulations show, a fault can significantly alter the functionality of a system, even to
the point of being critical. Similar to our example, a fault within the accelerometer can pre-
vent the control part of an airbag from triggering the protection system, even when an input is
received that requires the device to deploy. The consequences of such a scenario would be non-
negligible. A fault, such as a mechanical damper or an electrical influence, must also be studied
and simulated in the design phase to reduce the risk of harm to people and property in various
situations. There are numerous applications for an accelerometer in safety-critical scenarios: a
fault in such a system that is not detected in time can lead to significant monetary or even safety
issues.

This example highlighted that the design of multi-domain systems can be improved by in-
cluding both digital and analog fault patterns. When applied to simulation models, faults be-
come a crucial element in studying the proper functioning of individual modules and the overall
system. Designing safer systems improves their quality and shortens the time frame for test-
ing, verification, and potential corrections to be applied to the product. Thus, a smart system
creation environment, such as the one described in this article, is the key to designing, simulat-
ing, and testing systems whose overall functionality must be guaranteed. Building a system that
considers eventual system faults early in the design phase can also aid later analyses regarding
the functional safety of a smart system.

Another advantage of behavioral fault simulation in a mixed-signal system is the increased
accuracy of the testbench module. In fact, during the production phase, each system must pass
a test procedure performed by a testbench module separate from the system. To successfully
simulate faulty behavior, a signal that accurately highlights the presence and effect of the fault
itself is required as input. Thus, while faults are injected, the system requires an input that
enables the faults to be detectable, allowing for further analysis. By simulating fault behavior,
we can enhance the quality of the testbench module by enabling it to trigger as many faults as
possible during testing. Furthermore, with an advanced testbench, not only do we increase the
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possibility of identifying a faulty system at the production stage, but we also build and test fault
detection algorithms. These types of solutions would further enhance the system’s robustness.

4.6 D-MATE: A Design Methodology for Connecting Automatic Test Equipment
in Industry 4.0

In the era of rapid technological advancement under Industry 4.0, the demand for reliable semi-
conductor devices has surged across critical sectors like automotive, avionics, and healthcare. In
these safety-critical fields, even minor component failures have serious consequences. As Chris
Miller highlights in Chip War: The Fight for the World’s Most Critical Technology [211], semi-
conductors are the backbone of modern technology, and ensuring their quality and reliability is
paramount. Applying Automatic Test Pattern Generation (ATPG) to these semiconductor-based
devices helps identify and intercept defective units. Machines that perform this operation auto-
matically on an industrial scale are called Automated Test Equipment (ATE). These machines
are essential for ensuring the quality and reliability of semiconductor products. ATE machines
validate the functionality of chips and electronic components, improving product safety and
operational integrity.

Despite their critical importance, ATE machines remain underexplored in the context of In-
dustry 4.0. As chip production scales to meet the demands of interconnected smart technologies,
the need for standardized, efficient, and automated testing processes grows. The main challenge
is integrating ATE seamlessly into the broader industrial automation architecture, commonly
referred to as the automation pyramid.

Although Industry 4.0 emphasizes smart manufacturing and interconnected systems, seam-
lessly integrating ATE machines into the automation pyramid remains challenging. Traditional
ATE systems often operate in isolation from other manufacturing processes, resulting in inef-
ficiencies and a lack of interoperability. The lack of standardized communication protocols for
ATE, especially in Printed Circuit Board (PCB) testing, limits their potential to meet Industry
4.0 goals, such as interpretability and information transparency.

This work addresses the integration gap by introducing D-MATE, a novel approach that
adopts the OPC UA standard and proposes a Companion Specification for ATE in PCB testing
(see Fig. 4.25). The primary innovations of this work are as follows:

1. Integration of OPC UA with ATE: We present a methodology for incorporating OPC UA
into ATE communication architectures, enhancing interoperability and integration within
Industry 4.0 ecosystems;

2. Development of a new Companion Specification for ATE: We present a detailed Companion
Specification specifically tailored for ATE machines in PCB testing, standardizing informa-
tion models and communication protocols to improve operational efficiency and consis-
tency.

3. Validation in a real-world scenario: We implement and test the proposed approach in the
Industrial Computer Engineering (ICE) Laboratory, demonstrating its practicality and ef-
fectiveness in an industrial setting.
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Fig. 4.25: This architecture uses Open Platform Communications Unified Architecture (OPC UA) as the central
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4.6.1 OPC UA Background

OPC UA is a flexible, platform-independent, service-oriented architecture compatible with di-
verse hardware and software environments (see Fig. 4.26). OPC UA effectively integrates in-
dustrial devices with cloud systems, microcontrollers, and various IoT applications. Its client-
server architecture functions seamlessly across diverse platforms—including Windows, Linux,
and mobile operating systems—making OPC UA ideal for the dynamic and rapidly advancing
field of industrial automation [212-215].

The OPC UA framework includes essential components that enable secure, adaptable, and
reliable communication. At its core are the Information Model [217], Address Space [218],
and Services [219]. These elements standardize object representation and interactions between
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Fig. 4.26: The figure shows the automation pyramid and highlights the critical role of OPC UA across its levels,
enabling data communication from field sensors and actuators to ERP systems in the cloud [216].

servers and clients. The Information Model provides a scalable structure for defining data types
and their relationships, which are essential for representing complex industrial processes [220].
The Address Space organizes data and services, allowing clients to effectively navigate and
manipulate them. As a service-oriented protocol, OPC UA relies on its Services component to
provide fundamental operations that manage client-server interactions. These services include
Discovery, which enables clients to locate servers (IP address and port), and SecureChannel,
which establishes secure communication channels. Together, these components support binary
and XML encodings, ensuring versatility across various industrial applications.

Security in OPC UA

The popularity of OPC UA largely stems from its robust security model (see Figure 4.27),
which incorporates multiple encryption protocols to ensure data confidentiality and integrity.
The currently supported Security Policies include:

e None: this policy applies no encryption or authentication.

® Basic256Sha256: uses the SHA-256 hashing algorithm with 256-bit encryption to secure
data.

® Aes256-Sha256-RsaPss: combines AES-256 encryption with SHA-256 hashing and RSA-
PSS for digital signatures.
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® Aes128-Sha256-Rsa0aep: uses AES-128 encryption, SHA-256 hashing, and RSA-OAEP for
encryption and authentication.

A key aspect of the security model is User Authentication, which supports the following pro-
cedures for authentication:

e AnonymousIdentityToken: no authentication is required.
® UserNameIdentityToken: via username and password.

e X509IdentityToken: via X509 certificates.

e IssuedIdentityToken: via an external OAuth2 server.

These security mechanisms provide the flexibility and robustness essential for operation in in-
dustrial environments, where data protection and access control are paramount.
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Fig. 4.27: This figure shows the OPC UA security architecture [221], as outlined in OPC 10000-6 [222]. The ar-
chitecture supports various security objectives through different mappings, enabling security measures at multiple
levels.

Companion specifications

A core feature of OPC UA is its ability to model complex data and processes in a standard-
ized format using Information Models [223]. These models define data structure and exchange
between devices, ensuring interoperability across systems. Industry groups and standardization
bodies develop Companion Specifications to provide domain-specific guidelines on applying
OPC UA [224]. For example, in the context of ATE, a Companion Specification can define the
precise structure and semantics needed to standardize the communication of testing parameters,
results, and machine states. Companion Specifications ensure that different ATE machines, even
from various manufacturers, communicate using the same standardized language, promoting in-
teroperability and scalability. Adhering to these specifications enables manufacturers to ensure
compatibility with a wide range of systems, reducing integration costs and improving overall
system reliability.
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UA-.NETStandard library

The UA-.NETStandard library is an open-source .NET implementation of the OPC UA speci-
fication, designed to enable secure, platform-independent communication for industrial appli-
cations. We chose the UA-.NETStandard library for its comprehensive support of the OPC UA
specification, including transport protocols such as TCP and HTTPS. The library supports both
binary and XML encodings, making it versatile for developing scalable OPC UA applica-
tions. Additionally, the UA-.NETStandard library uniquely enables server timeout configura-
tion through XML files or ApplicationConfiguration.cs. The UA-.NETStandard library is rec-
ognized as a leading open-source OPC UA implementation for its scalability [225]. It ensures
the creation of fully compliant applications that adhere to the latest OPC UA standards. Notably,
the UA- NETStandard library fully supports all the security features specified by the OPC UA
Foundation, making it ideal for implementing server architecture for ATE machines [226,227].

4.6.2 Connecting automatic test equipment

(A) Information Model Creation (B) OPC UA Server Creation (C) Test in the ICE Production Line
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Fig. 4.28: The D-MATE framework begins with the creation of an information model (A), where machine operations
and user roles are clearly defined. This is followed by the development of an OPC UA server to expose these
operations and a client to simulate a generic user interacting with the system (B). Finally, the server is tested within
the Industrial Computer Engineering (ICE) production line using tailored recipes, validating its functionality in a
real-world environment (C).

The D-MATE framework comprises three key stages, depicted in Fig. 4.28 and outlined in
this section.

Information model creation

The first stage of the framework involves creating an information model that serves as the sys-
tem’s foundation. This model defines the structure and semantics needed for effective commu-
nication between ATE machines and other components in the production environment. The IM
standardizes interactions between the ATE and its surrounding systems by mapping all machine
operations, test parameters, and data types. At this stage, we ensure that the information model
is compatible with the OPC UA standard, facilitating interoperability and scalability across
various industrial scenarios.

Server implementation

With the information model established, the next step is implementing the OPC UA server.
The server is the central hub for managing and exposing the ATE machine’s services and data.
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In this stage, we integrate the information model into the server infrastructure, enabling it to
handle client requests, such as initiating tests or retrieving data. The server also includes custom
methods for key functions like file transfers and secure communication, providing a robust
platform for real-time machine management.

Test in the ICE production line

The final stage validates the D-MATE framework in a real-world industrial setting, specifi-
cally on the ICE Laboratory’s production line. Here, we deploy the OPC UA server and a
general-purpose client to interact with ATE machines in a fully functional manufacturing envi-
ronment. The production line, with various manufacturing cells and dynamic workflows, serves
as a testbed for assessing the system’s efficiency, scalability, and flexibility. By executing cus-
tomized production recipes and monitoring the ATE performance, we evaluate the framework’s
robustness and practical applicability for seamless integration in an Industry 4.0 setting.

4.6.3 Implementing the connection

This section exemplifies the implementation of the methodology through the design and devel-
opment of an information model and OPC UA servers for an ATE machine.

Information Model Creation

In the first phase, to address the lack of standardization in ATE machine communication and
operation when handling PCBs, we developed a tailored information model based on OPC UA.
This model provides a structured, consistent approach to managing various aspects of ATE
machines, ensuring interoperability and efficiency in line with Industry 4.0 requirements. The
information model organizes essential details into key categories detailed in this section. Each
category specifies essential Attributes and Methods (if available) to streamline data handling and
communication. The proposed information model standardizes communication, operation, and
maintenance management of ATE machines in PCB testing. Adopting this model enables inter-
operability, efficiency, and reliability, aligning industry practices with the principles of Industry
4.0.

ATE Machine Ildentification

This category provides a unique identifier for each ATE machine and records fundamental de-
tails for asset management within the production environment. It contains no methods.
Attributes:

e MachineID: A unique identifier for the ATE machine.

e Manufacturer: The name of the machine’s manufacturer.

e Model: The specific model number or name.

e SerialNumber: The serial number for traceability.

e FirmwareVersion: The installed firmware version.

e Location: The machine’s physical or logical location within the facility.
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System Configuration

This component captures the setup and operational parameters of the ATE machine, enabling
configuration and connectivity.
Attributes:

e ConfigurationID: A unique identifier for the machine’s configuration.

e HardwareSetup: Details of hardware components and their setup.

e SoftwareSetup: Information on software components and their versions.

e NetworkConfiguration: Network settings to ensure secure and effective communication.

Methods:
e LoadConfiguration(): Loads a specified configuration onto the ATE machine.
e SaveConfiguration(): Saves the current configuration for later reference.

Test Configuration

This component defines the setup and management of testing processes, enabling operators to
establish and control various testing parameters.
Attributes:

TestID: A unique identifier for each test configuration.

TestName: A descriptive name for the test.
e TestParameters: Specific parameters and settings for the test.

TestSequence: The sequence of operations required for the test.
e TestLimits: Defines acceptable limits and thresholds for test results.

Methods:

CreateTestConfiguration(): Creates a new test configuration.

UpdateTestConfiguration(): Updates an existing test configuration.

DeleteTestConfiguration(): Deletes a specified test configuration.

GetTestConfiguration(): Retrieves details of a particular test configuration.
Test Execution

This component manages each test’s lifecycle, enabling real-time monitoring and giving opera-
tors control over testing processes.
Attributes:

e ExecutionID: A unique identifier for each test execution.

StartTime: The timestamp that indicates when the test starts.

EndTime: The timestamp that indicates when the test concludes.

Status: The current status of the test (e.g., Running, Completed, Failed).
Methods:

e StartTest(): Initiates a test based on the specified configuration.
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e StopTest(): Stops an ongoing test.
e PauseTest(): Pauses an active test.
e ResumeTest(): Resumes a paused test for operational flexibility.

Results Reporting

This component standardizes the recording and management of test results, ensuring consistent
documentation for analysis.
Attributes:

e ResultID: A unique identifier for each test result.

TestID: References the test configuration used.
e ExecutionID: Associates the result with a specific test execution.
e Timestamp: The timestamp when the result was generated.

ResultData: Contains detailed data collected from the test.

PassFailStatus: Indicates whether the test passed or failed.
Methods:

e GetTestResults(): Retrieves test results based on specified criteria.
e ExportResults(): Exports results in standard formats (e.g., CSV, XML).

Maintenance and Diagnostics

This category maintains machine health through scheduled maintenance and diagnostics, en-
suring reliability and performance.
Attributes:

e MaintenanceSchedule: A schedule for regular maintenance tasks.

e DiagnosticsData: Data from diagnostic checks on machine performance.
e ErrorLogs: Records of errors encountered by the machine.

e PerformanceMetrics: Tracks metrics such as uptime and throughput.

Methods:

e RunDiagnostics(): Runs a diagnostic check.

® GetDiagnosticsReport(): Retrieves a report from diagnostics.

® ScheduleMaintenance(): Schedules a maintenance task.

® GetMaintenanceHistory(): Accesses the machine’s maintenance history.

Security Considerations

Given the critical nature of ATE machines, security is a core aspect of the model, ensuring
secure communication, authentication, and authorization protocols.
Attributes:

e UserRoles: Defines user roles and permissions.
e AccessLogs: Logs access and operational activities for monitoring.



4.6 D-MATE: A Design Methodology for Connecting Automatic Test Equipment in Industry 4.0 149

Methods:

e AuthenticateUser(): Authenticates users based on secure credentials.
e AuthorizeOperation(): Verifies if a user is authorized for specific operations.

OPC UA Server Creation

After creating our information model, we used the model compiler [228] to convert the XML-
based model into source files compatible with our OPC UA server environment. This process
ensures compliance with the OPC UA standard and establishes the architecture needed for ef-
fective client-server communication. Two primary classes manage the server implementation:
RCServer and RCNodeManager. The RCServer class manages overall server properties, node man-
ager creation, and server lifecycle events. Specifically, it configures the server’s URI, handles
requests, and loads essential properties like manufacturer and software version details. Mean-
while, the RCNodeManager is responsible for setting up and maintaining the server’s address space.
It loads predefined nodes, converts them to the required typed nodes, and links methods to ap-
propriate callbacks, enabling interaction with ATE functionalities.

Our OPC UA server design includes a custom request-handling system to manage prior-
itized command execution. This handler ensures deterministic management of high-priority
commands, particularly those associated with safety-critical operations, by giving them prece-
dence in processing. This system maintains operational integrity, allowing the server to effi-
ciently manage and execute diverse client requests within the production environment.

4.6.4 Case Study: The ICE Laboratory

The ICE Laboratory at the University of Verona is a state-of-the-art research facility for demon-
strating and testing computational technologies for Industry 4.0 and 5.0 applications. The lab-
oratory features a reconfigurable production line with various manufacturing cells, including
robotic assembly, quality control, additive and subtractive manufacturing, autonomous logis-
tics, and functional testing.

The facility’s functional testing cell incorporates the SPEA 405052 Automatic Flying Probe
Tester [229], a state-of-the-art ATE system for electronic board testing. This tester is seamlessly
integrated into the laboratory’s service-oriented manufacturing software architecture and is de-
ployed via a Kubernetes cluster. This architecture framework comprises two core components:
the Data collection architecture [230] and the Automation Manager [231].

OPC UA-Based Integration

Each machine in the laboratory, including the SPEA 4050S2, is equipped with an OPC UA
server that exposes its services to the Automation Manager. The Data collection architecture
monitors equipment status, stores gathered data, and routes machine commands between labo-
ratory devices and the Automation Manager through brokers like RabbitMQ and MQTT. The
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Fig. 4.29: The SPEA 4050S2 Automatic Flying Probe Tester in the ICE Laboratory. The highlighted area shows a
mini-pallet sliding toward the side bay to position a board for testing and programming.

Automation Manager orchestrates production by dynamically executing work orders, respond-
ing to real-time changes in the production environment, and controlling the SPEA 4050S2’s
operations according to predefined recipes.

Testing Process

During the demonstration, the SPEA 4050S2 performed various tests on electronic boards, in-
cluding in-circuit tests, power-on tests, functional tests, boundary scans, and onboard program-
ming. Boards were fed into the machine via a mini-pallet conveyor system, thanks to its seam-
less integration within the production line. Using the implemented OPC UA server, the ATE
was fully integrated into the laboratory’s automated workflow, allowing interaction with other
cells in the production line (see Fig. 4.29).

The demonstration thoroughly exercised all facets of the companion specification, validat-
ing the server’s capability to handle diverse operational scenarios. We rigorously tested each
model component, from machine identification and configuration to test execution and result
reporting, verifying its support for various production needs. Additionally, we evaluated the
server’s security framework by testing all security levels and access permissions. These tests
demonstrated the system’s robustness in managing secure communications and controlling ac-
cess at multiple levels, highlighting the companion specification’s flexibility and scalability in
an industrial setting.
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Dynamic Production Scenarios

The laboratory setup demonstrated the flexibility of the ATE in modern production environ-
ments by executing different production recipes. In one scenario, the SPEA 405082 acted as a
testing customer, downloading customized firmware from the board producer’s OPC UA server
and flashing it onto the electronic boards after successful testing. This setup showcased the pro-
duction line’s ability to accommodate highly customizable workflows, emphasizing the flexi-
bility and efficiency of the OPC UA-based integration.

4.7 Human-Centered Digital Twin

The transition from Industry 4.0 to Industry 5.0 necessitates a paradigm shift, where the human
operator is no longer viewed merely as an external supervisor, but as an integral and active
component of the CPS [232]. Consequently, the functional safety assessment of an industrial
system cannot be complete without modeling the behavior of the human element [233,234].
Specifically, "biological faults" such as fatigue, distraction, or drowsiness must be treated as
parametric deviations in the system’s control loop, as they can critically impact production
safety and efficiency.

To address this challenge, this section presents the IMHU (Integrated Metaverse for Human-
centric bUilding) framework. This application leverages the multi-domain modeling concepts
established in this thesis to create a high-fidelity Human Digital Twin (HDT) capable of real-
time monitoring and bi-directional interaction with the physical production line.

4.7.1 The six-stage development lifecycle

Applying the thesis methodology to the human operator requires defining the nominal and faulty
states of the "human component". Unlike mechanical systems described by differential equa-
tions, human behavior is visually complex and non-deterministic. Therefore, the framework
adopts Unreal Engine and MetaHuman technology [43] to create a hyper-realistic virtual replica
that acts as a Digital Shadow.

The framework operates through a rigorous six-stage lifecycle, designed to bridge the gap
between physical reality and virtual simulation (see Fig. 4.30):

o MetaHuman Creation (A): The process begins with the creation of a high-fidelity 3D
model using the MetaHuman Creator. This allows for precise customization of the opera-
tor’s physical attributes, treating the human body with the same modeling rigor applied to
CAD mechanical components.

¢ Digital Shadow Creation (B): Real-time synchronization is established using the LiveLink
protocol [235]. Unlike traditional motion capture, which requires expensive suits, this ap-
proach utilizes standard iOS depth-sensing cameras to stream facial tracking data (ARKit
blend shapes) to the Unreal Engine instance. This creates a Digital Shadow capable of mir-
roring micro-expressions and head movements with low latency (see Fig. 4.31).
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Fig. 4.30: An overview of the IMHU framework for implementing a human-centered Digital Twin in an Industry 5.0
context. (A) The process starts by creating a MetaHuman, a virtual replica of the real human. (B) The connection
between the real human and the virtual replica is established using the LiveLink plugin, forming the digital shadow
that allows real-time data acquisition. (C) Then, images were acquired and labeled to capture the operator’s real-
time movements under awake and drowsy conditions. (D) A state-of-the-art deep learning-based model, YOLOVS,
is trained to detect the operator’s state. (E) A client-server architecture is set up to facilitate the communication
between YOLOVS and Unreal Engine. (F) Finally, the Digital Twin reflects the operator’s state (in our case, awake
or drowsy) and provides alerts based on real-time conditions.
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o Synthetic Data Collection (C): Consistent with the thesis’s focus on synthetic data gen-
eration (Chapter 3), the Digital Shadow is used to generate a labeled dataset. The operator
simulates various states (e.g., alert, yawning, eyes closing) within the virtual environment,
and a Python script automatically captures annotated screenshots from multiple angles.

o Al-Based Model Creation (D): The generated dataset is used to train a deep learning
model. Specifically, the framework utilizes YOLOvV8 (You Only Look Once) [236], a state-
of-the-art object detection architecture. The model is trained to classify the operator’s cog-
nitive state into two classes: Nominal (Awake) and Faulty (Drowsy), effectively acting as a
runtime monitor.

o Unreal Engine-Model Linkage (E): A robust client-server architecture connects the simu-
lation engine with the Al inference engine.

¢ Human-Centered Digital Twin Deployment (F): The system is deployed to provide real-
time feedback, closing the loop by triggering alerts when the "faulty" state persists.

4.7.2 The drowsiness detection model

The core of the monitoring system is a deep learning model based on the YOLOVS architecture
[236], chosen for its balance between speed and accuracy in real-time object detection. The
network is composed of two primary blocks:

e Backbone: Utilizes EfficientNet-B4 [237] to extract multi-scale features from the input
video frames.
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Fig. 4.31: Digital Shadow result. With this, we enable a real-time interaction between the physical operator and the
MetaHuman. We used the LiveLink Face application [235], developed by Epic Games, for facial motion capture.

e Detection Head: Employs a NAS-FPN (Neural Architecture Search Feature Pyramid Net-
work) [238] for feature fusion, combining feature maps through element-wise addition and
max-pooling to handle objects at varying scales.

Loss function design

The YOLOVS8 loss function consists of three main components: localization loss, confidence
loss, and class loss. The localization loss measures the discrepancy between the predicted
bounding box and the ground truth bounding box using the Intersection over Union (IoU) met-
ric. Given the predicted box B and the ground truth box B, the IoU is defined as:

A
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The localization loss is typically computed as the negative logarithm of the IoU score or its
variants (e.g., GIoU, DIoU), penalizing poor overlap between the predicted and true bounding
boxes. As a result, the loss can be expressed as:

Lie=1-10U(B,B) . (4.5)

The confidence loss penalizes incorrect predictions of object presence in each grid cell. It is
computed as the binary cross-entropy loss between the predicted object confidence C and the
ground truth confidence C, where C = 1 if an object is present, and C = 0 otherwise:

Leony = =[Clog(C) + (1 - C)log(1 - O)] . (4.6)
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This ensures that the model correctly identifies the presence or absence of objects in each pre-
dicted bounding box.

Finally, the class loss quantifies the error in classifying the object in each bounding box. It
is typically computed as the cross-entropy loss between the predicted class probabilities p; and
the true class labels p; over all classes i, as follows:

N
Letass == ), pilog(py) (4.7)
i=1

The total loss Ly is a weighted sum of these three components:

Ltotal = /lloci:loc + /lconfl:conf + /lclass~£class B (48)

where Ajpe, Aconf, and Acjss are hyperparameters that balance the contributions of each loss
term.

Training and Performance

The model takes in a video frame that captures a person’s face or upper body (see Fig. 4.32). The
model outputs bounding boxes representing the areas in the image where it detects the human
face. It also predicts a confidence score for each bounding box, indicating the probability that
the detected object is present. Each detected object is assigned a class label, e.g., awake or
drowsy.

The model was implemented in PyTorch [239] and trained for 100 epochs using the AdamW
optimizer [240] with a learning rate of 1 x 1072 on an NVIDIA RTX 3060 GPU. The dataset
consisted of manually labeled images (using CVAT [241]) capturing diverse operator poses.
As reported in Table 4.6, the model achieved exceptional performance metrics, with Accu-
racy, Precision, and Recall all reaching approximately 99.50% for both the "Wakefulness" and
"Drowsiness" classes.

4.7.3 Real-time monitoring and system latency

To integrate this model into the control loop, a robust Client-Server Architecture was developed
using Python.

e Data Acquisition: The system captures real-time screenshots of the operator from the Unreal
Engine viewport using the pyautogui library [242].

o Inference Pipeline: The server processes these frames via the YOLOv8 model. The infer-
ence time is approximately 30 ms per frame.

e Feedback Loop: The prediction results (state, bounding box coordinates) are transmitted
back to the Unreal Engine client via socket communication.

The total system latency, measured from the physical operator’s movement to the Digital
Twin’s reaction, is approximately 250 ms. This responsiveness is sufficient to detect rapid onset
of fatigue. A safety mechanism triggers an acoustic alarm if the "Drowsy" state is detected for
more than 3 consecutive seconds.
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Table 4.6: Accuracy (in percentage), precision, and recall (in a range from 0 to 1) of the YOLOv8 model.

Class |Accuracy T|Precision T|Recall T
Wakefulness| 99.50 % 1 0.998
Drowsiness | 99.50 % 0.965 1
Average | 99.50% | 0.988 | 0.999

4.7.4 Human-Centered Digital Twin

Sty

2

Fig. 4.32: A screenshot of our proposed human-centered Digital Twin.

4.7.5 Integration in the ICE Laboratory

The industrial applicability of IMHU was validated by deploying it within the ICE production
line at the University of Verona (see Fig. 4.33).

The integration relies on a Service Oriented Architecture (SOA) managed by a Data Inte-
gration Hub (DIH). Depicted in Fig. 4.34, in this topology:

e The Human Digital Twin acts as an loT edge device, communicating via MQTT [243] and
OPC UA protocols.

e The operator’s state (e.g., drowsiness level) is encapsulated as a variable within the OPC
UA information model.

o This data is exposed to the Meta-MES [244], allowing the factory’s automated supervisory
system to react dynamically—for instance, by slowing down a robot or pausing a process if
the operator is compromised.



156 4 Application of the fault taxonomy and techniques to real-world solutions

Fig. 4.33: Overview of the ICE laboratory and our human-centered Digital Twin integrated within the manufacturing
Digital Twin.
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Fig. 4.34: Close-up view of the integration of our IMHU integration in the ICE lab SoM-enabled architecture.

This experiment demonstrated that by treating the human operator as a monitorable service,
the framework enables seamless integration into legacy Industry 4.0 infrastructures, paving the
way for the adaptive, human-centric collaboration envisioned by Industry 5.0.

4.8 Summary and discussion

This chapter has demonstrated that the multidomain fault modeling methodology, defined in
Chapter 2 and validated in Chapter 3, establishes a critical link between theoretical simulation
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and concrete industrial engineering challenges. By moving beyond the mere reproduction of
failure modes, we have shown how high-fidelity synthetic fault data serves as a fundamental
enabler for design automation, runtime verification, and smart manufacturing strategies.

The applications presented herein demonstrate the versatility of the proposed framework
across various stages of the system lifecycle, showing that a unified approach to fault modeling
can drive value in diverse contexts.

4.8.1 From ''testing safety'' to '"designing safety'

The Automated Battery Pack Design Tool exemplifies the shift from reactive testing to proac-
tive design. By scaling thermal fault injection from a single cell to complex pack configura-
tions, the methodology enables designers to evaluate resilience against critical failures during
the architectural phase. Similarly, the Contract-Based Monitoring application demonstrates that
injecting faults into multidomain simulations provides the necessary "negative examples" to rig-
orously tune assumption-guarantee contracts. This ensures that runtime monitors can reliably
distinguish between nominal operating variations and genuine faults, thereby bridging the gap
between physical dynamics and formal cyber specifications.

4.8.2 The human as a system component

A significant contribution of this chapter is the alignment with the Industry 5.0 paradigm
through the IMHU Framework. By applying the fault modeling methodology to the human op-
erator, treating drowsiness as a parametric fault within the control loop, we have demonstrated
that functional safety must encompass the biological domain. The integration of the Human
Digital Twin into the factory’s Service-Oriented Architecture proves that human states can be
monitored and managed with the same rigor applied to mechanical assets.

4.8.3 Closing the Reality Gap

Finally, the integration with ATE via the D-MATE methodology and the robust MEMS calibra-
tion workflow demonstrates the framework’s value on the factory floor. By defining standard
interfaces and using simulated faulty behaviors to validate calibration routines, we ensure that
the digital thread remains an important part of the testing production process.

In conclusion, this chapter demonstrates that the proposed multidomain fault models are
not merely simulation artifacts but rather actionable engineering tools. They enable a holistic
approach to reliability that spans from the early design of battery thermal management systems
to the real-time monitoring of human operators, ultimately paving the way for more resilient,
adaptive, and human-centric ICPSs.
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Towards a unified digital twin for electric vehicles

5.1 The convergence of multidomain modeling

Throughout this thesis, I have presented methodologies for modeling, simulating, and validat-
ing faults across specific physical domains and individual subsystems. Chapter 2 established the
theoretical framework of physical analogies; Chapter 3 validated these models using isolated
components, such as DC motors, battery packs, and MEMS sensors; and Chapter 4 demon-
strated advanced applications, including human-centric monitoring and automated design ex-
ploration.

However, the ultimate potential of these contributions lies not in their isolation but in their
integration. A modern Electric Vehicle (EV) represents the quintessential Industrial Cyber-
Physical System (ICPS), aggregating every challenge addressed in this work: high-performance
electromechanical actuation, critical energy storage, pervasive sensing, complex control logic,
and the indispensable role of the human driver. Furthermore, the automotive sector is one of
the most sensitive to the issue of functional safety; the ISO 26262 standard [1] proposes fault
models to test vehicle behavior. However, models are strictly necessary for testing situations
that differ from the ordinary ones in which a vehicle may end up.

This chapter proposes a conceptual framework for a Unified EV Digital Twin. By synthe-
sizing the technologies developed in previous chapters, I outline a comprehensive simulation
architecture that supports the vehicle lifecycle from early design to operational safety monitor-
ing.

5.2 Background on automotive digital twin

The concept of the Digital Twin (DT) has permeated the automotive industry, evolving from
simple CAD representations to complex, data-driven replicas used for design, manufacturing,
and Predictive Maintenance (PdM) [245]. Although the DT that have been implemented are
mostly used for PdM, the usage of such models for seek of design is of high interest [246].
However, a review of the current scientific literature reveals that most existing solutions fo-
cus on isolated subsystems or specific functionalities [245,247], lacking a truly unified multi-
domain perspective that integrates the physical vehicle dynamics with the human operator’s
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physiological state. Research has been presented on monitoring overheating and the PdM of
braking systems [248—-250]. Several studies have proposed DTs for electric powertrains to op-
timize efficiency and monitor health, while other approaches focus on optimizing the fuel or
the electrical energy consumed to extend the reachable range [251,252]. Interesting approaches
have also been proposed to monitor the communications around the car wiring [253]. Another
cornerstone challenge in the automotive field is the real-time data transfer from the car to the
DT on the cloud [254,255]. For this reason, we propose a concept of a model that can run on
the computers installed in the car, which are increasingly gaining more computing power. Fur-
thermore, since the model would be installed and run directly on the car, there would be none
of the well-known privacy issues associated with moving such sensitive data to the cloud [245].

While multidomain simulation tools exist, integrating fault injection across these heteroge-
neous domains remains an open challenge. Current methodologies often focus on single-domain
fault propagation, i.e., the one of the specific DT [256]. What is currently missing in the state
of the art is a holistic simulation framework that can simultaneously:

e Model the cross-domain propagation of physical faults (e.g., a thermal battery fault limiting
motor torque).

o Integrate the human element not just as a disturbance, but as a faulty component within the
control loop.

o Support bi-directional interaction where the vehicle’s health affects the driver (e.g., vibra-
tions causing fatigue) and the driver’s state affects the vehicle (e.g., erratic inputs stressing
the battery).

5.3 Architecture of the Unified EV Digital Twin

The proposed Unified Digital Twin is not merely a collection of models but a system-of-systems

where the interaction between domains generates emergent behaviors. Fig. 5.1 illustrates the ar-

chitectural integration of the components developed in this thesis into a complex EV simulation.
In particular, we can observe the following from the diagram:

1. The DC motor model from Section 3.5; here, we can choose between the Verilog-AMS
and SystemC AMS code available (from the monitor study, see Section 4.1). Note: we
also have the thermal model of this component (see Section 3.5.2). Therefore, we can also
simulate overheating or other types of thermal failures, as well as mechanical or electrical
malfunctions.

2. The battery pack, since we are designing an EV model. As we can see from the blue and
orange arrow, this system is directly feeding the electrical motor. Here, we can simulate a
particular thermal condition of the battery pack, also taking into account the environmental
temperature, which can affect the battery.

3. Micro Electro Mechanical Systems (MEMS) sensors, including accelerometers. Nowadays,
modern vehicles (electrical-powered or not) are equipped with numerous sensors, making
our MEMS fault analysis and testing methodology (see Section 3.6) a suitable fit for the
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UNIFIED ELECTRIC VEHICLE DIGITAL TWIN: A MULTI-DOMAIN SIMULATION ARCHITECTURE
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Fig. 5.1: An overview of the Unified Electrical Vehicle Digital Twin model.

context. Also the behavioral monitors fits the role of the dynamic checkers for the car be-
havior (see Section 4.1):

4. The driver, interfacing directly with the car, and what makes automotive such a functional
safety environment sensible. The IMHU methodology (see Section 4.7) fits perfectly the
car’s driver role: the focus on the road must be maintained.

5. Environment around the vehicle, which can change the car conditions or state in any mo-
ment. The simulations and testing done for the multirotor drone (Section 3.8 demonstrate
that Unreal Engine is a suitable tool to simulate a system in a 3D environment. Although we
are currently in the early stages of this process, the initial results are promising for a future
behavioral simulation model.

5.3.1 The Powertrain Subsystem

At the heart of the EV lies the propulsion system. This first subsystem is shown in Fig. 5.2.
The DC Motor model with gear train validation serves as the high-fidelity physics engine. In-
stead of ideal torque sources, the vehicle dynamics are driven by the Verilog-AMS/SystemC
AMS motor models. Moreover, we can inject specific mechanical faults (e.g., bearing friction
or shaft eccentricity) derived from the taxonomy in Chapter 2. This allows the simulation of
subtle degradation modes that cause vibrations detectable only by specific sensors, rather than
just catastrophic failures. The other side of the powertrain is the battery pack module. In Chap-
ter 4, we presented an automatic tool that actually provides the energy backbone for our large
model. Unlike standard battery models, which treat the pack as a monolithic voltage source, this
subsystem models the thermal and electrical states of individual cells and cooling paths. The
motor’s current demand directly impacts the battery’s thermal state. Conversely, a thermal fault
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Fig. 5.2: First of the Unified Electrical Vehicle Digital Twin submodel: the powertrain, which includes the motor
and the battery pack.

in the battery (e.g., blocked coolant channel) limits the power available to the motor. This cou-
pling enables the analysis of cascading faults, such as how a thermal fault in the battery cooling
system might force the powertrain into a degraded "limp mode" to prevent thermal runaway.

5.3.2 The Perception Sensors Subsystem

Sensors are crucial in modern cars, and ensuring they function properly is almost as important
as installing them in the first place. The vehicle’s stability control (ESP) and active suspension
rely on MEMS Accelerometers. The model validated in Chapter 3 can be integrated into the
chassis to provide raw sensor data. Obviously, there are not only accelerometers in a car, but
a large number of them. Other types of sensors can be modeled similarly to the accelerometer
to make the model more complex. The MEMSs are subject to the mechanical vibrations, e.g.,
generated by the faulty motor model. Using the calibration methodology from Chapter 4, the
virtual sensors are continuously tested against "phantom" accelerations caused by internal elec-
trical defects (e.g., Current Source injection in the capacitive bridge), ensuring the control logic
can distinguish between a pot-hole and a sensor glitch. Fig. 5.3 gives an overview of this part
of the overall Unified Electrical Vehicle Digital Twin model.

5.3.3 Real-world Interface

Let us now focus on what interacts with the car externally: the driver and the surrounding
environment, both of which are components related to Unreal Engine. The IMHU Framework
(Section 4.7) can be integrated into the cabin monitoring system (see Fig. 5.4). The driver is
no longer an external variable but a modeled component of the control loop. Therefore, the
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Fig. 5.3: Second of the Unified Electrical Vehicle Digital Twin submodel: the MEMS sensors, which represent a big
component of nowadays cars.

resulting "Driver Digital Twin" monitors the driver’s physiological states. Note: this feature
could become useful even on autonomous drive vehicles. In this example, if the passenger falls
asleep, the car may still move, but the vehicle would be immediately notified that no human
is checking the system anymore. If the Drowsiness parameter exceeds a threshold, the system
interacts with the Powertrain (e.g., increasing regenerative braking to wake the driver) or the
Advanced Driver Assistance Systems (ADAS).

Finally, the environmental integration used for the Drone case study (Chapter 3) provides
the spatial context. It simulates the physical world, road friction, weather conditions, wind re-
sistance, other cars or vehicles, and obstacles, closing the loop between the vehicle’s physics
and its environment.

5.4 Dual-Purpose Utilization: from Development to Operation

Considering the nature of the model, the true value of the proposed Unified Digital Twin concept
lies in its versatility. The same underlying multidomain fault models can serve two distinct
phases of the vehicle’s lifecycle. On one hand, during development, the Unified Model acts
as a virtual testbed. e.g., engineers can use the Automated Design Exploration capabilities to
optimize the battery cooling layout specifically for the heat profiles generated by the specific
motor chosen for the powertrain. Furthermore, the Contract-Based Monitoring framework can
be stress-tested. By injecting thousands of multi-domain faults, engineers can mathematically
verify that the safety monitors will trigger correctly in edge-case scenarios that are tricky to
recreate on a physical track.
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Fig. 5.4: Third of the Unified Electrical Vehicle Digital Twin submodel: the IMHU methodology applied to the
driver and/or passenger of the car.

On the other hand, once the vehicle is on the road, a lightweight version of this Unified
Model can run on the vehicle’s High-Performance Computing (HPC) unit or in the cloud as
a Shadow Mode Digital Twin. The model would continuously compare real telemetry with
the simulation. A deviation in the motor’s vibration profile, correlated with a specific thermal
pattern in the battery, could trigger a PAM alert for a specific mechanical bearing fault weeks
before it becomes audible to the driver. Regarding the driver, if the Human Digital Twin detects
high distraction, the vehicle can instantaneously update the safety contracts of the powertrain
(e.g., limiting max torque), effectively re-configuring the car’s physics to match the driver’s
capability in real-time.

5.5 Challenges in realizing the unified digital twin

The conceptual architecture of the Unified EV digital twin presented in this chapter represents
a significant leap in simulation complexity. Moving from the theoretical design to a fully opera-
tional implementation introduces several technical challenges that define the roadmap for future
research.

5.5.1 Computational complexity and real-time constraints

Integrating high-fidelity physics (SystemC AMS/Verilog-AMS), Artificial Intelligence (Al) in-
ference (YOLOVS), and photorealistic rendering (Unreal Engine) into a single closed-loop
simulation imposes a heavy computational burden. Achieving real-time performance (essen-
tial for Human-in-the-Loop scenarios) may require advanced Model Order Reduction (MOR)
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techniques or distributing the simulation load across heterogeneous hardware (e.g., FPGA for
physics, GPU for Al and rendering).

5.5.2 Synchronization and latency

The proposed architecture relies on the co-simulation of diverse Models of Computation
(MoCs): the discrete-event nature of the digital controllers, the continuous-time solvers for the
physical plant, and the frame-based execution of the game engine. Maintaining strict temporal
synchronization between these domains is crucial for achieving a fine simulation. Specifically,
the latency introduced by data exchange interfaces (e.g., TCP/IP sockets between Unreal Engine
and SystemC AMS) must be rigorously managed.

5.6 Summary

This conceptual case study demonstrates that the heterogeneous modeling methodologies devel-
oped in this thesis are not isolated academic exercises. When integrated, they form the blueprint
for a next-generation Automotive Digital Twin. By simulating the interplay between electrical
faults, mechanical degradation, thermal limits, and human physiology, we build the way for EV
that are not only efficient but intrinsically self-aware and resilient.






6

Conclusion and suggestions for future research

To conclude this thesis, let us summarize the methodologies that have been proposed throughout
this journey and suggest directions of future research that build on the proposed approaches.

6.1 Summary of the proposed approach

Nowadays, the functional safety of Industrial Cyber-Physical Systems (ICPSs) is no longer a
challenge confined to the reliability of isolated electronic components. As Industry 4.0 matures
into the human-centric paradigm of Industry 5.0, the definition of a "system" has expanded to
encompass multi-physics hardware, complex control software, and the interaction of human
operators cannot be ignored anymore. Therefore, not only do the components involved increase
in number and complexity, but they also interact directly with each other. This thesis emphasizes
the importance of linking, for example, physical domains within a simulation model, rather than
just modeling them as individual components. We have seen how the electrical or mechanical
domain is closely linked to the thermal domain, especially in terms of safety-critical conditions.
This thesis aims to address the critical need for a unified simulation framework that can analyze
reliability and safety across this heterogeneous landscape.

Starting from this system’s complexity, we initially sought the simplest way to represent
all these components in a single model. The central hypothesis of this research was that the
mathematical isomorphism existing between physical domains could be exploited to bridge the
gap between physical defects and behavioral simulation. By leveraging Physical Analogies,
we have demonstrated that it is possible to systematically infer mechanical and thermal fault
models from well-established electrical standards.

This work has successfully transitioned this theoretical concept into a practical engineering
toolset. After deriving the mechanical and thermal fault taxonomies, we began to create models
of real systems. By injecting and simulating the fault models obtained, we were able to test
them across a very diverse set of case studies. In addition, we tested the methodologies using
different system modeling languages, starting with Verilog-AMS and SystemC AMS, as well as
MATLAB/Simulink and Unreal Engine. Each of these languages has its own unique character-
istics and peculiarities. Given the variety that characterizes today’s programming world, testing
the methodology on different languages seemed an interesting choice, as well as making the
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methodology itself independent of any language. After rigorously validating the faults across
diverse simulation environments, we applied them to several safety-related industrial applica-
tions. The most immediate development was to utilize the faulty time series generated by the
simulations to construct behavioral monitors that would oversee system behavior. Another use
of the faulty time series was to create a device for testing the calibration of a Micro Electro Me-
chanical Systems (MEMS) sensor. By simulating the faulty behavior of the sensor, it is possible
to better calibrate the activation thresholds of an actuator, even in the event of a malfunction.
Having analyzed electric motors and sensors, we decided to also focus on batteries. First, we
tested faults, particularly thermal faults, on batteries. Second, we observed that in most cases,
the battery pack is typically represented as a single large cell. Therefore, we developed a tool to
support battery pack simulation and modeling of cell-to-cell interactions. In this way, it is pos-
sible to have a functional safety-oriented thermal simulation of the battery pack. During these
tests and the production of faulty data sets, we wondered whether it would be possible to visu-
alize our case studies in 3D. For this reason, we decided to test our methodologies on Unreal
Engine. Starting with the DC motor and progressing to the development of a multirotor drone
model and its safety mechanisms, we added an extra layer of quality to the fault simulation.
Additionally, we developed a digital twin of the human face to recognize fatigue in industrial
operators. If we consider fatigue or distraction as a fault, then we can say that this was an ad-
ditional step forward in terms of human safety in an industrial context. Finally, to demonstrate
that all the work done is not an end in itself, I proposed a way to collect all the proposed models
within a single framework. The idea, as a starting point for the future, is to create a simulation
model that contains most of the main components of an Electric Vehicle (EV). This concept
was designed to be used both as a model in the design phase and as a digital twin, considering,
for example, contract-based runtime monitors. Ultimately, this thesis offers a comprehensive
solution to the problem of multi-domain simulability.

6.2 Directions for future research

New opportunities arise from the work of this thesis, some born from the limitations of the
proposed techniques, and others from curiosity and eagerness to improve and explore. Follows
a list of future research linked to this work, some of which we are already under study:

e The actual implementation of the concept shown in Chapter 5, connecting all the modules
that comprise it and testing its performance in simulation.

o Although the accuracy of the proposed models has always been of paramount importance to
us and our work, further validation of the fault models on the real counterparts of the models
is necessary. Despite the fact that the results are qualitatively satisfactory, a comparison of
the simulated conditions with real objects is currently underway.

o Contract-based runtime monitors are a good way to perform fault detection, but our research
now focuses on ways to generate them quickly and/or automatically. Additionally, a com-
parison with other Machine Learning (ML)-based fault detection techniques is a necessary
development, given the importance of Artificial Intelligence (Al) today.
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o Given the importance of batteries today, especially in the automotive sector, development of
the automatic tool continues. We plan to model other types of coolants and cell layouts. The
modeling and integration of a Battery Management System (BMS) is another promising de-
velopment, as it is a fundamental component of battery packs. It is responsible, for example,
for cell balancing and managing shutdown procedures in the event of an emergency (crucial
for safety studies).






Summary of the proposed innovative contributions

This chapter reports the innovative contributions to the state of the art by the works proposed in

this thesis, organized in chronological order. The articles are grouped into four main topics as

follows:

the first group is related to physical analogies and the novel fault taxonomy produced, which
comprises Chapter 2;

the second group shows the validation of the presented fault models through different case
studies, reported in Chapter 3;

the final group comprises various solutions that utilize fault models to achieve functional
safety-related solutions, which are all listed in Chapter 4.
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