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I. INTRODUCTION

Neurotechnology encompasses any method and device that interfaces with the nervous system to probe,
monitor or modulate neural activity. Though it has a long history behind, it has acquired a new flavor
thanks to the advent of recent technological developments, while the marriage with artificial intelligence
(AD) has made available tools to probe in a more powerful way the brain structure and function, also
enabling the processing of unprecedented amounts of neural data. In consequence, neurotechnology
is particularly critical as it touches all the dimensions of humans’ being, perceiving and interacting.
This shift is accompanied by new ethical, legal and societal concerns. The progress in technological
developments allows increasingly faster and global communication means for sharing, gathering and
exploiting information in such a way that exposes individuals to many risk factors, previously confined to
clinical and experimental environments. This, in turn, has shifted the focus in neurotechnologies, from the
clinical to the real world, bringing in ethical, societal, and regulatory issues regarding data privacy, mental
autonomy, and cognitive liberty, where regulatory frameworks lag behind technological advancements.
Unlike medical settings, where ethical oversight and informed consent are well-established, consumer
neurotechnology can operate unregulated, using unprotected data sharing channels and in the absence of
institutional oversight and professional supervision.

Today, consumer-grade neurotechnological devices are proliferating, from wearable brain computer
interfaces (BClIs) and portable electroencephalography (EEG) systems to mobile apps and tools. While
these technologies hold potential benefits, such as helping individuals to develop better focus and relaxation
techniques, they also raise important discussions related to the commercialization of brain data and the
risk of behavioral manipulation. This becomes an issue when such data may be shared with third parties,
sold to marketers, or used in contexts not originally disclosed to end users. In addition, Al adds to the
problem of limited traceability especially for complex black box models. Indeed, the term “black box
models” includes all those Als whose internal mechanisms (i.e., the way how the inputs are transformed
into outputs) leading to their final decision are not easy to interpret or understand for humans, even if
inputs and outputs are known. Thus, ethical and legal safeguards are needed to prevent people from
unauthorized cognitive intrusions and potential manipulation [[1]. On top of this, the risks are exacerbated
by the uncertainty in the measures and Al model outcomes, which bring in difficulties of their own. In
response to such challenges, neuroethics and neurorights have been proposed as the branches of ethics
and law targeting the specific field of neurotechnologies.

In this work, starting from the illustration of the ethical and regulatory canvas, some relevant technical

aspects will be discussed in the light of the implications of the ethical and legal points, with the aim of

January 7, 2026 DRAFT



IEEE SIGNAL PROCESSING MAGAZINE, VOL. XX, NO. XX, JUNE 2024 3

Technical Advances

Regulatory clarity Breakthroughs open new
fuels innovation markets but reveal
potential harms

Regulations _. Ethical Concerns
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Fig. 1: Schematic representation of the interconnection between the key concepts. Regulation, technology,
and ethics are cyclically linked to promote mindful innovation.

providing a comprehensive overview on the so-defined landscape highlighting the inherent complexity
and the criticality of the involved issues. Particular attention will be devoted to all the facets concerning
specific key terms like “mental manipulation” and “explainability”, in an attempt to provide an exhaustive
definition with respect to the field in which they are used. As it is peculiar of philosophical sciences, we
also aim at highlighting some ethical and regulatory issues that anticipate technological developments as
seeds and food for thoughts for the future. Fig. [T] illustrates the virtuous innovation cycle that interlinks
regulation, technology, and ethics. Clear and forward-looking regulations create a stable ecosystem that
sparks innovation, driving new technical advances. These breakthroughs unlock opportunities but also
reveal potential harms, surfacing fresh ethical concerns. Evidence of misuse and abuse then triggers updated
safeguards, refining the regulatory landscape and completing the cycle. The dynamic loop underscores

how balanced governance sustains responsible technological progress.
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II. ETHICAL CANVAS
A. Toward a trustworthy neurotechnology

Every technology must be dependable, meaning with that it must not only be safe and technically
reliable, but also trustworthy. Technical aspects, or functional requisites of trustworthiness, are reliability
(for instance, the system is capable to fully operate for a prolonged time, to cope with sudden power
shortages, etc.), the capacity to generate a low number of false alarms, the capacity to execute complex
operations and safety (meaning with that a low capacity to harm and kill). Each failure in functionality
may result in damages affecting the dignity of persons, by reducing the quality of their lives, or even
putting them at risk. However, even if functional factors may trigger ethically relevant consequences, they
are not intrinsically ethical. A trustworthy technology completes this picture, because it is designed with
an attention to ethical factors from the very beginning. For instance, drawing inspiration from the four
classical ethical principles governing the field of medical bioethics as devised by T.L. Beauchamp and J.F.
Childress, Floridi et al. [2]] have envisaged five principles that, if fulfilled, could make Al trustworthy,
namely beneficence, non-maleficence, autonomy, justice, and explicability. Therefore, a trustworthy Al
respects dignity by not inflicting harm neither directly or indirectly, and it does so by respecting the
principles of beneficence and non-maleficence, while, at the same time, respects human autonomy and
even possibly enhances it, such as in the case of people suffering from Alzheimer or depression. For the
latter to be achieved, it is the level of autonomy accorded to machines and the possibility to explain the
decisions they autonomously take that matter most.

A principlist approach, such as that proposed by Floridi et al., is better suited to achieve the desirable
goal of a trustworthy (Al-powered) neurotechnology, unlike normative ones, such as consequentialism
and deontology. Principlism offers two advantages: 1) its tenets mirror the four principles of the well-
established tradition of biomedical ethics, which are application-oriented and not merely speculative; ii)
the introduction of explicability as the fifth principle provides the ethical rationale for eXplainable Al
(XAI); moreover, this notion is currently incorporated in legislation (for instance, in European Union
[EUT’s Al Act).

Neurotechnology, Al-powered or not, poses two main ethical issues, namely a) respect of dignity and b)
possible challenges to autonomy. Respect of dignity is endangered either by bias leading to discrimination,
or by breaching privacy, while respect of autonomy may face manipulation, control, and the intrinsic
opacity of sub-symbolic languages. Two possible comprehensive solutions are XAl or the introduction of
a new ethical and legal framework known as neuroexceptionalism, calling for the introduction of new

rights (neurorights). We will analyse the pros and cons of the latter, before drawing a list of four guiding
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principles.

B. Neurotechnology and dignity: bias and privacy

Respect of dignity involves notions such as personhood and personal identity, which include character-
istics such as “self-consciousness, responsibility, planning of the individual future, and similar dimensions”
[3]]. The problem, here, is to list these meaningful characteristics and acknowledge them so that they may
be guaranteed. However, another important feature of personal identity is the notion of sameness, whose
relation to neurotechnology is ambiguous. Sameness is an important feature of moral evaluation: for
instance, we deem someone virtuous because she responds with the same behaviour in similar situations
(for instances, she behaves courageously whenever courage is needed). However, neurotechnology may
provoke changes in the personality and the personal identity of people: sometimes these changes may
constitute the desired result of a therapy, but unusual or unwanted ones could occur after an intervention,
such as the insurgence of depression or disproportionate euphoria. International debate maintains that
even in such cases personal identity is not compromised [4]. Here the concept of narrative identity can be
helpful: the person remains “the same”, provided she still recognises herself as the author of her life,
even if others (such as her family or friends) cannot recognise her as the person they knew before. Also,
neurotechnology always implies a condition where human and machines interact at a very deep level, or
are even fused, thus reducing the scope for objections concerning sameness.

However, this does not mean dignity is entirely safe from the challenges posed by neurotechnology. On
the contrary, dignity can be indirectly but severely affected by biases and privacy issues, and this is even
truer in the case of Al-powered neurotechnology, since Al has repeatedly been found consistently porous
in both fields. The principles affected here are beneficence and non-maleficence, because situations and
outcomes disrespectful of the dignity of a person or a group often result in damages or unnecessary risks
affecting them.

1) Biases: Bias issues especially concern diagnosis. Al may either produce biased results, or these
results may induce biases. Both may result in discrimination, affecting the dignity and the life quality
of persons. In most cases, discriminatory biases produced by Al are due to the defective quality and
quantity of collected data employed by machines in their training. Data that are not homogeneous, or not
homogeneously collected, or related only to a partial population may result in discriminatory machine
decisional output: for instance, studies on programs used in the field of predictive justice have shown
that black population in the United States (US) is known to be subject to a far higher probability to be
mistakenly classified as more crime-prone than their white counterparts (https://www.propublica.org/article/

machine-bias-risk-assessments-in-criminal-sentencing;; accessed: 2025-05-27), a risk that the introduction
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of Al-powered brain imaging techniques to contribute to more evidence-based decisions in criminal
justice (from investigation and the assessment of criminal responsibility, to punishment, rehabilitation of
offenders, and the evaluation of their risk of recidivism) could significantly worsen. Other discriminatory
output may include a significant degradation in algorithm performances when characteristics such as skin,
colour or gender are considered.

These biases, of course, may also occur when Al is embedded in neurotechnology, especially with
clinical or therapeutical use. It is well known that existing data mostly concern Caucasian men from Europe
and north America, leading to defective generalisation and inaccurate, even wrong diagnosis. As a result,
underrepresented and already socially penalised groups are disproportionally affected; moreover, this leads
to bigger inequalities and their systematisation, as machines use past results for their training (for instance,
black population in the US is disproportionately at risk of being mis-diagnosed with schizophrenia).
Similar problems may arise if models are not generalised enough, excluding groups on the basis of age,
gender, or health status.

2) Privacy: In neurotechnology, privacy issues are mostly found in monitoring health, and they may
arise from the construction of digital phenotypes (DP) with predictive function. Patterns arising in the
user-device interaction create digital biomarkers that help track anomalies: for instance, by monitoring
repetitive reaction times to a simple task on senior-friendly tablet computers we can predict with good
certainty early signs of incoming decline of cognitive functions [5]]. However, DP require enormous
amounts of personal data, whose collection and storage must follow the rules of informed consent. The
people involved must also be allowed to exert control over information concerning them, for instance by
rejecting profiling, a practice that violates privacy and hampers (at least indirectly) autonomy as well
(see section below). Public authorities cannot hamper individual prerogatives concerning access to
collected and stored data and must also protect them from unauthorized access. Such violations are also
ethically, not just legally, relevant, since they constitute a violation of personal dignity. However, while
informed consent for clinical reasons follows high standards, the same is not true for wearables and apps.
Apart from ethically preoccupied legislation, privacy may also be protected by technical features that
could prevent damage from unauthorized intrusions, such as avoiding storing all data in one place or

using encryption.

C. Neurotechnology, autonomy, and the problems of manipulation and control

Unlike personal identity, neurotechnology poses a direct challenge to autonomy, because it is capable
to exert its influence also at an unconscious level, a dimension of human beings normally not considered

in normative ethics and principlism. This raises the case for new conceptual frameworks and categories,
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because the intrinsically deep, intimate nature of brain data makes existing philosophical, ethical and
legal notions of privacy and personhood look increasingly external, while mind-reading and brain-mining
techniques force us to rethink the very notion of the inner reality of human beings. Existing conceptions
of autonomous subjectivity, together with the ethical and legal frameworks they entail, are likely unfit
to fend off the challenge posed by neurotechnology, be it Al-powered or not, because, being all deeply
entrenched in the Cartesian mind-body divide, they fail to provide a more faithful picture of the mixed,
even contradictory complexity of the human being, whereas subliminal activity is always present at all
levels of neural activity presiding over our desires and decisions [6]]. All existing ethical paradigms
are affected by this capacity of neurotechnology: as for normative ethics, both consequentialism and
deontology presuppose the notion of a perfectly rational and fully sovereign individual as essential to
decision-making. Principlism, while eschewing the debate about what ethical norms we should follow,
cannot escape the problem of whether we are autonomous enough to express our informed consent when
it resorts to its notion of Beauchamp & Childress. Therefore, ethical reflection should rethink the notion
of subjectivity by considering non-conscious sphere in a way that still allows it to retain its autonomy—a
necessary condition in order to consider subliminal manipulation, potentially brought about Al-powered
neurotechnology, ethically as well as legally blameworthy. The same difficulties are also found in existing
legislation. For instance, in the initial considerations of the EU’s Al Act (numbers 28-29), despite Als
are clearly listed as technologies that may be used to limit the autonomy of individuals, legal provisions
so far only cover explicit or (partly or fully) aware forms of coercion and deceit, not subliminal ones:
article 5 only forbids those practices acting at subliminal level without individuals being aware of them,
inducing them to take potentially dangerous decisions that they would otherwise not have taken.

Neuroethical issues concerning autonomy are i) manipulation and ii) control, both made seemingly
possible by the capacity of machines of penetrating the inner realm of the mind. Some even fear, and
speak of, mind-reading: however, there is no clear consensus on what mind-reading is, while the extent
of the capacity of machines in this sense is often exaggerated. On the contrary, mind- (or brain-)mining
poses a far more real challenge both in ethical and legal terms. Even non-invasive (since they do not
penetrate brain tissue) neurotechnologies such as EEG, functional near-infrared spectroscopy (fNIRS)
and functional magnetic resonance imaging (fMRI) allow unprecedented access to our mental processes,
laying them bare and exacerbating our vulnerability. Another issue is iii) opacity, shared by all Als and
Al-powered machines and devices.

1) Manipulation: Manipulation can be defined from its outcomes (i.e., the damages produced on
the manipulated person), the process it employs (i.e., a hidden influence or by bypassing rationality),

or the norms it violates (i.e., manipulators do not abide by the ideal norms of respectful and honest
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communication). Not all manipulation stems from malicious intent: for instance, I could produce a
deepfake video representing a historic event for educational purposes. Still, such epistemic manipulation
challenges the observer’s implicit trust bound between representation and reality. Overall, manipulation
is a cognitive distortion that damages a person’s capacity of shaping justified believes. In this respect,
manipulation damages one’s autonomy, either epistemically or also morally, in the case that it is enacted
for malicious purposes and/or by exploiting the vulnerabilities of a person or a group. While in ordinary
forms of manipulation victims may be or not partly or fully aware of such vulnerabilities, neurotechnology,
with its capacity to operate at a far deeper, partially or fully unconscious level of the mind, makes a
much more difficult case for breaching human autonomy, both from the ethical and legal perspective. The
risk of mental manipulation is often associated with intrusive activities of “mining the mind (or at least
informationally rich structural aspects of the mind)” ([7]], p. 4): such activities are usually carried on in
order to infer mental preferences, but they could also prime, imprint or trigger them, leading to a loss of
autonomy. Since the emergence of cognitive economics—a branch of economic theory founded by the
2002 Nobel prize winners Vernon Smith and Daniel Kahneman, which rejects the standard neo-classical
economic theory and its Cartesian model of perfect rationality—we know that decisions-making processes
affecting economic choices emotions and states of mind are just as important as rationality. A new data
industry emerged, as unaware consumers’ choices could be detected (for instance, by tracking emotional
responses) and profiled, while neuromarketing could use such neurodata to artfully divert them. These
tasks can be easily done using non-invasive neurophysiological or neuroimaging methods (EEG and
fMRI), while EEG signal may predict and simulate consumers’ behaviour. Finally, citizens’ and customers’
autonomy could also be limited by the bigger autonomy enjoyed by Als as such [8], thus worsening the
problem of neurotechnology-driven manipulation.

2) Control: Neurotechnology has also transformed the way social surveillance and control are enacted.
It is employed i) in workplaces, ii) in prisons and iii) for enforcement purposes.

i) In workplaces, these applications are designed to reach a maximum level of integration and
interoperability. The massive acquisition of different sorts of neurodata (including emotional states,
levels of attention or engagement at work, health data that may be useful to determine the level and extent
of individual productivity) helps measuring productivity and cognitive performance, allowing staff and
executives alike in managing better work schedules. By redirecting workers to activities more coherent
with their current level of attention or cognitive performance, it can be used in order to maximise profits,
or creating more sustainable work conditions, or both. However, such intrusive hyperconnectivity, enacted
both at neurophysiological and neuropsychological level, could easily exacerbate its already well-known

downsides, spanning from burnout to schizophrenia and epileptic strokes.
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ii) and iii) Possible uses of neurotechnology in prisons and for enforcement purposes may include
image recording and applying a BCI in order to control dangerous subjects. Again, a specific economic
niche known as correction industry is gradually setting foot. Societies market neurotechnology with Al
embedded in them to keep prisoners in check (e.g., Five ways Al could be utilised in jails by Equivalent
Corrections https://equivant-corrections.com/five-ways-ai-could-be-utilized-in-jails/), offering an automatic
(therefore verifiable) management of their behaviour by monitoring their mental states. Correction industry,
of course, has much to gain from Al-powered predictive justice, but it could also easily replicate its
potentially discriminatory shortcomings: just as some individuals from certain social environments are
far likely to be mistakenly classified as more crime-prone (see section |[[I-B1| above), they could also be
unjustly deemed worthier of being controlled.

3) Opacity: Sub-symbolic languages may be extrinsically as well as intrinsically opaque. Examples of
extrinsic, or upstream, opacity are: data may not be revealed if they are sensitive, or protected by industrial
copyright, or used by institutions or professionals that need secrecy, such as the police, or privacy, such
as hospitals. Intrinsic opacity means that the ways systems use to produce their decisional output is
fragmented and opaque (indeed they are known as black boxes), therefore it is not possible to understand
how and why they have reached their conclusions, not even if we were granted access to the source code.
Furthermore, such conclusions may be elaborated in ways that neither necessarily mirror, nor match,
human reasoning. Intrinsic opacity makes therefore extremely difficult (or systematically impossible) the
attribution of responsibility in case of incorrect or plainly wrong output, and strips individuals of their
right to appeal against any decision they think unfair or damaging to them, thus dramatically reducing
their autonomy.

This has dramatic effects over the very notion of medicine as we know it. In clinical practice, all
decisions are taken ‘“using science and conscience”: the good clinician acts knowing what to do and
having good reasons to do it. On the contrary, Als do not really know what they do, even less why
they are doing it: they only churn out extremely sophisticated statistical inductive inferences on a scale
unimaginable and unattainable to the human mind. As a consequence, i) such intrinsic opacity forbids
patients to exert their right to appeal against machine-powered clinical decisions; ii) it ushers in an
entirely different sort of medicine, grounded not in clinical observation and explanation but in statistical
classification and forecast [9]]; iii) this new sort of medicine conflicts with clinicians’ duty to act always
“using science and conscience”. The usage of Al in medicine also raises two big questions, concerning
disclosure (should patients be informed that clinicians are employing a tool, whose way of operating
cannot be explained?) and responsibility (who or what is responsible when a black box machine goes

wrong?). Against opacity, the principle of explicability states that humans should always be allowed to
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object to machine’s conclusions. Machines, in turn, should be designed and built in a way that makes
possible to understand where and when they went wrong because this would strengthen humans’ case in
an appeal against machine-powered decisions if they feel their autonomy has been hampered, their dignity
violated, and their interests damaged. A proposed solution to this problem is to build XAls, which will
be discussed in another section of this paper (see the section below). By helping fighting biases
and building trust in machines and devices, XAl could indeed prove decisive to provide trustworthy

neurotechnology, Al-powered or not.

D. Neurorights and the debate on neuroexceptionalism

The complexity of this picture and the challenges brought about by neurotechnology have led some
authors to doubt whether existing moral and legal conceptual frameworks are actually capable to successfully
address the challenges brought about by neurotechnology. Neuroexceptionalism, or the need to introduce
a set of distinctively different ethical and legal categories, or neurorights, seems justified by the peculiarly
intimate nature of the brain, as well as the danger of manipulation at an unprecedented scale. Those
who favour neuroexceptionalism, such as Ienca and Andorno [7|], draw a comparison between the
exceptionality of neurotechnology and that of biotechnological revolution, which led to the recognition
of new rights embedded in the Universal Declaration on the Human Genome and Human Rights (1997)
and the International Declaration on Human Genetic Data (2003)—a case that the ongoing marriage
of neurotechnology and Al, another technology often hinted at as potentially disastrous for humankind,
would only strengthen. The authors list four main ethical issues at stake, each of them corresponding to a

specific category of neurorights that are summarized in Table [I}
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TABLE I: Proposed neurorights: definitions, associated characteristics, and practical implications.

Characteristics

What the right entails / What to do

Right
Cognitive  freedom,
or mental self-
determination.

The right to use neurotechnology

Protection of individuals from any
coercive or non-consensual usage of
them.

Ensures an equal access to them, pre-
venting any discrimination based on
racial, sexual or social bias, or them to
be available only to a privileged elite,
but to all who need them.

Mental privacy.

Upside: neurotechnology provides peo-
ple with the capacity to monitor and
control their brain activity.

Downside: it also makes an enormous
amount of data available to third par-
ties, but i) there are no legal protections
from having your mind involuntarily
read and ii) privacy is not just a right,
but also an ability (for instance, a per-
son’s ability to consent to the collection
of brain data).

People should be safeguarded from any
illegal access to cerebral information,
as well as be able to prevent its dif-
fusion in the infosphere. (The authors
even encourage the adoption of a “filter’
option allowing people to decide what
chunks and bits of information they
want to go public.) People’s privacy
should always be protected, even in the
case they consented to such access.

>

Mental integrity.

Our capacity of neural computation
should not be damaged by “malicious
brain-hacking” [[10]], for instance by
adding “noise or overriding the signal
sent to the device with the purpose of
diminishing or expunging the control
of the user over the application” ([7], p.
19). Other forging techniques include
the capacity “to engineer (e.g. boost
or selectively erase) memories from a
person’s mind” ([[7], p. 19).

Mental integrity is protected by Article
3 of the EU’s Charter of fundamental
rights, but without any reference to
neurotechnology.
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Right Characteristics What the right entails / What to do

It somewhat summarises the previous
rights. It is aimed at preserving indi-
vidual identity in terms of thoughts,
preferences and habitual choices, by
protecting the neural substrate under-
lying each of these acts, given that
changes in brain function caused by
brain stimulation may also cause un-
intended alterations in mental states
critical to personality, and can thereby
affect an individual’s personal identity.

Psychological continu-
ity.

However, while some authors go as far as to consider neurorights universal, as they are rooted in the
human brain [11]], neuroexceptionalism is fiercely debated. To begin with, the proposed comparison between
neurotechnology’s breakthroughs and biotechnology’s being questionable, therefore neurotechnology would
not differ from other well-known technologies implying deeply personal data collection, such as gene
sequencing tools [12]. However, only retrospectively the exceptionalism of gene-related technology
looks outdated (only today we can consider it to be “well-known) while neurotechnology seems to
possess dangers of its own: for instance, whereas hacking is actually common to biotechnology and
neurotechnology, cracking (and mind-manipulation) is not. Johnson [[13]], while recognising that “questions
of whether new (neuro)rights are needed and what norms should be included in an instrument remain
pertinent”, highlights that “issues of who would build and administer such an instrument—and how—often
remain underexplored in scholarly and policy conversations”. Hallinan et al. [14] distinguish between the
claim of exceptionalism of neurodata from the claim that such data need a new ethical-legal framework.
Something can be considered exceptional only against a pre-existing set of norms: the authors use fMRI
to show how it allows ‘“representations of aspects of individuals’ mental and emotional states to be
made, which are arguably not—or at least not the same extent—possible via the processing of other
forms”. Therefore, neurodata obtained by fMRI are fundamentally exceptional, a notion reinforced by the
impossibility to anonymise them using techniques such as de-facing. However, it is not clear why the
exceptional nature of neurodata should logically imply the necessity of exceptional ethical consideration
and legislation. As a consequence, any such regulation should follow boundary conditions limiting, rather
than enhancing, a neuroexceptionalist approach. Though the authors’ conclusions look sensible, it is

worth noting that they overlook the peculiar capacity of neurotechnology to exert its influence also
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at subliminal and unconscious level: while acknowledging that neuroexceptionalism’ claims may be
somewhat overreaching, it is true that neurotechnology, showing the limits of the Cartesian model of

rationality on which our notions of autonomy are based, invites to maintain a precautionary approach.

III. THE NEURORIGHTS AND REGULATORY CANVAS

A. Some significative attempts at positive legislation on neurotechnology, legal imits and juridical

perspectives

As already described in the section on ethics (with some juridical-legal elements), in the legal sphere the
analysis studies on neurotechnologies prompted some scholars [[15] to coin the term “neurorights” with the
proposal to extend the catalogue of human rights to four new rights: the right to cognitive freedom, the right
to mental privacy, the right to mental integrity and the right to psychological continuity. According to the
Neurorights Foundation (Columbia University), the catalogue of neurorights is extended to five “new” rights:
mental privacy, personal identity, free will, fair access to mental augmentation, protection from bias [16]]. Un-
der the impetus of such initiatives, the risks of neurotechnology are also beginning to be “law” by some legal
order (https://www.vox.com/future-perfect/24078512/brain-tech-privacy-rights-neurorights-colorado-yuste;
accessed: 2025-03-10). Chile is considered the first country to have included a reference to this effect in
its Constitution. In fact, Art. 19 of the Chilean Constitution (which safeguards mental integrity among the
rights of the individual) has been supplemented with the following provision: “Scientific and technological
development shall be at the service of individuals and shall be carried out with respect for life and physical
and mental integrity. The law shall regulate the requirements, conditions and restrictions for its use on
individuals, and shall especially protect brain activity, as well as the information derived therefrom”.
Consequently, in August 2023, the Supreme Court of Chile ruled that the commercialization of a wearable
EEG device and the provision, by the same manufacturer, of an application for managing the data obtained
from its use, are incompatible with the right to the protection of the user’s mental integrity, unless subject
to prior oversight by the relevant national health authorities. It is very interesting how the Chilean decision
was taken precisely on the basis of the reformed Art. 19 of the Constitution evaluated together with
sources of international law. In fact, we read in the Judgment (pp. 9-10): “The International Covenant on
Economic, Social and Cultural Rights establishes in its Article 15 the right of every individual to enjoy
the benefits of scientific progress and its applications, as well as their dissemination, preservation, and
development”. In a similar vein, the UNESCO Declaration on Science and the Use of Scientific Knowledge
and the Science Agenda—Framework for Action, outlines in its programme: “that scientific research and the
use of scientific knowledge should respect human rights and the dignity of human beings, in accordance

with the Universal Declaration of Human Rights and in light of the Universal Declaration on the Human
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Genome and Human Rights; that some applications of science may be harmful to individuals and society,
the environment, and human health, and may even endanger the survival of the human species; that the
contribution of science is indispensable to the cause of peace, development, and the protection of global
security; and that scientists, alongside other key stakeholders, bear a special responsibility to prevent the
misuse of science in ways that are ethically wrong or have negative consequences, as well as the need to
practice and apply science in accordance with appropriate ethical standards, grounded in broad public
debate” (Supreme Court of Chile, Rol 105.065-2023, https://www.doe.cl/alerta/11082023/20230811001).

Similar initiatives are beginning to take place also in the US: Colorado is the first state to have a
“charter” of neural data, classified as “extremely sensitive”. So, just as fingerprints and facial images are
under the Colorado Privacy Act, the whisperings of the brain are, too. Signed into law by Gov. Jared Polis,
the bill had impressive bipartisan support, passing by a 34-to—0 vote in the state Senate and 61-to—1 in
the House. Also in California the Consumer Privacy Act (CCPA) includes now neural data protection
under the new California NeuroRights Act. This Act, passed in August 2024, offers landmark protections,
regulating how neural data from wearable neurotech devices can be used and shared. Notably, Mexico
incorporated NeuroRights into its Digital Rights Charter in December 2023, embedding protections for
brain data. Brazil is also taking steps, with its higher education institutions launching NeuroRights degree
programs and initiating discussions to incorporate NeuroRights in civil code. These steps emphasize the
need for protections as neurotechnologies advance across markets and cultures.

This type of legal strategy may no longer suffice in the present day. While an ethical framework is
undoubtedly useful in the context of neurotechnologies, a legal analysis is even more imperative. With
companies such as Meta and Snapchat exploring neurotechnology and Apple having patented a future
version of AirPods capable of scanning brain activity through the ears, we may soon find ourselves living
in a world where companies collect our neural data, irrespective of individuals’ consent. These companies
could create databases containing tens of millions of brain scans, which could be used to determine
whether a person suffers from a condition such as epilepsy, even if they do not wish this information to
be disclosed. Furthermore, such data could one day be used to identify individuals against their will (and
to undermine their autonomy). From a legal perspective, this issue is even more pressing than its ethical
dimension, as it disrupts the action-responsibility relationship, with immediate consequences in terms of

civil damages and criminal liability.

B. Limits of theoretical proposals for renewed positive regulation: proposal of a case by case approach

From a regulatory perspective, some scholars have proposed the adoption of an international treaty

on “neurorights”, accompanied by the establishment of an international agency to ensure compliance by
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participating nations [17]. However, it is likely that the time is not yet ripe for the approval of such a
global treaty, and this legal solution might emerge as already “outdated” or “obsolete”. Consequently, it
is necessary to explore alternative juridical solutions that go beyond a purely normative approach and
address the well-known challenges of implementing ethical principles in practice.

One concrete first solution, for instance, would be to train future legal professionals within academic
institutions by expanding the concept of “privacy” (understood in a flexible manner, to be assessed on a
case-by-case basis within jurisprudence) to encompass mental privacy in all its relevant dimensions. From
a legal standpoint, this would provide a useful and adaptable tool for safeguarding human dignity and,
above all, individual autonomy. Another potential legal solution, returning to the realm of “normative”
approaches, could involve classifying all neurotechnological devices as medical devices. This would
require them to undergo approval by relevant health authorities prior to their commercialization.

If the aforementioned considerations hold true, discussing “neurorights” in the legal context, rather
than referring to entirely new “rights”, essentially entails advocating for a more robust protection of
rights that already exist. In this context, some law-philosophers [15] believe that the introduction of new
human rights would be preferable to develop research in the hermeneutic sphere so as to place these
“new” rights in classical legal categories [18]]. The investigation is very extensive and, limiting it, for now,
to the sphere of the individual person, could focus on the philosophical-legal categories of “privacy” (with
elements of constitutional law, administrative law and private law), of “action—omission” (with elements
of moral philosophy and constitutional law) and of “responsibility” (with elements of criminal law and
criminal procedural law, without addressing the vast topic of “will” in the general theory of civil law
with the consequences in the area of “form” and “validity” of contracts or in the area of imputability for
“aquilian—extracontractual” responsibility).

Within the limits of the methods and techniques presented in this contribution in relation to neuroscience
and neurotechnology, we can confirm that from a legal point of view the most prudent and most effective
approach remains that characterised by case-by-case judgement.

Consequently, regulating the matter through purely normative choices (as we have already seen above in
section [[II-A) is insufficient because the matter to be regulated is inevitably connected to (and conditioned
by) subjective elements that differ from person to person: autonomy, capacity, awareness, technological
understanding, information asymmetry. Each case should have its own specific regulation, as taught by
the tradition of classical and pre-classical Roman law.

For reasons of economy, the general framework of guarantees and protections for the “body”, which
already lends itself to new forms of protection from neurotechnological interference, could be hypothesised

as a solution. On these basic rules could then rest the prospect of a case-by-case solution. In this perspective,
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the juridical solution that many stakeholders require to go beyond the simple ethical level, we do not have
a clash of paradigms, but rather we could be faced with two compatible and coherent points of view.
If these assumptions are accepted, the legal solution that many stakeholders require to go beyond the
mere ethical level may already be in our possession. It only remains to be seen in general terms how the
evolution of Al needs a general defining-interpretative framework for applications in individual cases. In

these terms, an initial analysis of Al law is useful.

C. The EU case: Al Act as an attempt to “update” regulation with reference to standards and prohibition

To confine the legal analysis to EU regulation (without, for now, delving into a comparative analysis
with the Al regulations adopted thus far in China and the United Kingdom), it must be noted that the Al
Act subjects Al systems to a classification based on three risk levels: unacceptable (and thus prohibited),
high, or minimal [19]. Among the various prohibitions is the manipulative use of an Al system, which
we may refer to as “algorithmic manipulation”, and which, pursuant to Art. 5, pertains to the use of
subliminal techniques (letter a) and the exploitation of individuals’ vulnerabilities (letter b). From a legal
perspective, however, the issue remains the absence of a clear definition of the term “manipulation”, as
used in the Al Act.

Although not explicitly mentioned in the AI Act, neurotechnologies that rely on Al systems could
certainly fall under this prohibition, as confirmed by the reading of Recital 29, which explain by machine-
brain interfaces or virtual reality as they allow for a higher degree of control of what stimuli are presented
to persons, insofar as they may materially distort their behaviour in a significantly harmful manner.
However, as emerges from the text of Art. 5 of the Al Act, manipulative conduct must be potentially
harmful to the recipient or others, suggesting that strictly therapeutic applications, as well as the use of
devices aimed exclusively at benefiting users without posing risks even to third parties, would appear
to be permitted. It remains unclear how this complete absence of “danger” can be qualified, except by
entrusting the responsibility to judges in the adjudication of specific cases.

Moreover, “algorithmic manipulation” is penalized under the Al Act even when the harmful or dangerous
effects impact individuals (or groups of individuals) other than the direct recipient, and even when the
consequences do not pertain to the mental integrity (or moral freedom) of those individuals. For instance,
this applies when the manipulated individual is induced to make a decision that is unjustly discriminatory
towards another person (or group of persons), in which case the infringement of the moral freedom of
the decision-maker is merely a means to harm other interests (or interests belonging to other individuals).

Nonetheless, the causal link between the “subliminal” use of technology, behavioural distortion, and harm

January 7, 2026 DRAFT



IEEE SIGNAL PROCESSING MAGAZINE, VOL. XX, NO. XX, JUNE 2024 17

(or risk of harm) to oneself or others is subject to a legal-procedural nexus that is not easily established

and is therefore of immediate relevance to the community.

D. The fundamental legal core: the person’s freedom of conduct—BCI and Al

From a legal-procedural perspective, the use of a BCI device would raise complex questions regarding
the identification of conduct as the cornerstone of the actus reus. In this context, the example has been
formulated of a user with an implanted BCI system who commits the crime of disseminating intimate
images of others without the owner’s consent (so-called revenge porn), uploading the images online
without any physical movement (as would occur when moving a mouse or typing on a keyboard), but
rather through a signal transmitted from the brain to the computer [20]. More precisely, in the hypothetical
case, the user imagines moving a cursor connected to the BCI device, through which the upload of the
prohibited images occurs: this mental act corresponds to an impulse read by a computer, on whose screen
the cursor is activated, selecting the upload icon. This represents a clear example of the urgent legal
relevance of such scenarios. It would be necessary to ascertain whether this decision stems from the user’s
free mental activity or from a mental state conditioned by their interaction with the device. In the latter
case, it would further need to be determined whether the user could have acted differently, becoming
aware of the conditioning and activating their inhibitory mechanisms. We know that neuroscientists teach
that the agent becomes aware of their decision to act a fraction of a second after the brain impulse.
When the decision results in a bodily movement, we can ignore (or pretend to ignore) this temporal gap.
However, when it is not externalised in a physically perceptible act, verifying the possibility of acting
differently requires a reconstruction of the dynamics that led to the decision. Even adopting a compatibilist
model of freedom (according to which action is never free from conditioning, yet remains free to the
extent that the agent recognises the motives behind it as “their own”), we would need to assess to what
extent the agent was aware of acting based on their own motives: a verification that varies depending
on the type of device and its level of invasiveness. This verification is further complicated by the fact
that the functioning of the BCI typically relies on an Al system, capable of learning and performing its

operations autonomously, independent of the human agent’s perception [21].

E. Perspectives of juridical evaluation or/and evolution

Based on these legal arguments, some directions of philosophical-legal research interlinked with each
other are described below.
i) If for some scholars the legal universe would already be ready for the protection of mental integrity

resulting from the development of neurotechnology, to complete the protection, the introduction of a case
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of direct mental manipulation should be considered, the formulation of which, however, would require a
legal definition of the threshold of tolerable risk in the use of neurotechnologies.

i) Privacy legislation is, in principle, also adequate to preserve the so-called “mental privacy”, provided
that the exact classification of neural data is clarified. In the (desirable) hypothesis that these data would be
accorded more intense protection, on account of their sensitivity, consequential extensions of the relevant
apparatus of criminal and/or administrative protection would follow. Moreover, given the possibilities
of ascertaining psychic phenomena based on neural data, “mental privacy” should constitute a specific
source of procedural guarantees in both civil and criminal law.

iii) The use of neurotechnologies could have effects on the concept of legal “conduct/responsibility”,
going so far as to modify the notion of “acting subject”. Should one agree with the idea that an offence
can be committed through the emanation of nerve impulses (case law has already expressed itself on
this matter), without bodily movement, there would still remain the problem of ascertaining the actual
controllability of such impulses by the user and of providing an adequate sanctioning response.

iv) The research direction that encapsulates the three preceding approaches, as it constitutes their
philosophical-legal foundation, now emerges as arguably the most significant. Acknowledging the
inadequacy of a national normative approach and the prematurity (and perhaps equal inadequacy) of an
international normative approach, it is deemed essential to focus on the hermeneutic-legal dimension to
determine, on a case-by-case basis, what degree of “autonomy” can be recognised for the individual human
subject “conditioned” by interaction with Al-driven neurotechnologies. This task is not straightforward
and will likely need to be limited to preliminary statistical investigations. However, if it aims to yield
meaningful results for the coexistence of humans and neurotechnologies, it must be carried out in

collaboration with experts in neuroscience, Al, physics, and technology.

BOX. EEG-based BCIs-A methodological perspective on Al integration

EEG-based BClIs open a direct channel from brain activity to external devices, providing a versatile
and non-invasive technology widely accessible in many disciplines (medicine, rehabilitation, com-
munication, education, neuroergonomics, gaming, etc.). EEG signals capture the brain’s electrical
activity with excellent temporal resolution but suffer from low signal-to-noise ratio, non-stationarity,
and high inter-subject variability (user-dependent). The integration of Al models, when informed by
neurophysiological knowledge, can provide a solution to overcome these limitations.

Signal acquisition and preprocessing. Raw EEG data require a preprocessing step, that includes
artifact removal (e.g., ocular, muscular) via independent component analysis, filtering within relevant

frequency bands (e.g., alpha 8—12 Hz, beta 13-30 Hz), and normalization. The choice of preprocessing
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steps deeply influences the following Al performance.

Feature extraction and representation. Traditional machine learning approaches depend on carefully
engineered features extracted from time, frequency, and connectivity domains using methods such
as spectral power densities, wavelet, event-related potentials, coherence, phase-locking value, and
graph-based connectivity metrics. However, recently Al introduced end-to-end learning, allowing
convolutional and recurrent neural networks (RNNSs) to extract hierarchical features directly from
raw or minimally processed signals.

Al-model architectures. Different Al architectures can be employed for EEG decoding, either
applied on the extracted features or on the EEG signals. Convolutional neural networks (CNNs)
capture spatial patterns across electrode arrays, while RNNs and their variants (e.g., long short-term
memory networks [LSTMs] and gated recurrent units [GRUs]) model temporal dependencies in
brain signals. More recently, Transformer-based models, introduced originally for natural language
processing, are adapted to EEG time-series for their ability to learn long-range temporal dependencies
and contextual relationships. Graph neural networks (GNNs) are especially suited to exploit brain
connectivity structures by treating EEG electrodes as nodes and functional/effective connectivity
measures as edges to capture the brain’s network dynamics and topological organization. In Al model
architectures, the classification step translates extracted features or learned representations into mental
states or commands. This process critically influences BCI performance metrics such as sensitivity,
specificity, and response speed.

Training and validation. The limited availability of large, labeled EEG datasets complicates model
generalization, but the increasing use of transfer learning, domain adaptation, and data augmentation
techniques is helping to solve these limitations. However, the demand for personalized calibration or
adaptive learning strategies to address cross-subject variability is important because the robustness
across users must be maintained in real time.

Interpretability and clinical translation. In clinical or real-world applications, Al-driven BClIs
require interpretability and trustworthiness. Post-hoc techniques such as Saliency mapping, layer-
wise relevance propagation (LRP), and attention-weight visualization help model explain decisions.
However, the development of intrinsically explainable models or hybrid architectures that reflect the
neurophysiological knowledge is still an open research direction.

The integration of neuroscience principles in BCls, combined with Al models adapted for EEG
data, have a significant potential to improve the sensitivity, specificity, usability, and bit rate of BCI

technologies.
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Open research questions

o Are the data representative of the task?

Which features better represent the problem?

How many features are needed?

o Can the model generalize across users and sessions?
« Is the output interpretable?

Can the system adapt over time?
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Fig. 2: Overview of the Al-based BCI workflow. Calibration phase (gray-shaded box) and on-line
phase (blue-shaded box) integrate Al and are enclosed in the user—system closed-loop at the basis
of the BCI framework. The calibration phase includes EEG signal acquisition, preprocessing, and
feature extraction, either via engineered metrics or through end-to-end Al. Al models are trained
in an XAI framework to optimize decoding performance and perform model selection. The on-line
phase includes the “optimal model” calibration in real time to decode the brain function. Users
receive real-time feedback, reinforcing motor relearning.

Abbreviations: LOO = leave-one-out, LOSO = leave-one-subject-out, LSO = leave-subject-out, RMSE
= root mean square error, MAE = mean absolute error.

IV. THE TECHNICAL CANVAS: PROMISES AND CHALLENGES OF NEUROTHECNOLOGY
A. A glimpse into neurotechnology beyond the clinic

As illustrated so far, advanced non-invasive neurotechnologies to image, record and monitor brain
activity, such as EEG, fMRI and fNIRS, make it increasingly possible to access individual’s mental
processes, nowadays often referred to as “brain (or mind) reading”. Although this is a fascinating yet
controversial topic [[7], in the current literature the term mind-reading itself is ill-defined. Several studies
focusing on these technologies use this term to simply refer to the possibility to detect and decode the

neural signals, such as identifying brain areas associated with memory, visual or motor tasks, as done in
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many fMRI protocols. Others, instead, have suggested the ability of neurotechnologies to make a step
forward, reading hidden thoughts and consciousness, with all the ethical issues connected with these
aspects. The increasing combination of neurotechnologies with Al has further exacerbated these concerns
and raised unprecedented questions, mainly concerning whether Al can truly decrypt hidden aspects
of the mind, unveiling sensitive features about one’s mental activity [22]. Reviews on the topic have
recently been published, such as the one by Gilbert & Russo (2024) [23]]. In their work, the authors
conducted an interpretive content analysis of more than 1000 papers focusing on brain/mind-reading
combined with neurotechnologies to investigate prevalent claims, trends, and methods associated with
the Al ability to read the mind and identify whether possible evidence of hype is currently present. As
already anticipated, their study highlighted inconsistent usage of the term mind-reading in the current
literature, and often exaggerated claims about the capacity of current technologies to read the private
cognitive states. In this scenario, it is important to mention a recent work by Tang and colleagues [24]]
demonstrating that the meaning of perceived and imagined stimuli can be decoded from the measured
blood oxygenation level dependent fMRI signals into continuous language. In particular, the authors
introduce a non-invasive decoder within a BCI language system that reconstructs continuous language
from cortical semantic representations recorded using fMRI. Importantly, as recognized and tested by the
authors, mental privacy is preserved in this framework because the subject cooperation is required both to
train and to apply the decoder. Similarly, another study [25] introduced an Al-based model to decode
self-supervised representations of perceived speech from non-invasive EEG or magnetoencephalography
(MEG) recordings of a large cohort of healthy individuals. This holds potential applicability in a speech
production context as well as for the diagnosis, prognosis and restoration of language processing in
non-communicating or poorly communicating patients.

In this panorama, the increasing commercial availability of diverse neurotechnologies, often relatively
low-cost and portable, opens new perspectives and reshapes the way humans interact with machines. At
the same time it contributes to raise several concerns regarding privacy risks and security of end users, the
possible commercialization of brain data, and the unintended consequences on behavior. Such devices can
be broadly divided into three main groups: 1) BCIs used for self-monitoring, cognitive and performance
enhancement/device control; ii) invasive/non-invasive neurostimulation devices; and iii) neurotechnologies
applied in neuromarketing. In particular, closed-loop BCIs and other neurotechnologies establish a high
degree of integration and mutual influence between the cognitive and affective processes of the human mind
and Al systems (please, refer to the Box EEG-based BCIs—A methodological perspective on Al integration
for an example), and cognitive/performance monitoring and enhancement is one of their most recent

applications beyond the clinical environment. Companies are increasingly marketing non-invasive BCls,
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such as devices aimed at improving focus, relaxation, or even sleep quality via neurofeedback training (e.g.,
MindMaze, Emotiv, and Neurosky). Moreover, consumer-grade portable EEGs, such as the Emotiv Epoc+
and Neurosky Mindwave, can monitor users brain activity by accessing raw EEG data. These devices can
be used for tracking attention levels or controlling virtual objects. For example, the P300 event-related
potential linked to decision-making processes can be exploited to extract personal and financial information
from users without their awareness or consent. In one experiment, users were exposed to specific visual
stimuli designed to capture sensitive data, such as PIN codes or home addresses, showing a significant
risk of information leakage [/1]. Similarly, a BCI game developed at the University of Washington called
Flappy Whale showed that EEG and MEG responses to subliminal stimuli could be used to extract private
information, such as financial data or even personal beliefs [1f]. Looking ahead, one particularly frontier
in neurotechnology is the brain-to-brain interfaces (BBIs) which aim to establish a direct communication
bridge between two or more human brains. Preliminary experiments have demonstrated the feasibility
of sharing sensorimotor information, i.e. motor imagery of feet or hands transformed in a binary code
for visual stimuli with transcranial magnetic stimulation, where communication between the BCI and
BBI components is mediated by the internet [26] or simple decisions across multiple individuals, opening
discussions about the concept of memory sharing. In these scenarios, external implanted memories or
quasi-memories could become indistinguishable from a recipient’s authentic recollections, raising questions
about autonomy, self-identity, and consent. If realized on a broader scale, BBIs could open to new modes
of collaboration and empathy but also carry a high risk of coercive manipulation or malicious tampering
with personal identity.

While all these paradigms hold great potential in healthcare and especially off-clinics applications,
they require a careful selection and definition of the most appropriate methodology to solve the different
tasks. For example, the possibility to detect adversarial mental states or translate cognitive intentions into
executable commands/actions requires modeling complex, nonlinear relationships in the brain activity,
mostly measured with EEG. The non-stationary and high-dimensional nature of EEG signals makes
deep learning (DL) particularly suitable for this task, allowing to extract hierarchical and task-relevant
features directly from raw data. In particular, CNNs are widely adopted in motor imagery-based BCls,
where spatial filters are applied to EEG topographies to isolate discriminative patterns. For instance,
EEGNet demonstrated strong performance in classifying motor imagery across subjects by using compact
convolutional kernels adapted to the spatial organization of EEG electrodes [27].

CNNs have been widely used also for tasks such as EEG-based emotion recognition, exploiting their
ability to extract local spatial features from multi-channel signals. A good example is CNNs for EEG-based

emotion recognition, incorporating brain connectivity features. Instead of using only the activity recorded
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at specific electrodes, these approaches integrate spatial and functional information reflecting synchronous
activity among brain regions. In the work by Moon et al. [28], CNNs are trained on connectivity matrices
derived from measures such as the Pearson correlation coefficient, phase-locking value, and phase lag
index. The matrices encode pairwise relationships between electrodes and are displayed as topographic
or adjacency matrices, allowing the model to exploit local signal properties and large-scale network
interactions. This design is motivated by the need to mitigate issues related to EEG signals, such as low
signal-to-noise ratio and inter-subject variability, by embedding neurophysiological priors directly in the
learning architecture. The method was evaluated using a dataset, which includes EEG data recorded while
viewing emotional video stimuli, annotated with valence, arousal, and dominance scores. Results show
that connectivity-informed representations improve classification accuracy compared to models based on
single-channel features.

DL methods as RNNs or their gated variants, such as LSTM networks, are often used on the EEG
time series to capture the temporal dependencies and long term patterns in the data. Applications include
drowsiness detection in driving scenarios [29]] and cognitive workload estimation in multitasking activity
[30]]. Transformer-based models have also recently been introduced to EEG decoding tasks, proposing
an alternative to sequential ones by exploiting self-attention mechanisms to shape long-range temporal
interactions. The EEG-transformer architecture has shown promising results in decoding emotional
states and recognizing user intentions from EEG recordings [31]. Concerns regarding data efficiency and
interpretability remain, particularly in clinical or low-resource settings. For this reason, current research is
exploring pretraining strategies, self-supervised learning, and task-specific data augmentation to improve
generalization and transparency.

When considering some examples of possible medical-related scenarios, RNNs and LSTM approaches
have shown success in EEG-based seizure detection and prediction by modeling temporal dependencies
[32]. However, they can struggle with very long sequences due to vanishing gradient problems. On
the other hand, transformer-based models process the full sequence in parallel, avoiding the sequential
computation bottleneck of RNNs. This allows for more efficient processing of long-term EEG recordings
and better captures bidirectional contexts. Hybrid models that combine CNN and LSTM have been
designed to capture both spatial and temporal features of EEG data [33]] but require careful architectural
design to balance the two components. Conversely, the multi-head attention mechanism of transformers
allows the model to attend to different spatial and temporal patterns simultaneously, making it well-suited

for analyzing brain connectivity.
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B. A brief look at explainability in extraclinical Al-powered neurotechnologies

Recently, large international consortia have been established including Trustworthy and Responsible
Al Network (TRAIN; https://traindhealth.ai), Fairness Universality Traceability Usability Robustness
Exaplainability (FUTURE)-AI (https://future-ai.eu), and Artificial Intelligence Safety Institute Consortium
(AISIC; hhttps://www.nist.gov/artificial-intelligence/artificial-intelligence- safety-institute-consortium-aisic)
aiming to provide guidance on safe and trustworthy Al They have identified several guiding principles
that Al systems should fulfill. Among these, the highest consensus is on fairness, universality, traceability,
usability, robustness, and explainability. Fairness indicates that the model output should not be dominated
by the largest data sample so to be fair toward the minor data sample as well (e.g., sex, ethnicity and age).
Universality calls for outcome of Al systems that are generalizable to other cohorts and centers which
were not included in the stage of model development. Traceability imposes that the process of the Al
system starting from development to the implementation and validation should be properly documented.
Such document would help to audit the tool performance and support the detection of potential risks.
Usability refers to Al systems that can be used safely and can achieve the intended outcome with effective
user’s advantage. Robustness measures to what extent the Al system is robust and able to perform well
with unexpected variations in the used data. Explainability (XAI) refers to the tools and algorithms that
are designed to make Al systems transparent by revealing the factors and input data mostly affecting the
outcome of Al system. More in detail, XAl has the ability to reveal what group of pixels in an image or
specific input features in tabular data mostly impacted the model outcome.

It has already been mentioned in section the potential of XAl to make Al-powered neurotechnologies
more ethical. When Als are equipped with strategies able to highlight the working mechanisms which
have conducted them to the result, humans have the means to preserve their autonomy, dignity, and
interests. Indeed, the XAl methods are able to explain Als by opening the black box in which they are
framed by using strategies that span a wide range of complexity from the “simplest”, like ranking the
importance of each variable participating to the modeling of a problem when tabular data are available, to
the “more complex”, like visualizing which specific pixels of an image have contributed to the outcome
of a DL neural network task. As an example if, while testing an image with an Al, the pixels enlighted
by the XAI method (that are supposed to be those much contributing to the output) are mainly located in
the background, this should trigger the user on the evidence that the Al employed has mainly grounded
on noise (and not a plausible rationale) to perform a decision. By doing another example, it would be
good practice to check for potential ethical biases an XAl used to deal with societal issues that comes

out “ethnicity” as the most impactful variable on the output.

January 7, 2026 DRAFT


https://train4health.ai
https://future-ai.eu
https://www.nist.gov/artificial-intelligence/artificial-intelligence-safety-institute-consortium-aisic

IEEE SIGNAL PROCESSING MAGAZINE, VOL. XX, NO. XX, JUNE 2024 25

Many XAI methods exist, and differences among them can be relied on the properties that determine
the so-called XAI taxonomy and that are here reported: XAl can be ante-hoc when it is built in the Al
model or it can be post-hoc when it is applied to Al models after the training and test; in addition, it
can be model-specific when it is built for a specific model or model-agnostic when it is applied to all
Al models; XAI can be at global level to explain AI models for all samples or at local level where it
explains a specific sample on the model [34].

Several methods were then proposed to assess the quality of XAI outcome that are: human and
application-grounded evaluation, proxy-grounded evaluation, literature-grounded evaluation and guideline-
grounded evaluation. Human and application-grounded evaluation indicates that the outcome of XAI
should be assessed by the experts in the domain. Several measures were developed for this kind of
evaluation including simplicity, completeness, plausibility and complexity. Proxy-grounded evaluation
refers to evaluating the quality of XAI using some sort of proxies and statistical analysis including
sensitivity, selectivity, correctness, normalized movement rate and computation time. Literature-grounded
evaluation assesses the quality of XAl by comparing its outcome with what is already known in the
literature. Finally, guideline-grounded evaluation indicates that the outcome of XAl is evaluated using a
pipeline where the input is the outcome of XAl and there are several criteria to pass before adopting
and deploying it in healthcare. One of the big limitations of the XAl is that there is not a standard or a
formally agreed definition of what does explainability mean and what should cover. Moreover, XAl usage
implications might include the risk of misuse when it is used to explain a case where the model was not
designed for. In addition, XAI method might be used to explain the outcome of a model where the training
and test data have different ethnicity characteristics and eventually violate the generalizability aims. One
other limitation of the XAl is that it does not help to reveal the liability toward a wrong decision made by
the model when the outcome is explained incorrectly. In addition, the designed XAI methods are mostly
for research context and cannot be extended in practice because most of these methods were designed
by technical people to explain a model that might not be appropriate to be adopted on a large scale.
Finally, current XAI methods might work with current models using current neurological data acquisition,
parameters, magnetic fields, and type of scanners. However, these technologies are evolving, questioning
the longevity of current XAl methods [35].

In literature, when targeting the specific topic of applications where neurotechnologies and Al are
combined to perform tasks such as “mind-reading” and the others mentioned until this point, the choice
of the XAI method largely depends on the neurotechnology deployed [34]. We refer the reader to Table
S1 in the Supplementary Material for an overview of the most common post-hoc XAI methods, with

specific insights on their properties, data format they explain, and practical hints.
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When considering XAl applications within the overall “mind-reading” task, there are a few studies that
have been recently proposed. Thomas et al. [36], in particular, analyzed fMRI data from three different
datasets in order to decode mental states relying on 3D-CNNs. Of note, they observed differences between
the explanations provided by the many XAI attribution approaches used depending on their working
mechanism. The observations led the authors to derive recommendations to the readers. The first was to
use reference-based attribution methods like DeepLift SHAP, DeepLift or the Integrated Gradients whether
the main interest in the XAI deployment is the understanding about the process which conducted the DL
model to the resulting mental state. Indeed, they found that the explanations provided by these methods
were the most faithful as they were able to identify the brain regions whose activity is the key for the
accurate mental state decoding. The second recommendation was to use, instead, XAl approaches based
on sensitivity (e.g., Gradient Analysis or, more commonly, Saliency) or backward decomposition (e.g.,
Guided Backpropagation, Guided GradCam) whether the intention is more strictly focused on finding the
associations between mental states and brain activity. Such a preference should be imputed to the highest
agreement reached by the explanations provided by these methods when compared with results from the
standard general linear model or meta-analysis.

In addition to mental state decoding, XAl has been applied to developmental cognitive neuroscience.
Andreu-Perez and colleagues [37]] proposed an empowerment of the multivariate pattern analysis to
explore fNIRS data that made it more explainable. The so-called xXMVPA inference mechanism is, thus, an
ante-hoc, model-specific XAl method expressly tailored for fNIRS data that returns textual explanations
corresponding to the patterns (and relative dominance scores) found in the brain haemodynamics data.
These explanations evidence configurations of inactive, active or very active channels in correspondence
to a stimulus.

XAI has been also largely applied to EEG-based frameworks, e.g. to study emotion perception under
many aspects from recognition to regulation, to investigate many facets of attention that can be related,
for example, to autonomous driving (i.e., drowsiness detection, driver’s hand-foot coordination, arousal
and awareness) or to classify motor-imagery tasks (with a clear implication in BCI systems). The XAI
methods employed in these cases included both visualization and feature ranking approaches. Among
the formers there were Integrated Gradients, LRP, and LayerCAM, respectively to verify the faithfulness
of the models proposed, visualize brain signals determining an awareness and arousal state, perform
post-hoc connectivity analyses. The latters, instead, mainly reduced to SHAP, which was typically used to
define the relevance of single-channel-derived signals or features extracted from them. As an example,
Liew et al. [38]] faced the emotion recognition problem by finding clusters of data samples representing

more condensed memory templates that were subsequently used to train boosted decision trees then
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investigated for feature ranking by means of SHAP. Considered features were, e.g., EEG band power,
heart rate variability, and feature interactions.

XALI has been also used downstream the inference from a deep neural network of the relationship
between cortical source estimation derived from MEG collected during directional reaching movements
and along with kinematic parameters like acceleration, velocity, and position [39]. The Integrated Gradients
applied post-hoc to such a deep neural network enabled the visualization of the cerebral cortices differently
involved in the processing of the three kinematics parameters, potentially moving a step forward in the
improvement of BCI applications.

An interesting point of view was found in the work of Kim et al. [40]], who proposed an explanatory
efficacy metric basically based on the feedback of users employing an XAl-based movie recommendation
system, and to whom was requested to evaluate the efficacy of the explanations received. Such an
investigation was conducted also by equipping the users with EEG, finding that hemispheric differences
of the neural correlates were significant with 62.4% accuracy when dealing with systems performing
perceptually driven iterative tasks with high explanatory efficacy. Such a finding revealed the potential of
neurophysiology as a measure of explanatory efficacy by itself, with possible implications in human—Al

relation.

C. Data, bias and privacy in neurotechnology

Neurotechnology applications rely on diverse forms of brain data. As previously introduced, handling
these data raises challenges in collection, bias, and privacy. Data can be considered as lifeblood: advances
in neurotechnology (from BCls that help paralyzed patients communicate to digital psychiatry apps that
monitor mood) depend critically on data. Signals from EEG headsets, MRI scans, and even smartphone
usage patterns become the raw material for algorithms that decode brain activity or predict mental health
status. However, acquiring high-quality neurodata is often difficult. Brain data tend to be noisy, high-
dimensional, and limited in sample size, especially for conditions like rare neurological disorders. Data must
be recorded in controlled settings (e.g., hospitals or research labs), making large-scale collection expensive
and time-consuming. Moreover, neurotechnology data come from human subjects, so ethical and practical
constraints limit how they can be gathered and shared. For instance, a single clinic may only see a few
epilepsy patients with implanted devices, or a BCI study might involve only a dozen volunteers: not enough
to capture the full variability of the population. To improve generalization, researchers need to pool data
across sites, but this raises thorny issues of data sharing, standardization, and consent. The neuroimaging
community has embraced data sharing mandates, spurring big repositories and consortia, yet “efficient

and effective data sharing still faces several hurdles”, especially for sensitive patient data. Negotiating
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data-use agreements, transferring massive brain scan files, and coordinating analysis protocols across
institutions remain non-trivial challenges [41]. These data dilemmas must be solved for neurotechnology
to reach its potential in real-world clinical and consumer applications.

1) Hidden biases in brain data and models: Bias is a central concern when building neurotechnology
models. Who’s in the dataset can deeply influence what a model learns (and whom it works for).
Neurotech studies, like much of psychology and neuroscience, have historically suffered from W.E.LR.D.
sampling (participants that are Western, Educated, Industrialized, Rich, and Democratic). Such narrow
samples can yield misleading conclusions. A University of California San Francisco study demonstrated
that non-representative brain imaging datasets can ‘“‘significantly distort” findings on brain development
(https://www.ucsf.edu/news/2017/10/40865 1/brain-imaging-results-skewed-biased-study-samples). In that
case, a pediatric MRI dataset skewed toward higher socioeconomic status led to incorrect estimates
of how quickly children’s brains mature, which could have misinformed our understanding of normal
development and mental health conditions like autism. The lesson is clear: if our data lack diversity in
age, gender, ethnicity, or health status, the models we train may not generalize. An Al that analyzes EEG
patterns to detect depression, for example, might underperform on older adults if it was trained mostly
on college students. Likewise, a BCI speller calibrated on healthy users might fail for some patients
because of differences in neural signals (a phenomenon known as “BCI illiteracy”, where 10-30% of
users never achieve control of the BCI due to individual variability). Biases can also creep in through
technical confounds. Different hospitals may use different EEG equipment or MRI scanners; if a model
isn’t carefully designed, it might latch onto these site-specific signatures rather than true neurological
patterns. As discussed, XAl is emerging as a crucial tool to combat such biases. By peering into a
model’s decision-making, researchers can check if an algorithm is focusing on meaningful neural signals
or just artifacts. Interpretable model designs can even enhance performance: one DL study added a “brain
network” layer to make sense of fMRI data, and found that this architectural transparency improved
accuracy in distinguishing patients with schizophrenia, autism, and dementia [42]. More generally, opening
the black box builds trust: clinicians are more inclined to use a diagnostic algorithm if it can explain
why it flags a certain patient. In neurotechnology, ensuring fairness may mean actively curating diverse
datasets and using techniques like Saliency maps or Attention mechanisms to verify that brain models
aren’t inadvertently discriminating. As the European Data Protection Supervisor cautions, “if a tool is
trained exclusively on a group defined by [some] characteristic, it [will] not correctly recognize patterns
in individuals that do not share that characteristic” (https://www.edps.europa.eu/data-protection/our-work/
publications/techdispatch/2024-06-03-techdispatch-12024-neurodata_en)). Mitigating bias is not just an

academic exercise: it directly impacts patient outcomes and equity of care.
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2) Privacy-preserving neurotech: from data silos to federated learning: Federated learning allows
keeping the data at its source and moving the analysis to the data. Different methods have been proposed
[41] among which a pioneering platform, COINSTAC (Collaborative Informatics and Neuroimaging Suite
Toolkit for Anonymous Computation), enables scientists to collaborate on brain data analyses without
sharing raw data [43]]. Each participating site (hospital, lab, or even a patient’s device) retains its own
dataset locally and runs computations on it; only the resulting learned parameters or summary stats
are exchanged. Iterating in this way, COINSTAC can produce a result “as if the entire data were in
hand”—but no single party ever sees all the data [43]]. It’s a bit like training a collective Al model
where the knowledge travels, not the data. A federated learning platform for neuroimaging (COINSTAC)
supports multiple modes of participation, including sites with local data and secure “vault” servers for
sensitive datasets. By analyzing data in place (behind firewalls) and only sharing computed updates, such
approaches protect privacy while enabling large-scale collaboration [43]]. Privacy-preserving techniques
go beyond just federation. Often, additional encryption or differential privacy noise is applied to the
shared updates, ensuring that even the partial information exchanged can’t be reverse-engineered to reveal
individual records. In the realm of digital psychiatry, for instance, researchers are exploring federated
learning for mood prediction models so that personal phone sensor data never leaves the user’s device,
alleviating fears of exposing one’s daily routines or social interactions. An early study on depression
detection found that a federated approach could train accurate classifiers on text data from patients, all
while keeping the raw texts private. Beyond the technical benefits, these approaches build trust: patients
and institutions become more willing to contribute data when they know it stays under their control. As a
result, previously “closed” data silos (locked away due to privacy law or proprietary concern) can join
the collective effort. Federated platforms have already demonstrated success in multi-site neuroimaging
studies, effectively increasing sample sizes and statistical power for detecting brain patterns in disorders
while maintaining compliance with data protection policies. There is still room to improve (standards are
needed to ensure interoperability and rigorous privacy audits) but the trajectory is set. Privacy-by-design
in neurotechnology is turning what once was a zero-sum trade-off (accuracy versus confidentiality) into a
win-win, where we get robust models and respect patients’ rights.

To ground these ideas, different scenarios that illustrate both pitfalls and solutions in handling neurodata
responsibly can be envisioned. In a real-life context, bias in a mood prediction app could be developed
using smartphone data (texts, voice tone, sleep patterns) to predict depressive episodes. Initial trials looked
promising, but after launch the company finds the app misses warnings for older adults. The reason? The
training data came mostly from young users with active phone habits. This sampling bias meant the Al

learned patterns that didn’t apply to seniors. Recognizing this, the team partners with a geriatric clinic to
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collect a more representative dataset and retrains the model. The updated app performs much better across
ages, a real-life lesson in why inclusive data collection matters for Al in mental health. It also spurred
the team to add an XAI module that highlights which behavior changes trigger an alert, so clinicians and
users can understand and trust the warnings (and ensure they’re not based on irrelevant quirks).

In a clinical context, privacy issues could regard modern implanted devices for epilepsy (sometimes
called responsive neurostimulators) that can detect seizures and even stimulate the brain to prevent them.
These implants generate continuous streams of neural data. In a hypothetical extension, imagine an implant
manufacturer that wants to improve its seizure detection algorithm by learning from all its devices in the
field. A naive approach would upload every patient’s EEG data to the cloud for analysis: a huge privacy
risk and likely impossible under health data regulations. Instead, the company implements an on-device
machine learning update. Each implant locally refines the detection model based on the patient’s data
and sends only the updated model parameters (not the raw EEG) back to the company’s servers. The
servers aggregate updates from hundreds of devices to yield a better global model, which is then sent
back to each implant as a firmware update. In this way, patients benefit from the collective intelligence
of the entire device network (more accurate seizure prediction) with minimal privacy exposure. This
approach also protects against cyber intrusions: since there’s no central trove of raw brain data, there’s

less incentive and opportunity for hackers to steal sensitive neural information.

D. Challenges with emerging technologies

While federated learning and XAI represent significant strides in addressing neurotechnology’s data
challenges, several emerging paradigms promise transformative potential, yet introduce novel complexities
that demand proactive solutions.

i) Foundation models promise neurotechnology revolution but face dual challenges: their massive data
needs exacerbate collection barriers and centralize development power, while inherited societal biases risk
propagating harmful clinical stereotypes. The solution may lie in neuro-specific models with curated data
and modular architectures enabling targeted bias auditing.

ii) Multimodal convergence of neural, behavioral, contextual, and genomic data enables holistic profiling
but intensifies privacy risks through cross-modal re-identification (e.g., neural data linked to identity
via gait patterns). Temporal misalignment between modalities (e.g., fMRI’s slow hemodynamics versus
millisecond-precise eye-tracking) creates additional hurdles. Solutions may involve differential privacy,
homomorphic encryption, and improved multimodal approaches.

iii) Self-supervised learning (SSL) leverages inherent data structure (e.g., contrastive EEG coding) to

reduce dependency on scarce labeled data-especially valuable for rare disorders. However, SSL risks
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amplifying artifacts (e.g., misinterpreting MRI noise as pathology) and encoding sensitive attributes (e.g.,
demographics) as covert biases. Mitigation requires artifact-invariant augmentation and adversarial filtering.
Alternatively, synthetic data offers promise but faces simulator development challenges.

iv) Neuromorphic chips could enable ultra-efficient neural signal processing directly on wearables/implants.
Combined with federated learning, they facilitate real-time personalization without cloud dependency
(critical for closed-loop neurostimulation). However, hardware constraints introduce bias: limited memory
prioritizes common neural patterns over rare anomalies, while energy tradeoffs between model complexity
and battery life disproportionately affect users needing high-precision decoding. Standardized benchmarking
for resource-constrained neuro-Al is thus urgent.

Though future neurotechnologies will inevitably emerge, they must all navigate the persistent triad
of data scarcity, bias amplification, and privacy erosion (not as isolated challenges, but as dynamically
interacting constraints). This interdependence necessitates holistic governance frameworks that evolve

alongside technological innovation.

V. CONCLUSIONS

Neurotechnology sits at the intersection of cutting-edge data science and the most sensitive personal
information: our brain signals and mental health. Data, bias, and privacy are thus not side issues:
they determine whether neurotech innovations can be translated safely and effectively into practice.
Ensuring we have enough high-quality data (and the means to share it), guarding against biases
that could deepen health disparities, and protecting patients’ privacy are all essential for ethical and
reliable neurotechnology. The community is rising to these challenges with creative solutions: from
frameworks like COINSTAC that enable “analysis without data sharing”, to interpretability techniques
that turn black box models into glass boxes for scrutiny, to emerging data standards and privacy laws
tailored for neural data (https://www.edps.europa.eu/data-protection/our-work/publications/techdispatch/
2024-06-03-techdispatch-12024-neurodata_en). The practical payoff is already visible in applications
like BClIs and digital psychiatry, which are becoming more robust and trustworthy. Moving forward,
interdisciplinary collaboration will be key: engineers, neuroscientists, ethicists, and clinicians must continue
to work together to handle neurodata responsibly. With thoughtful design and governance, we can harness
the power of brain data to improve lives without sacrificing individual rights or scientific integrity. The
brain may indeed be the “last frontier of privacy”, but with the right tools and mindset, neurotechnology
can advance that frontier in a way that benefits everyone. In conclusion, it is essential to guarantee full
compliance with existing regulatory frameworks and full disclosure concerning how neurodata are collected

and stored, and where. The full integration of neurotechnologies with Al is a frontier likely to be reached
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soon. In order not to fall prey of a “surprise effect”, we can act at different levels. First, imagining new
“neurorights” and implementing them. Even though the case for exceptional ethical regulation of neurodata
is not compelling, giving it is not directly inferred from the exceptional nature of at least some kinds of
neurodata, a prudential attitude would not rule out entirely imagining them and how to implement them.
This is especially true, given that neurotechnology marks the emergence of new disciplinary social forms.
Then, a biopolitical reflection is necessary. We should think of these new technologies as new disciplinary
forms, calling for a new field of research, that is “neurobiopolitics”. As such, a public approach (both in
reflection and legislation) should be favoured over an individualistic one. Third, legal materiality: any
attempt at regulation should follow clear boundary conditions, while at the same time considering neural
activity at all levels, including the subliminal one, as an essential characteristic of human decision process.
Finally, given that integrated Al-neurotechnological systems (e.g. BCIs) are based on inductive inference,
they could be de facto considered (and reduced to) Al systems; accordingly, ethical reflection on these

systems could be considered a special branch of Al ethics.
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