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Abstract—Smart systems contain digital and analog compo-
nents of several physical domains, e.g., electrical and mechanical.
During the design phase, the fault injection, which checks the
system functionality following the guidelines of ISO standard
26262, enhances the system’s robustness. Unfortunately, fault
injection and simulation on the analog side are i) not fully
standardized compared to their digital counterparts, ii) highly
domain-dependent, and iii) performed separately from the digital.
This article proposes to improve the design of smart systems by
generating faulty scenarios through analog fault injection across
several physical domains. By exploiting these faulty scenarios,
it is possible to improve the robustness of the analog part
and simultaneously improve the quality of the digital part that
controls the system functionality.

Index Terms—Fault simulation, Design robustness.

I. INTRODUCTION AND PROBLEM STATEMENT

Smart systems are at the heart of the Industry 4.0 phe-
nomenon. They are widely used intelligent systems in several
industrial fields like automotive, avionic, aerospace, and Inter-
net of Things (IoT). The robustness of such systems is vital
because they often have to react to changes in physical condi-
tions that degrade the optimal working regime. Unfortunately,
although the individual components are designed to ensure a
certain level of safety, in most cases, this design flow does
not preserve the safety guarantees comprehensively [1], [2].
In particular, the interaction between components could cause
several problems at the level of functionality. For instance,
the effect of a fault in one component could propagate to
others, possibly damaging them or, more simply, affecting
their nominal behavior. Faulty functionality can result from
performance deterioration due to aging, extreme environmental
conditions, or damage caused by external events. The current
state of the art includes studies and analyses regarding faults
in several domains like digital, analog, and physical [3]-
[5]. However, the current state of practice is that safety
concerns mainly focus on the digital subset of a system. The
reference standard for functional safety in an automotive is
ISO 26262 [6], an adaptation of the IEC 61508 [7] series for
automotive-specific requirements. Such a standard defines how
to assess electrical and/or electronic functional safety levels,
but it is mostly oriented on how to model and inject faults
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Figure 1. Overview of a smart system composed by a microcontroller and a
3-axis accelerometer with multi-domain faults.

in the digital domain. This is a critical limitation when the
digital component must react to abnormal conditions even in
the presence of failures generated by multi-domain faults, e.g.,
wear and tear of an electromechanical component inside a
Micro Electro-Mechanical Systems (MEMS).

Figure 1 exemplifies the idea of this paper, where analog
faults could cause problems both within the analog component
and other systems, and it can affect the digital and the software
parts if not handled correctly. This article’s main focus is
an analysis highlighting how integrating multi-domain fault
models into the fault analysis process is critical for improving
the robustness of the project design. In this paper, we presented
the case study of a smart system that highlights how the lack
of holistic system faults evaluation during the design process
could impact the system’s functionality.

II. IMPACT OF MULTI-DOMAIN FAULTS

Let us start by introducing a motivation example. Let us
consider the smart system depicted in Figure 1, which contains
a MEMS accelerometer. Our focus is the calibration phase,
which could be performed during physical production or after
deployment in a car control unit, for instance, at each car’s
ignition [8], [9]. This process involves monitoring the acceler-
ation value produced by the accelerometer following a specific
movement by the user. The acceleration value recorded by the
accelerometer is converted by the Analog-to-Digital Converter
(ADC) module and then sent to the control application. The
software controls if the acceleration value fits in the nominal
range for the standard calibration input. A possible scenario
could involve incorrect transmission of the acceleration data
due to a software error, a digital fault, or an analog fault. To
avoid this kind of error in the digital part, we compared the
acceleration value more than once with each measurement.
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Figure 2. From top to bottom, we have the input force exerted on the x-axis
of the accelerometer, its x-axis output voltage in different conditions (fault-
free, and electrical and mechanical faults), the time window when the fault
is active, and finally the output from the comparator.

We introduce redundancy by checking the acceleration value
with a comparator module, increasing the system’s robustness.
The comparator checks the received value: if the measured
acceleration is inside the expected range, the motion was
detected correctly, and the calibration succeeded. The outcome
of the correct comparison is communicated through an output
bit set to 1. Otherwise, the comparator does not activate the
service flag, leaving it at O value. In the context of a wrong cal-
ibration, investigating and determining what caused this result
is crucial in the perspective of the next calibration. We adopted
a MOS 6502 microcontroller for the digital part, widely used
in industrial applications [10], [11]. We chose a three-axis
accelerometer for the analog part, modeled through a multi-
domain layout [12]. The considered mixed-signal system is
simulated as a Virtual Platform (VP), allowing the combined
simulation of the digital and analog parts together [13]. The
wave in the upper graph in Figure 2 shows how a force input
of about 2.6 N is applied to the system: this is the simulated
user’s input and remains the same for all simulations presented
below. Consequently, in our experiments, the cause of any
calibration failure is not related to an incorrect input but to
some other error or system failure. The graph in Figure 2
shows the measured output acceleration in three scenarios.
First, a fault-free simulation simulation, which is identified
by a blue line. Concerning the input plot, we can see how the
movement of user input generates an acceleration signal. The
small oscillations before and after the central portion of the
signal are not relevant for calibration and are simply due to
the system’s positioning. The other two waveforms represent
the accelerometer’s behavior affected by two fault models. In
this work, we show two of the analog fault models presented

in the former publication [5] to demonstrate their impact not
only in the purely analog part of the system but also in the
other system parts, i.e., digital and software in the context of
a sensor calibration process.

The first fault model we consider is a mechanical damper,
identified by the green-colored line in Figure 2. This mechan-
ical fault consists of an increase in the mechanical part of the
accelerometer’s resistance to motion. Therefore, the measured
acceleration will be less intense even though the user correctly
performed the calibration movement. A similar effect can be
seen in the second fault presented: an unexpected current
source in the electrical part of the accelerometer. The fault
simulates a slight leakage of the electric current due to an
electric field influence generated by other electric components,
acting directly on the accelerometer’s electrical branches.

Although the motion was perfectly executed, the accelera-
tion differed greatly from the fault-free data. However, in both
cases, the effect of the fault also propagates directly outside
the accelerometer. In the case of the mechanical damping
fault (green-colored line), the comparator module receives
acceleration values that are not within the expected range
for the simulated period. So, both the software component
and comparator report the failure of the process. Instead,
the comparator gives a successful calibration output in the
case of the electrical fault (orange-colored line). However,
the system response differs from expected. This scenario is
a great example of how analog faults, such as the calibration
threshold, are crucial for refining the system parameters. Let us
imagine what could have happened if a faulty accelerometer,
affected by that slight electrical fault, was mounted on a
safety-critical system where precision is key. The comparator
range should also be adjusted to detect this fault to avoid
non-negligible consequences. Without the simulation of this
fault model, we wouldn’t have been able to do this important
refinement during the system’s design phase.

III. DISCUSSION AND FINAL REMARKS

The presented case study reports just one example of how
analog faults can affect the analog module and the rest of the
components of a more complex system. Analog faults span
several important physical domains, all of which are important,
as each fault highlights different behaviors in the system [5].
Let us imagine a real context for our simulation, where our
simulated case study is the electronic part of an airbag system.
This type of system must react precisely to a specific stimulus
applied to one axis, even a calibration; otherwise, devastating
consequences will occur for overall system safety. Similar
to our example, a fault inside the accelerometer can cause
the control part of an airbag to not trigger the protection
system, even following an input that requires the device to
deploy. A fault such as a mechanical damper or electrical
influence must also be studied and simulated in the design
phase to reduce the probability of danger to people and things
in multiple situations. This example highlighted the design
of multi-domain systems can be improved by including both
digital and analog fault patterns.
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