
* For the list of  S.S.D. please refer to  the Ministerial Decree of 4th October 2000, Attachment A “Elenco dei Settori Scientifico – 
Disciplinari” available at: http://www.miur.it/atti/2000/alladm001004_01.htm 
 

   
 

 
UNIVERSITA’ DEGLI STUDI DI VERONA 

 
 

DEPARTMENT OF  
 

Computer Science 
 
 

GRADUATE SCHOOL OF 
 

University of Verona 
 
 

DOCTORAL PROGRAM IN  
 

Computer Science 
 
 
 
 
 

Cycle / year 37° 
 

TITLE OF THE DOCTORAL THESIS 
 

Advancing Federated Learning in Biomedical Applications: 
Tools, Best Practices, and Implementations 

 
 

S.S.D. IINF-05/A 
 
 
Coordinator:  Prof./ssa  Ferdinando Cicalese 
 
          Signature __________________________ 

 
Tutor:   Prof./ssa Gloria Menegaz 
 
  Signature __________________________ 
 
       

Doctoral Student: Dott. Walter Riviera 
 

     Signature _____________________ 
 





”You already have a job, why doing a Ph.D.?”. For myself.





Abstract

The impact of Deep Learning (DL) and Artificial Intelligence (AI) in biomedicine
has been transformative and far-reaching. These technologies have revolu-
tionized a variety of biomedical fields by improving diagnostic accuracy, pre-
dicting patient outcomes, and personalizing treatments. With the increasing
need for large-scale data to train robust machine learning models, data pri-
vacy and security concerns have become paramount. A clear demonstration
of this growing importance is represented by the introduction of dedicated
laws around the world. Federated learning (FL) can help mitigating these
concerns by allowing multiple institutions to collaboratively train models
without sharing sensitive data. This approach ensures that data remain lo-
cal, thus preserving privacy, while using larger and more diverse datasets from
different sources. Although the potential impact of FL can be easily appre-
ciated, it remains a relatively new concept with growing research interest. In
addition, the complexity introduced by all the degrees of heterogeneity that
might occur in a FL pipeline (related to data, models, and system diversity),
has produced many fragmented and parallel lines of investigation in the re-
search community. Because of this, most of the problems remain open and
best practice on how to implement the FL pipeline for real-life applications
in the biomedical field remains weak.

With this thesis, our aim is to accelerate the adoption of FL in real-life
scenarios applied to the biomedical field by advancing on two levels: (i) enable
the researcher and developer community with suitable tools and (ii) address
the convergence and scalability issues of the FL settings by validating them
in different scenarios including multimodal data. The first step was achieved
through three fundamental contributions: i.1 by actively developing modules
of an open source software tool named OpenFL [187]; i.2 providing a ranking
of all open source tools based on a proposed taxonomy of the key features
required to implement FL pipelines; i.3, evaluating complex settings, such
as Vertical FL setup, on multimodal data and releasing the code for further
exploitation. The second step was well achieved through extensive validation
of different FL settings (Horizontal and Vertical) using multi-modal real-



life dataset, with different deep learning models distributed on a cluster of
multiple machines to draw more realistic conclusions.

With this thesis, we contributed to the advancement of the research ap-
plied to FL in the biomedical field, increasing awareness of the concept and
open challenges, stimulating adoption by simplifying entry points and con-
tributing to implementation in real-life environments to foster advancements
in healthcare.
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Chapter 1

Introduction

1.1 What is Federated Learning

”If you want to go fast go alone, if you want to go far go
together”

When I think of Federated Learning (FL), I think of it as a natural direction
of an evolutionary process for technology. It happened for the hardware and
the evolution of computing units (CPUs), going from one core to multiple
ones on the same chip set. It was applied to software, leaving monolitic
approaches for more modular products based on microservices. When the
resources of a system are not enough, more systems are pulled together to
unlock new possibilities. As technology advances, science follows, and vice
versa. A clear demonstration of this phenomenon are high performance com-
puting systems (HPCs), where a collection of many separate servers (comput-
ers), called nodes, are connected via a fast interconnect. The idea of building
a powerful distributed system, composed of many subsystems, tuned for max-
imum performance is at the base of many engineering and scientific research
laboratories and businesses or modern cloud infrastructures. Famous exam-
ples of HPC systems [7] that have considerably enabled major state-of-the-art
advancements in scientific environments are:

• The HPC system of the Frontier Development Lab at Nasa

• The Openlab cluster at the European Council for Nuclear Research
(CERN), in Geneva

• The COSMOS supercomputer, launched by Prof. Stephen Hawking,
hosted at University of Cambridge

1

https://frontierdevelopmentlab.org/
https://openlab.cern/taxonomy/term/36
https://www.cam.ac.uk/news/hawking-launches-supercomputer
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Figure 1.1: ”if you want to go fast go alone, if you want to go far go together

This is a short, representative, and non-exhaustive list of HPC centers
around the world where some of the most advanced research is carried out
by various laboratories.

I always liked to challenge myself by asking what could be the next in-
novation step, what obstacle we should see removed. I guess some time, but
in this age of Deep Learning (DL) everywhere now called ”Artificial Intelli-
gence” (AI), I could only stand in front of the unanswered question:

How are we going to unlock new capabilities to push the bound-
aries forward? What comes next?

These types of system are the pinnacle of technological computing; how-
ever, there is a hidden aspect that requires them to evolve: Data. In a
standard HPC system, the data need to be available in the system itself.
Being extremely optimized for maximum performance, every bottleneck has
to be removed by design. This means that having access to the latest most
powerful HPC system but having to wait to load data from external sources
that could introduce delays or slow down the computation, might not be
contemplated.

This aspect represents a huge limitation considering that not all data
are always available in the same premise or easily accessible when hosted



1.2. MOTIVATION 3

across external infrastructures. When data is distributed among different
organizations or storage systems, the challenge is to find the optimal path
to retrieve it in the fastest and most effective way. In addition, it is worth
noting that accessing and using data leads to two separate types of challenge.
Finding the fastest and most cost-effective way to access certain information
does not take into account whether we have permission to use those data for
our purposes.

Here is where FL can help. FL is a machine learning approach in which
multiple entities, often referred to as clients or collaborators, work together to
train or validate a model while keeping their data decentralized. This method
aligns with the spirit of the initial quote, emphasizing the power and need for
collaboration to reach for farther goals. This definition applies regardless of
the type of system we are considering. HPCs are great examples of datacenter
facilities, but conscious of how the approach can unlock access to new data,
it is reasonable to think that it can of course be applied to smaller computing
premises, like smartphones or smart domestic environments. In general, a
device or appliance that works as a data source by generating or acquiring
new information, which is also equipped with a computing unit, can be turned
into a member of a FL pipeline.

In FL, each participant contributes to a common goal without sharing
their individual data, thus going ”together” towards building a robust, shared
model. This collaborative effort can lead to far-reaching advancements in AI,
as it combines diverse datasets that are not limited by the constraints of cen-
tralization. It is a journey where the collective intelligence and contributions
of many can lead to greater achievements than any single entity could ac-
complish alone.

The quote encapsulates the essence of FL, where the journey to develop
powerful AI models is not a sprint, but a marathon, requiring the collective
effort and persistence of many to reach new heights of innovation and utility.

Following along with the marathon analogy, as happens in real life with
marathons run by humans, there is more to a pair of comfortable shoes
(hardware) and a path with rules to follow (software) to complete the task:
motivation is key. The same applies to FL.

1.2 Motivation

1.2.1 The Need

“Inclusion is not a matter of political correctness. It is the
key to growth.” — Jesse Jackson.
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Not long ago, the entire world pressed the ”pause” button due to coron-
avirus restrictions (Fig.1.2). A sad time where all intensive care units (ICUs)
in all hospitals around the world were constantly running at full capacity.
Tough and delicate times where everyone could appreciate the need for ad-
vanced research laboratories. In addition to the various versions of vaccines
that help mitigate the effect of the virus, the ability to effectively prevent
transmission in each community and globally has remained an urgent task
since its outbreak. In those days, a good way to obstacle the rapid spread of
infection consisted of identifying the infected individuals and isolating them.
That is when screening computed tomography (CT scan), X-ray and other
acquisitions became more and more instrumental in separating patients in-
fected with COVID-19 from others [83,200,214].

Several studies in the literature have exploited Deep Learning (DL) ap-
proaches to accurately identify infection from a medical image. However,
most of them relied on locally available or publicly downloadable data. This
means that for as good as these results could be, the effectiveness of the
proposed methods was only evaluated on restricted datasets. The question I
asked myself is:

What would happen if we could combine the dataset, meaning all
the acquisitions, from all the hospitals in the world, to train and
validate models for COVID-19 detection?

I think everyone can easily appreciate the impact that such technology
would have on the good of everyone. Regardless of the specific application,
that model would have access to a library of knowledge never experienced
before. And, as happens with physicians and nurses, the more exposure
and experience they gather in critical situations, the stronger their learning
will be. The original question led me to a key consideration: the elements
required to build such scenario would be mainly 3:

1. Data: for training and validation

2. Models: for addressing specific tasks (i.e. segmentation, detection,
classification, etc.)

3. Infrastructure: powerful hardware coupled with software to scale

If we extend these ingredients at world level including all the hospitals
on the planet, we already have data, we also have mature state-of-the-art
models to tackle specific tasks, and as mentioned above, we can rely on
HPCs systems to fulfill the compute required to train and validate models at
scale. This is where another interrogative comes up:
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Figure 1.2: Photo by Anastasiia Chepinska on Unsplash

We have all the ingredients required to make it happens: but why
it is not happening?

Mainly because of two aspects: data regulations and practical feasibility.
Where present, data regulations can limit access to sensitive data belonging
to patients. On the other hand, in cases where data regulations are not in
place or data can be accessed freely, the problem of how to collect distributed
data remains open. In the COVID-19 example discussed above, gathering
the distributed data might not be easily achievable even if it is done under
the assumption of dealing with publicly available information. For example,
given that all hospitals on the planet would agree in sharing their data,
how would one practically gather those data? Medical records can be pretty
cumbersome and transferring data over a cabled network might congestion
the communication channel.

1.2.2 Data regulations

”Once you’ve lost your privacy, you realize you’ve lost an ex-
tremely valuable thing.” — Billy Graham.

https://unsplash.com/@anastasiiachepinska?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/white-and-black-printer-paper-OBmBHmrc3pw?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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As a native Italian, I am proud to live in the European Union (EU), which
introduced the General Data Privacy Regulation (GDPR) in 2016. The def-
inition of Privacy provided by the EU council has its roots in what is rec-
ognized as an ”absolute human fundamental right: Human Dignity”. It is a
matter of personal dignity and autonomy [1].

It is good to know that Europe is not the only region with such high
consideration of privacy. Infact, the majority of countries across the five con-
tinents can demonstrate dedicated efforts to recognize privacy among their
values, either in their constitution or in other provisions.

However, despite the fact that most countries share the same good general
sentiment about the social value that privacy represents for civil societies,
the same sensitivity is not reflected for data protection. At least not yet.

This means that data regulations are rising almost everywhere, at differ-
ent pace, following different priorities and with varying levels of success. EU
is a great example of data regulation with inclusion as the design principle.
It is inclusive because it applies to all digital records of an individual. Other
examples of data regulations with a limited range of action were explicitly
created to govern the access and use of Health Data. Is the case of the Health
Insurance Portability and Accountability Act (HIPAA) [194] in the USA, the
Protection of Personal Information Act (POPIA) [4] or the Data Protection
ACT (DPA), which was created in 2018 following the GDPR [97]. These
regulations aim to give individuals greater control over their personal data
and to hold organizations accountable for how they handle and protect these
data.

The fact that these regulations were created with a specific application
area is a critical aspect, as it depicts a clear image of where we are at the mo-
ment and what to expect next. Europe has prioritized data regulations [97]
over technological advancement, while most of the other advanced countries
have followed the opposite path. Despite this phenomenon, it is interesting
to see how countries such as China that have invested a great deal of effort
to build strong AI-based expertise and products have recently felt the need
to redirect government energies from innovating to regulating [31]. It is the
case of the Personal Information Protection Law of the People’s Republic of
China, simply referred to as PIPL, introduced in 2021.

I truly believe that people have the right to decide who can access infor-
mation, especially when it comes to their physical and mental health status.
This, of course, goes beyond the application we mentioned above about Coro-
navirus detection. It includes and is not limited to any application in the
healthcare landscape. Medical privacy ensures that these sensitive details are
not disclosed to unauthorized individuals, which could result in discrimina-
tion, stigma, or personal embarrassment. Moreover, keeping medical records
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confidential is essential to maintain trust between patients and healthcare
providers [57, 92]. This trust is the foundation of the therapeutic relation-
ship and is crucial for accurate diagnosis and effective treatment. On a
larger scale, protecting medical information is important in preventing finan-
cial fraud, identity theft, and data misuse. Thus, privacy in healthcare is not
just a preference, but a vital safeguard to protect the integrity of healthcare
systems and the personal rights of individuals [85].

However, I also believe that data protection should be a must in all fields
and not limited to healthcare or delicate aspects of human life. With the
increasing ability of DL models to see, listen, read and capture multimodal
context more and more effectively, it is crucial to enable people with the
ability to fulfill their right to protect their privacy and personal information.
With the increasing amount of data generated and shared online, the risks
of data breaches and unauthorized access have grown significantly. Effec-
tive data protection measures help prevent identity theft, financial loss, and
confidentiality breaches that can have serious personal and business conse-
quences.

However, driven by our motivating factor of building an impactful AI ap-
plication for the good of humanity, like the Coronavirus detection example
shared before, there is a key consideration -which acts as the elephant in the
room- that needs to be addressed: although protecting sensitive information
is a critical mission from a governance perspective, from an AI perspective,
introducing all these regulations limits access to data. This is why FL rep-
resents a viable way to access sensitive data in a privacy-compliant way.

1.2.3 The opportunity

“Strength lies in differences, not in similarities.” — Stephen
Covey.

Among the benefits of the FL approach, in addition to being privacy-
compliant, there are scientific advantages. When it comes to Machine Learn-
ing (ML) algorithms, diversity is an added value. The more diverse and
complete the training dataset, the more robust and reliable the model will
be [212].

Going back to the Coronavirus example mentioned above, unlocking ac-
cess to a multitude of distributed set of data can enrich the training or
validation experience, resulting in more robust models for the good of all
the institutions taking part to the federation. This aspect is known as the
ability of the model to generalize [76, 110], that is, to preserve performance
even with unseen samples [153].
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Figure 1.3: We’re better when we’re united: photo by Clay Banks on Un-
splash

https://unsplash.com/photos/five-human-hands-on-brown-surface-LjqARJaJotc
https://unsplash.com/photos/five-human-hands-on-brown-surface-LjqARJaJotc
https://unsplash.com/photos/five-human-hands-on-brown-surface-LjqARJaJotc
https://unsplash.com/photos/five-human-hands-on-brown-surface-LjqARJaJotc
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As mentioned above, FL is a distributed machine learning approach that
trains models across multiple decentralized devices that hold local data sam-
ples, without exchanging them. So far we have only referred to examples
involving big datacenters or HPCs computing facilities, but is worth nothing
to mention that the paradigm can be applied to smaller or edge devices.

An example of FL applied to portable devices is the one exploited by
Google [251] in 2017. The team trained a recurrent neural network language
model using on-device learning, for the purpose of next-word prediction on
a virtual keyboard for smartphones. Given the example, finding ways to
leverage the FL paradigm for edge devices is a creativity effort. Using the
Coronavirus example, [182] et al. built an automatic COVID-19 diagnosis
based on multimodal information coming from edge devices. The intriguing
aspect is that, thanks to FL, new horizons and opportunities are unlocked. Is
FL example used to facilitate in-home health monitoring, by training a global
model from distributed homes, while preventing data leakage by keeping user
data locally [242]. Moreover, since FL attracts large computation and dataset
resources from a number of health data clients to train or validate AI models,
the quality of the health data training, for example, accuracy, would be
significantly improved, which might not be achieved by using centralized AI
approaches with fewer data and limited computational capabilities [171,256].
By extending FL beyond the healthcare scenario, one can easily imagine how
many opportunities this approach can unlock due to its benefits.

In summary, the key benefits of FL include:

• Privacy Preservation: Since data do not need to be transferred to a
central server, sensitive information remains local, reducing the risk of
data breaches and enhancing user privacy.

• Reduced Latency: By performing computations closer to the data
source, FL can reduce the latency associated with data transfer and
centralized processing.

• Scalability: FL enables the use of a large number of devices for parallel
model training, thus improving the scalability of the learning process.

• Cost Efficiency: By leveraging local computation resources, FL can
potentially lower the computational and storage costs compared to tra-
ditional centralized approaches.

• Personalization: Models can be tailored to the specific data char-
acteristics of each client, leading to improved performance and user
personalization.
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FL presents significant opportunities for both data centers and edge de-
vices by enabling decentralized data processing while preserving data privacy.
For data centers, FL reduces the need to centralize voluminous datasets,
thereby decreasing storage costs and enhancing computational efficiency.
This approach allows data centers to focus on model aggregation and re-
finement, rather than raw data handling. On the other hand, edge devices
benefit from improved personalized user experiences, as models are trained
directly on local data, which can lead to reduced latency and improved re-
sponsiveness in applications. Furthermore, the privacy-preserving nature of
FL encourages users to participate more willingly, knowing that their sen-
sitive data remain on the device, fostering a collaborative and secure AI
ecosystem.

1.3 FL: make it real

As introduced in Section1.1, FL is a machine learning technique that enables
decentralized devices to collaboratively learn a shared model while maintain-
ing the training data localized. There are several types of FL, each suited
for different scenarios that depend on how data are originally partitioned
or distributed among collaborators. We are going to share an overview of
the main characteristics that can describe different federated settings. More
related work and background will be provided in the state-of-the-art chapter.

1.3.1 Types of FL

Depending how data are organized among the various institutions taking part
to the federation, different FL architecture can be implemented.

• Horizontal Federated Learning (HFL), also known as sample-
based FL, is applied when datasets share the same feature space but dif-
fer in samples. In this scenario, different entities that hold similar types
of data participate in a collaborative learning process [72,156,212,217].
A typical HFL pipeline is shown in Fig. 1.4

• Vertical Federated Learning (VFL), also known as feature-based
federated learning, occurs when datasets share the same sample space
but differ in features. This type is useful when different entities hold
complementary information about the same users, such as banks and
insurance companies [46, 53, 126]. A typical VFL pipeline is shown in
Fig. 1.5
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Figure 1.4: Example of Horizontal FL pipeline. Different institutions owning
local dataset with same features but belonging to different instances (pa-
tients, IDs, etc.).

• Federated Transfer Learning (FTL) is useful when both the sample
and the feature space do not fully overlap but have a small intersection.
This method is particularly beneficial in scenarios where data distribu-
tions vary significantly across different entities but there is still a small
common subset that can be leveraged to improve learning [111,141,232].

1.3.2 Types of Orchestration

As we have previously discovered, a federation can involve different types of
client institutions. Depending on whether the process is taking parts among
data centers or across ”smart” Internet-of-things (IOT) devices at the edge,
we might observe different strategies for orchestrating the processes.

• Synchronous Orchestration requires all participating devices or nodes
to sync up at regular intervals [212] [60]. This means that data updates
from all the nodes need to be received before proceeding to the next
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Figure 1.5: Example of Vertical FL pipeline. Different institutions owning
local dataset with different features but belonging to same instance across
the participants (patients, IDs, etc.).

iteration of training (or validation) process, ensuring a unified pace
and consistency across the network. Synchronous orchestration can
be subject to inefficiency and delays when certain devices are slower or
experience connectivity issues. This is why is more adopted among dat-
acenters with more stable connectivity, powerful equipment to ensure
low computation times and limited amount of collaborators.

• Asynchronous Orchestration allows nodes to operate independently
and send updates as soon as they are available, without waiting for oth-
ers [50,170,205]. This can significantly improve the efficiency and speed
of the training (or validation) process as it eliminates waiting times.
Asynchronous orchestration may come at the cost of consistency and
may require additional mechanisms to handle the variability of updates
from different devices. This is why is more adopted for federations of
smart-edge devices, with a varying (potentially big) number of con-



1.3. FL: MAKE IT REAL 13

nected devices that might be subject to failures (sensors) [50,104], weak
connectivity or different latency and working frequency.

1.3.3 FL Main challenges and Research Areas

Regardless to what FL setting is adopted by a given federation, the research
community is currently focused on three main areas:

1. Aggregation Functions: whether is a HFL, VFL or FTL setting,
these functions play a crucial role in ensuring the effective combination
of locally trained models into a robust global model [184]. The choice
of aggregation function affects the overall reliability, effectiveness, and
security of the FL pipeline. Through the study and optimization of
these functions, researchers can improve their capacity to address chal-
lenges associated with data heterogeneity, communication efficiency,
and adversarial threats [132].

2. Privacy and Security: since FL can help accessing data in a privacy-
compliant way, it is inherently introducing risks related to data leak-
age, adversarial attacks, and potential breaches of sensitive informa-
tion [14,158]. By focusing on privacy-preserving techniques, such as dif-
ferential privacy (DP) [63], secure multi-party computation (SMP) [66],
and homomorphic encryption (HE) [165], researchers can ensure that
participants’ data remains confidential and secure.

3. Communication Efficiency: communication efficiency is an essential
aspect for any FL setting because is related to many of the key aspects
of this decentralized paradigm, such as:

• Number of clients (or collaborators) [158,245,268].

• Network bandwidth: can impact the size of models and gradient
updates [158,245].

• System heterogeneity: can impact execution times within and
across members [8, 132,148].

• Statistical (data) heterogeneity: can impact model convergence,
hence computation time, hence update exchange [132,148,157].

Regardless of what setting or which orchestration strategy have been
chosen, training or validating models across multiple nodes or edge
devices requires frequent communication updates. Efficient commu-
nication protocols ensure that these updates are transmitted quickly
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and with minimal bandwidth usage, reducing latency and the overall
burden on the network. The main factors influencing communication
efficiency [210].

1.3.4 Seeding work

”OpenFL: The Open Federated Learning Library”

All the experimental work performed during this Ph.D. path was done us-
ing an FL tool called OpenFL [72] implemented by Intel Labs. It is worth
mentioning that we played a role in the development of the tool itself, not
only through an extensive testing and review cycle to provide feedbacks, but
also at the software development level. More in detail, the active and di-
rect contributions to the tools concerned: the design and development of the
containerized version of the tool through Docker containers. This would sim-
plify portability and the adoption of the tool across various infrastructures
by using the same common low-level software layer called Docker. The code
of this contribution can be found on the official official OpenFL repository.

The tool is now part of the Linux Foundation and is available to the
developers community as free software. Although not being the first author
limits the extent to which we can elaborate on this achievement (no dedi-
cated chapter, but abstract reported in Chapter 6), its global recognition and
usage underscore its importance for this work and for the broader research
community.

More details on the additional contributions and results achieved due to
this seeding work are reported in Section 1.3.8.

1.3.5 Objectives

This project was born with extremely ambitious goals for bringing clear
progress to the State-of-the-Art through three main contributions:

1. Devising and assessing novel and revised approaches to help address-
ing and understanding how hyper-parameter tuning, data distribution,
collaborators settings and aggregation functions can affect convergence
and performance

2. Investigating ways to improve security and privacy issues within a Fed-
erated Learning pipeline to increase usability and reliability.

3. Proposing and investigating novel use-cases and areas of adoption -
from an application perspective - for Federated learning and others
distributed intelligent systems set-up.

https://github.com/intel/openfl/tree/develop/openfl-docker
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Table 1.1: Overview of Ph.D. Work Packages (WPs) organized by Years (Y)
and semesters (H)

Y1 - 1H Y1 - 2H Y2 - 1H Y2 - 2H Y3 - 1H Y3 - 2H

WP1

WP2

WP3

WP4

WP5

1.3.6 Research questions

To ensure adherence to these ambitious objectives, we have identified and
built a plan around two driving research questions, reported in the following:

• RQ 1) How can the development and analysis of federated learning
tools and methodologies improve the efficiency and efficacy of multi-
modal data integration in biomedical applications?

• RQ 2) How to exploit the advantages and address the challenges of
Horizontal and Vertical federated learning approaches in the same con-
text?

It is worth mentioning that the contribution of this Ph.D. work is focused
not only on scientific aspects but also on technological contributions.

1.3.7 Execution plan

The project was developed over 3 years and consisted of 5 Work Packages
(WP). WP1 was devoted to further appreciate the State of The Art; WP2
focused on implementing an FL set-up that would be used as ground tool
to run experiments for the next WPx. WP3 was devoted to addressing the
data challenges. WP4 concerned the security and privacy aspects of the fed-
eration. WP5 included use-cases, applications, and dissemination activities.
Depending on the type of experiments performed, the WP3, WP4, and WP5
activities could overlap in some cases. Table 1.1 captures the initial proposal
with the time allocation estimate for each activity.

The actual work plan is slightly different from that indicated in Table 1.1,
however, all activities carried out adhere to the provided structure. Activ-
ities such as data set preparation, maturity status of technology and tools,
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and testing, in some cases, took more than estimated. An additional factor
that is worth mentioning is the maturity of the State-Of-the-Art regarding
Federated Learning that was overestimated at the beginning, but required
more investigation at the foundation level. More details on this aspect are
discussed in the dedicated chapter 2.

The specific activities involved the investigation of Vertical and Horizontal
FL settings, distributed across multiple nodes and simulated (on single node)
environments, for disease classification tasks based on bidimensional and 3D
images and tabular data.

1.3.8 Contribution summary

The three-year journey has led to various contributions to help address the
two research questions highlighted in Section1.3.6. A summary of all the
contributions, including external collaborations in terms of peer-reviewed
publications and main dissemination activities, is provided below.

External collaborations refer to activities conducted with industrial or
research partners for which the candidate does not appear as the first or
second author despite providing relevant contribution to the context. The
abstract of these contributions are provided in Chapter 6.

1. Contributed to the creation of an FL tool for the research community.
The tool was published in Physics in Medicin & Biology: OpenFL: the
open federated learning library [72]

2. ”FeLebrities: a user-centric assessment of Federated Learning frame-
works”, Accepted Journal Paper (IEEE Access) [189]

3. ”MERGE: a model for multi-input biomedical federated learning”, Ac-
cepted Journal Paper (Cell-Patterns) [39]

4. ”FLavourite: Horizontal and Vertical Federated Learning setting com-
parison”, to be submitted

5. ”Model-Agnostic Federated Learning”, Published Conference Paper
(Euro-Par 2023: Parallel Processing) [161]

6. ”A Performance Analysis for Confidential Federated Learning”, Sub-
mitted at AAAI Conference - Under review.

On a different perspective, the Ph.D. path can be described identifying
the following main contributions:

https://iopscience.iop.org/article/10.1088/1361-6560/ac97d9/meta
https://iopscience.iop.org/article/10.1088/1361-6560/ac97d9/meta
https://link.springer.com/book/10.1007/978-3-031-39698-4
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1. Technical development and improvement of a free FL tool to enable
the research community in the domain

2. Exploitation and investigation of techniques concerning data fusion,
multimodal training and model convergence

3. a Federated Multi-Input Architecture for multimodal biomedical data,
validated with COVID-19 and Alzheimer’s datasets.

4. - the comparative experimental Study of Horizontal FL (HFL) vs. Ver-
tical FL (VFL) offering reproducibility and implementation guidelines,
demonstrating clear advantages of HFL with respect to VFL for mul-
timodal data in terms of accuracy, computational and synchronization
needs with respect to a clearly optimal but less practical centralized
solution.

5. The Security and Confidentiality Analysis: Benchmarks using LibOS
and TEEs demonstrating feasibility of secure, end-to-end FL with mea-
sured performance loss.

As highlighted in Section 1.3.4, among the external collaborations is the
publication with Intel Labs [72]. Although this thesis remains focused on
the achievement as the first author or equal contributor, it is worth men-
tioning the specific contribution provided. The efforts invested did not only
help advance the development of the tool in terms of feature availability
and maturity, but also included dissemination activities through hands-on
workshops for other Ph.D. students, in an international Summer School in
Neuro-Imaging, Neuro-Oncology, Neuro-Science 2022, 1st workshop on FL
at webconf2023 at the University of Austin, TX in 2023, the creation and
delivery of a course for Master students (of 20h of front lecture) on Federated
Learning at the University of Verona in 2023 and the delivery of a hands-on
tutorial on FL at the 21st International Symposium on Biomedical Imaging
ISBI2024 in Athen, Greece.

Additionally, given the lack of suitable demo templates for NLP and
Medical imaging, we implemented hands-on tutorial to allow beginners to
get closer to the topic and facilitate the code implementations for their own
research activity. The NLP tutorial can be found at https://github.com/
intel/openfl/tree/develop/openfl-workspace/keras nlp. The Medical imag-
ing examples are based on the MedMnist dataset which has a 2D and a 3D
version; therefore, two codes were produced: the Federated MedMnist 2d
version that can be found at https://github.com/intel/openfl/tree/develop/

https://www.neurosummerschool.org/
https://www.neurosummerschool.org/
https://archives.iw3c2.org/www2023/
https://biomedicalimaging.org/2024/tutorials-final/
https://github.com/intel/openfl/tree/develop/openfl-workspace/keras_nlp
https://github.com/intel/openfl/tree/develop/openfl-workspace/keras_nlp
https://medmnist.com/
https://github.com/intel/openfl/tree/develop/openfl-tutorials/interactive_api/PyTorch_MedMNIST_2D
https://github.com/intel/openfl/tree/develop/openfl-tutorials/interactive_api/PyTorch_MedMNIST_2D
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openfl-tutorials/interactive api/PyTorch MedMNIST 2D and the 3D exam-
ple that can be found at this link. Both MedMnist-based examples have also
been made available through Google Colab to facilitate broader adoption.

A more comprehensive review of all the main activities can be found in
Table 1.2, while external contributions are detailed in Table 1.3.

1.3.9 Thesis organization

The rest of this thesis is organized as follows: in Chapter2 a comprehen-
sive overview of the state-of-the-art is provided for the key aspects of this
work. Chapters 3, 4, and 5, the main contributions are reported as original
publications respectively focussed on understading the FL tool landscape,
investigating multimodality model convergence on clinical use-cases and un-
derstanding convergence behavior when comparing HFL and VFL settings.
Chapter 6, shares the abstracts of the external contributions. Finally, con-
clusions and future perspectives are provided in Chapter 7

https://github.com/intel/openfl/tree/develop/openfl-tutorials/interactive_api/PyTorch_MedMNIST_2D
https://github.com/intel/openfl/tree/develop/openfl-tutorials/interactive_api/PyTorch_MedMNIST_2D
https://github.com/intel/openfl/tree/develop/openfl-tutorials/interactive_api/PyTorch_MedMNIST_2D
https://github.com/intel/openfl/tree/develop/openfl-tutorials/interactive_api/PyTorch_MedMNIST_2D
https://github.com/intel/openfl/tree/develop/openfl-tutorials/interactive_api/PyTorch_MedMNIST_3D
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Chapter 2

State of the Art

This chapter provides a summary of background information on the origin
and updates on latest advances in FL for key areas relevant to this research
work. The key areas focuses on synchronous large-scale institutions (comput-
ing clusters of servers over edge devices), applied in biomedical environments
for both settings HFL and VFL.

2.1 The roots

The key initial challenge of the ”distributed approaches” was centered on
communication efficiency [211]. In this work, the focus was to minimize
some stochastic (population) objective (e.g. expected loss or generalization
error)on stochastic optimization (learning) settings, for optimization func-
tions defined as ϕi : Rd → R, i = 1, . . . ,m distributed across m machines:

ϕ(w) =
1

m

m∑
i=1

ϕi(w). (2.1)

The goal was to reduce the number of steps required to converge to an
optimal solution. The proposed method, called ”DANE” from Distributed
Approximate NEwton, paved the way for one of the first papers in the do-
main introducing the ”Federated Optimization” concept [121]. In this work
the authors extended the previous study to heterogeneous data distributed
over an extremely large number of nodes, whilst preserving the main goal of
training a high-quality centralized model. The function to optimize followed
the shape of the one proposed in 2.1 [211], but included linear logistic regres-
sions, support vector machines, and more complicated algorithms such as
conditional random fields or neural networks. Thanks to this advancement,
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the work was further evolved into the contribution that gave the name ”Fed-
erated Learning”, starting a new research branch [154]. The study proposed
the federated averaging algorithm (FedAvg) to consolidate the contribution
of each collaborating institution by averaging (weighted average) their gradi-
ent updates in a horizontally partitioned environment (HFL). The work was
targeting mobile devices for two reference use-cases: image classification, for
predicting which photos are most likely to be viewed multiple times in the
future, or shared; and language models, which can be used to improve voice
recognition and text entry on touch-screen keyboards by improving decoding,
next-word prediction, and even predicting whole replies. In addition to the
proposed FedAvg algorithm, the authors shared some practical insights on
how the number of local training rounds performed by each individual collab-
orator impacted the model convergence. The more local rounds, the faster
the convergence. However, for a very large number of local epochs, FedAvg
can plateau or diverge. This milestone also focused on edge devices, such as
mobile devices and smart phones. When it comes to federation between data
centers, the cost of communication is minimal, while computational costs are
predominant.

Then, different approaches have been proposed to leverage the contribu-
tion of multiple institutions. Some studies examined collaborative learning
techniques that preserve privacy for medical models, in which institutions
train one after another in a serial chain instead of simultaneously in par-
allel [44]. Sheller et al. [212], named this implementation institutional in-
cremental learning (IIL) and extended it to cyclic institutional incremental
learning (CIIL). In IIL, each institution trains the model and then passes it
to the next institution for training, until all have trained once. CIIL repeats
this process in a loop, fxing the number of training epochs at each institution
and cycling repeatedly through the institutions. The study highlighted how
serial training methods of IIL and CIIL can lead to what is known in the lit-
erature as ’catastrophic forgetting’, where the trained model strongly favors
the most recently seen data [73]. The repetitive cycles and limited epochs per
institution performed during CIIL enable it to make gradual progress, despite
the forgetting, resulting in better models than IIL produces [44]. Hence, the
study concluded that FL was the best approach to maximize training perfor-
mance compared to centralized settings (that is, scenarios in which all data
are gathered together).
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Figure 2.1: Picture taken from [253], showing the four different skew patterns
in data heterogeneity

2.2 Heterogeneity concept in FL

As we have learned from Chapter 1, from a philosophical perspective, FL is
all about bringing together diverse institutions to achieve a common objec-
tive. If we had to represent FL using one term, it would be heterogeneity.
In general, heterogeneity refers to the quality or state of being diverse in
character or content. Indicates a mix of different elements, often leading to
complexity and varied characteristics within a system. The diversity of data,
model architectures, physical infrastructure, and knowledge is what makes
FL fascinating but also extremely challenging at the same time. This diver-
sity is present in any single aspect of an FL pipeline and is often captured in
several works such as heterogeneity.

This section will help setting the scene on the different types of heterogen-
ity that needs to be considered when dealing with FL pipeline by providing
a definition and research example for the following aspects: Data, Models
and Infrastructures.

2.2.1 Data Heterogeneity

The most obvious and known type of heterogeneity in FL is related to the
data. Data across different clients can be nonidentically distributed (non-
i.i.d.) and may have different distributions, sample sizes, and feature spaces
[39, 154, 187]. In the literature, data heterogeneity is also often referred to
as statistical heterogeneity. In fact, this diversity is somehow encouraged
and expected, as AI can benefit from having a training dataset where more
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representations or views of the same item are provided. However, on the
other hand, this makes it challenging to aggregate models, as each model
update could reflect different data patterns. Further context on the various
aggregation functions is provided in section 2.4.

In [27] and [253] the authors propose a categorization of the variables that
concur to make data non-I.I.D. By summarizing both contributions, we can
draw a more complete categorization. The proposed categories are built on
the assumption that the clients do not have access to data drawn from the
same underlying distribution P ; therefore: −Pi ̸= Pj for all pairs of clients i
and j. Examples of the types of heterogeneity described in the following are
provided in Fig. 2.1.

• Feature distribution skew [27]: The Pi(x) marginal distributions
vary between clients. This is the case of HFL, where the input features
are not evenly distributed between clients despite belonging to the same
feature space. In the formula, x represent a data sample used as input
to the AI (federated) model.

• Label distribution skew [27]: The Pi(y) marginal distributions vary
between clients. In the formula, y refers to an instance label used.
This is the case where the data labels are not evenly distributed be-
tween clients. For example some clients only have access to data from a
subset of all possible labels for a given task. This phenomenon is com-
monly encountered in practical applications in which data collection or
annotation is inconsistent.

• Concept shift (same features, different label) [27]: The Pi(y|x)
conditional distributions vary between clients. In this scenario, differ-
ent labels are assigned for the same features across clients. For example,
client i labels all cat images as cat, but client j labels all cat images
as dog. In [253], the authors propose to enrich this category with two
specifications: label distribution skew and label preference skew to dis-
tinguish the cases where: label distribution might be different for dif-
ferent clients even if feature distribution is shared, i.e. Pi(y) ̸= Pj(y)
but Pi(x|y) = Pj(x|y) or label distribution is different across clients
despite having the same feature distribution, i.e. Pi(x) = Pj(x) but
Pi(y|x) ̸= Pj(y|x).

• Concept shift (same labels, different features) [27]: The Pi(x|y)
conditional distributions vary between clients. In this case the different
features across clients are labelled with the same label. For example,
client i labels all cat images as cat, but client j labels all dog images
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as cat. In [253], the authors propose to enrich this category with two
specifications: feature distribution skew which implies consistent label
distribution but different feature distribution, i.e. Pi(x|y) ̸= Pj(x|y)
even if Pi(y) ̸= Pj(x), and the feature condition skew, which captures
the case when feature distribution varies among clients even if label
distribution is the same: Pi(x|y) ̸= Pj(x|y) but Pi(y) = Pj(y).

• Quality skew [253]: captures the scenario where labels or data collec-
tion qualities are inconsistent across the various clients, for example,
due to different machinery used for data acquisition or different pro-
cessing techniques. Again a twfold subcategorization is proposed to
discriminate by the proportion of noisy labels contained differs across
clients or the variation in sample noise at feature level.

• Quantity skey [253]: Describes the scenario where the amount of
data stored and owned by each institutions is different from one client
to another. On one hand, this unbalanced situation can justify the
need for FL to compensate dataset that would not be enough to train
a model if taken alone, but on the other, introduce additional challenges
for model aggregation strategies.

It should be noted that the categories described above include both the
HFL and the VFL settings. An additional aspect to include is related to the
multi-modal dataset, which can provide another degree of complexity when
dealing with data heterogeneity.

In this work, we explored various scenarios to capture most of the data
heterogeneity types described in the provide categorization, including multi-
modal examples [39,40].

2.2.2 Model Heterogeneity

In FL model heterogeneity refers to the presence of diverse models in different
client devices that participate in the learning process. This is particularly
emphasized in VFL scenarios [184], where each client device can utilize a
different architecture or hyperparameter tailored to its specific needs or ca-
pabilities. In traditional HFL, where the local model is a copy of the global
architecture as shown in Fig. 1.4, model heterogeneity still applies and is
more related to ways of sharing or aggregating hyperparameters or local
model weights. Issues might arise when the global model is aggregated, as
the combined gradient updates may not accurately reflect the data from any
single client. A detailed analysis on these aspects is provided in Section 2.4.
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Solutions such as model aggregation techniques (discussed in 2.4), knowl-
edge distillation, or custom training protocols are often used to address these
challenges, ensuring that the collaborative learning process is effective and
benefits all participating devices.

2.2.3 System Heterogeneity

As mentioned in Chapter 1 and at the beginning of this chapter, FL can also
be applied to IoT environments with a multitude of edge devices potentially
different from one to another. Given the scope of this thesis, the heterogene-
ity of the system will be addressed for datacenter environments. According
to [8], there are two types of system heterogeneity:

• Device Heterogeneity (DH): which results in population bias in the
training process due to unequal contribution by and/or failures of col-
laborating institution. This includes variations in adopted hardware
architectures that might use newer computing units with higher fre-
quencies or core-counts, access to more and faster memory, as well as
to software tools. When it comes to software we must consider that
for delicate environments like the biomedical one, with lot of sensi-
tive patients data, Software must be genuine and up-to-date to ensure
maximum protection from attackers. A more extensive list of types of
security threats and privacy risks, with attacks and possible solutions
can be found in Section 2.5. All these aspects can add various level of
complexity to the overall FL pipeline heterogeneity.

• Behavioral Heterogeneity (BH): results from the turnover of client
devices. In datacenters, this scenario might occur when institutions are
dislocated in different areas of the world, which might suffer from un-
reliable network connections or power supply failures that could cause
intermittent activity [179]. BH results in sampling bias in the train-
ing process due to uneven participation of devices and unpredictable
dropouts. Despite being realistic, this scenario is more related to asyn-
chronous environments which are not the focus of this work.

2.3 FL in Biomedical environment today

Now that we have learned the roots of the FL paradigm, we are going to
provide a review of the literature on the application of FL in medical imag-
ing. FL has quickly become popular in the healthcare environment because
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Figure 2.2: Picture taken from [56], showing articles published in the last ten
years that were retrieved from the SCOPUS database using the keywords
“federated learning”, “federated machine learning”, “medical image”, and
“medical imaging”

privacy and data security are paramount and can help unlock collaborations
beyond a locally owned dataset by a single clinical institution.

Although healthcare care was a fertile ground for FL exploitation, recent
surveys demonstrate how FL is still in a blooming phase of research [56,221].
In the last ten years of activity, less than 100 articles have been retrieved for
the survey [56]. More details are shown in Fig. 2.2. Similar numbers have
also been reported by another survey with an exclusive focus on FL in the
biomedical environment [221]. A summary of these results is provided in Fig.
2.3.

Most of these works involve the use of convolutional neural networks
(CNNs) [174] to deal with medical images. Researchers have used a va-
riety of models, datasets, and structures to develop their FL frameworks.
Types of acquisitions include: Magnetic Resonance Imaging (MRI or MR)
[102,135,137], Computed Tomography (CT) [71,247,263], X-Ray [69,112,144]
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and Histology [88]. MR images generally have shown superior accuracy com-
pared to CT and X-ray images, which probably explains their increased focus
in the survey [56]. The survey also emphasizes how MR scans are more ef-
fective than X-ray or CT images in visualizing soft tissues. Additionally,
while many datasets of MR and X-ray images are publicly available, there
are only a few that include CT images, indicating a gap that needs to be
addressed in future research. Histology images represent a critical medical
imaging technique that aids in clinical decision-making; however, there is
an absence of FL solutions tailored for this imaging modality. In general,
the various studies discuss the applications of FL in several research fields,
such as: Diabetic retinopathy (DR), MRI classification, cancer segmenta-
tion, pneumonia, COVID-19 detection, and few others. These subjects are
well-known in the field of medical image analysis using traditional Machine
Learning (ML). Consequently, FL opens up new avenues of research thanks
to its efficient privacy-preserving capabilities, which are crucial for this type
of imaging research.

An estimated percentage of FL applied in the diagnosis of different dis-
eases is presented in Fig.2.4. Examples of ”others” include (but are not
limited to) neural disease prediction [102] and classification [39], diagnose
cardiovascular disease [135], and segment and classify vertebral body im-
ages [137].

Most of the reviewed articles refer to HFL for data centers. When it
comes to VFL, the research field is even newer; however, few considerations
can be drawn. Recent studies on VFL have identified different architectures
for implementing VFL pipelines. In [126] the authors propose a taxonomy
with three branches (Split VFL, Non-Split VFL and Customized VFL), while
[141] partitions the alternatives into four main types (SplitVFL, AggVFL,
SpliVFLc and AggVFLc). In summarizing the contributions, we can identify
two main categories of VFL. They both start from the VFL assumption of
having heterogeneous data distributed across multiple institutions providing
a different perspective of the same data instance. What changes is the way
the model are designed:

• Split VFL: takes the name from Split Neural Networks (SNN) [41,119]
and consists of models partitioned across various institutions where
each hosts a part of the trainable model. It is literally like taking a
model, which accepts several inputs, and splitting it across different
computing nodes.

• Custom VFL: where only the baseline assumption of data heterogeneity
is preserved and the model partitions are custom and depends on the
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Figure 2.4: Picture taken from [221], showing the percentage of FL applied
in different diseases diagnosis research.

model architecture. Types of custom VFL includes decision trees [52],
linear and logistic regression [86,142], support vector machines (SVM)
[99] and DL models.

The scope of this work includes HFL and VFL settings, the latter intended
as split VFL, both applied to data centers to simulate collaborations between
hospitals or biomedical institutions. Therefore, in this thesis, examples of FL
applied to IOT or edge devices or alternative VFL approaches will not be
discussed.

2.4 FL effectiveness on model convergence

As mentioned in Chapter 1.3.3, aggregation functions are not only responsible
for improving model convergence, but they can also be adopted to speed-up
communication exchange between parties and improve the system security.
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In this work, we focus on identifying the elements to improve model conver-
gence and to produce models that are more able to generalize on unseen sam-
ples. An intuitive explanation can be found if we consider how FedAvg [154]
works. Averaging the various contributions weighted by the amount of data
owned by a single institution, in a typical HFL environment, would not con-
sider any qualitative significant difference in the heterogeneous dataset. This
means that if two institutions I1 and I2 would provide respectively n1 and n2

data samples, with n1 == n2, but with σ2(D1) >> σ2(D2), where σ2 is the
variance of each respective dataset Di, their support for the ultimate conver-
gence of the model would be considered the same based on the FedAvg [154]
algorithm.

This might not be convenient, and the research field has worked to pro-
pose alternative and more effective ways to collate the various local outputs.
A comprehensive summary of the most impactful aggregation methods is pro-
vided below. Due to the different design principles that differentiate HFL and
VFL, the aggregation functions are more customizable for the HFL pipeline,
while in VFL settings, the observations discussed in the previous section
apply 1.3.3. More in detail, we can say that the HFL setting performs a
parameter-based aggregation, while VFL leverages an output-based aggrega-
tion. In the first case, the parameters, such as gradients or model weights,
of each local model are fused to produce the global model (as highlighted
in Fig. 1.4. This is not possible in typical VFL settings due to the archi-
tectural differences between the models. Hence, the focus is on identifying
ways to consolidate the output of local models as input to the aggregated
module. Further discussion on the VFL aggregation techniques are provided
in Chapter 5.

2.4.1 HFL aggregation functions

As introduced in 1.3.2, the methods for aggregating local models depend
on whether the HFL pipeline is synchronous or asynchronous. Considering
the scope of this thesis, the methods reported in the following are related
to synchronous pipelines and dedicated to improving the effectiveness of the
model on the specific tasks. Aspects such as communication speed-up or
security improvement will not be included.

Let an FL setting be composed of I collaborating institutions with i ∈
[1, I], andI ≥ 2. Each institution i is expected to access a local dataset Di,
composed of |Di| = ni data instance.

• FedAvg [154]: the first and most adopted method. Consists in averag-
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ing the model weights coming from each institution.

L(Ω, D) =
1

I

I∑
i=1

ℓ(ωi, xi, yi) (2.2)

• FedProx [128]: an improvement in the FedAvg algorithm designed to
address the problem of optimization variance inherent to SGD-based
methods. The researchers argue that conducting numerous local it-
erative training steps in FedAvg could lead each client to focus on
optimizing its local objective instead of the global objective, poten-
tially causing divergence of the model. In FedProx, a proximal term is
added to the objective function to control the impact of local models
and provide convergence assurances.

L(Ω, D)HFL =
1

I

I∑
i=1

ℓi(ωi, xi, yi) +
µ

2
||ωs

i − ωs−1
i ||2 (2.3)

where ||ωs
i − ωs−1

i || captures the differences between the local model
hosted by i at step s and s− 1.

When mu = 0, tutto e’ uguale a FedAVG

• FedMA [233]: The name stands for ”Federated Matched Averaging”
and proposes to build the aggregated global model in a layer-wise man-
ner by comparing and fusing together similar hidden elements of the
neural network, such as channels of convolution layers, hidden states for
Recurrent Neural Networks (RNNs) or neurons for fully connected lay-
ers. The work proposes a new layer-wise FL algorithm to adapt to het-
erogeneity in the data based on the Bayesian non-parametric method
called ”Probabilistic Federated Neural Matching” (PFNM) [257]. This
method is limited to CNN and Long-short term memory networks
(LSTM). Details of Layer-wise conversion function for the two cate-
gories are available in the original work [233].

• FedNova [235]: The name stands for ”Federated Normalized Averag-
ing” and proposes a method to normalize local model updates when av-
eraging, based on rounds of local iterations. FedNova demonstrates how
previous aggregation functions, such as FedAvg [154] or FedProx [128]
are subject to objective inconsistency caused by different data vari-
ants, different number of optimization rounds and different types of
hardware (with different working frequency) hosted by each single in-
stitution. FedNova introduces a normalization and scaling factor in the
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global model update. The proposed update rule for the global model
is provided below:

wt+1 ← wt
glob − τeff

∑
k∈St

nk

n
· ηdtk (2.4)

where dtk = Gt
ka

t
k/∥atk∥1

• FL-HC [27]: The name stands for ”Federated Learning with Hierarchi-
cal Clustering” and the idea consists of separating clusters of clients
by the similarity of their local updates to the global joint model. Once
separated, the clusters are trained independently and in parallel on spe-
cialised models. The study shows how the HC component can speed-
up model convergence and allow for greater number of clients to join
the federation. The specific procedure is explained in the original pa-
per [27].

• Scaffold [116]: The name stands for ”Stochastic Controlled Averaging
algorithm”. It tries to compensate for the ”client-drift” issue by pre-
dicting the update direction of the global gradient and adjusting the
local model updates. Introduces a client control variable ci (for each
collaborator i) and a server control variable c (for the aggregator).
The disparity between local and global control variables is utilized to
adjust/influence gradient updates during local training. The update
procedure for the control variables in Scaffold is defined as:

c+k ← ck − c+
1

eηl

(
wt

glob − wt
k

)
(2.5)

c+ ← c+
1

|N |
∑
k∈St

(
c+k − ck

)
(2.6)

• MOON [125]: The name stands for ”Model-contrastive learning” and
consists in correcting the local updates by maximizing the convergence
of contributions learned by a local model and the representation learned
by the global model. The technique is based on the intuitive idea for
which the model trained on the whole dataset is able to extract a
better feature representation than the model trained on a partitioned
subset. For example, given a federation of collaborating institutions
that own datasets of different animals, the local model learning about
dogs will not necessarily generalize or learn features helpful for identi-
fying birds. By transposing the same concept to medical imaging, we
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can see where the MOON idea comes from. This is why this function
is particularly relevant for computer vision tasks. It builds on top of
FedAvg [154] adding a loss function to minimize the distance between
the global model and the local model representations. The definition
of the contrastive loss function is defined below:

lcon ← − log
exp(sim(wt

k, w
t
glob)/τ)

exp(sim(wt
k, w

t
glob)/τ) + exp(sim(wt

k, w
prev
glob )/τ)

(2.7)

• FedDist [64]: The name is inspired by the Euclidean Distance computed
between layers. The algorithm integrates elements of FedAvg [154] and
FedMA [233], emphasizing euclidean distance dissimilarity to match
neurons from client and server models. Recognizing the divergence
in client models due to non-IID data, FedDist identifies neurons that
cannot be matched and incorporates them into the aggregated model,
improving its ability to handle specific client data. This approach,
particularly effective for sparse data, involves adding new neurons and
performing layer-wise training to ensure models generalize better, re-
sulting in an enhanced federated learning process. Details of Layer-
wise matching and neuron creation policies are available in the original
work [64].

• FedSim [176]: The name is inspired by the ”Similarity” guided model
aggregation. Based on the same line of thinking of FedMA [233] and
FedDist [64], the idea of FedSim consists in leveraging inter-client sim-
ilarities based on model gradients to preserve model convergence. Fed-
Sim breaks down the standard aggregation process into two stages: lo-
cal and global aggregation. Following the global model’s initialization
and broadcasting, the aggregator gathers gradients from participants’
local models. It then applies Principal Component Analysis (PCA) to
reduce the matrix dimensionality of the collected gradients. The aggre-
gator forms clusters of participants using the K-means algorithm, per-
forms local aggregation within each cluster, averages the results during
the global aggregation phase, and finally disseminates the global model
across the network.

• FedBN [131]: The name is inspired by the application of ”Batch Nor-
malization” (BN) to the FL pipeline. The study consider the deviation
in features space of each collaborating institutions and identify this
scenario as feature shift. Similar to FedAvg [154], FedBN performs
local updates and averages local models. However, FedBN assumes
local models have BN layers and excludes their parameters from the
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averaging step. The detailed mathematical background on how BN is
applied to the layers of the local models are explained in the original
paper [131].

• FedFM [254]: The name stands for ”Federated Feature Matching”,
which tries to mitigate the adverse impacts of data variability in feder-
ated learning by harmonizing each client’s feature representation. The
work proposes a definition of landmarks as the average of features for
the same class and names them as anchors. In the process of updating
anchors, initially, each client computes its own local anchors; subse-
quently, through communication with the server, these local anchors
are aggregated to form global anchors, which are then distributed back
to each client. Hence, each client’s feature is encouraged to reduce the
distance with the global anchor of the corresponding category during
local model training. The updating formulas and detailed definitions
for the anchors are provided in the original paper [254].

Despite all these proposed methods, to date, there is no rigorous un-
derstanding of objective inconsistency and the speed of convergence for FL
settings with heterogeneous data, systems, and local updates metrics. The
picture becomes even more complicated if we consider the VFL approach,
which changes the mathematical formulation of the problem.

2.5 Security and privacy

As we mentioned in Section 1.3.3, the ability of FL to go beyond the limits of
a local institution and allow distributed collaboration could also increase the
risk of external attacks. Risks related to data leakage, adversarial attacks,
and potential breaches of sensitive information [14, 158] can discourage the
construction of FL pipelines. These risks are not only associated with the
Privacy concept but are also extremely entangled with the Security aspects.
Before diving into the details of the latest research activities on this topic,
intuitive definitions are provided for both Security and Privacy.

Security and privacy are two fundamental concepts often mentioned to-
gether, but refer to different aspects of information protection. Security
involves the measures and protocols put in place to protect data from unau-
thorized access, breaches, and other malicious activities. It encompasses a
broad range of practices, including encryption, firewalls, and secure coding.
Privacy, on the other hand, is centered on the rights of individuals to control
their personal information and how it is collected, used, and shared. Secu-
rity is primarily concerned with safeguarding data against external threats,
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whereas privacy is focused on ethical and legal handling of data within an or-
ganization. Together, they work to ensure that information is both shielded
from risks and managed in a way that honors individuals’ rights.

2.5.1 Threats and Risks

In [188], the authors anticipate what the possible privacy challenges would be
when applied to FL environments. The paper highlights how privacy is linked
to performance as an additional cost that needs to be paid to ensure higher
security standards. The authors identify two types of FL collaborations:

• Trusted: a federation where all parties are considered trustworthy and
are bound by an enforceable collaboration agreement. This scenario
simplifies the work flow as the assumption is that many of the threats,
such as deliberate attempts to extract sensitive information or to inten-
tionally corrupt the model, do not need to be addressed. This reduces
the need for sophisticated countermeasures, falling back to the princi-
ples of standard collaborative research.

• Untrusted: a federation with so many collaborating institutions for
which an enforceable collaboration agreement might not be doable.
In this case we consider that certain clients can not be trusted as they
could intentionally attempt to reduce performance, disrupt the system,
or gather data from other participants. In this scenario, security mea-
sures will be necessary to address these threats. Examples of actions
that can help mitigating these risks includes (but are not limited to):
robust encryption of model submissions [165], secure authentication of
all participants, activity traceability, DP [63], verification mechanisms,
execution integrity, maintaining model confidentiality, and safeguards
against adversarial attacks.

More in general, the privacy and security risks that should be considered
when building FL pipelines, regardless to whether is a trusted or Untrusted
setting, are proposed below [87]:

• Data Poisoning: Data poisoning is an attack strategy in which an
adversary intentionally inserts false or misleading information into a
training data set. The purpose is to disrupt the learning procedure
and undermine the model’s precision, frequently by increasing its sus-
ceptibility to mistakes or by inserting particular biases [173]. In FL this
can also happen when a participant inadvertently transmits incorrect
data to the aggregator. This kind of attack can be especially harmful,
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as it can reduce the efficacy of machine learning models and can be
difficult to identify and counteract [244].

• Data Leakage/Extraction Attack: In general terms a data ex-
traction attack strategy consists of an attacker that aims to extract
confidential, sensitive, or proprietary information from a targeted sys-
tem [82]. Considering all communication rounds to/from the collabo-
rators and the aggregator of an FL pipeline, these types of attacks have
additional entry points in federated settings. In fact, an attacker could
intercept the model weights during update exchanges and reconstruct
the original data from there. Studies [109, 238], highlight the vulnera-
bility of FL to gradient data leakage, which compromises the privacy
of participant training data. These types of attacks exploit the fact
that ML models can unintentionally memorize and reveal details about
their training data.

• Model Inversion Attack: Similar to the data extraction attack, a
model inversion attack is a type of privacy attack where an adversary
aims to replicate the trained model instead of stealing the training
data [93, 101]. In FL it might occur when an adversary leverages the
updates provided to the aggregator to reconstruct an approximation of
the original model.

• Membership inference Attack: A Membership Inference Attack is a
type of attack in which an adversary aims to infer whether a particular
data record was part of the training dataset of an ML model [168]. This
can reveal sensitive information about individuals whose data might
have been used in the training process. In FL this could reveal infor-
mation regarding the particular institution hosting the version of the
model or, even worse, expose details about the specific user to which
the training data refers to [98,260].

The list provided highlights only the main types of attack. For a more
inclusive overview, see Table 2.1 as proposed by [164].

2.5.2 Protection approaches and strategies

Now that we have understood the most common types of attack and their
impact on FL pipelines, we can provide a quick overview of the main defense
mechanisms, some of which were anticipated in Section 1.3.3.

There are two categories of defence strategies when it comes to cyberse-
curity [84,164]: proactive and reactive.
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Table 2.1: Threats and Vulnerabilities in ML Frameworks as summarized
by [164]

Threats Severity ML Framework Source of Vulnerability
Poisoning High DML/FL Client Data Manipulations, Compromised Central Server
Inference High FL Client Data Manipulations, Compromised Central Server
Backdoor Attacks High DML/FL Client Data Manipulations
GANs High FL Client Data Manipulations, Compromised Central Server
Malicious Server High DML/FL Compromised Central Server
Communication bottlenecks High FL Weaker Communication bandwidth
Free-riding Medium FL Clients in FL
Unavailability Medium FL Clients in FL
Eavesdropping Medium FL Weaker Communication Protocol
Interplay with data protection laws Low FL Implementers of FL Environment
System disruption IT downtime Low FL Clients and Centralized Server in FL

• Proactive: Proactive defense strategies involve anticipating potential
threats and vulnerabilities before they can be exploited. This in-
cludes activities such as regular system updates, patch management,
threat hunting, penetration testing, user education, and implementing
cutting-edge technologies like AI for threat detection.

• Reactive: Reactive defense strategies, on the other hand, are measures
taken in response to a security incident after it has occurred. This
includes activities such as incident response, forensic analysis, patching
identified vulnerabilities, and learning from incidents to improve future
defenses.

In addition to these, the following techniques were adopted to improve
the overall security of the FL pipeline.

• Secure Multi-Party Computation (SMP or MPC): SMP is a
cryptographic protocol that enables multiple parties to jointly compute
a function over their inputs while keeping those inputs private [87].
The main goal is to ensure that no party learns anything more than
the output of the computation and their own input. When applied
to FL, SMC only needs to encrypt the parameters instead of the full
training set. Although this approach prevents leaks from an infected
aggregator, the encryption is expensive to use and may have an impact
on a larger scale. Thus, the main cost of this solution is efficiency loss
due to encryption [84,87].

• Homomorphic Encryption (HE): HE is a form of encryption that
allows computations to be carried out on cipher-data, generating an
encrypted result which, when decrypted, matches the result of opera-
tions performed on the plain-data [165]. This type of encryption enables
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performing operations on encrypted data without needing to decrypt it
first, thus providing data privacy and security, even while data is being
processed. In FL, HE plays a critical role by aggregating model up-
dates across various devices while safeguarding user data privacy [91].
A detailed example showing all the communication step for an HE pro-
cedure applied to FL is provided in [87]. The ownership of the secret
key is a crucial point in public-key crypto-systems used for FL aggre-
gation. Various techniques based for HE in FL are further described
in [184].

• Differential Privacy (DP): DP is used to ensure that the privacy of
individuals in a dataset is maintained when performing data analysis.
This is typically achieved by adding a controlled amount of random
noise to the data, which makes it difficult to identify or retrieve initial
information within the dataset while still allowing useful aggregate in-
formation to be extracted [63]. Despite the perturbation, the quality
loss caused by the added noise of each user is relatively low compared
to the increased privacy protection [84]. In FL, to avoid inverse data
retrieval, DP is introduced to add obfuscate the uploaded parameters
of the various models. A more estensive list of examples of HE applied
to FL is provided in [87].

• BlockChain: Blockchain refers to the use of distributed ledger tech-
nology to improve the security, transparency and integrity of data ex-
changes between multiple decentralized nodes without the need for a
central authority [166,227]. In FL, blockchain can provide a secure and
immutable record of transactions and interactions, ensuring trustwor-
thiness and reliability among participating entities [87]. More in detail,
Blockchain brings two main advantages to FL: first, it would incentivize
user participation in the global model’s creation by compensating con-
tributors for their input; second, it would record the progression of
parameters on the blockchain. This approach could bolster user trust
and mitigate the threat of poisoning attacks [84]. A clear example is
provided by BlockFL detailed in [118].



40 CHAPTER 2. STATE OF THE ART



Chapter 3

FeLebrities: a user-centric
assessment of Federated
Learning frameworks

Federated Learning (FL) is a new paradigm aimed at solving data access
problems.

It provides a solution by moving the focus from sharing data to sharing
models. The FL paradigm involves different entities (institutions) holding
proprietary datasets that, contributing with each other to train a global
Artificial Intelligence (AI) model using their own locally available data. Al-
though several studies have proposed methods to distribute the computation
or aggregate results, few efforts have been made to cover on how to im-
plement FL pipelines. With the aim of accelerating the exploitation of FL
frameworks, this chapter proposes a survey of public tools that are currently
available for building FL pipelines, an objective ranking based on the current
state of user preferences, and an assessment of the growing trend of the tool’s
popularity over a one year time window, with measurements performed every
six months. These measurements include objective metrics, like the number
of ”Watch,” ”Star” and ”Follow” available from software repositories as well
as thirteen custom metrics grouped into three main categories: Usability,
Portability, and Flexibility. Finally, a ranking of the maturity of the tools is
derived based on the key aspects to consider when building a FL pipeline.

Federated Learning (FL) is a paradigm that aims to solve the data ac-
cess problem. In the Artificial Intelligence (AI) domain, data represents the
starting point for many research and development activities [248] [127] [212].
With increasing attention given to the field, data have also grown in demand
and appreciation, redefining priorities in designing and building solutions
for real-world applications. A clear demonstration of this growing impor-
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tance is the creation of dedicated laws, such as the General Data Privacy
Regulations (GDPR) [97] in place in the European Union, the Protection of
Personal Information Act (POPIA) [4], and the Health Insurance Portabil-
ity and Accountability Act (HIPAA) [194] in the USA, which is specific for
accessing clinical data and medical records. From the AI perspective, this
reflects the need to access data to advance the State of the Art (SOA) in a
given environment while fully complying with regulations. FL is an effective
way to satisfy all these requirements. In a federation of collaborating insti-
tutions, what is shared is a common global model that is partially trained
by every collaborator using local data. Historically, the approach of training
AI models assumes that data would be collected and centralized in a unique
infrastructure appropriately equipped with dedicated hardware and software
to sustain the computation. High performance computing (HPC ) centers
are great examples of this approach, as illustrated in Figure 3.1. In constrast,
in an FL setting, data are expected to stay in the exact location where they
were collected, while a copy of the AI global model is shared across all insti-
tutions participating in a federation. A generic example is shown in Figure
3.2.

The research community has already started investigating this emerging
topic either for its privacy-compliant aspects [248] [149] or as a viable tool for
addressing AI challenges in critical domains such as the biomedical context
[145] [195] [216]. Although the domain is still relatively new, the literature
can already provide helpful surveys on how the concept works and complies
with privacy aspects [248], how it can be transferred to the Internet of Things
(IoT) world [186], and what are the steps to implement it from a protocol,
software, and hardware standpoint [186]. The rising interest in the research
community and industries R&D departments has enriched the literature,
which has, in turn, influenced the development and evolution of many new
tools for implementing FL pipelines. If, from one perspective, this aspect is
encouraging, it reflects the need to obtain clear indications about what tools
are currently available, which are the most popular, and what is their level
of maturity (in terms of features).

This chapter aims at providing four main contributions:

1. Provide an updated list of tools publicly available for implementing FL
pipelines.

2. Share the current state of adoption of each tool, including growth trends
calculated over a one year time window where measurements from three
”harvests” (Hi) were performed.

3. Identify and describe the key aspects required by the research commu-
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Figure 3.1: Data-to-model: example of legacy approach where data would
move to a centralized training facility. Here the AI model is represented as
a graph or neural network.
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Institution 2

Model trained on 
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proprietary data 3
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Figure 3.2: Model-to-data: example of a federated approach. A central
unit called aggregator would clone and distribute copies of the same model
to each collaborating institution. Each of them would then train its copy
of the model using local datasets before sharing it back to the aggregator.
As the name suggests, the aggregator would ultimately merge the models
from different institutions and restart the process by sending out the latest
aggregated version.
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nity and map them into a list of features that tools should include.

4. Propose a ranking based on objective metrics, including common indi-
cators and the ability to match the needs highlighted in the previous
point.

We genuinely believe that by providing a quantitative and qualitative
survey of the FL tools, the research community will be able to: accelerate
its activities, promote fairness by proposing an inclusive method to collect
comparable studies, and help tool providers identify ways to improve their
products. The availability of a ranking of FL tools will also boost their
exploitation in the production environment, where such tools still need to be
explored.

3.1 Chapter organization

This chapter is composed of six Sections. In section II, we discuss FL im-
plementation related works. Section III focuses on the list of tools currently
available to the community, sharing a high-level overview of their popularity
and adoption. Section IV augments the retrieved list of tools with the cur-
rent state of adoption, including the growth trend observed over one year,
and Section V discusses the key aspects that should be considered when im-
plementing federated environments for research purposes. These factors are
then translated into requirements that FL tools need to satisfy for successful
exploitation and consolidated in a raking table. The results are discussed
in Section VI and future directions and conclusions are finally addressed in
VII.

3.2 Related Works

FL is a distributed machine learning (ML) approach that enables organiza-
tions to collaborate on projects without sharing sensitive data [213], such as
patient records [188], [226] or financial data [143], or data that is not easily
accessible, such those stored in remote locations such as satellites or space sta-
tions from high-resolution sensors [219]. The basic premise of FL [248] [127] is
that the model moves to meet the data rather than the data moving to meet
the model. Therefore, the only minimum data movement required across the
federation is the model parameters and their updates.
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3.2.1 FL settings

There are two essential components of an FL pipeline: one or multiple in-
stitutions owing data and a mechanism to orchestrate the process. Each
institution must have local data and be accountable for hosting the training
process on proprietary data. The orchestration mechanism may vary, but is
mainly of two types: Synchronous or Asynchronous.

In a synchronous scenario, the idea is to have a central unit, often iden-
tified as an aggregator [213] [188], acting as a central pivot and determining
when to start a new iteration. The aggregator is responsible for cloning the
initial model to each collaborating institution, waiting to receive the locally
trained copies, and finally merging them, as the name suggests. This type of
FL pipeline is usually implemented in big data centers (cross-silo), such as
those involved in medical environments [212] [60]. Data centers can store vast
amounts of data and provide the computational power required to process
them. In addition, big computing infrastructures, such as HPC centers, can
rely on fast and stable connections to the network, simplifying the creation
of a more reliable communication channel to interact with a hypothetical
aggregator unit.

However, as soon as we move away from data centers towards edge de-
vices, new challenges arise owing to the high variance in products and man-
ufacturers. Devices with different latencies, working frequencies, and hard-
ware features can have different computation times [50] [104]. These are
the reasons for the need for an asynchronous FL pipeline. In this scenario,
each collaborating institution can share its update at any time, either to a
unique aggregator [243], [50], [251] or to other participants in an ”all-to-all”
setup [205], [170].

Another critical point to address is the difference between the horizontal
(HFL) and vertical (VFL) federated learning. To understand this difference,
we need to consider the space of the features and the model type. In the
examples shared thus far, we implicitly refer to the Horizontal FL, where the
different collaborators have different data but contribute to the federation by
sharing the feature space and training the same model. This is the case for
institutions with offices distributed across different locations that would like
to train a common model by leveraging the local data stored in each facility
in a privacy-compliant manner. In Vertical FL, each collaborator is expected
to contribute by providing different bits of information from the same sam-
ple. This leads to a scenario in which the feature space accessed by every
collaborator may be different from the others. Therefore, each collaborator
might train a different model in the vertical configuration. Aggregation, in
this case, is represented by the interoperability between collaborators, where
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to update a model, information coming from the model of another collabo-
rator might be required [237], [49]. For example, in a typical VFL setting,
we can see a life insurance agency collaborating with hospitals to build a
decision model to obtain more precise estimations of their affiliates. In this
case, it is expected that the entities involved in the federation can provide
different information about the same user. These two ways of articulating
the data for a federation impact the choice of model and how the federation
is orchestrated. While in the HFL, there is only one model, and all the col-
laborators are responsible for ensuring that data are normalized to feed it,
the VFL brings some more complexity. In this case, to handle different data
types from several institutions, each collaborator should have a local model
that can accept the data from that specific institution as input. In addition,
there must be a federated model that takes all outputs of the various local
models as inputs. As illustrated by Chen et al. [49], the procedure for train-
ing Deep Learning (DL) models based on back-propagation [17, 240], needs
to deal with the two-level training procedure represented by the different
models that need to be managed: one at the collaborator level and the other
at the aggregation point. This complexity is also reflected in the challenges
that might arise in finding a satisfactory convergence point for the adopted
DL model.

3.2.2 FL challenges

Regardless of which FL setting (Synchronous or Asynchronous) or configu-
ration (Horizontal or Vertical) is adopted by a given federation, the research
community currently adresses three main areas:

1. Aggregation functions and model convergence starting from different
data distributions.

2. Privacy aspects and ways to build a secure FL pipeline for protecting
the IP during experiments.

3. Communication efficiency and protocols to improve the FL base infras-
tructure.

Protecting dataset ownership implies that in most cases, the assumption
of dealing with independent and identically distributed (i.i.d.) samples across
local nodes does not hold for FL setups [130] [204]. Data distribution can
severely impact the training performance by affecting the total accuracy [28],
convergence capability, authentication processes (especially in the case of
different devices), and speed of the process intended as total time-to-train
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[26]. In summary, in this setting, the performance of the training process may
vary significantly according to the imbalance of the local data samples and
the particular statistical distribution of the training examples (i.e., features
and labels) stored at the local nodes [127].

In the past few years, institutions have introduced FL deployments to
address the need to train AI models. Sectors such as healthcare and finance
would benefit from having a setting with greater access to more extensive and
diverse datasets without violating privacy laws [215] [25], such as HIPAA,
GDPR [97], and POPIA [4]. On the one hand, FL has been designed with
security in mind [28], and the set up is just the beginning. Securing execution
environments introduces many open challenges to the research field [16]. Key
questions include finding a consolidated method to guarantee secure execu-
tion (encryption, key exchange, and hardware features) and validating the
reliability of intermediate results and collaborators within the federation.

Massive amounts of data are usually stored in “Data-Lake” infrastruc-
tures. The more machines/institutions that participate in a federation, the
more critical is the ability to scale. As mentioned in the previous section,
a consolidated method for detecting scarse training contributions (coming
from institutions with corrupted or redundant data) is still lacking, to the
best of our knowledge. Aggregation functions are currently being evaluated
by the research community [130] [25] [250]. Another implication when dis-
cussing big scales is the infrastructure and the connectivity chosen by the
institutions for communication [127].

3.2.3 Study relevance

Several studies have proposed surveys to illustrate the advancement in the
field [248] [186]; however, to the best of our knowledge, no one has provided a
ranked list based on the ad hoc quality assessment criteria of all the (possible)
tools available to the community to implement FL experiments. A compari-
son of five tools is provided in [117], which are accessible through a licensed
service, without clarifying why or how these tools were precisely selected.
Another study [47] provides an attractive comparison table. However, the
main focus of this work is to promote an alternative tool specifically for FL
benchmarks instead of providing a complete list of the available options to
boost the exploitation of FL across the community. Even in this related work,
it is unclear why and how the tools discussed were selected. Similarly, [139]
proposed a complete benchmarking suite with a helpful decision tree to help
users choose a tool based on their requirements. Their recommended ranking
also includes some of the evaluation metrics proposed in this study with an
even deeper level of detail. However, while we believe in the value of such an
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approach, the breadth of the offer in terms of tools that can be chosen might
represent a constraint for end users. In fact, [139] centers its evaluation on
nine tools, but the criteria for which those tools were identified and selected
need to be clarified. As we discovered in this work, the list of open-source
FL tools can exceed 30, and it is interesting to note how the most popular
tool to date was not considered in their decision tree.

3.3 Federated Learning Tools

3.3.1 Methods and premises

This article aims to provide an inclusive and informative list of the current
FL tools available to the community for implementing research pipelines in
any environment in which accessing distributed data is challenging. To better
understand the present scenario, we performed three literature searches, Hi,
where i ∈ 1, 2, 3. H1 was conducted on March 28, 2022, H2 on September
28, 2022, and H3 on April 10, 2023.

This activity was inspired by the Preferred Reporting Items for System-
atic Reviews and Meta-Analyses (PRISMA) guidelines. More specifically,
we followed the Preferred Reporting Items for Systematic Review and Meta-
Analysis of Diagnostic Test Accuracy Studies (PRISMA-DTA): explanation,
elaboration, and checklist [201]. In particular, the guidelines we followed were
a selection of the guidelines described in the PRISMA 2020 checklist, accessi-
ble on the official PRISMA website: http://www.prisma-statement.org/. Be-
low is a detailed description of the items extracted from the PRISMA guide-
lines that were identified as applicable to this collection. Items not included
in the list below were either not sharing best practices on the ”Method” (i.e.,
best practices for ”Title,” ”Introduction,” and ”Abstract” for systematic re-
views) or not directly relatable to this contribution as it does not fully match
a ”Systematic Review.” Some examples of discarded items are as follows:

• 12) Specify for each outcome the effect measure(s) (e.g., risk ratio, mean
difference) used in the synthesis or presentation of results.

• 14) Describe any methods used to assess risk of bias due to missing
results in a synthesis (arising from reporting biases).

• 19) For all outcomes, present, for each study: (a) summary statistics
for each group (where appropriate) and (b) an effect estimate and its
precision (e.g., confidence/credible interval), ideally using structured
tables or plots.
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On the contrary, here is the list of items considered for this work. The
numbers reported below are a direct references to the PRISMA document.

• 5) Specify the inclusion and exclusion criteria for the review and how
studies were grouped for the syntheses.

• 6) Specify all databases, registers, websites, organisations, reference
lists and other sources searched or consulted to identify studies. Specify
the date when each source was last searched or consulted.

• 7) Present the full search strategies for all databases, registers and web-
sites, including any filters and limits used.

• 8) Specify the methods used to decide whether a study met the inclu-
sion criteria of the review, including how many reviewers screened each
record and each report retrieved, whether they worked independently,
and if applicable, details of automation tools used in the process.

• 13.b) Describe any methods required to prepare the data for presentation
or synthesis, such as handling of missing summary statistics, or data
conversions.

• 13.d) Describe any methods used to synthesize results and provide a
rationale for the choice(s). If meta-analysis was performed, describe
the model(s), method(s) to identify the presence and extent of statistical
heterogeneity, and software package(s) used.

• 16.a) Describe the results of the search and selection process, from the
number of records identified in the search to the number of studies in-
cluded in the review, ideally using a flow diagram.

• 16.b) Cite studies that might appear to meet the inclusion criteria, but
which were excluded, and explain why they were excluded.

• 23c) Discuss any limitations of the review processes used.

Each of these items was used to frame the study. The following map
illustrates how the single guidelines contributed to shaping the sections:

• Items 5, 6, 7 and 8 were considered for building this Section;

• Items 13a and 13d, were used to build the comparison table in Section
IV;

• Items 16a, 16b and 23c, were used to structure the discussion of the
results provided in Section V.
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3.3.2 Exploring tools

To objectively build the list of tools, we performed three harvests, H1, H2,
and H3, with roughly six months of cadence (184 and 194 days respectively).
The collection method was the same as that described below. We used three
different search engines: Google Scholar [3], Semantic Scholar [5], and the
standard Google website.

For the first two, we developed a script to automatically query search
engines using a collection of keywords on the topic. We built such a collec-
tion by combining each item p of a list of prefixes P with each element s
in a list of suffixes S. The set of prefixes was populated with the ”feder-
ated learning” keyword, and other synonyms or more related terms used in
the literature to express similar concepts: P=’federated learning’, ’privacy-
preserving machine learning’, ’collaborative learning’, ’collaborative machine
learning’.

The set of suffixes was built around adjectives and secondary aspects, like
’tools, library’ and ’open-source’: S=’framework’, ’tool and framework open
source’, ’tool and framework open-source’, ’open source framework’, ’open
source tool’, ’open source library’.

This led to a prosperous and inclusive search of all the relevant articles
and works in the domain.

Google Scholar helped capture all related works where a given keyword
(or part of it) was mentioned in the paper and not only in the title. In H1, we
identified a cumulative list of 420 related articles, of which 217 were unique.
Despite the contribution, due to a service limitation, the reported numbers
refer to H1: the article harvest completed in March ’22 only.

To build a more robust and consistent set of related works, we leveraged
the Semantic Scholar service [74]. The website allows users to perform queries
and sort the outcome according to four metrics: ”Relevance”, ”Citations-
count”, ”Most Influential Paper”, and ”Recency”.

We repeated searches using all the keywords for all the four sorting types
mentioned above, obtaining 1121 (out of 8320) unique articles during H1,
1291/8284 unique articles with H2 and 1298/8360 unique articles in H3. The
number of new articles retrieved in H2 that were unavailable in H1 was 270,
while H3 enriched the search with 248 new findings.

Finally, we used the standard Google search engine to ensure we could
capture all the relevant FL tools yet to be described in a published paper.
To do so, we evaluated the first ten results obtained by querying the search
engine with the same list of keywords used previously. This step allowed us
to enrich the list with additional FL frameworks, such as Nvidia Flare [197],
Tensorflow Federated [6], and IBM Federated [146].
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Figure 3.3: Collection pipeline implemented for the harvests. On each arrow
is outlined the number of articles retrieved and filtered. Numbers between
squared brackets refer to the outcome of H2, while the curly brackets sum-
marize the numbers from H3. The output numbers of the second review are
obtained by summing the numbers of a given category from the first review
with the respective class of the second review. Please note that despite the
September harvest returning 1292 articles, only 270 were new findings. The
same consideration applies for H3, with 1298 to 248 articles.
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Once we obtained the three lists of unique titles described above, we fi-
nally merged them, resulting in 1195 unique articles discovered in H1, 1292
retrieved in H2, and 1298 in H3. We then started pruning results by manu-
ally reviewing and labeling the list in three different buckets: ”relevant”(R),
”non-relevant” (NR), and ”uncertain” (TBD).

Articles considerably unrelated to the topic (e.g., work mentioning ML
methods or collaborative learning platforms for schools) were discarded from
the collection. After the first labeling cycle, we had 65 R, 980 NR, and 150
TBD for H1, 9 R, 227 NR, and 34 TBD for H2 and 17 R, 198 NR, and 33
TBD for H3

Figure 3.4 shows an example of articles captured by the three categories.
The ”uncertain” category required us to conduct a deeper review of the

work. All articles in this list underwent a second round of labeling. The
objective was to review 150 papers on the TBD list and to allocate them to
the R or NR. As a result, we obtained 83 R and 1112 NR for H1, 12 R and
258 NR for H2 and 19 R with 229 NR for H3.

A summary of the adopted research pipeline and the results collected
during each harvest is shown in Figure 3.3.

Ultimately, a deeper understanding of the relevant papers was performed
to draw the final list of FL tools. This final review allowed us to identify 36
suitable tools during H1, two additional tools during H2, and one last tool
added to H3. The complete list of tools retrieved in H1 with the indicators
from the Github and Gitlab repositories is presented in Table 3.1.

3.4 Tools popularity and level of adoption

After retrieving the list of tools, our goal was to understand each item’s pop-
ularity and adoption level from a community perspective. Each Git repos-
itory has public indicators, such as the number of watches (W), forks (F),
and stars(S). The Watch indicator captures the number of users who ac-
tively watch the repository. These users receive updates when new actions
are taken from a repository. The number of forks indicates the number of
times a repository has been forked. It is a good indicator of how many in-
terested users might develop code to extend the tool. Finally, the number
of stars indicates the number of likes that the repository has received. This
final indicator might need to be more accurate in capturing actual users, but
it can provide a reasonable estimation of reach in terms of how many peo-
ple have seen the tool at least once. For practicality, we aimed to combine
these three aspects into one consolidated score to provide a popularity driven
ranking of the tools. Since popularity would also depend on the time a given
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fl_pytorch: optimization research simulator for federated learning 

fedlab: a flexible federated learning framework 

sunday-fl – developing open source platform for federated learning 

gfl: a decentralized federated learning framework based on blockchain 

hyfed: a hybrid federated framework for privacy-preserving machine learning 

graphfl: a federated learning framework for semi-supervised node classification 

openfl: an open-source framework for federated learning 

 

federated learning for vehicular networks 

securefl: privacy preserving federated learning with sgx and trustzone 

secureml: a system for scalable privacy-preserving machine learning 

fedgraphnn: a federated learning system 

flaas: federated learning as a service 

a crowdsourcing framework for on-device federated learning 

fl-ntk: a neural tangent kernel-based framework for federated learning analysis 

 

effects of mobile gaming patterns on learning outcomes: a literature review 

collaborative logical framework: an e-learning assesment tool in .lrn platform 

sagittarius: a tool to enhance the collaboratibe work in virtual learning environments 

predicting machine learning pipeline runtimes in the context of automated ML 

model-sharing games: analyzing federated learning under voluntary participation 

tensorflow lite micro: embedded machine learning on tinyml systems 

collaborative creation and training of social bots in learning communities 

Figure 3.4: A subset of examples of selected articles for each category: ”rel-
evant” green, ”uncertain” blue and ”non-relevant” red.
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repository was made available to the community, we wanted to normalize all
the values with a timing factor. This step ensured that newer repositories
with less exposure to the community would not be affected by a low score.
The scores are calculated as follows:

ScoreHi
=

1
3
(W + F + S)Hi

ETHi

(3.1)

Where ETHi
is the time elapsed between the day of the tool’s first commit

and the harvest date Hi. Table 3.1 shows the scores associated with the tools
retrieved in H1, the March harvest.

An initial understanding of which tools were accessible to the community
was helpful but could provide a limited view of the bigger picture. Indeed,
while Git indicators can share important insights about user preferences in
a given time frame, they do not necessarily capture community trends from
a popularity growth rate perspective.

To access this information, we observed the list of tools over a time win-
dow to determine which tools were being considered by the community at a
higher pace. Thanks to the second harvest H2 held on September 22) and
the third H3 done on April 23, we discovered new tools to add to the list
and updated the values of W, F, and S for each of the tools found in March.
Knowing the differences between the indicator’s value recorded in the vari-
ous harvests, given two harvests, Hi and Hj where j > i, we computed the
growth rate for each tool as follows:

GRij =
1
3
((W + F + S)Hj − (W + F + S)Hi)

∆ji

(3.2)

Where ∆ji, is the difference in days between Date(Hj) and Date(Hi).
More precisely, ∆21 = 184 days, ∆32 = 194 days and ∆31 = 378 days. We
calculated the growth rate GR for all possible combinations: GR12 captures
the growth of the repositories between H1 and H2, GR23 for the growth
between H2 and H3 and GR13 captures the yearly evolution between H1 and
H3. The results of these computations are shown in Figure 3.5.

Interestingly, the order of the tools based on the popularity level observed
in H1 and captured in Table 3.1 does not match the growth rate highlighted
in Figure 3.5.

3.5 Priorities in FL tools for Research

The previous Sections illustrated how we could retrieve a list of relevant tools
for building FL pipelines and which are preferred by the community. In this
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Figure 3.5: Popularity growth rate: this graph illustrates which tools have
been gaining more popularity in the community between March and Septem-
ber ’22 GR12, between September ’22 and April 23 GR23, and over an ob-
servation window of 374 days (roughly one year), GR13. Tools that did not
have a repository available in H1 (March ’22) were excluded from this chart
as it would not be possible to track any evolution.



3.5. PRIORITIES IN FL TOOLS FOR RESEARCH 57

Section, our goal is to provide a new ranking of tools to identify the most
mature. We focused on the specific features of each tool, regardless of the
popularity aspects, as outlined in the previous Sections.

The task consists of retrieving and evaluating FL tools that can be adopted
to boost the exploitability. To perform this classification, we defined a set
of measures based on the different needs and expectations that a tool should
satisfy according to the application field and final objectives.

As described in the SOA Section, there are several ways of implementing
FL. From bridging different data-center institutions together at the produc-
tion level to leverage the agile nature of IoT devices, FL pipelines must be
shaped according to the needs, goals, and constraints to consider. However,
in line with our purpose of identifying the most mature FL tools for research
activities, there is no need to filter results based on data centers or edge
devices as long as the tools will provide the possibility to simulate multiple
decentralized abstracted computing hubs.

However, other considerations should be drawn around what has been
highlighted in the FL challenges regarding data distribution, confidential
computing, and communication efficiency.

Indeed, those aspects are essential because they can directly reflect re-
quirements that FL tools need to fulfill to be considered. For example, they
all highlight the need for a flexible and modular architecture to allow maxi-
mum research customization for aggregation functions, communication pro-
tocols, or privacy-preserving and security features. Another practical insight
derived from Items 2 and 3 concerns the ability of a tool to scale out on multi-
ple computing machines. As demonstrated in [219], the applicability of FL is
not only related to the need to access data complying with regulations. It can
also refer to data that are not readily retrievable, such as those from a satel-
lite or space station. Furthermore, the Medical [212], or Geo-spatial [219]
environments are usually sources of high-resolution data acquired by ma-
chines manufactured by different companies, which could map the need for
dedicated pre-processing routines to be used to feed an AI model. FL ap-
proaches can be tested on multiple machines hosting different datasets (gen-
erated by different equipment) or by simulating multiple parallel instances
running on the same computing node. The first setting is preferred because
it enhances the reliability of the conclusions when investigating the privacy
and communication efficiency aspects.

In addition to what has been outlined, other practical considerations re-
lated to the research environment may also apply. The easier the path to
results in a research environment, the faster the deployment of this tech-
nology in real institutions. For example, being able to set up a federated
environment quickly by leveraging friendly API, re-using common and well-



58 CHAPTER 3. ASSESSMENT OF FL FRAMEWORKS

established language (such as Python), and AI platforms (such as PyTorch
or Tensorflow to mention two) having access to direct support channels or
useful documentation can represent critical aspects for simplifying research
activities in different domains.

3.5.1 Evaluation metrics

Based on these observations, we consolidated a list of evaluation parameters
and guidelines organized as follows:

1. Usability

• Documentation (Docs.)

• Developer Experience (DX)

• Language (Lang.): Python, R, C++, etc.

• Supported AI frameworks: PyTorch, Tensorflow (TF), etc.

• Type of AI: Machine Learning (ML), Deep Learning (DL)

2. Portability

• Templates/Examples availability (T/E)

• Distribution channels: Anaconda, Pipy, etc.

• Multi-node mode

• Open-source

3. Flexibility

• Containers/Virtualization (C/V)

• Modular architecture

• Horizontal or Vertical (H/V) FL

• Synchronous or Asynchronous (S/A) FL

• Privacy and Security independent module? (PVC/SEC)

• Easy integration with other tools

We used these parameters to build an ”Evaluation Table” [??] for the tools
identified in the previous Section. The table was populated with information
retrieved from publicly available resources for each tool (see ”Docs.” column
in Table ??). As can be seen, there is a mismatch between the tools listed in
Table 3.1 and those listed in Table ??. This is mainly due to the following
four reasons:



3.5. PRIORITIES IN FL TOOLS FOR RESEARCH 59

1. Tools not open-source, like Sherpa-ai [18].

2. Missing repositories: is the case of tools that have not yet released
their codes after the paper publication: Chiron [103], FedHealth [51],
FAE [255], GENO [35], FedTGan [267] and IPLS [178].

3. Coherent but not suitable: is the case for LEAF [30], FL-Bench [134],
and PyFed [70], which are positioned for benchmarking purposes and,
therefore, might lack essential features for conducting more extensive
research activities. FedGraphNN [94] is a sub-project of the more sig-
nificant initiative known as FedML [95] already included in this survey.

4. New tools or new openings: is the case for Nvidia-Flare [197] (a sub-
project of Nvidia-Clara) and FL-Pytorch [29] which opened their repos-
itories at some point after H1 harvest, as well as FLUTE [61], and
PLATO [108], which were retrieved (and added) during H2 and XFL
[234] retrieved in H3.

After pruning the 12 tools that did not qualify, adding 2 (despite the
substitution with Nvidia-Flare [197], Nvidia-Clara was already captured by
Table 3.1) at the end of April ’23 harvest H3, we ended up with a list of 28
total tools.

In a second instance, a score was associated with each cell based on
a quantitative assessment. Aiming at objective classification of the tools,
we captured qualitative aspects in a very inclusive manner. These reward-
ing tools demonstrated additional development efforts for the community
through the available material without penalizing new promising tools that
might still be under development.

More precisely, the proposed scoring method rewards completeness rather
than excellence. This means that a tool that supports 20 programming lan-
guages but needs other relevant features would not outperform a tool that
supports only one programming language but has more features that sim-
plify the user experience. This is achieved using scores with a reduced range
of values to allow newer but promising tools to compete with more mature
tools. More in detail, we adopted a simple approach to assign a score to each
cell and designed the ”Score Table” 3.3:

• Documentation: We considered having Paper P and/or a public reposi-
tory for the toolGh (Github) orGl (Gitlab) as a minimum requirement.
Therefore, we assigned zero to all the tools that did not match this ex-
pectation; rewarded with 1 point the tools with at least one additional
source of information (such as a dedicated web page or richer docu-
mentation that would go beyond Readme files on repositories or Slack
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support). Finally, 1.5 points were given to all those that provided two
or more sources.

• Developer Experience (DX): we assigned 0 points to all the tools that
did not seem to mention nor provide a user interface of some sort (e.g.,
Jupyter notebook [120] or Google Colab [34] to mention two). We
assigned 1 point to all the tools with at least 1 form of user interface
abstracting from programming on the command line. Finally, 1.5 points
were given to all the tools with two or more user interfaces.

• Language: We assigned 0 points where information about the sup-
ported version was not clearly outlined in the documentation. One
point was given to the tools supporting at least one language (or one
version), and 1.5 points were given to all tools supporting two lan-
guages (or two versions of a language). Finally, 2 points were given
to all the tools where the engineering team made an the extra effort
to support more than two languages (or more than two versions of the
same language).

• Supported AI frameworks: We assigned 0 points where the information
about the supported AI frameworks was not clearly outlined in the
documentation; 1 point was given to each supported framework. When
the number of different supported frameworks exceeded 2, we assigned
a maximum score of 2.5 points.

• Type of AI: 0 points if not mentioned in the documentation, and 1 for
each type of AI supported (ML or DL).

• Templates/Examples availability.

• Distribution channels: we set the minimum requirement for the ability
to download a repository and install the tool from there. Therefore we
assigned zero points to all the tools respecting this minimum require-
ment, 1 point to all the tools that had at least one additional way to
access the software package (e.g., Pipy or Anaconda); finally, 1.5 points
for all the tools that could be installed in two or more ways.

• Multi-node mode: zero when only the simulated environment on a
single computing machine was mentioned. One point to all the tools
that allow implementing real federation on multiple nodes and 0.5 if
this capability has limitations or constraints.

• Open-source: all the tools presented in the table are open-source. This
column was not included in the table.
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• Containers/Virtualization: zero was given where the documentation
did not provide any of the two options. One point was given where
either a containerized or virtualized environment was supplied. 1.5
points when two or more options were listed and 0.5 when containers
were available but also presented as the only way to access the tool.

• Modular architecture: based on the analysis of the repositories of the
tools, we trust that all of them respect this parameter. More specifi-
cally, they all have proven to have separate entities (such as client-server
and orchestration processes) that can be launched independently.

• Horizontal or Vertical: a tool must implement at least one. Therefore
we rewarded 1 point only to the tools that would allow executions in
both settings.

• Synchronous or Asynchronous: Asynchronous tools can simulate syn-
chronous orchestration with fewer efforts (i.e., active waiting from the
aggregation point) than the one required in the opposite scenario (i.e.,
different communication protocol orchestration). Therefore, we re-
warded 1 point only to the tools that would allow execution in Asyn-
chronous. Where ”Not mentioned”, given that a tool must implement
at least one, we assumed the default to be synchronous and assigned 0
points.

• Privacy and Security independent module: zero point to the tools that
focused on the ability to implement an FL pipeline but did not seem to
mention nor highlight the possibility of tweaking or injecting any pri-
vacy or security module (i.e., Homomorphic encryption, secured com-
munication protocols, blockchain). One point to all the tools that in-
cluded at least one.

• Easy integration with other tools: same process applied for evaluating
the containers and virtualization mechanism.

3.6 Discussion

This chapter proposes a survey of the public tools currently available for
building FL pipelines. After retrieving the list of tools, we evaluated them
using three different metrics: the tool’s popularity (based on community
adoption), growth rate, and maturity (based on our proposed review). These
evaluations led to various rankings. An in-depth discussion of the results is
provided below.
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Based on the resulting ranking in Table 3.3, the most mature tools are
Flower [22], OpenFL [187], and IBM-Federated [146]. Although the firsts
two are fairly close to each other, the third appears to have a solid distance.
PySyft [269], Nvidia-flare [197] and FedML [95] followed the same rate. Fedn
[65] comes 7th.

This is just an initial observation, but things change when we integrate
the popularity results highlighted in Table 3.1 and the growth rate outlined
in Figure 3.5 into the equation. In Table 3.1, PySyft [269] and FATE [2] are
the two most popular tools according to the developer’s community, while
Flower [22], OpenFL [187], and IBM-federated [146], cover the 5th, 6th,
and 7th placement, respectively, with a considerable distance from the first
two. An interesting aspect is the clear gap between what the community
awarded as the most popular tools and what this work outlined as the most
matures. Similarly, another essential element is the result highlighted by the
growth rates reported in Figure 3.5. Leading that ranking is Flower [22],
followed by FedML [95], FATE [2]and PySyft [269]. OpenFL [187] is in the
7th placement, with a growth rate of 0.23, approximately nine times smaller
than the Table leader, which has a value of 1.82. With a deeper look at
the various growth rates, we can see how generally GR23 > GR12. This
means that the tools grew more between H2 and H3, than between H1 and
H2 despite having a time gap of approximately six months in each window.
While this is true for almost all tools, the first four seem to have taken a
much more significant leap. This could confirm the effectiveness of the work
done by the development team and community contributions. However, it
is crucial to note that these leaps did not have a significant impact over an
observation window of 374 days (nearly one year). With some exceptions,
growth rate GR13 seems to confirm the growth rates highlighted by GR12. By
comparing these two curves, we can see how Flower [22] had a stronger start
in the first six months but then decreased over one year (i.e., GR12 > GR13)
compared to FedML [95], which gained more points in GR23 than it had in
GR12. The same considerations apply to Tensorflow-Federated (tff) [6], and
Substra [78].

One interesting aspect is that regardless of the scoring we decide to con-
sider, the top five placements seem to be occupied by the same names, re-
shuffled a bit. Of the 15 possible names, we can only count up to eight
different tools. Of these eight different names, four are more dominant as
they appear in at least two rankings: Flower [22], FedML [95], FATE [2],
and PySyft [269]. The remaining four were Tensorflow-Federated (tff) [6],
OpenFL [187], Nvidia-flare [197] and IBM-federated [146]. Among these
eight, only OpenFL [187] supports Vertical FL.

Despite our efforts to adopt objective scoring when building Table 3.3 as
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described in Section V, we are aware that other valid scoring alternatives
might exist. For example, a more in-depth analysis of all functional features
provided by each tool (such as communication protocols or level of modular-
ity in the architecture) and a more granular differentiation of external tools
that can be integrated into the FL pipeline could lead to different results.
However, although we appreciate that such a finer approach might eventually
change the distances of the current points between the elements in the lists,
we would expect the main order to remain the same. This consideration
arises when examining the definition of the current ranking. The success
of the top two tools is mainly justified by the high scores obtained in the
”Usability” and ”Portability” factors outlined in Section V. This suggests
that when tools have similar features with an equivalent level of maturity,
the preference goes to the one with a lower entry barrier for users. Providing
different documentation sources, tutorials, and access to multiple standard
languages and tools may be critical for the community. As confirmed in
the lower part of Table 3.3, low scoring for the worse-ranked tools might
not necessarily be related to a lack of critical features, but rather to insuf-
ficient documentation that might have compromised exploitation. However,
we noticed a discrepancy in Table 3.1 that led us to the following question:
Why are tools with features comparable to the most popular ones, but with
better documentation and more accessible entry points, not currently being
considered at the same (or higher) level by the community?

Among the possible causes, we identified three main factors: participa-
tion in more significant international projects involving multiple institutions,
tool adoption in various application fields, and dissemination and marketing
activities by the respective engineering teams.

Although summarizing the results of the three tables might be difficult,
we can say that if someone does not know where to start with FL, tools such
as Flower [22] or PySyft [269] represent a good compromise between maturity
and popularity for horizontal pipelines (HFL) either in data-centers or IoT
devices. When Vertical FL (VFL) is required, OpenFL [187] can be the tool of
choice. These recommendations are valid regardless of the application fields,
as all the tools can support different models and data types. At the same
time, we recognize that as future directions, more in-depth benchmarking
with dedicated tools such as [139], LEAF [30], or FL-bench [134] may be
needed to further understand the different peculiarities of each tool.

Another future goal is to revise the proposed criteria to account for these
arguments and other factors to get closer to a comprehensive measure har-
monizing the overall results.
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3.7 Conclusion

Several tools for implementing FL pipelines can accelerate research activities
in this field. In this study, we provided a survey of all open-source solutions
and two rankings based on the tools’ popularity and readiness with the aim
of guiding users (including non-experts) in adopting FL solutions, boosting
their exploitation, and accelerating their research and development. One key
aspect of this study is that tools primarily adopted by the community are
not necessarily the most mature tools available. Owing to the three harvests
(searches) performed over nearly one year (374 days), we could understand
the growth rate of the majority of the tools. With all the data collected,
we were able to provide clear recommendations to end-users on what tool to
choose when starting a new journey in FL research.
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TOOL Watch Fork Star ETA (days) SCORES

1 PySyft [269] 211 1800 8000 1714 1.95

2 FATE [2] 134 1200 4100 1134 1.60

3 FedML [95] 37 331 1100 614 0.80

4 Tensorflow Federated [6] 66 447 1800 1301 0.59

5 Flower [22] 20 15 825 770 0.37

6 OpenFL [187] 10 76 286 437 0.28

7 IBM-Federated [146] 20 85 292 647 0.20

8 FedLab [258] 6 30 180 383 0.19

9 LEAF [30] 18 187 470 1249 0.18

10 FedGraphNN [94] 9 33 147 383 0.16

11 Fedlearn-algo [136] 8 34 80 255 0.16

12 FedJAX [191] 11 28 172 461 0.15

13 PyVertical [15] [192] 12 35 101 661 0.07

14 PriMIA [113] 8 18 102 707 0.06

15 Substra [78] 8 24 143 1252 0.05

16 Fedn [65] 7 20 59 622 0.05

17 FedBioMed (GitLab) [185] NA 23 3 332 0.04

18 OpenFED [47] 2 1 17 300 0.02

19 APPFL [198] 2 1 7 172 0.02

20 HyFed [167] 4 3 9 361 0.01

21 PyFed [70] 3 2 5 544 0.01

22 dsMTL [33] 2 2 0 266 0.01

23 Sunday FL [172] 1 4 2 524 0.00

24 DecFL [163] 2 2 3 717 0.00

25 MTC-ETH [207] 1 1 2 881 0.00

26 Vantage6 [162] 5 2 0 1835 0.00

27 Sherpa ai [18] 3 0 0 0 -

28 FL-Pytorch (Pytorch Federated) [29] NA NA NA NA NA

29 Chiron [103] NA NA NA NA NA

30 FedHealth [51] NA NA NA NA NA

31 FAE [255] NA NA NA NA NA

32 GENO [35] NA NA NA NA NA

33 FedTGan [267] NA NA NA NA NA

34 FL-Bench [134] NA NA NA NA NA

35 IPLS [178] NA NA NA NA NA

36 Nvidia-Flare [197] NA NA NA NA NA

Table 3.1: Tool popularity table, March harvest H1. Legend: This table
shows the list of 36 tools retrieved in March with their respective Git in-
dicators and the cumulative scores. The results are sorted from the most
popular tools on the top to the less popular tools on the bottom. Indicated
with NA are the tools for which the Git repository was unavailable or not
publicly accessible. If not specified otherwise, all the repositories are Github
projects.
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TOOL Docs. DX Lang.
AI frame-

works
AI type Examples

Dist.
channels

Multinode? C/V H/V Sync/Async PVC/SEC
Tools in-
tegration

APPFL [198]
P, Gh,
Pipy, W

N.M.
Python
3.6+

Pythorc DL Yes Gh, Pipy Yes Docker H S,A N.M.
MPI or-

chestration

DecFL [163] P, Gh N.M. N.M. TF DL Yes Gh Yes Required H S Yes N.M.

dsMTL [33] P, Gh, N.M. R only R-based ML Yes Gh Yes N.M. H N.M. Yes N.M.

FATE [2] P, Gh, W N.M. 3.8, 3.9 N.M. ML, DL Yes Gh Yes Docker H,V S,A Yes
KubeFATE,

flake,
Spark

FedBioMed [185] (Gl) P, Gh Jupyter python
Pythorc,

TF
DL Yes Gh Yes Required H N.M. Yes

Flake,
Sklearn

FedJAX [191] P, Gh, W
G. Colab,
Jupyter

Python
Pythorc,

TF
DL Yes Gh, Pipy Simulated N.M. H S,A N.M. N.M.

FedLab [258] P, Gh, W N.M.
python
3.6+

Pytorch DL Yes Gh, Pipy Yes Docker H S,A Yes N.M.

Fedlearn-algo [136] P, Gh N.M.
Python
3.6, 3.7

Pythorc,
TF

ML, DL Yes Gh Yes Docker H,V N.M Yes
Hugging
Face,

Sklearn

FedML [95]
P, Gh, W,
dedicated
links, Slack

N.M. Python
Pytorch,
TF, JAX,
mxnet

ML, DL Yes Gh, Pipy Yes Docker H S,A N.M.

MPI,
NCCL,
MQTT,
gRPC,
Pytorch
RPC

Fedn [65]
P, Gh,

dedicated
docs

Yes
Python
3.8, 3.9,
3.10

Pytorch,
TF

DL Yes Gh Yes Required H,V N.M. Yes
C++,

scikit-learn

Flower [22]
P, Gh,

slack, W,
+

Jupyter,
colab

Python
3.6+

Pytorch,
TF,

MxNet,
Jax

ML, DL Yes Gh, Pipy Yes Yes H S,A Yes

Android,
flake,

hugging
Face

FLUTE [61] P, Gh, W N.M. Python 3.8 Pytorch DL Yes Gh
Azure
Cloud

N.M. H S,A N.M. HuggingFace

HyFed [167] P, Gh WebAPP N.M. N.M. N.M. Yes Gh Yes N.M. H N.M. Yes N.M.

IBM-Federated [146]
P, Gh, W,

video
tutorials

Jupyter Python 3.6
Pytorch,

TF
ML, DL Yes Gh, wheel Yes Docker H N.M. Yes

Ray,
Openshift

IPLS [178]

MTC-ETH [207] P, Gh N.M. N.M. N.M. N.M. N.M. Gh
Yes, but

low
number

Required H N.M. Yes N.M.

Nvidia Flare [197] P, Gh, W Jupyter
Python
3.8, 3.10

Pytorch,
TF

DL, ML Yes Gh, pip Yes Docker H S Yes MONAI

OpenFED [47] P, Gh, W Jupyter Python 3.6 Pytorch DL Yes Gh, Pipy Simulated N.M. H N.M. Yes N.M.

OpenFL [187]
P, Gh,

slack, W,
videos

Jupyter,
Colab

Python
3.6, 3.7, 3.8

Pytorch,
TF

DL Yes Gh, Pipy Yes Docker H,V S,A Yes
MonAI,
Hugging
Face

PLATO [108]
P, Gh,
Website

N.M. Python 3.9
Pytorch,

TF,
Mindspore

DL Yes Gh, pip Yes Docker H S,A N.M.
Catalyst,
Mindspore

PriMIA [113] P, Gh, W N.M. N.M. Pytorch DL Yes Gh Simulated N.M. H N.M. Yes
PySyft,
K8s

PySyft [269]

P, Gh,
Slack,
Video,
Courses

Jupyter Python 3.8
Pythorc,

TF
DL Yes Gh, Pipy Yes

Docker,
VMs. +

H N.M. Yes PySyft, k8s

FL-Pytorch [29]
P, Gh, W,

slack,
videos

Custom
GUI

Python 3.9 Pytorch DL Yes Gh, pipy Simulated N.M. H N.M. N.M. N.M.

PyVertical [15,192] P, Gh Jupyter
Python

3.6,3.7,3.8
N.M. DL Yes Gh Yes Docker V N.M. Yes Syft

Substra [78]
P, Gh, W,

Slack
N.M. N.M. N.M. N.M. Yes Gh, Pipy Yes docker H S,A N.M. N.M.

Sunday FL [172]
P, Gh,
youtube

N.M.
Python,
java

N.M. N.M. Yes Gh Yes Docker H N.M. N.M. Azure

Tensorflow Federated [6] P, Gh, W Colab Python 3 TF DL Yes Gh, Pipy Simulated N.M. H S,A N.M. N.M.

Vantage6 [162]
P, Gh, W,
youtube

N.M. Python 3.7 N.M. N.M. N.M. Gh, Pipy Yes Docker H N.M. N.M. N.M.

XFL [234] P, Gh, W N.M. Python 3.9
Pytorch,

TF
DL, ML Yes Gh Yes Docker H,V N.M. Yes

Crypto
Algorithms

Table 3.2: Tool evaluation table: in documentation (”Docs.”) and distribu-
tion channels (”Dist. channel”) columns, P = Paper, Gh = Github, Gl =
GitLab, W = Website. In the ”Supported AI Type” column, DL = Deep
Learning and ML = Machine Learning. Column ”H/V” differentiates be-
tween ”Horizontal” and ”Vertical” FL, while the ”Sync/Async” column in-
dicates whether the tool supports synchronous S or asynchronous (A) work-
flows. The NM label refers to ”Not Mentioned”, meaning that the informa-
tion did not appear as mentioned in the available documentation.
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Chapter 4

MERGE: a model for
multi-input biomedical
federated learning

Driven by the Deep Learning (DL) revolution, Artificial Intelligence (AI)
has become a fundamental tool for many bio-medical tasks, including AI-
assisted diagnosis. These include analysing and classifying images (2D and
3D), whilst, for some tasks, DL exhibits superior performance. Diagnostic
imaging, however, is not the only source of information. Tabular data, such
as personal data, vital signs, and genomic/blood tests, are commonly col-
lected for every patient entering a clinical institution. However, it is rarely
considered in DL pipelines, although it carries diagnostic information.

The training of DL models requires large datasets, so large that every
institution might need more data that should be pooled from different sites.
Data pooling generates newfound concerns about data access and movement
across other institutions spawning multiple dimensions, such as performance,
energy efficiency, privacy, criticality, and security. Federated Learning (FL)
is a cooperative learning paradigm aiming at addressing these concerns by
moving models instead of data across different institutions.

This chapter proposes a federated multi-input model that leverages im-
ages and tabular data, providing a proof of concept of the feasibility of
multi-input FL architectures. The proposed model was evaluated on two
showcases: the prognosis of CoViD-19 disease and the patients’ stratification
in Alzheimer’s disease.

Results show that enabling multi-input architectures in the FL framework
allows improving the performance regarding accuracy, F1-score and general-
izability with respect to non-federated models while allowing to preserve the
security and data protection properties peculiar to FL.

69
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4.1 Introduction

Artificial intelligence techniques, such as Machine Learning (ML) and Deep
Learning (DL), are increasingly being exploited as tools for tackling chal-
lenges in various research fields, including the bio-medical one. One of the
strengths of ML models is their capability to capture complex hidden rela-
tionships among multi-dimensional data. They have been explored for several
tasks, including inter-alia, disease classification [10, 123, 151], human body
segmentation [23, 140, 222, 241], the definition of diagnostic scores [59], drug
discovery [81,261] and data augmentation through the generation of synthetic
samples [55,75,208,265]. Despite most of these examples leveraging medical
images as the preferred data format, a variety of data types are collected
by hospitals, clinical laboratories, and other healthcare institutions. Beyond
magnetic resonance imaging (MRI), x-rays, or other types of body scans,
there are also time series like the ones coming from the electrocardiograms
or devices for monitoring vital signs, video from cameras recording patients’
movements and positions overnight or during a rehabilitation therapy and,
last but not least, text or tabular data coming from surveys, administra-
tive and clinical records. Very often, these data are used singularly to solve
specific problems.

Although these data are different, they have one common feature: they
are critical data for privacy and security and must be treated appropriately.

Examples of data regulations created explicitly for managing the access
and use of Health Data are the Health Insurance Portability and Accountabil-
ity Act (HIPAA) [209] in the USA and the Protection of Personal Information
Act (POPIA) [194]. While protecting sensitive information is a critical mis-
sion from a governance perspective, from an AI perspective the introduction
of all of these regulations limits access to data.

Computing paradigms like Federated Learning (FL) [155] can help ad-
dressing this challenge [164].

In an FL scenario, multiple institutions Ci holding proprietary and critical
data collaborate to train a global AI model M . The crucial aspect of the FL
is that data belonging to a specific Ci never exits from the IT facility of its
owner. Instead of sharing or exchanging data, different institutions iteratively
aggregate local models in a single global model M that approximates the one
that could be achieved by gathering all data in a single data lake.

FL is generally categorized along two main approaches: Horizontal (HFL)
and Vertical (VFL) Federated Learning [249].

In both cases, multiple institutions Ci holding proprietary data are willing
to train a shared model while never sharing their sensitive information.

The main difference between HFL and VFL resides in the assumption of
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how data are split. In the HFL, the basic assumption is that each Ci taking
part in the federation has the same feature space (i.e., data format, like
MRIs) but different sample instances (i.e., different patients). Conversely, in
the VFL environment, each Ci contributes to the federation by leveraging
different data with different feature spaces, while the sample instances are
the same. An example of HFL and VFL settings can be found in Figure 4.1.

In this chapter, we propose a multi-input model that can handle different
types of data, namely images and tabular text, trained by following the
orchestration paradigm of the HFL schema. Multi-input FL tasks are usually
implemented by a VFL schema by design. In this case, multiple used models
are specifically tailored to the different data sources as illustrated in Figure
4.1.

In this context, the proposed solution solves the trade-off between using
diverse data to train different input-specific models (VFL) and gathering
homogeneous data from different populations (HFL), better reflecting the
needs encountered in multi-centric studies.

In addition, we demonstrate the suitability of our approach in solving
medical image classification tasks and provide evidence on how our federated
multi-input model can outperform the typical single-input models. To this
end, we focused on two case studies addressing core issues in the field, that
is COVID-19 prognosis and classification of Alzheimer’s disease patients,
relying on the CoViD-19 CXR (2D data) and the ADNI study (3D data),
respectively.

The contributions of this work can thus be summarized as follows:

• We propose an approach to translate FL multi-input classification tasks
from a complex VFL to a more straightforward HFL orchestration.

• We demonstrate how the proposed approach can effectively capture
knowledge from multiple data sources, even when exploiting standard
(i.e., not custom) models.

This work proposes an example of a federated multi-input model for classi-
fication orchestrated following an HFL schema. The proposed framework is
open and flexible, being able to incorporate any neural network architecture
and allowing to shape the parameters of the orchestration on the specific
problem.

Hence, outperforming the state-of-the-art in the classification tasks was
not within the scope of this contribution. We are aware that choosing the best
model for the problem at hand would lead to better performance in terms of
the classification scores. We leave this issue for further investigation.
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Inline with open science initiatives, to help reproduce our results and fa-
cilitate the customization of the model, we provide the code and instructions
on how to use it in Section 4.4.2EXPERIMENTAL PROCEDURES.

4.1.1 Federated learning in the bio-medical field

In recent years, the evolution of machine learning techniques has been dom-
inated by the need to improve the performance of models up to levels that
can be used for practical purposes. The introduction of DL has been a real
revolution for many tasks, especially for image and text analysis. Unfor-
tunately, DL is data-hungry: large-size DL models require more and more
data to be trained, and pooling data is often needed to build an appropriate
dataset. Pooling increases the model generalizability [76, 110], i.e. the abil-
ity of a model to deal with unseen data reliably [153]. Various efforts have
been made in the research community in this respect [54, 122, 133, 169, 206].
The studies show how higher exposure to data can increase generalizability,
hence the need for real-life federations [54, 122, 133, 169, 206]. FL allows the
virtual pooling of different datasets while maintaining the data private and
allowing the model to learn features appearing in examples from different
data owners.

An example of an HFL setting could be represented by a set of institu-
tions, like hospitals, aiming to train a shared model (i.e., for brain tumour
segmentation) by leveraging MRI scans. In this scenario, the assumption is
that each Ci would be able to provide MRI scans of their patients. However,
in a real-world scenario, patients differ from hospital to hospital, leading to
a non-i.i.d. data distribution known for degrading FL performance [37].

Despite being relatively new, FL has already demonstrated its value in
addressing the generalizability challenge [203, 231]. Due to the high sensi-
tivity of the data, many other works have been performed to explore FL
in the bio-medical field [110, 212, 216]. While the effectiveness of FL in in-
creasing the model generalizability has already been proven, finding the best
way to aggregate the contributions from all the data owners remains an open
challenge.

4.1.2 Multi-input classification

The idea of using multiple input sources to perform a classification task is
well-known in the literature [181]. It can be found with different names
like multi-modal [218], multi-view [246], multi-channel [177], or mixed data
ML [224]. For the sake of clarity, we are going to refer to this topic using



4.1. INTRODUCTION 73

the multi-input label. One of the driving factors beyond our adoption of
multi-input AI approaches is data availability.

Several multi-modal datasets can be found publicly [159, 202, 229, 230].
In the bio-medical field, it is common to see different types of images cou-
pled together. Classification of Breast tumour [20] and Alzheimer’s disease
(AD) [138], or the fusion of learning strategies based on different views of
the same image [32], are some examples.

In other cases, the fusion involves different data types, like time se-
ries [160], or features extracted from different sources [129,228]. Multi-input
models have also been tested in contexts other than the bio-medical field.
For example, a recent work [48] proposes MI-DCNN, a complete end-to-
end multi-input convolutional neural network that can take full advantage
of multi-modal physiological signals and automatically complete the process
from feature extraction to emotion classification simultaneously.

Regardless of the data type being considered, according to Sleeman et
al. [218], co-training and co-regularization are the two main possible settings
of a multi-input-based approach. The co-training refers to those problems in
which the information from one source can help to estimate missing details
(like labels) on the other, as it happens in semi-supervised learning [62,225].
Concerning FL, the co-training setting can be easily mapped into the VFL
scenario. In the co-regularization case, the various input sources are consid-
ered contributors to build a common descriptor for representing the instances
of the problem being addressed. In this last case, the fusion occurs within
the classification model itself after each input has been encoded indepen-
dently [114]. For this work, we relied on the co-training setting to train
models in an HFL architecture.

4.1.3 Federated Multi-input

Despite a few works have addressed the challenge of having a multi-input
model employed in a FL setting, the field remains less well-explored in the
literature. Most of the articles propose multi-input-based approaches that
are directly associated with the VFL setting. Huang et al. [100] describe a
scenario where M views are distributed across M devices. The same consid-
erations apply to other recent works. [115,183,252].

In the bio-medical environment, Che et al. [45] propose a detailed ap-
proach that can work in both HFL and VFL settings. However, the main
focus is pipeline orchestration and data leakage prevention. Furthermore,
the examples provided refer to preserving the privacy of sequential data, like
real-world keyboard data, collected from the BiAffect study [11]. Qayyum et
al. [183] propose a clustered FL approach where the clinical institutions are
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organized in two clusters depending on what type of data they own: X-ray
data cluster and Ultrasound data cluster.Mahbub Ul and Rahim [12] present
a FL multi-input approach working on Internet-of-Medical-Things (IoMT).
However, as claimed by the authors, the main focus is to study the het-
erogeneity of the hardware equipment used to simulate the different clients
(medical institutions), performing evaluations on time-series models. Re-
garding the tasks, a recent work [266] focuses on the classification of signals
from Internet-of-Things (IoT) devices, which use autoencoders to extract
common representations from the different data sources. However, this con-
tribution is not directly linked to the bio-medical field. Bernecker et al. [21]
tackle the liver segmentation problem by proposing a multi-input normal-
ization technique, which tries to encode CT and MRI scans into a common
representation.

This work proposes a multi-input model that works in an HFL setting to
solve classification tasks. The ultimate ambition is not to provide a specific
model architecture but to share an approach that consists in combining mul-
tiple input sources to improve classification performance for an HFL pipeline.
The model is meant to be a proof of concept, that is open and flexible such
that it could be easily customized for other tasks also in different domains.
We demonstrate the feasibility of our approach by evaluating the model on
two classification tasks: prognosis of COVID-19 (2D data) disease and pa-
tients classification in Alzheimer’s disease, relying on the ADNI initiative (3D
data). While our final goal is not to improve the state-of-the-art performance
for the two specific problems, it is essential to highlight how the two con-
sidered challenges are open and might benefit from the proposed alternative
approach [9]. Alternative routes to solve the classification task have been ex-
plored by considering different feature extraction techniques [19,175]. Similar
considerations apply to the classification in Alzheimer’s disease. Many works
demonstrate multiple efforts in addressing the challenge by using transfer-
learning [199], multiple-modal [264] and multi-input techniques [80,236,259].

In summary, the few works available in the literature that implement
multi-input models in federated contexts either refer directly to the VFL
setting or are unrelated to the bio-medical environment, or do not address
the classification task. This chapter addresses the problem of having a multi-
input classification model in an HFL setting in the bio-medical field.

4.2 Results

This chapter proposes to leverage data of different types, i.e. images and
tabular data, to improve testing accuracy and f1-score of federated mod-
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els. Results show how the federated version of the multi-input model can
outperform baseline single-input models and increase overall generalizability
compared to equivalent centralized (non-federated) settings.

To provide evidence, we evaluated our approach on two different datasets:
the COVID-CXR dataset [220] (2D) and ADNI dataset (3D). The first is
publicly available while the second can be accessed under mild conditions.

Table 4.1: Accuracy in centralized and federated setting. Results
(mean ± standard deviation) obtained with 5-fold cross-validation (central-
ized) and 5 averaged runs (federated). For each experiment setting (column)
we highlighted the best performing model.

CoViD-19 CXR ADNI

Input Centralized Federated Centralized Federated

Only images 0.731± 0.06 0.558± 0.02 0.777± 0.01 0.855± 0.04
Only tabular 0.740± 0.03 0.696± 0.02 0.638± 0.02 0.715± 0.03
Multi-input 0.733± 0.01 0.734± 0.01 0.811± 0.03 0.866± 0.02

Table 4.2: F1 score in centralized and federated setting. Results (mean
± standard deviation) obtained with 5-fold cross-validation (centralized) and
5 averaged runs (federated). For each experiment setting (column) we high-
lighted the best performing model.

CoViD-19 CXR ADNI

Input Centralized Federated Centralized Federated

Only images 0.515± 0.30 0.197± 0.14 0.662± 0.03 0.735± 0.05
Only tabular 0.562± 0.28 0.623± 0.01 0.379± 0.02 0.573± 0.04
Multi-input 0.520± 0.30 0.636± 0.05 0.742± 0.03 0.745± 0.04

For both case studies, we ran several experiments involving training multi-
ple models in multiple settings. More precisely, we evaluated the performance
by comparing the classification results obtained by three model architectures,
depending on three types of input:

• Image-only input, using a ResNet-18 [96] model;

• Tabular-only input, leveraging a Multi-Layer Perceptron (MLP) [262]
model;

https://adni.loni.usc.edu/
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• Multi-input, using a concatenation layer to fuse together the outputs
of the previous two models (Image-only and Tabular-only) as shown in
Figure 4.3.

In the image-only and multi-input cases, we used the 2D version of
ResNet-18 for the experiments based on the CoViD-19 CXR dataset and
the 3D version for experiments on the ADNI dataset.

Experiments were conducted to analyze the DL model behaviours in the
following settings:

• Isolated: To simulate no collaboration among institutions. Models are
trained independently and tested using data belonging to every single
organization. In this scenario, we have three models (one for each
input type) for each of the six hospitals of the CoViD-19 dataset and
each ADNI (ADNI1, ADNI2, and ADNI3) study. Results are shown in
Table 4.3. Moreover, isolated models have also been tested on the data
of other organizations in order to discuss generalizability properties.
Results are shown in Fig. 4.2.

• Centralized: To simulate collaboration among institutions without
privacy constraints. Models are trained on a unified dataset by forcing
all the data to be hosted in the same computing facility. Results are
shown in Table 4.1.

• Federated: To simulate collaboration among institutions subject to
privacy constraints. Models are trained following an HFL orchestration
schema. Results are shown in Table 4.1.

For the isolated and centralized experiments, the datasets were split into
three subsets: train, validation, and test using 80%, 10%, and 10% quotas,
respectively. We kept the test set fixed and used the train and validation sets
to train the models on five stratified folds in each centralized experiment. The
reported accuracy values were obtained by evaluating the best model with
the best validation accuracy on the test set.

For the federated experiments, datasets were partitioned only in train
and test sets. This is mainly due to two reasons. Firstly, since each Ci would
perform only one iteration before sending the model back to the aggregator,
running a cross-validation step would not bring any benefits as there would
not be any iterative process to optimize. Then, the tool used for running
the federated experiments would not allow a five-fold cross-validation phase
without massive intervention to the low-level code. To have comparable
results, we preserved the percentage of training data by splitting the dataset
into train (80% of the entire dataset) and test (the remaining 20%) sets,
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Table 4.3: Accuracy in the isolated setting. Results (mean ± standard
deviation) obtained with 5-fold cross-validation (centralized) and 5 averaged
runs (federated). For each experiment setting (column) we highlighted the
best performing model.

CoViD-19 Hospital

Input A B C D E F

Only images 0.683± 0.06 0.524± 0.06 0.619± 0.09 0.550± 0.13 0.552± 0.06 0.524± 0.04
Only tabular 0.817± 0.03 0.838± 0.04 0.677± 0.05 0.900± 0.03 0.867± 0.06 0.786± 0.02
Multi-input 0.883± 0.03 0.733± 0.04 0.768± 0.06 0.743± 0.09 0.876± 0.07 0.750± 0.02

Input ADNI1 ADNI2 ADNI3

Only images 0.521± 0.02 0.717± 0.06 0.756± 0.02
Only tabular 0.725± 0.00 0.615± 0.03 0.881± 0.03
Multi-input 0.871± 0.07 0.605± 0.05 0.808± 0.08

respectively. Further considerations are shared in the Discussion subsection.
We ran the federated experiments five times to ensure that the performance
would not depend on a specific data split, and we averaged the results.

4.3 Discussion

This paper proposes to leverage multiple inputs, i.e. images and tabular
datasets, to improve testing accuracy and f1-score of (horizontally) federated
models. To determine the goodness of this approach, we structured the
investigation in three steps: we first assessed the generalizability of each
model in the isolated setting, we then evaluated how the performance would
improve when pooling the data together in a centralized setting, and finally,
we repeated the evaluation in a federated setting.

For the first step, we evaluated each model trained on the data of a
specific CoViD-19 hospital (or ADNI partition) on a testing set from each of
the other CoViD-19 hospitals (or ADNI partitions). Results are reported in
Figure 4.2. The diagonals show the accuracy obtained when testing a model
using data with the same training set distribution. Figure 4.2 shows how
isolated models do not generalize well on new data. Indeed, when tested on
data from other institutions, the accuracy drops significantly compared to
when tested on local proprietary data. One exception is represented by the
ADNI evaluation on tabular data, where the highest performance is obtained
when testing the model using ADNI3. This behaviour is due to the high-class
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Table 4.4: F1 score in the isolated setting. Results (mean ± standard
deviation) obtained with 5-fold cross-validation (centralized) and 5 averaged
runs (federated). For each experiment setting (column) we highlighted the
best performing model.

CoViD-19 Hospital

Input A B C D E F

Only images 0.808± 0.03 0.364± 0.31 0.616± 0.13 0.147± 0.23 0.314± 0.32 0.260± 0.33
Only tabular 0.893± 0.01 0.800± 0.40 0.686± 0.08 0.943± 0.08 0.848± 0.11 0.793± 0.05
Multi-input 0.978± 0.04 0.200± 0.40 0.826± 0.11 0.600± 0.49 1.00± 0.00 0.687± 0.11

Input ADNI1 ADNI2 ADNI3

Only images 0.289± 0.29 0.667± 0.08 0.081± 0.13
Only tabular 0.684± 0.02 0.542± 0.05 0.173± 0.12
Multi-input 0.703± 0.03 0.463± 0.13 0.058± 0.07

imbalance of ADNI3, as reported in Table 4.6.

For the second step, we evaluated models in a centralized setting, gath-
ering all samples in a single data lake to simulate collaboration among insti-
tutions without privacy constraints. Pooling data from several institutions
can improve the generalizability of the models.

Table 4.1 show how the centralized models generally perform better than
the isolated models as in Fig. (4.2). This aspect can be appreciated by
comparing the centralized accuracy with all the off-diagonal values of the
two tables.

As previously noted, ADNI3 class imbalance represents an exception to
this consideration, as also confirmed by looking at the f1-score obtained by
the three models trained on ADNI3 in Table Creftab:f1isolated.

Overall improvements in model generalizability are also confirmed by
looking at the f1-score values in the isolated and centralized setting, respec-
tively reported in Table 4.4 and Table 4.2. Similarly to the accuracy values,
the same conclusions can be drawn for the f1-scores.

In real-life scenarios, however, a centralized setting is unrealistic due to
data regulations preventing medical institutions from sharing data. For this
reason, it is fundamental that FL performance remains aligned with cen-
tralized performance. Sheller et al. [212] demonstrated that FL approaches
are a great option when we want to increase the ability of a model to gen-
eralize by leveraging multiple data sets, but when compared to a central-
ized setting leveraging the same data sets is just slower in converging and
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slightly less performing. For the CoViD-19 dataset, the single-input results
presented in Table 4.1 confirm this behavior. However, our proposed FL
approach using multi-input models outperforms the federated single-input
versions and remains aligned with the centralized counterpart. This means
that the approach of translating a VFL to HFL orchestration was successful.
For the ADNI dataset, all the federated models outperform the centralized
counterparts. While counterintuitive, this can be explained if we look at
the different data partitions between the two experimental settings. Indeed,
the centralized values are obtained by querying the best validation model
on the test set, using an 80/10/10% train/validation/test split as opposed
to the 80/20% train/test split used for the federated setting without cross-
validation. Validation sets are usually helpful in identifying and selecting the
most performing model among various epochs of the training process. For
our federated experiments, since each collaborator Ci would perform only one
training epoch before sending the model back to the aggregator, running a
cross-validation step would not bring any benefits as there would not be any
iterative process to optimize or best model to select. Nonetheless, running
multiple folds cross-validation in a federated setting would have required a
massive refactoring of the selected tool, as this feature is not available. Fi-
nally, we choose to have one training epoch because, as stated in [38], there
is no scientific evidence of advantages brought by having more iterations.

Furthermore, in real-life scenarios, hospitals willing to train a federated
learning model would rather use common (ideally public) external sources
to test their model instead of sharing a subset of their proprietary datasets.
By choosing the 80/20% training/test split, we were able to simulate a more
realistic scenario by keeping the testing set external to the training process.

4.3.1 Conclusions

In this paper, we propose a new approach for solving classification tasks in the
bio-medical environment in a privacy-compliant way. The method introduces
an HFL setting with the advantage of leveraging multiple input sources. The
basic assumption for the proposed approach is that each Ci taking part in
the federation has both data types, images and tabular data, locally available
and accessible. We demonstrated the goodness of our approach by running
several tests based on 2D and 3D images, respectively combined with tabular
data, and by comparing the results obtained by the multi-input model with
the only-images and only-tabular models. Results show that enabling multi-
input architectures in the FL framework allows improving the performance
regarding both accuracy and f1-score with respect to non-federated models
while complying with data protection practices. In particular, we tested our
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method on two classification tasks: prognosis of COVID-19 disease from chest
X-rays data (CoViD-CXR dataset) and detection of Alzheimer’s disease from
neuroimaging data (ADNI dataset).

4.3.2 Limitations and future work

As mentioned above, the main goal of this paper was to demonstrate the fea-
sibility of a horizontal federated multi-input architecture suitable for the bio-
medical field. Consequently, optimizing the performance in the non-federated
conditions was not targeted, and improvements concerning state-of-the-art
in this respect could not be demonstrated. However, making a federated ar-
chitecture available enables the exploitation of multiple sources of unshared
data that allows building on top of current cutting-edge single-institution
solutions overcoming the low data numerosity issue while improving the gen-
eralization ability of the overall system and naturally enabling multicentric
studies.

The proposed approach does not consider the problem of missing views,
which also affects clinical data processing. However, we are confident that
the openness and flexibility of the proposed approach will foster research in
the field, marking a step in data sharing and distributed processing.

An additional limitation of the current study is the lack of an interme-
diate ”validated federation” setting. This scenario would re-use the same
5-folds data split used to run the centralized experiments. Despite not being
as realistic as the federated scenario presented here, it would add more com-
parable results between the centralized and federated settings and provide
additional indicators to the current study.

The future directions are:

• Propose a VFL setting where each client has a different type of input
source and DL model. In particular, in a real federation, each par-
ticipant can have various types of datasets, such as images, tabular
features, or text reports. In this scenario, there is a need to explore
new alternative ways of concatenating the different input sources. Pre-
liminary results show that aggregating only the identical architectural
layers of different networks (particularly the classifier of two different
CNNs) leads to performance comparable to the typical case in which all
model parameters are aggregated. Despite this new aggregation tech-
nique presenting the same typical limitations of FL (i.e., layers must be
identical to be aggregated), further investigation is required to analyze
the importance of the input features of the classifier.
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• Explore the ”validated federation” scenario described above for an ad-
ditional perspective and to try to answer the question: does aggregating
the best-validated models lead to a better global model?

• Expand the hyper-parameter tuning phase, starting with parameters
specifically related to training a federated model compared to a cen-
tralized one. In particular, we will test our proposed architecture with
more than one epoch per round, enabling us to select the best model
to simulate cross-validation and, ideally, achieve performance gains.

4.4 Experimental procedures

4.4.1 Data and code availability

The code used for experimental evaluation is publicly available [39].

4.4.2 Resource availability

All the experiments for COVID-19 prognosis were performed on the HPC4AI [13]
facility located in Turin (node: 8 cores per CPU, AMD EPYC-IPBP, 1
NVIDIA A40 GPU). For FL experiments, we adopted Open Federated Learn-
ing (OpenFL) [187], the new framework for FL developed by the Intel Internet
of Things Group (IOTG) and Intel Labs. FL experiments were executed on a
distributed environment encompassing six Collaborators (clients in the feder-
ation that train a global model on a local dataset) and one Aggregator (that
aggregates the model updates received from Collaborators), each of which
ran on the previously described node.

For the ADNI case study, all the experiments were performed on a 4 nodes
cluster of dual socket machines equipped with Intel(R) Xeon(R) Platinum
8380 CPU @ 2.30GHz, with 40 physical cores per socket.

4.4.3 Architecture

Figure 4.3 displays the architecture of a multi-input NN. The general idea is
to aggregate two different NNs trained on the same dataset but using different
data types. In particular, the ultimate goal is to aggregate a Convolutional
Neural Network (CNN) [174] and a Multi Layer Perceptron (MLP) [262],
respectively trained using as input features a set of images and a tabular
data frame. CNN and MLP are used as feature extractors. We used a
ResNet-18 [96] as reference model for the CNN and defined a custom MLP
consisting of 3 hidden layers.
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Both models architectures are available on the project repository [39].
Evaluation metric: for each experiment, we returned the test accuracy

value defined as the ratio between correct guesses among all guesses, more
precisely:

Accuracy = (TP + TN)/(TP + TN + FP + FN) (4.1)

Where T and F stays for True/False and P orN refers to Positive/Negative.
However, for applications in the bio-medical, accuracy only might not

be enough to understand the goodness of a classifier. For a more in-depth
analysis, we also calculated the F1score for each experiment, which takes
into account data unbalance. This metric is defined as the harmonic mean of
Precision and Recall and can give us a hint about the ability of the classifier
to correctly identify TP cases. More precisely, the metrics are defined as
follows:

Precision = TP/(TP + FP ) (4.2)

Recall = TP/(TP + FN) (4.3)

F1score = 2 ∗ Precision ∗Recall

Precision+Recall
(4.4)

Model: models were trained by minimizing the binary cross-entropy loss
with mini-batch gradient descent using the Adam optimizer with learning
rate 1e−4 and OneCycleLR as scheduler. The local batch size was 8. The
number of training epochs and FL rounds on the COVID-19 classification
task was set to 100, while on the Alzheimer’s detection task was set to 200.

4.4.4 Datasets

We tested the multi-input NN on two tasks:

1. Prognosis of COVID-19 disease from chest X-rays data (CXR), using
the CoViD-CXR dataset

2. Detection of Alzheimer’s disease from neuroimaging data, using the
ADNI dataset.

The federated setting emulates a realistic medical non-i.i.d. scenario,
where each Ci is hosted on an independent computing node using its dataset,
contrasting with standard procedures where non-i.i.d. distributions are often
simulated by splitting a single source dataset hosted on a single machine.

https://ai4covid-hackathon.it
https://adni.loni.usc.edu/
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4.4.5 CoViD-19 dataset

This task relied on real-world data consisting of CXR and clinical parame-
ters, divided into train and test sets. Data were collected from six hospitals
in emergency conditions during the first outbreak in Northern Italy in col-
laboration with Centro Diagnostico Italiano and Bracco Imaging. Due to
the different data collection procedures, the distribution of image features
varies between each hospital, leading to the well-known problem of non-
iidness [37,124]. The CoViD-19 CXR dataset consists of 1589 patients. Each
of them is provided with a CXR and some clinical parameters (namely age,
sex, positivity at admission, temperature, days of fever, cough, difficulty in
breathing, WBC, RBC, CRP, glucose, LDH, INR, PaO2, PaCO2, pH, high
blood pressure, diabetes, dementia, BPCO, cancer, CKD and respiratory
failure). The dataset details are summarized in Table 4.5. Additional infor-
mation about this dataset can be found at https://aiforcovid.radiomica.it/.

Table 4.5: Statistics of the CoViD-19 CXR dataset with class-balance per-
centages

Hospital Samples Positives (%) Negatives (%)

A 120 85 (70.83%) 35 (29.17%)
B 104 59 (56.73%) 45 (43.27%)
C 151 81 (53.64%) 70 (46.36%)
D 139 76 (54.68%) 63 (45.32%)
E 101 55 (54.46%) 46 (45.54%)
F 974 546(56.06%) 428 (43.94%)

This dataset also exhibits a clear quantity skew distribution because, as
shown in Table 4.5, more than 60% of the data is contained in hospital F.
However, recent works [37,124] in FL literature show that quantity skew does
not degrade the model’s performance because most FL algorithms, such as
FedAvg [155], adopt a weighted averaging of the parameters. As a result,
the distribution of samples (except for the quantity) is uniform among par-
ties, which is the easiest setting. All the images, provided in JPEG format,
were rescaled to 256x256. As for data augmentation, we performed random
horizontal flips and random crops with a probability of 50%.

https://www.cdi.it/
https://www.bracco.com/it-it
https://aiforcovid.radiomica.it/
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4.4.6 ADNI dataset

Data used in the preparation of this article were obtained from the Alzheimer’s
Disease Neuroimaging Initiative (ADNI) database (https://adni.loni.usc.edu).
The ADNI dataset represents an ongoing, longitudinal, and multicenter study,
the main landmark repository currently available for AD. Beginning in Oc-
tober 2004, ADNI has the primary goal of defining outcome measures to be
used in clinical trials for assessing the treatment effectiveness in AD patients.
However, its scope has been further widened over the years, pointing to identi-
fying early-diagnosis biomarkers in the pre-dementia stage. A comprehensive
set of clinical, neuropsychological, neuroimaging (MRI and positron emission
tomography), genetic, and biochemical data are currently collected in large
cohorts of healthy elderly subjects, mild cognitive impairment (MCI), and
AD patients. In particular, this study has been organized into different subse-
quent phases, the main ones being ADNI1 (2004-2011), ADNI2 (2011-2016),
and ADNI3 (2016-ongoing), each of which has witnessed the enrollment of a
significant number of new subjects over time and the progressive expansion
of the adopted technologies and collected data [79,239]. Up-to-date informa-
tion is available at https://adni.loni.usc.edu.
For this study, we downloaded and used the 3D T1-weighted MRI scans ac-
quired at baseline as imaging data. We leveraged healthy controls (CN) sub-
jects and AD patients for each of the ADNI sets, as two distinct classes.Details
about the acquisition protocols in terms of scanners, sequences and corre-
sponding parameters can be found at https://adni.loni.usc.edu/methods/
documents/mri-protocols/. The coded information in the updated ”AD-
NIMERGE.csv” file were retained to build the list of tabular features used
to feed the models. More precisely, the following indicators were consid-
ered: age, gender, and APOE4 (ε4 allele of Apolipoprotein E). The latter,
in particular, represents the most decisive known genetic risk factor for AD
and assumes either 0, 1, or 2 according to the number of ε4 alleles of the
APOE gene. Subjects with incomplete data were removed, leading to the
final samples reported in Table 4.6.

ADNI Pre-processing: The individual 3D T1-weighted volumes were
minimally pre-processed, including reorientation, bias-field correction and
non-linear registration to the MNI152-2mm standard space with dimensions
of 91x109x91 (fsl anat tool [106]). Data used to feed the models have also
been normalized using the ”min-max” scaling formula reported below.

For each input image x:

Scaledx =
x−min(x)

max(x)−min(x)
(4.5)

https://adni.loni.usc.edu
https://adni.loni.usc.edu
https://adni.loni.usc.edu/methods/documents/mri-protocols/
https://adni.loni.usc.edu/methods/documents/mri-protocols/
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Table 4.6: Main demographic and clinical data for the three ADNI study
cohorts. Age is reported as mean ± standard deviation values, gender as the
number of males/females, while APOE4 refers to the number of ε4 alleles (0,
1, or 2, respectively).

Gender APOE4

ADNI Samples AD (%) CN (%) Age (avg ± std) F M type0 type1 type2

1 411 184 (44.77%) 227 (55.23%) 75.58±6.21 198 213 229 143 39
2 288 143 (49.65%) 145 (50.35%) 73.69±7.35 130 158 149 107 32
3 262 51 (19.47%) 211 (80.53%) 72.01±6.44 136 126 169 75 18
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(a) HFL

(b) VFL

Figure 4.1: FL settings: (a) HFL, with collaborating institutions sharing the
same features space but different samples. In this setting, only one model is
being trained locally by each institution that is also shared and aggregated.
(b) VFL, with collaborating institutions having different features for the
same samples. In this case, each Ci has its model that flows into a unified
2nd-level model shared across the federation.
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Figure 4.2: Accuracy values obtained by testing the isolated models on data
belonging to other institutions.
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Chapter 5

FLavourite: Horizontal and
Vertical Federated Learning
setting comparison

Federated learning (FL) enables multiple organizations to collaboratively
train AI models while keeping data separate. Depending on data distribution,
FL can be set up horizontally (HFL) or vertically (VFL). When multi-modal
data are already available in the same infrastructure, the choice of FL setting
depends on the workload needs, such as level of privacy, evaluation metrics,
and time-to-train. In this paper, we perform a qualitative and extensive eval-
uation of the HFL and VFL settings to provide guidance on how to choose
a specific setting based on workload needs. We assess the classification of
Alzheimer’s disease using non-independent and identically distributed (non-
i.i.d.) 3D images and tabular data. The results demonstrate how, with the
same aggregation function, HFL converges faster to higher accuracy and f1-
score than VFL and demonstrate how HFL can be further improved due to
a more flexible architecture. Finally, we provide practical considerations on
when to choose which setting and share the implementations of the pipelines
for reproducibility.

5.1 Introduction

In the realm of Bio-Medical research and healthcare, the exponential growth
of sensitive data presents both a colossal opportunity and a significant chal-
lenge. Federated learning (FL), a cutting-edge technique that enables the
training of machine learning models across decentralized data sources with-
out compromising privacy, holds the key to unlocking unprecedented insights

89
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while maintaining stringent data security [212, 248]. FL can help address
the current needs to access data to train AI models in a privacy-compliant
way [4, 97, 194].By harnessing the power of federated learning, Bio-Medical
researchers and practitioners can collaborate across institutions and borders
to make their models able to generalize better and preserve performance
behavior when queried with new unseen samples [133,153,206].

There are two main types of FL settings, respectively, Horizontal FL
(HFL) and Vertical FL (VFL). The discriminating factor is the way data is
organized among the various collaborating institutions. In the HFL settings,
each client holds the same type of data represented with the same descriptors
(or set of features), but it differs in the data instances. An example of this
are hospitals willing to train a joint segmentation model using brain tumor
acquisitions: each hospital will align on the type of data, but patients will
be different between them [72, 212]. The example of the HFL pipeline is
reported in Figure 5.1.

On the other hand, in a typical VHL setting, each institution is expected
to provide different types of data (diverse feature space) belonging to the
same instance. Examples of VHL include life insurance agencies that col-
laborate with hospitals to build a decision model to obtain more precise
estimates for their affiliates [42,141]. Figure 5.2 shows our VFL pipeline.

Despite the choice of which FL setting to apply depends on how the data
are organized, there are some scenarios where the context would allow for
both routes. Is the case of institutions willing to train AI models to address
a specific task, for which they already have all the required data in-house,
organized in distributed databases. In these cases, FL represents a suitable
solution to implement a distributed training to deal with large data stored
in multiple clusters [43, 77, 105]. It is important to note that the suggested
scenario does not match what is described as the ”centralized” approach
(CL) in the literature [212], which assumes that the data are stored in one
location and accessible for centralized training.

For cases where both approaches would work, the choice needs to be
done based on the workload needs, for example, level of privacy, evaluation
metrics, and time-to-train. Despite the FL literature is constantly growing,
it remains focused on studying one or the other approach, without addressing
the comparison between the two scenarios.

In this chapter, we perform a qualitative evaluation of the HFL and VFL
settings to share guidance on how to choose one over the other and provide a
better understanding of the performance expectations of the two settings. We
investigate the performance of binary classification tasks applied to the Bio-
Medical scenario for both FL settings, observing the convergence behavior of
three different Deep Learning (DL) models respectively trained on tabular
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data, 3D images, and a multi-modal set obtained by the combination of the
two previous datasets. Each of the six settings (HFL and VFL measured in
the three DL models) is evaluated in terms of model accuracy, f1-score, and
time-to-train.

This chapter aims at providing three main contributions.

1. Provide a qualitative evaluation of the HFL and VFL settings in terms
of model accuracy, f1-score, time-to-train and degree of customization
for model convergence strategies.

2. Share guidelines on how to select the most appropriate FL setting where
context would allow for both options

3. Add an additional proof-point to confirm the validity of our previous
work [39]

To the best of our knowledge, this is the first paper addressing the com-
parison of the two settings. We believe that by providing a qualitative as-
sessment of the two FL types, the research community will be able to better
understand the implications of one implementation over another and take
more informed decisions in context where both can apply. We also plan to
release the code if the article is accepted.

5.1.1 Chapter organization

This chapter is composed of six Sections. In section II, discusses HFL and
VFL related works and applications in the Bio-Medical environment. Section
III focuses on the method, including formal definitions of the two paradigms.
Section IV describes the experimental phase. Results are shared and dis-
cussed in Section V. Finally, future directions and conclusions are addressed
in Section VI.

5.2 related works

5.2.1 Types of FL orchestration

Depending on how the data are distributed across the different participants of
a federation, we can have two main types of FL settings: HFL or VFL. In HFL
scenario, each participants holds same type of data belonging to different
instances. In a tabular representation this would be referred as horizontal
partitioning [217]. A precursor example of HFL was introduced by Google,
to train a federated model for text recommendation, using datasets from
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Figure 5.1: Example of our HFL pipeline for the Multi-Input model. Each
i holds its own version of the ADNI dataset which is composed by tabular
(TAB) and images (IMG) data. Each local model has the same architecture
of the global model hosted by the aggregator.

various mobile phones [156]. In VFL, each participants provide different type
of data, views, for the same instance. In a tabular representation this would
referred as vertically partitioned [217]. VFL is currently explored for cross-
collaborations among different institutions. An example is represented by
the finance entities using VFL to estimate risk for small and micro enterprise
(SME) loans [46,53,126].

Some studies also report a third type of FL, called Federated-Transfer-
Learning (FTL) [141], described as the intersection of settings where datasets
differ in both feature and sample spaces with limited overlaps [111]. With
FL, collaborations can include different type of devices: from datacenters
to Internet-of-Things (IOT). Some study proposes to combine the two, like
VHFL [232] that leverages the aggregator computing resources to perform a
parallel VFL training while waiting for the local HFL updates.

5.2.2 HFL and VFL in medical imaging

HFL was the first approach being explored, hence more extensive studies
have been published on medical imaging than on VFL.

In [58] the authors provide an overview of common HFL algorithms and
evaluate their performance on two machine learning prediction tasks: in-
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Figure 5.2: Diagram representing our pipeline for the VFL with Multi-Input
model experiments. Each i holds its own data, in this case respectively
Tabular (TAB) and Images (IMG). For the Tabular-only and Image-only
models, we would just remove one of the two i.
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hospital mortality and acute kidney injury (AKI). In-hospital mortality and
prolonged length of stay prediction have also been investigated by [180],
which not only compares the centralized and HFL settings, but also stud-
ies the privacy implications of the two scenarios. In [89], an HFL method
to enable multi-institutional collaborations for Magnetic-Resonance-Imaging
(MRI) reconstruction in a privacy-preserving manner is provided. Additional
studies leverage HFL on various type of acquisitions such as gigapixels and
large scale data [144,179], 3D data [39,67,196]. [39] addresses the performance
improvement obtained by leveraging a multi-modal model in a HFL scenario.
Similarly, [150] share a multi-modal VFL classification of Alzheimer disease
using OASIS dataset [152]. Being newer VFL is still being explored, but few
studies have already shared a perspective on the level of maturity and cur-
rent open challenges [126, 141]. In [193] the authors propose to apply VFL
to predict the likelihood of patients surviving time, after being diagnosed
with cancer. [42] leverages a VFL approach to use autoencoders for hearing
impairment prediction after surgery. From an edge perspective, [223] shows
how different institutions such as mobile network operators and healthcare
providers can collaborate through VFL.

When it comes to leveraging multi-modal data, few works explore the
usage of hand-written health records [90,147]or speech data [107] to extract
and interpret medical information.

5.2.3 Study relevance

Based on the studies mentioned so far we believe this work enriches the liter-
ature by filling a gap regarding the comparison of the two methods, HFL and
VFL, when the context lends itself to both implementations. Is the case of in-
stitutions owning multi-modal representation of the same data instance, like
hospitals having access to tabular records (such as vital parameters or other
clinical information) and visual acquisitions of their patients. Few papers
addresses the comparison between HFL and centralized setting [68,180,212],
centralized and VFL [150] or different ways to implement collaborative learn-
ing among various institutions [212, 248]. Additional studies investigate the
challenges of both approaches, from the security, aggregation methods and
application perspectives [126, 141, 184, 248], however nobody seems to have
addressed how to select which setting, when the context would allow for both
implementation. To the best of our knowledge, this is the first paper drawing
some considerations around this choice.
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5.3 Method

This section provides an exhaustive and formal definition of both HFL and
VFL settings and the two aggregation functions explored for the HFL exper-
iments. Before we dive into the mathematical definitions, a more detailed
description of the two approaches is provided.

In a general FL pipeline, a global model Ω is trained by merging con-
tributions from a distributed set of collaborating institutions i. However,
as highlighted in Section 5.1, the way the data are organized dictates the
choice of HFL or VFL setting. This choice impacts the model architecture
and how the federation is orchestrated. While in the HFL, there is only one
model architecture, and all the i are responsible for ensuring that data get
normalized to feed it, the VFL brings some more complexity. In this case, to
handle different types of data from several institutions, each i should have a
local model ωi that can accept data from a specific institution i as input. In
addition, there must be a federated model Ω, which takes all the outputs of
the various ωi models as input.

A direct consequence of this difference is the level of freedom that the
two approaches provide for the policy to aggregate the models. It is well
known that data distributions have an impact on model convergence [39,
126]. Since HFL works with different data distributions that train the same
model architecture, the setting allows more customization in terms of the
ways and policies to follow when consolidating the various ωi models into
Ω [184]. Algorithms such as FedAvg [154, 156] which averages weights, and
FedProx [128] which mitigates model variance when computing the average,
are examples of aggregation functions [184] used in HFL. Unfortunately, in
VFL, the same level of control is not guaranteed. Although it is true that
the contributions from the various ωi can be weighted differently, the fact
that all the ωi differ from each other makes the fusion less controllable.

Having highlighted these differences, the mathematical definition of the
FL processes is provided after a formal representation of the data partition-
ing.

5.3.1 Data partitioning

As mentioned in Section 5.1, HFL and VFL differ from the way data are
distributed among the various institutions I, so the formal definition should
be able to address these differences. Given the multi-modal nature of our
dataset used also for HFL, we define multi-modal FL as federated systems
containing at least two data modalities among all the local datasets.
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HFL data partitions

Let an FL setting be composed of I collaborating institutions that own,
respectively, M types of data (modalities), where I ≥ 2 and M ≥ 2. Each
institution i is expected to access a local dataset Di defined as:

Di = {(xm1
i , xm2

i , ..., xmM
i , yi)}Ni (5.1)

where i ∈ [1, I], and Ni = |Di|,∀m ∈ [1,M ].
In the HFL setting, the n−th data sample of the i-th local dataset is:

DHFL
i,n = (xm1

i,n , x
m2
i,n , ..., x

mM
i,n , yi,n) (5.2)

and DI can be defined as the total size of the distributed dataset:

DI =
I∑

i=1

|Di| =
I∑

i=1

Ni (5.3)

VFL data partitions

As described in Section 5.3, the advantage of VFL is to allow collaborations
among institutions working with different modalities belonging to the same
instances (in this case, patient). Therefore, in the VFL setting, the labels
are provided by one of the collaborators i.

The n−th data sample of the i-th institution local dataset in a vertically
partitioned scenario corresponds to:

DV FL
i,n = xm

i,n (5.4)

where m ∈ [1,M ] is a specific modality owned by institution i. The aggrega-
tion point in the VFL setting corresponds to the institution i that provides
the labels. We can identify this institution as i∗, since it can either provide
actual labels yi∗ or data of a specific modality xm

i∗ that would serve as target
to train the model on. Formally:

DV FL
i∗ = ỹ (5.5)

where ỹ ∈ {yi∗ , xm
i∗}

In our HFL scenario, we leverage a dataset composed of two modalities
images(img) and tabular(tab) data distributed across three institutions i ∈
[1, 2, 3]:

DHFL
i = {(ximg

i , xtab
i , yi)}Ni

i=1 (5.6)

More details on each Ni can be found in table 5.1.
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For the VFL scenario, we simulate that each i contributes with a different
modality m. Depending on the type of experiment, whether it is Tabular-
only, Image-only or Multi-Input, we can have, respectively, one or two i and
an additional one i acting as i∗. More formally, (5.4) is defined as:

DV FL
i,n = xm

i,n (5.7)

where m ∈ {img, tab}, and i∗ as:

DV FL
i∗,n = ỹ∗i = yi∗,n (5.8)

Since labels are provided separately.

5.3.2 FL description

FL is described [248] as an empirical risk minimization problem following the
form:

min
Ω
L(Ω, D) (5.9)

given:

L(Ω, D) =
1

I

I∑
i=1

ℓi(ωi, xi, yi) (5.10)

where L is the loss function of the global model Ω, which we need to
minimize given the federated dataset DI . The problem can be solved by
minimizing the sum of all ℓi losses of local models ωi at each i, given the
respective xi and yi.

HFL description

In the standard HFL setting, the following condition is verified:

ω̃i = ω̃j = Ω̃,∀{(i, j) | i, j ∈ [1, I]} (5.11)

where ω̃ refers to the specific model architecture and does not consider the
individual model weights ω which varies from one institution to another.
This aspect helps to aggregate the various local models ωi. For standard
HFL [154], (2.2) becomes:

L(Ω, D)HFL =
1

I

I∑
i=1

Wℓi(ωi, xi, yi) (5.12)

whereW ≥ 0 is a normalization term that weights the contribution of the
single i. Based on [154], W = Ni/DI , which means that each contribution
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is weighted by the number of samples Ni used to train the local model ωi,
considering the overall size of the training data DI defined in (5.3). Based
on this, (5.12) becomes:

L(Ω, D)HFL =
1

I

I∑
i=1

Ni

DI

ℓi(ωi, xi, yi) (5.13)

That corresponds to HFL when Federated Averaging (FedAVG) [154] is
in place. By adding a regularization terms to (5.10), we obtain FedProx [128]:

L(Ω, D)HFL =
1

I

I∑
i=1

Ni

DI

ℓi(ωi, xi, yi) +
µ

2
||ωs

i − ωs−1
i ||2 (5.14)

where ||ωs
i−ωs−1

i || captures the differences between the local model hosted by
i at step s and s−1. This explains why FedProx can help mitigate the effect
of dealing with non-i.i.d. data: by reducing the impact that high-variance
update can have on the global model, it facilitates faster convergence. As
highlighted in [128], it is important to note that when µ = 0, we get the
FedAVG setting described by (5.10).

VFL description

In VFL settings, the condition (5.11) does not apply. Instead we have:

ω̃i ̸= ω̃j ̸= Ω̃,∀{(i, j) | i, j ∈ [1, I]} (5.15)

while (5.10) becomes:

L(Ω, D)V FL = L(Ω(ℓ1(ω1, x
1
1), ℓ2(ω2, x

2
2), ..., ℓI(ωI , x

M
I ), ỹ)) (5.16)

where ỹ derives from (5.8).
Thanks to (5.16), the Multi-Input setting of our study can be now ex-

pressed as:
L(Ω, D) = L(Ω(ℓi(Ii, ximg

i ), ℓi(Ti, xtab
i ), y)) (5.17)

where I is the Image-only model, T is the Tabular-only model and Ω refers
to the concat trainable layer hosted at the i∗ institution.

To have comparable performance, we ensured:

ℓi = ℓj, ∀{(i, j) | i, j ∈ [1, I]} (5.18)

More precisely, we used the the binary cross entropy with mini-batch gradient
descent using the Adam optimizer with learning rate 1e−4 and OneCycleLR
as a scheduler for all the experiments and all the models.
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5.4 Experiments

We demonstrate the effectiveness of our research by measuring accuracy, f1-
scores, and timing needed to perform the experiments to address the following
two research questions:

• Q1) Which FL setting should be chosen when the context allows for
both?

• Q2) In what way does the previous answer differ, given that HFL
permits the exploration of various aggregation functions compared to
VFL?

5.4.1 Experimental set-up

We evaluated the HFL and VFL settings by performing an extensive test
on the The Alzheimer’s Disease Neuroimaging Initiative (ADNI), extracting
images and tabular data for each patient. We used both data types to train
three different DL models:

• Tabular-only: a multi-layer perceptron (MLP) model with 3271 train-
able parameters [262]

• Image-only: a Convolutional Neural Network (CNN) with 81733 train-
able parameters already validated on MRI-based Alzheimer’s disease
classification [24], that we customized to work on 3D data. This is a
key differentiator of this work compared to the previous one [39].

• Multi-Input: a fusion of the previous two models with a total of 85041
trainable parameters.

The detailed architecture for the Multi-Input model containing the Tabular-
only and the Image-only models is presented in Fig. 5.3

Initially, we performed Centralized (CL) tests by merging all the data
available in one unique institution and running the training procedure with-
out distributing the computation. In normal conditions, the CL scenario
could not occur due to the impossibility of merging data from different in-
stitutions in one unique hub. However, the results obtained with this test
would serve as a reference to help set the expectations on the best obtainable
validation results, since FL cannot exceed the CL performance

Similarly to what done in Chapter 4.2, we first partitioned the data set
into three stratified subsets using 80% data for the training set, and the
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Figure 5.3: Detailed architecture of the Multi-Input Model. The Image-
only model is obtained by using only the layers with cyan background. The
Tabular-only MLP is presented with the yellow background. Finally, the
connection layer is highlighted with the magenta background.
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remaining 20% for the testing and validation sets (10% each). We then pro-
duced 5 folds ensuring that the data distributions were preserved among all
the shards. We trained each model, in both settings, for 200 epochs capturing
accuracy, f1-scores and execution time. The main difference between these
tests and those performed in Chapter 4 is on the adopted folds: in this case
the very same folds where used for all the experiments, while in Chapter 4,
the data splits of the various folds might differ from one setting to another.

For the HFL scenario, we used the provided ADNI categorization based
on collection dates to simulate the proprietary dataset of three different insi-
tutions i: ADNI1 (2004-2009), ADNI2 (2010-2016) details and ADNI3 (2016-
to-date) details. Each ADNI set includes different patients and since data
were collected in different timeframes, it is fair to expect that machinery and
clinical equipment used to acquire the data were different. This means that
the data we used to train our models were non-i.i.d. For the VFL scenario,
we preserved the same fold partitions, however, we organized the data in
two vertical silos containing all images and all tabular data, respectively, to
simulate a two entities willing to collaborate on the same task. For all exper-
iments in the VFL setting, the aggregation hub was the only one that held
the ground-truth labels for the classification task.

To better understand the behavior of the convergence of each model, we
finally explored the impacts of aggregation functions on HFL by implement-
ing a version that would use the FedProx algorithm [128] to consolidate all
local models ωi into the global Ω version.

This section illustrates the adopted architecture and describes the data
pre-processing phases for both datasets.

5.4.2 ADNI dataset

The dataset adopted including the data preprocessing procedures and the
definition of the evaluation metrics are the same as those adopted in Chapter
4, described in Section 4.4.6.

The main demographic and clinical data for the three cohorts of the ADNI
study described in Table 4.6, are also reported below for readability in Table
5.1.

ADNI Pre-processing: The individual 3D T1-weighted volumes were
minimally pre-processed, including reorientation, bias-field correction and
non-linear registration to the MNI152-2mm standard space with dimensions
of 91x109x91 (fsl anat tool [106]). Data used to feed the models have also
been normalized using the ”min-max” scaling formula reported below.

For each input image x:

https://adni.loni.usc.edu/methods/mri-tool/mri-analysis/
https://adni.loni.usc.edu/adni-3/
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Table 5.1: Main demographic and clinical data for the three ADNI study
cohorts. Age is reported as mean ± standard deviation values, gender as the
number of males/females, while APOE4 refers to the number of ε4 alleles (0,
1, or 2, respectively).

GenderAPOE4

ADNISamplesAD
(%)

CN
(%)

Age
(avg
±

std)

F M type0type1 type2

1 411 184
(44.77%)

227
(55.23%)

75.58±6.21198 213 229 143 39

2 288 143
(49.65%)

145
(50.35%)

73.69±7.35130 158 149 107 32

3 262 51
(19.47%)

211
(80.53%)

72.01±6.44136 126 169 75 18

Scaledx =
x−min(x)

max(x)−min(x)
(5.19)

However, for applications in the Bio-Medical, accuracy only might not
be enough to understand the goodness of a classifier. For a more in-depth
analysis, we also calculated the f1-score for each experiment. This metric is
defined as the harmonic mean of Precision and Recall and can give us a
hint about the ability of the classifier to correctly identify TP cases. More
precisely, the metrics are defined as follows:

Precision = TP/(TP + FP ) (5.20)

Recall = TP/(TP + FN) (5.21)

f1− score = 2 ∗ Precision ∗Recall

Precision+Recall
(5.22)

5.4.3 Resources

For FL pipelines, we adopted Open Federated Learning (OpenFL) [72, 212]:
an open FL framework developed by the Intel Internet of Things Group
(IOTG) and Intel Labs. To ensure a reliable and fair comparison among
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Table 5.2: Accuracy values for all models in each setting: ”Exp”
describes the type of experiment which is also associated to the model used:
”IMG” is the Image-Only model, ”TAB” the Tabular-only model and ”MI”
the Multi-Input model. The table shows how accuracy changes depending
on the type of experiment, whether is training or validation and on which
setting: VFL, HFL or Centralized (CL).

Exp VFL HFL CL

V
A
L

IMG 0.79 ± 0.02 0.8 ± 0.03 0.88 ± 0.01

TAB 0.73 ± 0.03 0.71 ± 0.04 0.73 ± 0.04

MI 0.82 ± 0.03 0.83 ± 0.03 0.87 ± 0.01

T
R
A
IN

IMG 1.0 ± 0.0 0.99 ± 0.0 1.0 ± 0.0

TAB 0.72 ± 0.01 0.73 ± 0.01 0.74 ± 0.01

MI 1.0 ± 0.0 1.0 ± 0.0 1.0 ± 0.0

the two settings, we avoided any networking path simulating all the federa-
tions on the same machine. FL experiments included two types of entities:
Collaborators (institutions i of the federation that train a global model on
their local dataset) and one Aggregator (that aggregates the model updates
received from Collaborators), each of which ran on the same node.

The specific adopted hardware consisted of a 4 node cluster of dual socket
machines equipped with Intel(R) Xeon(R) Platinum 8480+ CPU @ 2.30GHz,
with 56 physical cores per socket.

5.5 Results

This section presents the results and addresses the answer to the two research
questions posed in Section 5.1, with some additional considerations on the
overall learning.

5.5.1 Q1: Which FL setting should be chosen when
the context would allow both?

To address Q1, we first need to discuss the VFL and HFL differences in terms
of performance.

Table 5.2 shows the training and validation accuracy obtained by the three
different models, in each setting. At a first glance there are two aspects that
confirm the validity of our approach:
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Table 5.3: F1 values for all models in each setting, ”Exp” describes
the type of experiment which is also associated to the model used: ”IMG” is
the Image-Only model, ”TAB” the Tabular-only model and ”MI” the Multi-
Input model. The table shows how F1-scores change depending on the type
of experiment, whether is training or validation and on which setting: VFL,
HFL or Centralized (CL).

Exp VFL HFL CL

V
A
L

IMG 0.58 ± 0.07 0.64 ± 0.03 0.76 ± 0.04

TAB 0.55 ± 0.05 0.57 ± 0.04 0.57 ± 0.05

MI 0.65 ± 0.08 0.69 ± 0.04 0.77 ± 0.04

T
R
A
IN

IMG 0.92 ± 0.02 0.93 ± 0.01 0.93 ± 0.02

TAB 0.57 ± 0.02 0.58 ± 0.02 0.57 ± 0.02

MI 0.93 ± 0.02 0.93 ± 0.01 0.93 ± 0.02

1. the Centralized experiments (CL) outperform the VFL and HFL re-
sults, as expected from the state of the art [212];

2. results from our previous study [39], demonstrating the effectiveness
of the Multi-Input (MI) model over the Tabular-only (TAB) or Image-
only (IMG) models, are confirmed despite using a more performing
Image model suitable for Alzehimer classification.

The table shows how HFL can achieve higher accuracy than VFL when
images are involved. On the contrary, VFL with 0.73 ± 0.03 gets very close
to the CL results with 0.73± 0.04 when dealing with Tabular data.

Since accuracy might not be the best metric to measure the effectiveness
of a model in the Bio-Medical field, Table 5.3 provides the f1-scores obtained
in the same conditions. In this case, HFL confirms to be more effective
than VFL in Images-based experiments, and in addition outperforms VFL
by achieving performance similar to CL setting when it comes to experiments
based on Tabular data, respectively: 0.57±0.04 and 0.57±0.05. As we stated
in Section 5.1, due to the high heterogeneity, the performance of the bare
model is not the only parameter that matters. Execution time represents a
critical factor that can help choose one setting over another.

In Table 5.4 the execution times are reported. For each setting, the Ta-
ble reports three values in seconds: Epoch time (Ep.), computation time
(CT), and communication time (NT). As we can see, HFL confirms having
a lower and more consistent execution times for all the experiments. The
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Table 5.4: Execution time among settings This table shows the total
Epoch time (Ep.), the compute time (CT) as the time spent by all compo-
nents to compute their part of the pipeline, and communication time (NT)
of each setting. All timings are expressed in seconds. The best values are
highlighted.

HFL VFL

Ep. CT NT Ep. CT NT

IMG 55.73 53.46 2.27 1734.62 1730.65 3.96

TAB 5.86 3.85 2.01 130 112.26 17.74

MI 55.76 53.50 2.26 982.74 968.74 14

faster execution in the HFL setting can be explained by looking at how the
pipeline is orchestrated (Fig. 5.1). In HFL each i can loop through all the
training rounds (Epochs) independently, and then share the updates with the
aggregator. This does not happen in VFL (Fig. 5.2) where at each training
round, the process requires sending updates to the aggreator and waiting to
receive updates in return. This step is essential to complete the backpropa-
gation step which helps update the model weights. This path, increases the
communication time as confirmed by the ”NT” values of Fig. 5.4. Another
important aspect highlighted by the same column is the delays difference:
consistent and close to 2s in HFL and dynamic in the VFL. Taking a closer
look to the ”NT” column in VFL, we can see how the communication time
seems to be inversely proportional to the Epoch time: the higher the Epoch
time, the smaller the communication. This seems correct if we think that for
non-compute intensive workloads, like training the Tabular-only model, we
need more time to communicate and exchange information than is required
to train the model. What might not be easily explainable is the big differ-
ence between Computation-time (CT) in the IMG and MI experiments of the
VFL setting, taking respectively 1734.62 versus 982.74 seconds to complete
the 200 rounds. The same values for the HFL show how the two models
IMG and MI are fairly aligned with 55.73 and 55.76. The explanation to the
gap in the VFL setting is to be searched in the tool we used to perform the
experiments. With OpenFL 1.5 [72], the VFL feature at time of this work
was still experimental and some process might not be fully optimized. We
retrieved this answer by interacting directly with the team that developed
the tool. Despite this issue, by combining what we know from the State of
the Art regarding the two settings and the results reported in Table 5.2 and
5.3, we can see how HFL would be the ideal choice where performance and
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Table 5.5: Execution time among settings This table shows the Accuracy
(left) and f1-score (right) obtained in each experiment setting by the two
aggregation functions FedAVG [154] and FedProx [128]. The best values are
highlighted.

Accuracy f1-score

Exp FedAVG FedProx FedAVG FedProx

V
A
L

IMG 0.86 ± 0.04 0.87 ± 0.01 0.73 ± 0.08 0.73 ± 0.06

TAB 0.73 ± 0.03 0.74 ± 0.03 0.57 ± 0.03 0.57 ± 0.03

MI 0.87 ± 0.03 0.87 ± 0.03 0.74 ± 0.07 0.75 ± 0.06

T
R
A
IN

IMG 1 ± 0.0 1 ± 0.0 0.94 ± 0.01 0.94 ± 0.01

TAB 0.73 ± 0.01 0.73 ± 0.01 0.58 ± 0.02 0.57 ± 0.02

MI 1 ± 0.0 1 ± 0.0 0.94 ± 0.01 0.94 ± 0.01

speed for training are the top priorities.

5.5.2 Q2) In what way does the previous answer differ,
given that HFL permits the exploration of vari-
ous aggregation functions compared to VFL?

As mentioned in Section 5.1, HFL has the additional advantage of allowing
testing with different aggregation functions. This is a critical feature when we
work with non i.i.d. data. To see if we could further improve our performance
highlighted in Table 5.2 and 5.3, we ran additional experiments comparing
two aggregation functions: FedAVG [154] and FedProx [128].

Results are reported in Table 5.5. As we can see for both, the accuracy
and f1-scores, FedProx algorithm can further improve the performance over
FedAVG.

Figure 5.4 shows the convergence curves for training loss, validation ac-
curacy and validation f1-score on each fold, while training the MI model
using both the aggregation functions. In most cases, FedProx [128] con-
verges faster and to higher value than [154]. To answer Q2, this means that
the HFL pipeline not only outperforms the VFL one, but thanks to the addi-
tional possibility of customizing the aggregation functions, performance can
be improved to get closer to the CL values.
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Figure 5.4: Aggregation functions compared in terms of Training Loss, Val-
idation accuracy and validation F1 score. Each row represent the metrics
obtained by running the training with the multi-input setting over the 5-folds
cross-validation. As depicted, in most of cases the FedProx [128] algorithm
seems to converge earlier and to higher values than FedAVG [154]
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5.6 Conclusions

As discussed in Section 5.5, HFL seems to be the best choice in terms of
validation performance, time-to-train and degree of customization that can
be done by working on aggregation functions. An additional aspect that
might play an important role when deciding which setting to adopt, is the
Security. From this perspective, VFL is commonly known to be more robust
[126]. An intuitive explanation can be found if we consider that during a
training round, each i exchanges only a partial amount of information with
the aggregator. That information alone would not be enough to understand
the aggregated model architecture or the type of data used in input in each
i. This differs from the HFL which shares a local and self-contained copy of
the global model architecture at each step. Hence, attackers willing to steal
data through reverse engineering or the model architecture, might have more
challenges to address when studying a VFL pipeline.

5.6.1 Future Directions

This chapter proposes a comparison between HFL and VFL in terms of per-
formance and time-to-train and degrees of freedom for aggregation functions.
Furthermore, the proposed experimental setup enriches the contribution of
our previous work [39]. Moving forward we would like to:

• Extend testing across multiple nodes to simulate a realistic production
environment where all the i are hosted on different machines;

• Augment the number of institutions to include ablation studies, by
disabling one or more collaborators at run-time, to better understand
the behavior of the two settings when only a subset of the federation
works.

• Replicate the experiments by using different FL tools [190], to add
proof points to the performance scalability of VFL.

• Investigate how performance and results change when integrating con-
fidential computing aspects in the pipeline.



Chapter 6

Other contributions

This chapter contains the abstract of the publications achieved through ex-
ternal collaborations, as anticipated in Chapter 1 in Section 1.3.8.

External collaborations refer to activities conducted with industrial or
research partners for which the candidate does not appear as the first or
second author despite providing relevant value to the context. The abstract
of these contributions are provided below. In addition, given the first author’s
contribution, the abstract of the submitted patent is provided below.

6.1 OpenFL: the open federated learning li-

brary

6.1.1 Abstract [72]

Objective. Federated learning (FL) is a computational paradigm that enables
organizations to collaborate on machine learning (ML) and deep learning
(DL) projects without sharing sensitive data, such as patient records, finan-
cial data, or classified secrets. Approach. Open federated learning (OpenFL)
framework is an open-source python-based tool for training ML/DL algo-
rithms using the data-private collaborative learning paradigm of FL, irre-
spective of the use case. OpenFL works with training pipelines built with
both TensorFlow and PyTorch, and can be easily extended to other ML
and DL frameworks. Main results. In this manuscript, we present OpenFL
and summarize its motivation and development characteristics, with the in-
tention of facilitating its application to existing ML/DL model training in
a production environment. We further provide recommendations to secure
a federation using trusted execution environments to ensure explicit model
security and integrity, as well as maintain data confidentiality. Finally, we de-

109
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scribe the first real-world healthcare federations that use the OpenFL library,
and highlight how it can be applied to other non-healthcare use cases. Sig-
nificance. The OpenFL library is designed for real world scalability, trusted
execution, and also prioritizes easy migration of centralized ML models into
a federated training pipeline. Although OpenFL’s initial use case was in
healthcare, it is applicable beyond this domain and is now reaching wider
adoption both in research and production settings. The tool is open-sourced
at github.com/intel/openfl.

6.2 Model-Agnostic Federated Learning

6.2.1 Abstract [161]

Since its debut in 2016, Federated Learning (FL) has been tied to the inner
workings of Deep Neural Networks (DNNs). On the one hand, this allowed its
development and widespread use as DNNs proliferated. On the other hand, it
neglected all those scenarios in which using DNNs is not possible or advanta-
geous. The fact that most current FL frameworks only allow training DNNs
reinforces this problem. To address the lack of FL solutions for non-DNN-
based use cases, we propose MAFL (Model-Agnostic Federated Learning).
MAFL marries a model-agnostic FL algorithm, AdaBoost.F, with an open
industry-grade FL framework: Intel OpenFL. MAFL is the first FL system
not tied to any specific type of machine learning model, allowing exploration
of FL scenarios beyond DNNs and trees. We test MAFL from multiple points
of view, assessing its correctness, flexibility and scaling properties up to 64
nodes. We optimised the base software achieving a 5.5x speedup on a stan-
dard FL scenario. MAFL is compatible with x86-64, ARM-v8, Power and
RISC-V.

6.3 A Performance Analysis for Confidential

Federated Learning

6.3.1 Abstract - PREPRINT version

Federated Learning (FL) has emerged as a solution to preserve data privacy
by keeping the data locally on each participant’s device. However, FL alone is
still vulnerable to attacks that can cause privacy leaks. Therefore, additional
security measures, at the cost of increasing runtimes, become necessary. The
Trusted Execution Environment (TEE) approach offers the highest degree of
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security during execution. However, TEEs suffer from memory limits which
prevent safe end-to-end FL training of modern deep models. State-of-the-art
approaches limit secure training to selected layers, failing to avert the full
spectrum of attacks or adopt layer-wise training affecting model performance.
We benchmark the usage of a library OS (LibOS) to run the full, unmod-
ified end-to-end FL training inside the TEE. We extensively evaluate and
model the overhead of the different security mechanisms needed to protect
the data and model during computation (TEE), communication (TLS), and
storage (disk encryption). The obtained results across three datasets and two
models demonstrate that LibOSes are a viable way to seamlessly inject secu-
rity into FL with limited overhead (at most 2x), offering valuable guidance
for researchers and developers aiming to apply FL in data-security-focused
contexts.

6.4 Submitted Patent

Today, Federated Learning allows distributed training of DL algorithms pre-
serving data privacy. Once a federation is established, each institution trains
a copy of the model using local data. What gets shared is the model and not
the data.

This paradigm looks like a natural fit to leverage IoT devices. However,
since a federation needs to be statically defined, it could introduce an ob-
stacle to any efforts made to make new IoT seamlessly integrable in a given
environment. Zigbee is a great example of such kind of devices. About Feder-
ated Learning, currently it is implemented as a synchronous or asynchronous
process. In the first case, each collaborator performs a given number of lo-
cal steps (epochs), then shares their locally trained model with a centralized
server. In asynchronous Federated Learning, each collaborator can request
a community update from the controller whenever they are ready to share
updates. While both approaches are valid to regulate the execution flow
of a federation, the problem on how to facilitate a seamless and dynamic
integration of new devices in the federation remains open.

As Ph.D. student and employee of Intel Corporation, I started working
on a solution to address the challenges described above.

The result of this effort is a patent that was submitted to the Intel internal
review committee on August 22 with the title Dynamic bootstrapping of new
devices for learning federations in connected smart environments.
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Chapter 7

Conclusions and future work

This thesis shows how FL pipelines can be implemented for large-scale in-
stitutions (data centers) and shares some considerations on how to optimize
model convergence when dealing with multimodal input data, both in HFL
and VFL settings. As certified by Fig. 2.2 and Fig. 2.3 in Chapter 1, the
community has just started exploring FL for the biomedical field, and al-
though this thesis is a small and extremely limited contribution to the state
of the art, there are some key learning that we can share from this experi-
ence. Before diving into the specific details, a summary of the contributions
and research perspectives is provided.

7.1 Thesis status: what’s been done

Whether for research or industry development, the community needs tools
to build FL pipelines. As a first step, a direct contribution was provided to
develop a tool that the community could leverage to conduct research and
help advance the state of the art.

To help in this aspect, we started from zero assumption and performed
a deep search of what the Web had to offer to help the development of
the research environment. Chapter 3 explains how the rising interest in
the research community and industrial R&D departments has influenced the
development and evolution of a multitude of new tools for implementing
FL pipelines. If from one perspective this aspect is encouraging, on the
other hand, the availability of such a large amount of toolboxes requires
clear indications on their main features, in particular usability, adoption,
readiness (with respect to the features available for research experiments)
and maturity (with respect to real life deployment in an industrial production
environment). The outcome of this first research activity can be summarized
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in four main contributions.

1. Provide an updated and fair list of tools publicly available for imple-
menting FL pipelines;

2. Identify and describe the key aspects required by the research commu-
nity and map them into a list of features that tools should include;

3. Provide a detailed comparison of the tools, based on objective metrics
including commonly used indicators and ability to match the needs
highlighted in the previous point.

After building the code to automatically retrieve content related to FL
tools, a manual assessment of the outcome of the queries was performed. In
order to keep the survey objective and inclusive, we proposed a few evaluation
metrics to capture various aspects that can be consolidated into 3 main
branches: Usability, Portability, and Flexibility.

More in detail, each category would include:

• Usability: Documentation, User Interface (UI), Programming Lan-
guage(s)

• Portability: Templates/Examples availability, Distribution channels,
Multi-node mode, Open-Source

• Flexibility: Containers/Virtualization, Modular architecture, Privacy
and Security, Easy integration with other tools

We provide an objective assessment of the tools to allow the research com-
munity to be able to accelerate its activities, promote fairness by proposing
a clear framework for comparative studies, and help tool providers identify
ways to improve their products. The availability of a ranking of the FL tools
will also boost their exploitation for production environment, where such
tools are still largely unexplored.

This initial effort allowed us to identify one tool, OpenFL [187], which
was then used to implement the remaining exploitation activities. Thanks to
the collaboration with University of Turin, we were able to stress the tool and
propose a multi-input model that can handle different types of data, namely
images and tabular text, trained by following the orchestration paradigm of
the HFL schema. Multi-input FL tasks are usually implemented as VFL by
design. In this case, multiple models were specifically tailored to the different
data sources.
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The idea beyond the proposed solution was to solve the trade-off between
using diverse data to train input-specific models (VFL) and collecting homo-
geneous data from different populations (HFL), better reflecting the needs
encountered in systems hterogeneity studies, defined in Section 2.2.3. In ad-
dition, we demonstrated how the proposed approach is helpful for medical
image classification tasks and provide evidence of how our federated multi-
input model can outperform the typical single-input models. To do this, we
focused on two case studies addressing core issues in the field, i.e., COVID-
19 prognosis and classification of Alzheimer’s disease patients, relying on
the CoViD-19 CXR [220] (2D data) and the ADNI study [239] (3D data),
respectively.

The scientific contributions of this activity, expanded by Chapter 4, can
be summarized as follows:

4. We proposed an approach to translate FL multi-input classification
tasks from a complex VFL to a more straightforward HFL orchestra-
tion.

5. We demonstrated how the proposed approach can effectively capture
knowledge from multiple data sources, even when exploiting standard
(i.e., not custom) models.

We experimentally evaluated our approach on two different datasets: the
COVID-CXR dataset [220] (2D) and ADNI dataset [239] (3D). In line with
open science initiatives, to help reproduce our results and facilitate the cus-
tomization of the model, we made the code and instructions on how to use
it available at [39].

In summary, we selected an example of a federated multi-input model for
classification orchestrated following an HFL schema. Thanks to this achieve-
ment, research can now leverage the proposed framework and us it with
different neural network architectures and training algorithms. Our findings
stimulated the appetite for more investigation of the different settings, in or-
der to better understand the role of FL heterogeneity. More precisely, thanks
to the contribution described in Chapter 4, we wanted to better understand
how the data heterogeneity, model heterogeneity, and system heterogeneity,
captured by the two HFL and VFL settings, affect model convergence.

To have a more objective view of the problem, in Chapter 5 we have
proposed a mathematical formalization of the context, by providing the def-
inition of the HFL and VFL scenarios considering the respective ways of
partitioning the training datasets. We then asked ourselves the following
two research questions:

https://adni.loni.usc.edu/


116 CHAPTER 7. CONCLUSIONS AND FUTURE WORK

• Q1) Which FL setting should be chosen when the context would allow
for both HFL or VFL?

• Q2) In what way does the previous answer differ, given that HFL
permits the exploration of various aggregation functions compared to
VFL?

To address them, we further investigated the performance of a biomed-
ical scenario for both FL settings as initiated in Chapter 4, observing the
convergence behavior of three different Deep Learning (DL) models trained
on a multimodal non-i.i.d. dataset with 3D images and tabular data. Each
of the six settings is evaluated in terms of model accuracy, f1-score, and
time-to-train.

By combining what we know from the state of the art regarding the
two settings and the results proposed in Chapter 5, our finding suggests
that HFL pipelines represent the ideal choice where performance and speed
for training are the top priorities as opposed to VFL which instead looks
like a much better fit when privacy and security are the must-have feature.
This also means that the HFL pipeline not only outperforms the VFL, but
thanks to the additional possibility to customize the aggregation functions,
performance can be even further improved to get closer to the CL values.

Overall, the contribution of Chapter 5, can be summarized as follow:

6. Propose a qualitative evaluation of the HFL and VFL settings in terms
of model accuracy, f1-score, time-to-train and degree of customization
for model convergence strategies.

7. Share guidelines on how to select the most appropriate FL setting where
context would allow for both options

8. Add an additional proof-point to confirm the validity of our previous
work [39]

In summary, we conducted a qualitative evaluation of the HFL and VFL
settings to share guidance on how to choose one over the other and provide
a better understanding of the performance expectations of the two settings.

7.2 Adherence to RQs and Objectives

In the previous Section, we discussed the key contribution of the research
activity of this thesis. To draw a contour on the actual contribution of this
work and have a more realistic understanding of the depth and breadth of
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this work, few considerations are shared with respect to the initial objective
and adherence of the research activities performed.

In Chapter 1, we define two main research questions addressed in this
work. The questions are reported here to improve readability:

• RQ 1) How can the development and analysis of federated learning
tools and methodologies enhance the efficiency and efficacy of multi-
modal data integration in biomedical applications?

• RQ 2) How to exploit the advantages and address the challenges of
Horizontal and Vertical federated learning approaches in the same con-
text?

All activities have been carried out with the adherence to the research
question as a key requirement. More precisely, for the first item, based on
the published results reported in Chapter 3, it is clear how the choice of the
proper tools to implement FL pipelines is crucial to the outcome of research
or federations in general. Effective tools can handle the complexity of dis-
tributing the data across multiple nodes while ensuring security and privacy
and facilitating development to focus on the model and data preparation
routines. All of these aspects play a direct role in the overall level of het-
erogeneity of a federation. As highlighted in Chapter 3, all the various tools
retrieved and investigated within a window of time of one year appeared to
converge to a similar list of features with different degrees of flexibility. Tools
that can handle system complexity contribute to keeping system heterogene-
ity low (defined in Chapter 2, Section 2.2.3). This has a positive impact on
developers and researchers that can focus on the other types of heterogeneity,
respectively, related to data and models. By combining this insight with the
results outlined in Chapter 4, we know that the ability to experiment with
multimodal data, and the reliability of the results, is highly dependent on
the level of maturity of the tools. In Chapter 5, for example, we experienced
critical delays when running VFL experiments. After a thorough investiga-
tion, we found that the problem belongs to the adopted tool more than to
the complexity of the proposed pipeline. This may seem trivial; however, it
is important to note that the tool we adopted is one of the most used tools
in the world, supported and provisioned directly by Linux Foundation. The
Linux Foundation is a nonprofit organization established in 2000 to support
and promote the growth of Linux and collaborative software development.
It encompasses more than 900 open source projects, more than 777 thou-
sands of developers contributing with an estimate of 51 million lines of code
per week, and more than 17 thousand contributing organizations around the
world. However, despite the prestigious source, the level of limitations found

https://www.linuxfoundation.org/
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in the described tool should help paint a more realistic picture of the current
level of maturity of the tools available to the FL research community and
set the expectations accordingly. The direct implication of this growing en-
vironment is that method exploitation is more simplified for HFL pipelines
than it is for VFL. This affects both research and industry.

Thanks to the mature experience, we could further investigate the hetero-
geneity aspects in multimodal settings, sharing some considerations about the
role of aggregation functions in the two settings. These experimental phases
helped in addressing the second research question. In Chapter 4 we have
seen how to build a custom federation with the VFL ability to draw together
different data modalities while preserving a (relatively) low-complexity or-
chestration process typical of HFL settings. This approach highlighted the
advantages of the two schemas, but also emphasized the limitations, such
as the need to have multimodal data for a unique list of patients hosted in
the same collaborating institution instead of seeing it distributed across the
federation. On the other hand, Chapter 5 took the opposite direction by
preserving the standard orchestration schema of two distinct settings (HFL,
VFL) and emphasizing their advantages and drawbacks. More in depth, we
have learned how the HFL setting can lead to better model convergence than
VFL due to the additional tuning power represented by the various aggrega-
tion strategies. This twofold approach consisting of:

• combining the settings to study their combined strength and weak-
nesses (Chapter 4) and the pros and cons, and

• comparing the HFL and VFL different schema to highlight respective
pros and cons in depth

has resulted in helpful considerations that address the second research
question.

7.3 Key Learnings

After highlighting what has been done in Section 7.1, the key learnings that
this work has produced are provided below as a general three-year journey.
This section draws considerations on the whole experience, not focusing only
on what worked well but sharing light on secondary activities and attempts
that did not produce direct results but better expertise.
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7.3.1 Federated Dataset

As part of the execution plan detailed in Table 1.1 (Chapter 1, Section 1.3.7),
WP2 focused on having a properly configured working infrastructure to facil-
itate experiments and research for the upcoming WPx. This is why we have
started investigating the performance of a classification algorithm using a
centralized data setting, while configuring an FL environment. The purpose
of this first investigation was to implement a working code and assess cen-
tralized performance. As a second step, we would have ported the centralized
code to a federated setting to proceed with further extensive examination.

This initial experiment would be based on Medical Imaging data, more
specifically, leveraging the Alzheimer’s Disease Neuroimaging Initiative1 (ADNI)
database (adni.loni.usc.edu). The data we had access to was a subgroup of
the ADNI3 package, more specifically, we were dealing with 3D MRI-T1 scan
of a total of 565 subjects grouped into different categories depending on the
severity of the disease. The categories and the respective number of subjects
are reported below:

• Cognitively normal (CN), made of 306 samples

• Subjective Memory Complaints (SMC), made of 50 samples

• Mild cognitive impairment (MCI), made of 70 samples

• Early mild cognitive impairment (EMCI), made of 82 samples

• Late mild cognitive impairment (LMCI), made of 37 samples

• Alzheimer disease (AD), made of 20 samples

Initially, we wanted to use this exercise as a software development vehi-
cle to have a classification system we could use for reference. We assessed
performance of a multiclass classification approach, to gather initial insights.

Knowing that the development environment would be based on specific
hardware resources, we had to select a classification model that would con-
sider these aspects (i.e. memory bound preferred versus compute bound
models) and with good performances reported in the state-of-the-art for sim-
ilar use cases.

We performed various runs by changing the learning rate (lr) and the
number of epochs (e) and keeping the batch size set to the same number of

1Data used in preparation of this article were obtained from the Alzheimer’s Disease
Neuroimaging Initiative
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classes (bs = 2). To compare performance, we recorded the loss, accuracy,
precision, recall, and f1 score for both the training and the validation phase.

Given the medical environment, we ranked the scores according to f1
scores with the best scores the highest. The initial performance was not good
as both the f1 score and the accuracy could barely pass the 50% threshold.
Among possible causes was the amount of data available. Hence, we enhanced
the original dataset with additional (coherent) data retrieved from the ADNI
repository. This activity took a few months to complete but resulted in
the addition of more than 1000 new patients distributed throughout ADNI1
and ADNI2. It is important to note how most of the published works base
their conclusions on experiments conducted on limited datasets or non-deep
learning models. Most of the original and currently adopted aggregation
functions (discussed in 2.4 were actually proposed on standard ML models
[116,128,235].

Thanks to this initial activity, we built a realistic experimental envi-
ronment, with natively heterogeneous data and a mixture of standard and
custom DL models.

7.3.2 Experimental environment

Building an experimental environment to test federated learning pipelines
in a realistic way poses several significant challenges. Some aspects have
already been highlighted in the previous section, where we discussed the
critical role of mature tools. In addition to that are the challenges of realistic
scenarios. Most of the current state-of-the-art studies refer to simulated FL
pipelines. These settings are typically hosted on one machine, and the various
institutions are represented by different processes running on the same host
and exchanging information. Although conclusions drawn around statistical
model convergence and data contribution can be relevant, the simulation
introduces a level of abstraction that does not allow proper evaluation on
communication efficiency or cost of security measures.

For this work, we created a small distributed infrastructure composed of
four nodes (servers) connected through an ethernet network. This allowed
us to reproduce a more authentic federated environment that can simplify
and stimulate investigation on a bigger scale. However, this realistic scenario
preserved all the heterogeneity layers that can be found in typical FL settings
(as described in Chapter 2, Section 2.2.3). Therefore, we had to prioritize
the items on which to focus our research, to avoid roadblocks associated with
an extreme complex environment.

• Security and privacy features: Our FL setting did not consider
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security aspects, including memory encryption for protected run-time
execution. Messages exchanged among participants in each setting were
encoded as .zip files, to have more realistic measurements of execution
timings. Security and privacy applied to FL represents a specific re-
search branch itself that we did not explore. The only contribution we
provided was done through the collaboration with University of Turin
by investigating the cost of encryption mechanism applied to protect
runtime protection 6.

• Distributed compute: as mentioned in the beginning, the maturity
level of the adopted tools is instrumental and directly impacts the re-
liability of results and conclusions drawn from any experimental phase
performed on the specific tool. In this case, the tool was lacking for ef-
fective multinode scalability for VFL. So, all the experiments reported
in Chapters 4 and 5 are simulated using a single machine. On the other
hand, all the HFL conclusions are reliable and the proposed approaches
can be easily scaled and applied to more nodes.

• Modular tool architecture: a direct implication of the previous as-
pect is the ability to isolate data pre-processing procedures. In realistic
FL scenarios among data-center institutions it is fair to expect each one
of them to define private pre-processing routines tailored for the data
owned by the respective institution. In our case this feature was im-
plemented and each ADNI would benefit from this isolation. This is
another critical learning that can help produce more realistic federa-
tions.

7.3.3 Scientific aspects

When working with FL, the variance of the pipelines due to the different
types of heterogeneity can add layers of complexity to a standard AI pipeline
which already includes several challenges. FL can be seen as a connection
of multiple simpler steps such as dataset preprocessing, model training, val-
idation, and model optimization typical of an AI pipeline, but scaled to I
institutions in parallel. The first key learning is that centralized settings are
a great starting point to have for ensuring the experiments run and setting
the expectations in terms of performance. This holds for the research envi-
ronment and for production, although real-life deployment might not always
allow this opportunity. Having a centralized dataset is not realistic in real-
life scenarios, and research is directly applied to distributed datasets without
a point of reference. Is the situation experienced by [179] where the authors
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built a real-life federation, merging contributions from more than 71 clinical
institutions worldwide to advance the state of the art in brain tumor seg-
mentation. In these types of studies, there might be unpredictable aspects,
for example the existence of data poisoning. Data poisoning is an attack
method that aims to corrupt a machine learning model by introducing ma-
licious data into its training set. Although the real thread is represented
when external agents try to impact training routines, there are situations
where data poisoning is the result of weak coordination or simple errors.
What would happen in case an institution uses wrong data or not-well pre-
processed data to train its local copy of the global mode? Data poisoning
can be difficult to locate even when it is genuine and internal.

Additional key learnings are related to what has already been said regard-
ing model convergence studies and the reliability of the conclusions drawn so
far. Most of the foundational studies, such as [128,235], propose aggregation
functions that are tested with standard ML algorithms or are incomplete.
The problem of model convergence and the formalization of the mathemat-
ical background is still very fragmented. As we learned from Chapter 5,
HFL seems to be the best choice in terms of validation performance, training
time, and degree of customization that can be done by working on aggrega-
tion functions. However, from a security perspective, VFL represents a more
robust option. This is due to the nature of VFL that aggregates parts of a
larger model, making it difficult for an attacker to reconstruct unseen parts
of information. This means that VFL is less customizable from the aggre-
gation function perspective to HFL. Regardless, finding the best strategy or
rule-of-thumbs on how to fuse together contributions, whether to work in a
latent space or other encoded representation, is yet to be explored. This is
why despite the research progress for HFL, the question marks seem to grow
when it comes to VFL settings, which is still largely unexplored. Ideas for
possible future directions are provided in Section 7.4.

In summary, this thesis emphasizes the exploitation of the two settings
HFL and VFL with the aim of having a better understanding of how and
what might affect the performance of a federation. The extensive experiments
performed on 2D and 3D multimodal dataset contributed to achieve the goal
from a data perspective as well as on the model convergence behavior when
dealing with multiple single or merged models.

7.4 Future directions

As described in many sections and chapters, this work represents a small
contribution to what can and needs to be done in FL. We have helped the
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researcher and developer community with suitable tools and practical guide-
lines and validated and best practices to improve model convergence and FL
adoption in both settings. In this section, we provide a few considerations
on how this work can be further extended to address some of the challenges
faced and open question marks.

7.4.1 Stress multiclass

All the experiments performed in this thesis involve a binary classification
of healthy patients, composed of CN patients and affected patients, which
captures the AD category. More research is needed to assess the quality of
our results when dealing with multiple classes. On one side, adding classes to
the problem would increase the data heterogeneity and hence the complexity,
but on the other hand, it would allow us to have more perspectives on model
convergence and perhaps help draw more conclusions on finding best ways
to aggregate models. This would apply to both HFL and VFL.

Deeper investigation with multiclass classification task should also be per-
formed in multi-input setting, where each class would contribute with multi-
ple modalities. A first batch of experiments could work to validate the results
obtained with the binary setting. Successively, the focus could be oriented
towards the hyperparameters tuning and inner-validation loops. During a
standard step of a federation, each collaborator performs local training and
then sends the updated model to the aggregator hub. Each collaborator could
perform as many training routines as they prefer and also include some vali-
dation rounds to select the best local model. Today, this step is often skipped
and the state-of-the-art does not share a clear indication on this aspect: for
example, [154] suggests increasing the number of rounds for local training
to reduce communication costs, while [38] did not observe any significant
impact on having more rounds before sending the local model to the aggre-
gator. Both studies refer to training rounds with no specific indications on
the importance of local validation.

7.4.2 Formalize model convergence problem

Formalizing FL pipelines can be extremely challenging due to the high het-
erogeneity typical of federated settings. However, few efforts have been made
to better understand the convergence behavior. Most of the aggregation func-
tions described in Chapter 2, Section 2.4 provide their own formalization of
the concept. Among the key studies, two of them rise two problems, which
we clearly connected:
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• the Client-Drift problem [116]: It occurs when the local updates to a
machine learning model made by clients (or nodes) are diverse because
of nonidentically distributed data across clients. This can lead to a
situation where the aggregated model does not perform well universally
or converges more slowly, as the updates from different clients may not
be aligned and can cancel each other out to some extent.

• the Objective-Inconsistency problem [235]: the objective-inconsistency
problem arises due to the differences in objectives between the central
server (aggregator) and the local clients (collaborators). Each client
may optimize its local model based on its own dataset, which can be
diverse and non-iid. This can lead to inconsistencies when the central
server aggregates these local models because the local objectives may
not align with the global objective. The problem manifests as decreased
performance or slower convergence of the aggregated global model.

What these problems suggest is that the high statistical heterogeneity
affects the updates of each client resulting in slow and unstable convergence.
This means that the path to a stable and optimal convergence is yet to be
found and would benefit from further investigation.

This applies primarily to HFL scenarios, where all the collaborators share
a local copy of the global model. For what concerning VFL, next Section
discusses the few aspects that need to be considered when proposing future
directions.

7.4.3 Deep dive on VFL

VFL is extremely fascinating. If HFL can unlock new possibilities to train
models on very large distributed dataset with a certain degree of complexity
and heterogeneity, VFL can push both boundaries even further. The VFL
concept is relatively new and the research community is expanding on a daily
basis. However, there is a particular VFL scenario that can be associated
with an older technique called Split Neural Networks (SNN) [41]. SNNs refer
to a type of architecture in which the computation is divided into multi-
ple segments that can be executed on different devices or locations. From
a practical standpoint, in SNNs, various layers of a DL models are split
and distributed on multiple machines. The training process requires all of
these machines to complete their partial computation in order to proceed
with the next group of layers hosted by another machine. As happens in
VFL, SNNs are especially useful for scenarios where computational resources
are distributed or for privacy concerns where different parts of the data are
available at different nodes. Arguably, a discriminant factor between the
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two approaches is in the way data are distributed. While in VFL vertically
partitioned data are a must-have, the same does not represent a requirement
for SNNs which are instead more focused on reducing the computational
load for training the model. The two approaches also differ in the execution
principles since SNNs often involve sequential execution of segments of the
network, whereas VFL typically involves parallel training instances. Despite
these differences, if we look at model convergence or strategies to combine
various parts of a distributed model to maximize training outcomes, we be-
lieve the two approaches might share some behavioral aspect. Considering
that the SNN concept has been more investigated than VFL, we think that
by exploring the overlap between the two paradigms, we can have a faster
route to better understand VFL convergence aspects.

For scenarios where VFL cannot be reduced to SNNs, other directions can
be explored. For example, in cases where each participant can have various
types of data set, such as images, tabular features, or text or audio reports,
there is a need to explore alternative ways of concatenating the different in-
put sources. This can be done in the aggregation center by allowing each
institution to provide a n-dimensional vector of the same or different length,
or a combination of multiple information. Preliminary results [39] show that
aggregating only the identical architectural layers of different networks (par-
ticularly the classifier of two different CNNs shown in Chapter 4) leads to
performance comparable to the typical case in which all model parameters
are aggregated. Despite this new aggregation technique presenting the same
typical limitations of FL (i.e., layers must be identical to be aggregated), fur-
ther investigation is required to analyze the importance of the input features
of the classifier.



126 CHAPTER 7. CONCLUSIONS AND FUTURE WORK



Bibliography

[1] Website: Data protection definition from european general data pri-
vacy regulation (gdpr). Available at https://www.edps.europa.eu/
data-protection/data-protection en.

[2] Website: Fate ai. Available at https://fate.fedai.org/. Accessed: March
28, 2022.

[3] Website: Google scholar. Available at https://scholar.google.com/.
Accessed: March 28, 2022.

[4] Website: Protection of personal information act (popi act) - popia.
Available at https://popia.co.za.

[5] Website: Semantic scholar, a free, ai-powered research tool for scientific
literature. Available at https://www.semanticscholar.org/. Accessed:
March 28, 2022.

[6] Website: Tensorflow federated. Available at https://www.tensorflow.
org/federated. Accessed: September 28, 2022.

[7] Website: Top500 hpc centers of the world. Available at https://top500.
org/.

[8] Abdelmoniem, A. M., Ho, C., Papageorgiou, P., and Canini,
M. A comprehensive empirical study of heterogeneity in federated
learning. IEEE Internet Things J. 10, 16 (2023), 14071–14083.

[9] Aggarwal, P., Mishra, N. K., Fatimah, B., Singh, P., Gupta,
A., and Joshi, S. D. COVID-19 image classification using deep learn-
ing: Advances, challenges and opportunities. Comput. Biol. Medicine
144 (2022), 105350.

[10] Al-Issa, Y., and Alqudah, A. M. A lightweight hybrid deep learn-
ing system for cardiac valvular disease classification. Scientific Reports
12, 1 (2022), 1–20.

127

https://www.edps.europa.eu/data-protection/data-protection_en
https://www.edps.europa.eu/data-protection/data-protection_en
https://fate.fedai.org/
https://scholar.google.com/
https://popia.co.za
https://www.semanticscholar.org/
https://www.tensorflow.org/federated
https://www.tensorflow.org/federated
https://top500.org/
https://top500.org/


128 BIBLIOGRAPHY

[11] Al-Jarrah, O. Y., Yoo, P. D., Muhaidat, S., Karagiannidis,
G. K., and Taha, K. Efficient machine learning for big data: A
review. Big Data Res. 2, 3 (2015), 87–93.

[12] Alam, M. U., and Rahmani, R. Fedsepsis: A federated multi-
modal deep learning-based internet of medical things application for
early detection of sepsis from electronic health records using raspberry
pi and jetson nano devices. Sensors 23, 2 (2023).

[13] Aldinucci, M., Rabellino, S., Pironti, M., Spiga, F., Viviani,
P., Drocco, M., Guerzoni, M., Boella, G., Mellia, M., Mar-
gara, P., Drago, I., Marturano, R., Marchetto, G., Pic-
colo, E., Bagnasco, S., Lusso, S., Vallero, S., Attardi, G.,
Barchiesi, A., Colla, A., and Galeazzi, F. HPC4AI, an AI-on-
demand federated platform endeavour. In ACM Computing Frontiers
(May 2018).

[14] Ali, M. S., Ahsan, M. M., Tasnim, L., Afrin, S., Biswas, K.,
Hossain, M. M., Ahmed, M. M., Hashan, R., Islam, M. K.,
and Raman, S. Federated learning in healthcare: Model misconducts,
security, challenges, applications, and future research directions - A
systematic review. CoRR abs/2405.13832 (2024).

[15] Angelou, N., Benaissa, A., Cebere, B., Clark, W., Hall,
A. J., Hoeh, M. A., Liu, D., Papadopoulos, P., Roehm, R.,
Sandmann, R., Schoppmann, P., and Titcombe, T. Asymmetric
private set intersection with applications to contact tracing and private
vertical federated machine learning. CoRR abs/2011.09350 (2020).

[16] Bagdasaryan, E., Veit, A., Hua, Y., Estrin, D., and
Shmatikov, V. How to backdoor federated learning. In International
Conference on Artificial Intelligence and Statistics (2020), PMLR,
pp. 2938–2948.

[17] Baldi, P., and Sadowski, P. J. A theory of local learning, the
learning channel, and the optimality of backpropagation. Neural Net-
works 83 (2016), 51–74.

[18] Barroso, N. R., Stipcich, G., Jiménez-López, D., Ruiz-
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D., Andreasssen, O., Chen, J., Degenhardt, F., Doncevic,



BIBLIOGRAPHY 131

D., Eils, R., and Meyer-Lindenberg, A. dsmtl - a computa-
tional framework for privacy-preserving, distributed multi-task ma-
chine learning. Bioinformatics 38 (09 2022).

[34] Carneiro, T., Medeiros Da NóBrega, R. V., Nepomuceno,
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ringrazio perchè non mi ha mai messo primo e mi ha spesso lasciato ultimo.
La ringrazio per avermi insegnato ad essere l’ultimo a mollare.

Grazie a Lui, per esser stato il mio miglior amico. Per l’integrità, il coraggio
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