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ABSTRACT Linear Temporal Logic (LTL) specifications play a crucial role in the verification process
of cyber-physical systems, increasing the guarantees of their correctness. These specifications are vital
for ensuring that both hardware and software components behave as expected, especially in complex
real-world scenarios. In the last decades, researchers have developed several methodologies and tools to
automatically generate LTL specifications, creating an urgent need to organize and synthesize existing
literature to ease entry into this field and guide future research efforts. Therefore, starting from a pool of over
3000 papers extracted from the Scopus database in the temporal range 2000–2024, this paper employs the
Preferred Reporting Items for Systematic Reviews andMeta-Analyses (PRISMA)methodology to produce a
systematic review of mining LTL specifications of hardware and software systems. In particular, we provide
a taxonomy of the methods and describe with significant detail all the relevant techniques present at the state
of the art. Finally, we discuss the challenges of mining LTL specifications and explore potential directions
and opportunities for future research.

INDEX TERMS Automata learning, linear temporal logic, specification mining, SVA generation, API rule
inference, software reliability, assertion mining, behavior detection, specification, property discovery.

I. INTRODUCTION
In an era where electronic systems govern everything from
critical infrastructure to personal devices, the reliability of
these systems has become paramount. Yet, ensuring that
such systems work as intended remains one of the most
challenging aspects of development. To determine what is
expected (or not) from a system, engineers must formalize
the system’s requirements in a way that is both precise
and unambiguous: this is the role of formal specifications.
Formal specifications are a cornerstone in the design,
development, and verification of modern hardware and
software systems. During system design, they enable the
precise expression of requirements; during implementation,
they serve as a foundation for formal verification, ensuring
that critical components meet their specifications; finally,
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during execution, they assist in monitoring system behaviors
to detect and react to violations.

Unfortunately, specification definition is a time-consuming
and error-prone task, which requires high expertise to reason
in terms of logic formulas [1].

To address these challenges, the field has seen significant
advancements in specification mining—a technique that
automates the generation of formal specifications. This
approach leverages data from execution traces, source code,
or informal specifications to derive meaningful properties
that would be difficult to formulate manually.

Specification mining serves several important purposes.
The mined specifications are compared against the initial
specifications to verify if all expected behaviors have been
implemented in the Design Under Verification (DUV).
Furthermore, by analyzing the mined specifications, the
verification engineer can discover the presence of unexpected
behaviors caused by design errors or malicious code delib-
erately inserted in the DUV. Finally, mined specifications
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FIGURE 1. Graphical abstract.

can also be used for documentation purposes (we report
the full list of use cases in section V-A). Linear Temporal
Logic (LTL) is one of the most commonly used formalisms
for expressing properties of Hardware (HW) and Software
(SW) systems, particularly those that evolve over time. LTL
allows for the specification of behaviors that must occur
over sequences of events, making it an ideal candidate
for expressing requirements related to safety and liveness
temporal properties.

In recent years, several papers have been published to auto-
matically generate LTL specifications. As a consequence,
it has become increasingly urgent to organize and summarize
the current literature to lower the entry barrier of this field of
study and to quickly formulate a plan for future research.

A. CONTRIBUTIONS
Starting from a pool of over 3000 papers, we provide a
systematic review of the techniques present in the literature
for mining LTL specifications for hardware and software
systems. In particular, we discuss and organize the possible
use cases of specification mining; we provide a meaningful
taxonomy of the mining techniques present in the literature;
then, we describe those techniques with a sufficient level of
detail to depict a clear and precise idea of the state-of-the-
art. Additionally, we mention and cite the repositories of all
the available open-source tools implementing the techniques
described in this review. Finally, we identify key challenges of

the current techniques and provide several insights into future
research directions.

B. PAPER ORGANIZATION
The paper is organized as follows. Section II describes the
methodology we followed to select, screen, and review the
papers. Section III reports other reviews and survey papers
related to ours. Section IV contains a set of preliminary
definitions to formalize and clarify background concepts
important for understanding the content of the paper.
In section V, we describe the classification scheme of the
techniques and the main use cases of LTL specification
mining. Section VI contains a detailed description of the
mining techniques. In section VII, we describe the techniques
used to evaluate the quality of the mined specifications.
In section VIII, we discourse on the main challenges
of specification mining and the possible future research
directions. Finally, in section IX, we draw our conclusions.

II. METHODOLOGY
This section describes the methodology we followed to select
and review the papers.

We selected the papers to be included in the review
following the Preferred Reporting Items for Systematic
Reviews and Meta-Analyses (PRISMA) methodology [2].
The PRISMA methodology was employed in this study
to ensure a transparent, comprehensive, and replicable
systematic review process. PRISMA provides a structured
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framework that guides the reporting of systematic reviews
and meta-analyses across key stages. PRISMA ensures that
the methods section thoroughly documents critical aspects
such as the eligibility criteria, information sources, search
strategy, and study selection.

A. SCOPE OF THIS REVIEW
The scope of this review includes all techniques that aim
at automatically generating LTL specifications in HW and
SW systems. However, we did not narrow the scope to
only classical LTL specifications; instead, we also included
its extensions, fragments, and other typical formalisms that
have similar expressive power. In particular, we included
Sequential Extended Regular Expression (SERE), which is
widely used to formalize sequential behaviors, especially in
the HW domain; SEREs are supported by two major spec-
ification languages called Property Specification Language
(PSL) and SystemVerilog Assertion (SVA). SERE+LTL
allows us to easily define three classes of temporal behaviors.
I) Non-temporal specifications: they do not have a temporal
behavior, often called invariants or immediate specifications.
An example of this type would be the ‘‘assert’’ function in
the C language, which checks the validity of a condition at
a specific point in time without considering any temporal
evolution. II) Untimed sequences: they define the ordering
of events without specifying the temporal distance between
such events. An example of this is specifying that ‘‘event
A must happen before event B’’ but without imposing any
constraint on how much time or which steps separate these
two events. In hardware verification, one might specify that
a signal must stabilize before a reset occurs without concern
for the exact time interval between these events. III) Timed
sequences: they specify both the ordering and the temporal
distance between events to allow more precise control over
the temporal behavior of the DUV. For example, you might
require that a variable change occurs exactly within a given
number of ‘‘instants’’ after a previous event.

Considering the expressive power of LTL+SERE (as
portrayed in the Chomsky hierarchic), it is natural to also
include automata, particularly Büchi, finite-state and non-
deterministic finite-sate automata, which offer comparable
and often interchangeable expressive power for specifying
temporal and sequential behaviors. Although this review
encompasses all techniques that produce a certain output
type, we did not discriminate for the input type. Nonetheless,
the included papers only treated three main kinds of input:
the model of the DUV, for example, its source code; the
execution/simulations traces of a DUV, such as a time series
or a data log; prior specifications of a DUV, such as informal
specifications written in English or formal specifications
written in LTL+SERE. We formalize all these aspects in
section IV.

B. SELECTION OF DATABASE AND SEARCH STRING
Given the scope outlined in the previous section, the first
step of the review is the collection of articles. We searched

the papers using the Scopus [3] extensive database, which
covers over 75 million records, including peer-reviewed
journals, conference proceedings, and books across multiple
disciplines. Because of its stringent content selection policies,
ensuring that only the highest quality content gets indexed,
and its powerful and flexible search functionalities, Scopus
is often considered the standard de facto for navigating
scientific literature. Other popular databases in the area of
engineering and computer science are Web of Science [4],
which offers a comprehensive collection of scientific publi-
cations and citation data; IEEE Xplore [5], which specializes
in engineering and technology; Google Scholar [6], a freely
accessible database that aggregates research across various
disciplines. Each of these databases offers distinct advantages
depending on the field of research; however, Scopus seems to
inspire the highest consensus in the scientific community.

After choosing the database, we defined a list of keywords
related to the ‘‘Mining of LTL specifications in HW
and SW systems’’ to collect as many related articles as
possible. These keywords include ‘‘specification, assertion,
requirement, property, formula, invariant, behavior, LTL,
PSL, SVA, SERE, mining, generating, inferring, learning,
discovery, detection’’. Then, a search string was formed by
combining the aforementioned keywords by using AND and
OR boolean operators according to the syntax of the Scopus
search guide [7] as reported below.

(specification OR assertion OR requirement OR property

OR formula OR invariant OR behaviour OR behavior)

AND

(mine OR mining OR miner OR generate OR generating

OR generation OR generator OR infer OR inferring

OR inference OR learn OR learning OR learner OR discover

OR discovery OR detect OR detection OR detector)

AND

(ltl OR {linear temporal logic} OR psl OR {Property

Specification Language} OR sva OR {System Verilog

Assertion} OR sere OR {Sequential Extended Regular

Expressions})

The sentences inside the curly brackets, such as
{linear temporal logic}, find only documents that contain
that exact sequence of words. Furthermore, we used several
variations of verb keywords that can be used in a paper in
several tenses.

We decided not to restrict the temporal window of the
searched papers; as a consequence, the earliest reviewed
paper was published in 1972, while the latest one was
published in early 2025. However, we consider our work a
literature review covering the range 2000-2024, as the first
discussed relevant papers were published in the early 2000s,
while only the first month of 2025 is covered.

We restricted the search to papers written in English
and belonging to the scientific areas of computer science
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‘‘COMP’’, engineering ‘‘ENGI’’, or math ‘‘MATH’’. More-
over, the search is performed only on titles, abstracts, and
keywords of the records in the databases. The initial number
of articles found by this query was 1491.

C. SCREENING PROCESS
We uploaded the papers found with the query to a collabo-
rative platform called Rayyan [8], a tool for systematically
screening a large volume of papers. First, we exploited
Rayyan’s filtering features to remove duplicate papers.
Then, we identified the most relevant papers based on their
alignment with the target topic. To achieve this, we initially
screened the papers by reviewing their titles and abstracts to
remove out-of-scope papers. This process removed several
papers on related topics such as model-checking, controller
synthesis, synthesis of checkers and monitors, and model-
driven design, which involve formal specifications but do not
focus on mining specifications. Other papers described min-
ing specification approaches but focused on formalisms not
covered by our review, such as Signal Temporal Logic (STL)
and Computation Tree Logic (CTL). Another notable set of
out-of-scope papers is those describing ‘‘process mining’’
techniques, as they belong to a completely different research
community and have different goals, even though some of
their techniques overlap with those reported in this review.
After this first manual selection process, only 83 papers (P0)
were deemed relevant. At this stage, we diverged from the
classical PRISMA and applied a new approach: we included
in the reviewing process all records cited by the papers in
P0 and all the records that cite the papers in P0. To retrieve
those relations, we developed a Python script that exploits
the Scopus Application Programming Interfaces (APIs) [9],
while the initial search was performed directly from the
Scopus website. In practice, the papers in P0 become the seed
for a wider unconstrained search net based on the expertise
of authors of the papers in P0 and those citing P0. This step
allows us to include relevant papers that might have been
excluded by the initial query due to unconventional naming
of the mining process or using non-standard formalism
that can be interpreted as fragments of LTL+SERE. That
process added 1672 papers to be manually reviewed with
the same approach, resulting in 75 (P1) new relevant papers.
Therefore, the total number of relevant papers that required
further evaluation became 158 (P0 + P1). After reading the
content of all 158 papers, we manually rejected an additional
48 papers following the same criteria as before. Therefore,
this review’s final number of papers is 110 (Pfinal).

D. REVIEW PROCESS
For each paper in Pfinal , we compiled a row of a spreadsheet
with the following columns: ‘‘doi, Year, N. citations, Authors,
Title, Tool, Domain, Use case, Input, Output, Mining
Technique, Qualification, Results’’. The first row of the
spreadsheet contains the self-explanatory columns ‘‘doi,
Year, N. citations, Authors, Title’’ already compiled with

the data of the papers in Pfinal . The rest of the columns are
explained below.

• Tool: refers to the name and repository link of any
software tool mentioned in the paper that is used to
implement the proposed mining technique.

• Domain: specifies the application domain to which the
mining technique is applied, such as ‘‘HW’’ or ‘‘SW’’.

• Use case: describes the specific problem or scenario
in which the mining technique is applied within the
paper, providing context for its practical usage (see
section V-A).

• Input: refers to the types of data or models the
mining technique consumes to produce results, such as
execution traces.

• Output: details the form of the results produced by the
mining technique, for example, LTL formulas, automata,
or other types of formal specifications.

• Mining Technique: describes the mining technique or
approach used in the paper.

• Qualification: refers to the techniques used to qualify the
mined specifications.

• Results: summarizes how the authors observe their
findings of the paper, focusing on the effectiveness of
the mining technique, including performance metrics,
empirical validation, or comparative analyses.

The columns in the spreadsheet are filled with tags: unique
short phrases or words used to describe a specific concept,
idea, or technique in the paper; a separate sheet contains
each tag’s description. For fields that require multiple
tags, each tag is separated by a pipe symbol in the form
tag1|tag2 | . . . | tagn, allowing several tags to be listed within
the same spreadsheet cell. The tagging system uses ‘‘Concept
trees’’ (stored in a different sheet), which are structured
hierarchies that organize tags to reflect the relationships
between broader and more specific concepts. They help
to maintain a logical and consistent organization of tags,
ensuring that each tag belongs to a meaningful category
and simplifying the navigation of the available tags. For
example, consider the ‘‘Output’’ column. The concept tree
for this column might begin with a broad tag like ‘‘LTL
specification,’’ which can then branch into more specific tags
such as ‘‘LTL only next’’ or ‘‘SERE’’.

The tags used in the ‘‘Mining Technique’’ column are
an exception, as they do not use concept trees due to the
lack of a clear hierarchical nature of the mining techniques.
Instead, this kind of tag requires a set of ‘‘technique features’’
reported in description V to add more information on
the nature of the reported technique. These tags follow a
specific format to convey additional details: they can include
values for the technique features, which are added as a
comma-separated list inside parentheses. The general form
of such a tag is mining_tech_tag(feature1, feature2, . . . ,
featureN). For example, if a tag describes a mining technique
called ‘‘decision_tree’’ that is dynamic and supervised, the
tag could be written as decision_tree(Supervised, Dynamic).
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At the end of the process, we gathered enough data
to effectively classify and describe the discovered mining
techniques, as reported in section VI.

III. RELATED WORK
Over the years, a few authors have already attempted to tackle
the daunting task of navigating the landscape of specification
mining techniques.

The paper that overlaps most with ours is [10], in which
Robillard et al. provided a comprehensive survey of over a
decade of research on techniques for automatically inferring
properties of Application Programming Interfaces (APIs).
The paper synthesizes and classifies more than 60 techniques
into five categories, depending on the type of mined
specification: unordered usage patterns, sequential usage
patterns, behavioral specifications, migration mappings, and
general information. We report a more detailed description
below to emphasize the difference between their work and
ours.

• Unordered Usage Patterns specify which API elements
(e.g., methods or classes) are commonly used together,
without considering the order in which they should be
invoked.

• Sequential Usage Patterns focus on the correct order
in which API methods should be invoked. Sequential
patterns specify temporal constraints on API usage,
ensuring that certain API calls are made in the correct
sequence (e.g., open() before read()).

• Behavioral Specifications describe the expected behav-
ior of an API, that, under certain conditions, may lead to
specific states or errors, such as specifying that calling
a method without a prerequisite (e.g., read() without
open()) leads to an exception.

• Migration Mappings specify mappings between differ-
ent versions of an API, helping developers understand
how to migrate from one version to another. They
provide information on deprecated or replaced API
elements, ensuring compatibility with newer versions.

• General Information includes various idiosyncratic
properties of APIs, such as constraints, invariants,
or performance-related rules that don’t fall into the
other categories. These are often inferred to assist in
improving API documentation or for specific developer
tasks.

The ultimate objective of the papers described in the survey
is to offer developers guidance on the correct use of complex
APIs by discovering latent and undocumented properties,
which can help avoid misuse, improve API documentation,
and support tasks like bug detection, code migration, and
API usage optimization. Their review covers the papers
published in the range 2000 to 2010. On the contrary, our
paper does not have a strict temporal constraint and covers
all papers published before February 2025. Furthermore,
we follow a different review process based on the PRISMA
methodology, and we classify the reviewed papers in a

completely different manner (see section V) while focusing
only on LTL specifications and other formalisms with similar
expressive power.

In [11], Krka et al. evaluate and compare different tech-
niques for automatically mining specifications of software
libraries by inferring finite state automata. Specifically, the
paper aims to assess the impact of four strategies (using
execution traces, invariants, or a combination of both) on
the quality (precision and recall) of the inferred models.
The relevant strategies related to LTL specifications are also
included in our review.

In [12], Ghafari and Tjortjis proposed a survey of
heuristic approaches for association rule mining. The paper
concludes that some algorithms like SRmining, PMES, Ant-
Association Rule Mining (ARM), and MDS-H perform
fastest, while others like HSBO-TS are the most complete.
Additionally, the paper introduces a ranking parameter called
GT-Rank to evaluate the best heuristic ARM approaches,
with ARMGA, ASC, and Kua emerging as top-performing
methods. The authors further explore trends in heuristic
ARM by considering algorithms and their characteristics as
transactional data to generate association rules. Some of the
techniques covered by this paper are reported in section VI-C
of our review.

The authors of [13] try to evaluate the effectiveness of
existing specification mining algorithms in a real-world
industrial setting, particularly in the context of debugging
large-scale embedded software systems. The authors aim to
assess the practical usability of these algorithms, propose
potential improvements, and discuss challenges faced during
their implementation in an industrial context. The authors
reach similar conclusions to ours when discussing the
practical limitations of the current mining approaches.

The paper in [14] aims to address the test oracle problem in
Cyber-Physical Systems (CPSs) by developing a framework
to evaluate specification mining techniques and comparing
various methods based on their ability to meet CPS-specific
constraints. The test oracle problem refers to the challenge
of determining whether a system’s output is correct during
testing, especially when explicit specifications are lacking,
or human verification is costly and prone to errors. The paper
seeks to find automated solutions to this issue by reviewing
and analyzing existing techniques. The authors claim to be
the first to address that particular problem; however, the
paper suffers from the lack of a rigorous selection and review
process.

The paper in [15] evaluates and compares existing trace
mining methods in the context of communication-centric
system-on-chip traces. The authors investigate the strengths
and weaknesses of seven well-known trace mining methods
from both hardware and software domains. The aim is to
assess their ability to handle complex and concurrent System
on a chip (SoC) traces, evaluate their performance, and
determine their usefulness in mining meaningful patterns that
could be used for SoC validation. Almost all the approaches
of this paper are covered by our review.
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Neider and Roy [16] recently published a survey onmining
LTL specifications from examples of desired and undesired
behaviors. Differently from our work, which aims to provide
a comprehensive review of past and recent literature on LTL
mining (including automata, invariants, and sequences), their
paper focuses only on recent literature with the goal of
providing a general understanding of the main techniques,
especially those that employ formal methods. Most of their
references are also contained and discussed in this paper;
however, they provide a more in-depth analysis of techniques
related to constraint solving and neural network training.

Finally, Bartocci et al. [17] provide a comprehensive
overview of methods for mining STL specifications from
cyber-physical systems behaviors. The paper aims to cate-
gorize and explain different approaches used in the field of
STL specification mining, presenting the key techniques and
tools, and examining their applications. This paper aims for a
similar goal as our paper but for STL specifications; however,
such formalism is out of the scope of our review.

IV. PRELIMINARIES
In this section, we formalize expressions that are useful for
clearly understanding the technical content of the paper.

A. TRACE, DUV, AND INFORMAL SPECIFICATIONS
The techniques reported in section VI take three kinds of
input: a trace, the DUV, and informal specifications.

Definition 1: A trace can generally appear in two main
forms: a log or a time series.

• A log is a finite sequence of events ⟨e1, . . . , en⟩, where
each event ei represents a discrete occurrence at a
specific time or state. Examples of events are function
calls, Central Processing Unit (CPU) instructions
execution, I/O operations, and state transitions (as in
state machines). In general, any observable system
activity can be considered an event. A timestamp may be
associated with each event, but it is not always present.
Events can also include optional metadata, such as
variable values or parameters passed during function
calls, that capture the system’s state at the time of the
event.

• Given a finite sequence of time units ⟨t1, . . . , tn⟩ and a
set of variables {v1, . . . , vm}, a time series is a sequence
of tuples (ti, v1i , . . . , v

m
i ) such that v

j
i is the value assumed

by variable vj at time ti.

The main difference between a time series and a log is that
a time series always contains a set of variables whose values
are known at each time unit. Time series are often used in
HW settings where the value of each variable is sampled at
a constant rate by a clock. Logs are more common in SW
settings where time is not well-defined or only the order of
events matters.

We will refer to ‘‘traces’’, ‘‘execution traces,’’ ‘‘simulation
traces,’’ ‘‘logs,’’ and ‘‘event sequences’’ interchangeably.
It will be clear from the context if the input of the technique

is a log or time series; in some cases, it will not matter for the
sake of the description which of one of the two it is.

Definition 2: TheDUV refers to the hardware or software
(or any other abstraction that can be executed or simulated)
model used to extract the specifications.
In hardware systems, the DUV is often a digital circuit,
such as a processor or controller, typically represented as a
hardware description language (HDL) model, e.g., in Verilog
or VHSIC Hardware Description Language (VHDL). In soft-
ware systems, the DUV might be a component, module,
or full program written in C, Python, Java, or any other
high-level language. In both cases, the DUV usually involves
the presence of its source code; however, the source code
is sometimes unavailable, and the DUV is only used to
observe its output after simulation or execution. We will refer
to ‘‘design’’, ‘‘DUV’’, ‘‘system’’, ‘‘SUV’’ (System Under
Verification), ‘‘model’’ and ‘‘source code’’ interchangeably.

Definition 3: Informal Specifications are descriptions of
the expected system behavior typically written in English
or other non-formal formats. They capture the requirements
or constraints imposed on the system’s functionality, safety,
or performance but may lack the precision and rigor
required for formal verification. By their nature, informal
specifications do not have a well-defined formal structure.

B. FORMAL SPECIFICATIONS
The formal specifications employed in this paper can be
classified into three categories: non-temporal, temporal, and
automata.

In the paper, the generic term ‘‘specification’’ is used to
denote a formal specification. Depending on the context,
we use other terms in place of ‘‘specification’’ with
slightly different connotations. These terms are ‘‘assertion’’,
‘‘property’’, ‘‘formula’’, ‘‘invariant’’, ‘‘automaton’’ and
‘‘behavior’’.

Non-temporal specification: often called immediate
specification or simply ‘‘invariant’’. It is usually implemented
in both HW and SW as a simple assert(p) function defined
inside the source code of the design; it checks if the
propositional formula p is satisfied when assert is called
during execution.

Definition 4: A proposition is a Boolean expression that
can be constructed by using Boolean operators (&&, ||, !,→)
between Boolean expressions or relational operators (<,>
,>=, <=,==, ! =) between numeric expressions. Numeric
expressions are constructed by using arithmetic operators
(+,−, ∗, /) or bitwise operators (&, |,∼,≫,≪). Boolean
constants and DUV variables are propositions. Numeric
constants and DUV variables are numeric expressions.
Depending on the context, we will use &&, &, ||, |, !, >=,
<=, == when referring to domain-specific operators of
programming languages (or other domain-specific contexts)
such as C, Verilog, Java or Regex. In all other cases, we will
use the more traditional and readable ∧, ∨, ¬, ≥, ≤, =.
The operators →, ⇒, 7→ will always refer to the logical
implication, except when specified otherwise.
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Temporal specifications: the formula is formalized using
temporal logic. The truth value of the formula is usually
checked independently from the execution of the design.
Temporal logic is expressive enough to represent most prop-
erties that a finite-state system needs to satisfy. Therefore,
it is usually the first choice for defining specifications. The
most popular languages to formalize temporal specifications
are LTL and CTL. LTL can describe properties of individual
executions starting from a set of initial states and the
semantics is defined as a set of paths; on the other hand,
CTL describes properties of a computation tree: formulas
can reason about many executions at once, and the semantics
is defined in terms of states and paths. CTL logic cannot
be used to check specifications with semi-formal techniques
involving simulation; instead, this logic is mostly used with
formal techniques such as model checking. This review will
focus on LTL.

Definition 5: Linear temporal logic is a modal, temporal
logic used to formalize behaviors spanning multiple instants
of time. In LTL, one can encode formulas about the future of
paths, e.g., a condition will eventually be true, a condition
will be true until another fact becomes true, and so on. Given
a finite set of propositions P, the set of LTL formulas over P
can be defined, in negation normal form, as follows:

• a ∈ P and ¬a are LTL formulas;
• if φ1 and φ2 are LTL formulas then φ1 ∨ φ2, φ1 ∧ φ2,
X φ1, φ1Uφ2, φ1Rφ2, G φ1 and F φ1 are LTL formulas.

Intuitively, the semantics of temporal operators X (next), U
(until), R (release), G (always) and F (eventually) is:

• X φ1 holds at time t if φ1 holds at time t + 1;
• φ1Uφ2 holds at time t if φ1 holds for all instants t ′ ≥ t
until φ2 holds;

• φ1Rφ2 holds at time t if φ2 holds for all instants t ′ ≥ t
until and including the instant where φ1 first becomes
true; if φ1 never becomes true, φ2 holds forever.

• G φ1 holds at time t if φ1 holds at all instants t ′ ≥ t .
In other words, φ1 is true globally in the future.

• F φ1 holds at time t if φ1 holds at some instant t ′ ≥ t .
In other words, φ1 eventually becomes true in the future.

In this paper, we will mostly use well-known LTL opera-
tors, such as Next (X), Until (U), Always (G) and Eventually
(F). Sometimes, we will use a slightly different syntax; for
example, we will use the SystemVerilog Assertion syntax;
therefore, ‘‘nexttime’’ (SystemVerilog syntax) instead of
‘‘X’’ or ‘‘always’’ and ‘‘eventually’’ instead of ‘‘G’’ and ‘‘F’’.
In all cases, it will be clear what LTL operator we are referring
to.

Definition 6: Linear Temporal Logic on finite traces
(LTLf) adapts classical LTL to finite traces. While LTL is
designed to reason about infinite sequences, LTLf is tailored
to specify properties over finite paths. The syntax of LTLf is
similar to LTL, using the same set of logical and temporal
operators. However, the semantics of the temporal operators
adapt to finite traces:

• X φ in LTLf holds at time t if φ holds at time t + 1, and
t + 1 exists in the trace.

• φUψ holds at time t if there exists a time t ′ ≥ t such that
ψ holds at t ′, and for all t ′′ with t ≤ t ′′ < t ′, φ holds.
Crucially, t ′ must be within the bounds of the trace.

• φRψ holds at time t if ψ holds from t onwards or until
φ holds, and if φ never holds, ψ must hold through the
end of the trace.

• G φ requires φ to hold at all times from t to the end of
the trace.

• F φ holds at time t if φ holds at some t ′ ≥ t , where t ′ is
within the trace.

These adaptations ensure that LTLf remains meaningful
when the trace is not infinite, addressing scenarios specific
to finite sequences where classical LTL might over-specify.
Consider the following example in which we compare the
interpretation of the formulaG(a → Fb) in LTL and LTLf. In
LTL, G(a → Fb) asserts that on any infinite trace, whenever
a occurs, b must eventually follow at some future point. The
operator G requires the condition to hold continuously at
every point along an infinite trace, and a → Fb means that
if a is true at any point, there must exist some future point
where b is true. If b never occurs after a, the specification
holds. However, when considering the LTLf semantics, if a
occurs, b must follow before the trace concludes; otherwise,
the specification does not hold. In the specification mining
context, if classical LTL is employed on finite traces, then
the above specification might be mined even if b never
occurs. However, even when using infinite semantics, such
an issue can be avoided by discarding the specifications
with no ‘‘coverage’’, that is, with no activations brought
to completion on the input traces. Nonetheless, employing
infinite semantics on finite traces might be useful to address
the problem of incomplete or imperfect traces. Continuing
from the example above, if a is followed by b several times on
the input traces but, due to incompleteness, b does not follow
on the last occurrence of a, then the miner might discard a
‘‘good’’ specification when using LTLf. At the same time,
LTL might produce false specifications if the DUV contained
accidental or exceptional behaviors where a is not followed
by b. In such cases, classical LTL, with its infinite semantics,
could assume that b might eventually occur beyond the
observed trace, thereby generating potentially misleading
specifications.

Since the content of this paper does not benefit from
distinguishing between LTL and LTLf wewill use the simpler
LTL for both.

LTL is often extended with SEREs, which are used
to formalize sequences of events over time. This exten-
sion is commonly found in languages such as PSL and
SVA.

Definition 7: A Regular Expression, often abbreviated
as regex, is a sequence of characters typically used for
string pattern matching; a regex can define sequences based
on specific character patterns. It consists of literals and
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metacharacters that form rules for searching or manipulating
text, such as those reported below.

• Literal characters: these are characters that match
themselves, e.g., a, b, 1.

• Wildcards: special characters representing one or more
characters, e.g., . (dot) matches any character.

• Quantifiers: define how many times an element must
appear, e.g., * (zero or more), + (one or more), ? (zero
or one).

• Character classes: define sets of characters, e.g., [a-z]
matches any lowercase letter.

Definition 8: A SERE is essentially a regular expression
over sequences of propositions, which can be combined
with LTL operators to specify rich temporal properties.
For example, one can specify that a certain sequence of
conditions must eventually occur or that a sequence must
hold continuously over time. We refer to [18] and [19]
for a comprehensive reference on the syntax and semantics
of SERE logic. In this paper, we primarily focus on LTL
operators, but SEREs are introduced when necessary to
capture more complex behaviors.

Definition 9: In some cases, the exact timing between
events is irrelevant or unknown, and we are only concerned
with the order in which the events occur. An Untimed
Sequence is a sequence of events where the temporal order of
occurrence is specified, but the precise time intervals between
these events are not considered. This concept is useful when
specifying behaviors or properties where the timing between
events does not affect the correctness of the system, only their
relative order. Untimed sequences are particularly useful in
software systems, where events occur in a specific order, but
the timing between them may vary or may not be defined at
all.

Semantically, an untimed sequence is similar to a log, with
the main difference being that a log is taken as input while an
untimed sequence is usually returned as output. In the paper,
we will use the more generic term ‘‘sequence’’, and it will be
clear from the context if we are referring to a log, a SERE
sequence, or an untimed sequence.

Definition 10: Finite State Automaton (FSA): An FSA is
a mathematical model that represents a system with a finite
number of states. At any point in time, the system can be in
one of these states, and it transitions from one state to another
in response to external inputs. Formally, an FSA is a 5-tuple
(S, I ,O, δ, λ) where:

• S is a finite set of states,
• I is a finite set of inputs,
• O is a finite set of outputs,
• δ : S × I → S is the transition function that determines
the next state based on the current state and input,

• λ : S× I → O is the output function that determines the
output based on the current state and input.

Definition 11: Non-Deterministic Finite State Automa-
ton (NFSA): NFSAs extend classical FSAs by allowing
multiple possible transitions for a given state and input.

In other words, the next state is not uniquely determined
by the current state and input, but instead, the system can
move to one of several possible states. Formally, an NFSA is
similar to an FSA, but the transition function is modified as
δ : S × I → 2S , meaning that for each state and input, the
system may transition to a set of possible next states. NFSAs
are useful for modeling systems with uncertain behaviors or
systems that exhibit concurrency.

Definition 12: Büchi Automata: Büchi automata are
defined similarly to finite state automata, but they operate
on infinite input sequences, which makes them particularly
useful in the context of verifying systems with ongoing
behaviors, such as reactive systems. A Büchi automaton
accepts a sequence if it passes through a set of ‘‘accepting’’
states infinitely often. Formally, a Büchi automaton is a 5-
tuple (Q, 6, δ, q0,F) where:

• Q is a finite set of states,
• 6 is a finite set of input symbols (alphabet),
• δ : Q×6 → 2Q is the transition function,
• q0 ∈ Q is the initial state,
• F ⊆ Q is the set of accepting states.

Büchi automata are particularly useful for verifying a design
with LTL specifications (e.g., assertion-based verification
approaches such as model checking or simulation-based
dynamic approaches) because an LTL formula can be
translated into an equivalent checker in the form of a Büchi
automaton, which can then be used to check whether a design
satisfies the corresponding specification.

V. TAXONOMY OF THE MINING TECHNIQUES
In this section, we explain the reasoning behind our
classification scheme.

In recent decades, the main approaches for classifying
specification mining techniques (usually mentioned in the
‘‘related work’’ section of the reviewed papers) employed the
characteristics reported in description V.

Static/Dynamic The technique is dynamic only if the
design is executed or simulated or if the mining process
requires analyzing the execution traces of the system. Static
techniques, in contrast, analyze the system without execution
or simulation, typically using static code analysis or model
inspection.

Supervised/Unsupervised If the input data is ‘‘labeled’’
(i.e., each instance in the dataset comes with an associ-
ated class label), the technique is considered supervised.
In contrast, if the input data is not labeled, the technique
is unsupervised, which attempts to identify patterns or
structures within the data without prior knowledge of
outcomes. The simplest and most common labeling involves
distinguishing between positive (accepted behaviors) from
negative (rejected behaviors) traces; however, in most scenar-
ios, negative examples are difficult to observe, in particular,
from black-box systems [133]. Therefore, most work focuses
on mining specifications only from positive examples.
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TABLE 1. Techniques and their corresponding papers.

Online/Offline Offline mining refers to learning the spec-
ification from a pre-existing, fixed set of available behaviors.
Once the specification is inferred, it remains unchanged.
Online mining, however, assumes that new behaviors will
arrive over time. In response, the mined specification is
continually updated and refined to incorporate the effects
of new behaviors, allowing the system to adapt to changing
conditions. During our screening procedure, we observed that
the overwhelming majority of literature focuses on offline
mining.

Passive/Active Passive mining involves learning a spec-
ification from a fixed, static set of behaviors without
interacting with the system. In active mining, the system
is available to actively generate new behaviors, steering
the inference process. This approach includes the gener-
ation of counterexamples, which are used to refine and
improve the specifications. According to our findings, most
papers employing active approaches aim at mining automata
while most LTL specifications miners follow a passive
approach.

Temporal/Non-Temporal Temporal mining considers
time-based sequences or patterns within the data, where the
order and timing of events are crucial. Non-temporal mining,
on the other hand, does not take time into account, focusing
instead on the relationships or patterns that are independent
of any specific order or timing.

Template as Input/TemplateMined In this context, either
a predefined template is provided as input to guide the mining
process (Template as Input), or the mining process itself
generates a template based on the data (Template Mined).
The template can be predefined (a set of rules or patterns
provided before mining) or user-defined, allowing for custom
specifications.

Model Required/Model Not Required Some mining
techniques require a model of the system to be available
beforehand to guide the mining process (Model Required).
In contrast, other techniques do not require any such
model and can infer specifications directly from the data
without relying on an existing system model (Model Not
Required).
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Description 5.1: Features traditionally used for classifying
mining techniques

Even though the above features are widely used for
classifications, they present a major drawback: any combi-
nation of the above features will group together completely
different papers with different fundamentals and methods.
For example, the ‘‘Dynamic’’ or ‘‘Static’’ label can applied
to at least one paper of any subsection of section VI, where
each subsection describes completely different techniques.
Furthermore, most papers employ mixed techniques, some
of which would require to be labeled with all the features
described above. Another scheme might classify the mining
techniques according to their use cases; however, most
techniques can be applied to several use cases, making
such a classification scheme unsuitable to our needs. As a
consequence, we decided to classify the papers using the
labels presented in Tab. 1. Each label of the table represents
a family of techniques with its variants, each of which can
exhibit a subset of the aforementioned features. Therefore,
our classification scheme utilizes these traditional features,
but only after an initial categorization into families of
techniques. In the subsequent sections, we will clarify which
characteristics are included for each technique discussed (or
they will be evident from the context).

Differently from [10], we isolated in a single section
(section VII) all the approaches that aim at evaluating the
quality of the results achieved by the authors of the proposed
techniques. That is to avoid redundancy in the exposition
since several authors use the same basic approaches to
evaluate the results of most techniques. Finally, the reader
should know that only the most notable papers are explicitly
cited in the text, while the entire set of papers for each family
of techniques can be found in Tab. 1. To avoid redundancy
whenmultiple papers describe the same technique, the papers
with more citations will be preferred. Finally, authors who
published an open-source tool or a prototype implementing
their approach will be preferred to purely theoretical or
irreproducible works.

A. USE CASES
In this section, we outline the main use cases of specification
mining. Contrary to our previous paper [134], in which we
reported the main use cases of assertion mining in list form,
here we decided to map the use cases in a more structured
way. Since most use cases usually overlap while a few are
just subtle variations of the more general ones, we organized
the main use cases as reported in Fig. 2.
In our review, the overall majority of papers (74%) do not

have a well-defined use case, or the described approach can
be applied to several use cases, all related to the discovery
of new knowledge from the input. After that, we grouped
all the use cases into two main categories. The first group
contains all the use cases inherited from the classical uses
of formal specifications. Traditionally, these activities were
performed manually, often involving considerable time and
expertise. Specification mining has significantly sped up

FIGURE 2. Map of specification mining use cases.

these processes. We report the use cases contained in this
category below.

• Verification. This is the most classical use of formal
specifications, which can be translated to checkers
or monitors (pieces of code that check if a form
specification holds during simulation of execution) from
formal specifications; the same specifications can be
reused with formal methods such as model checking or
theorem proving to mathematical prove the correctness
of a design.

• Documentation. Miners can automatically generate
or update documentation by mining specifications,
ensuring it accurately reflects the system’s behaviors.
This is particularly useful for legacy systems where
documentation may be sparse or outdated [35]. Most of
the reviewed papers claim this as one of their use cases;
however, only 2.7% of the papers recognize this as their
only use case.

• Synthesis. It typically involves the automatic generation
of controllers or other system components from formal
specifications. This process helps create parts of the
system directly from high-level descriptions, reducing
manual effort and ensuring that the synthesized com-
ponents are correct by construction. This automation
accelerates the design and deployment of systems,
particularly in safety-critical domains. Only 1.8% of the
reviewed papers claim this as their main use case.

• Informal to Formal Transformation. This involves
converting informal specifications, which are
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ambiguously written in natural language (such as
English), into formal ones. All the papers in sectionVI-E
cover variations of these use cases (13.6%).

The second group contains all use cases that emerged
with the mining process. These are further divided into
two subgroups: those that would be extremely chal-
lenging to achieve manually and are typically enabled
through specification mining techniques and those that
are possible due to the quickly repeatable nature of
the mining process. The first subgroup contains the
following.

• Input summary. The generated specifications represent
a summary of the input data involving the most
notable behaviors (usually the most frequent), aiding in
understanding and analysis and being particularly useful
in large-scale systems. This use case almost always
goes together with the ‘‘Documentation’’ use case, as all
techniques to do the former can be applied to the latter
(56.3%).

• Bug detection. Identifies potential errors or vulner-
abilities in the system by analyzing patterns and
inconsistencies in the data or code. 8.1% of the reviewed
papers claim this as their main use case.

• Security. Enhances the system’s security by uncovering
weaknesses or potential attack vectors, providing an
additional layer of defense against potential threats.
6.3% of the reviewed papers cover this as a main use
case.

The second subgroup involves the following use cases.
• Regression detection. Specification mining can be
used to find specifications that are violated by a
new version of a codebase. This can be useful for
identifying regressions, i.e., bugs introduced in the
new codebase version. This concept is also related to
design refinements, where specifications generated for
a prototype or an abstract design model are reused
to check the correctness of its refined versions. Most
approaches can be applied to this use case; however,
heavy filtering might be necessary to keep only a small
subset of meaningful specifications capable of detecting
regressions (see section VII).

• Test Cases. Specification mining can help automatically
generate test cases, usually through an iterative process
executed in a feedback loop, repeatedly generating new
specifications and tests. Only 2.7% of the papers cover
this as a main use case.

Our review process identified a few additional ‘‘uncom-
mon’’ use cases worth mentioning. In [25], the primary use
case is to improve the performance of software verification,
specifically bounded model checking, by reducing the search
space that Satisfiability (SAT) solvers need to explore.
In [135], the authors exploit assertion mining for identifying
the resilient elements of a design to guide the design explo-
ration in approximate computing. This can accomplished by
generating assertions on a golden model and then checking

how the truth values of the assertions change when the
design is modified by inserting mutants. Resilient elements
are those associated with assertions that remain true despite
the modifications.

VI. MINING TECHNIQUES
This section is the core of the paper. Here, we report a detailed
description of the mining techniques. Each subsection is
organized as follows (except when the peculiarities of the
reported techniques do not allow it). First, we report a
high-level description of the family of techniques described
in the section. Then, we describe the technique of the most
influential (usually the oldest) papers. Finally, we build
incrementally with the papers that provide more recent
contributions.

A. AUTOMATA LEARNING
Automata learning is a mining technique to infer automata,
usually an FSA. This technique is often used to infer
specifications of black-box systems using no additional
information besides the execution traces; however, some
approaches rely on the source code of the DUV or require
re-simulating it to obtain more traces.

1) FUNDAMENTALS OF AUTOMATA LEARNING
Ammons et al. [35] proposed the first approach to mine
automata specifications for programs; in particular, the goal
was to automatically discover the protocols that SW must
obey when interacting with an API. The method is based
on the observation that ‘‘common behavior is often correct
behavior’’, translating the problem into probabilistic learning
from execution traces. The proposed technique reduces the
specification mining problem to learning regular languages,
for which existing learners can be used. Before running
the automata learning phase, the approach requires several
preprocessing steps.

Overall, the preprocessing annotates each input trace with
flow dependencies; then, those annotations are used to extract
scenarios from the traces, which are small sets of dependent
interactions.

Traces are arranged as a sequence of API interactions,
where each interaction is of the form interaction(attribute0,
. . . , attributen) where each attribute refers to a specific
piece of data associated with the interaction, for instance,
values that are passed into or returned from the function
calls, as well as any other relevant pieces of data that
are part of the interaction. Hereafter, we report an exam-
ple of a trace describing a program using a server-side
socket API.
1 socket(domain = 2, type = 1, proto = 0, return = 7)
2 bind(so = 7, addr =0x400120, addr_len = 6, return = 0)
3 listen(so = 7, backlog = 5, return = 0)
4 accept(so = 7, addr =0x400200,

addr_len =0x400240, return = 8)
5 read(fd = 8, buf =0x400320, len = 255, return = 12)
6 write(fd = 8, buf =0x400320, len = 12, return = 12)
7 read(fd = 8, buf =0x400320, len = 255, return = 7)
8 write(fd = 8, buf =0x400320, len = 7, return = 7)
9 close(fd = 8, return = 0)
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10 accept(so = 7, addr =0x400200,
addr_len =0x400240, return = 10)

11 read(fd = 10, buf =0x400320, len = 255, return = 13)
12 write(fd = 10, buf =0x400320, len = 13, return = 13)
13 close(fd = 10, return = 0)
14 close(fd = 7, return = 0)

First, the approach performs a ‘‘flow dependence annota-
tion’’ step, which involves annotating program traces with
data/temporal dependences to constrain how interactionsmay
be reordered and to identify related interactions that could
form scenarios.

For example, in the trace above, the process creates flow
dependencies such as the one between the socket creation
(line 1) and subsequent bind, listen, and accept calls (lines 2,
3 and 4) using socket descriptor 7. Therefore, the process
discovers that those interactions are connected and that the
order of some of these interactions can not be reversed (you
can not use a socket before creating it).

After that, the process performs a ‘‘scenario extraction’’
step that transforms annotated traces into smaller, meaningful
interaction scenarios. A scenario is a set of interactions
related by flow dependences. The process receives three
inputs: a set of annotated traces, a set of user-defined scenario
seeds and a user-tunable parameter N to restrict the number
of interactions in the extracted scenarios. Each seed is an
interaction skeleton. The extractor searches the input traces
for interactions that match the seeds and extracts a scenario
from each seed. For example, suppose the extractor was
given the trace above and accept(so, return) as the seed.
The extractor would produce two scenarios, one around
the accept on line 4 and the other around the accept on
line 10. Then, a prioritized worklist algorithm is used to
collect the ancestors and descendants of a seed interaction
in a trace. The goal of the algorithm is to efficiently
extract a set containing at most N interactions that are
directly related to a chosen seed interaction through data and
temporal dependences. After processing up to 10 (N=10)
ancestors and descendants for the interaction seed accept (at
line 4), the collected scenario for the trace above is reported
hereafter.
1 socket(domain = 2, type = 1, proto = 0, return = 7)
2 bind(so = 7, addr =0x400120, addr_len = 6, return = 0)
3 listen(so = 7, backlog = 5, return = 0)
4 accept(so = 7, addr =0x400200,

addr_len =0x400240, return = 8)[seed]
5 read(fd = 8, buf =0x400320, len = 255, return = 12)
6 write(fd = 8, buf =0x400320, len = 12, return = 12)
7 read(fd = 8, buf =0x400320, len = 255, return = 7)
8 write(fd = 8, buf =0x400320, len = 7, return = 7)
9 close(fd = 8, return = 0)

In this scenario, the ancestors of the seed (accept) are
socket , bind , listen, whereas the descendants are read , write,
close.

Finally, the process simplifies the scenario by remov-
ing unnecessary attributes that do not participate in any
flow dependencies; then, it ensures that scenarios are in
a consistent format (to facilitate learning) by replacing
concrete values with symbolic names to generalize the
scenarios. Below, we report the simplified and standardized
scenario.

1 socket(return = x0) (A)
2 bind(so = x0) (B)
3 listen(so = x0) (C)
4 accept(so = x0, return = x1) [seed] (D)
5 read(fd = x1) (E)
6 write(fd = x1) (F)
7 read(fd = x1) (E)
8 write(fd = x1) (F)
9 close(fd = x1) (G)

The simplified scenario removes arguments like domain,
type, proto, addr , addr_len, buf , and len that are not part
of flow dependencies. The standardization abstracts values
7 and 8 to x0 and x1, respectively; then, it assigns a unique
identifier to each interaction, making sure to assign the same
identifier to equivalent ones such as 5, 7 (E), and 6, 8 (F). The
final standardized scenario string A B C D E F E F G is the
abstract interaction pattern, ready for the automaton learning
process.

The automata learning process involves two main steps:
I) using an off-the-shelf Probabilistic Finite State Automa-
ton (PFSA) learner, in this case, a variation of the
k-tails [136] algorithm called sk-strings [137]; II) employing
a post-processing procedure called ‘‘corer’’ that removes
infrequently traversed edges to convert the PFSA into a
simpler NFSA. The PFSA learner generalizes the training
data to ensure coverage of common behaviors. In contrast,
the corer calculates the ‘‘heat’’ of each edge, that is, how
frequently the corresponding transitions appear in the input
traces. Edges below a certain user-defined threshold are
pruned, and states unreachable from the Root node are
removed, resulting in a simplified NFSA. Below, we report
a minimal example of how the entire procedure works.
The algorithm works by building a prefix tree (trie) from
the traces, annotating each state with k-length suffixes (k-
tails), and then merging states that generate the same k-
tails. The value of k in the k-tails algorithm is crucial for
determining how states are merged. With a small value of
k, the algorithm considers only short sequences following
a state; this can result in more states being merged because
the k-tails are more general. For example, with k=1, the
algorithm only considers the immediate next character after
each state, so states that have the same possible next
characters will be merged: the resulting automata will be
more general and less adhering to the training data. On the
other hand, with a large value of k, the algorithm considers
long sequences of characters when deciding whether to
merge states; therefore, states will only be merged if they
exhibit very similar long-term behavior. This results in a
more detailed automaton that more closely reflects the exact
behavior seen in the input traces, but that is alsomore prone to
overfitting.

Consider the following set of traces.

1 a b a b a
2 a b a b c
3 a b a b d
4 a b d a
5 a c d a
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We report the trie of these traces below.

Note that we added an additional Root state that connects to
all traces. For k = 2, the tails are the suffixes of length 2 of
each state. Below, we report the k-tails of the example.

State k-tails
Root {a}
a {ba, bd, cd}
ab {ab, da}
ac {da}
aba {ba, bc, bd}
abd {a}
acd {a}
abab {a, c, d}
abda {}
acda {}
ababa {}
ababc {}
ababd {}

According to the k-tails guidelines, states abda, acda,
ababa, ababc, and ababd can all be merged together as they
all have the same ‘‘empty’’ future behavior. Likewise, states
Root , abd , and acd can merged as they all have the same
tail a.
The sk-strings algorithm extends k-tails by merging

together states that are likely to generate the same k-strings
according to a metric. For instance, if our metric is
the percentage of overlap between two states, we could
merge together states a and aba as they present 2 out of
3 overlapping tails (ba and bd). After that, we can rebuild
the automaton with the merged states.

Finally, we can remove infrequent edges to extract the
‘‘hot core’’ of the automaton; however, we can not simply
remove edges with low occurrences in the traces. Consider
the following automaton.

Four edges have a weight of 2, which is low compared
to the two edges with a weight of 50. However, any string
through this PFSA must traverse the edge out of state S0 and
the edge into the state S4. Despite their low weight, a string
is more likely to traverse these edges than it is to traverse the
edges with a weight of 50. A more effective way to assess
an edge’s ‘‘heat’’ is by determining the average probability
that it will be traversed. This task is known as the Markov
chain problem. In this context, the PFSA is represented using
a transition matrix P, where each entry Pij in the matrix
represents the probability of transitioning from state i to
state j. The goal is to solve for the steady-state vector π ,
which gives the long-term probabilities of being in each
state. Mathematically, the steady-state vector π satisfies the
equation πP = π subject to the normalization condition∑

i πi = 1 where πi is the steady-state probability of being
in state i. To find π , we typically solve the linear system
of equations (I − P)π = 0, where I is the identity matrix.
Once the steady-state probabilitiesπi for the states are known,
the likelihood of traversing each edge can be computed.
This likelihood ℓij for the transition from state i to state
j is given by ℓij = πi · Pij where Pij is the transition
probability from state i to state j, and πi is the steady-state
probability of being in state i. After solving the Markov chain
problem and obtaining the edge likelihoods, edges with low
likelihoods (below a certain threshold) can be pruned. This
step reduces the complexity of the PFSA by focusing on the
most relevant transitions, leading to a more efficient model
that still accurately represents the probabilistic process it was
designed to capture.

2) AUTOMATA LEARNING OF CLUSTERED TRACES
Lo et al. [41] build on Ammons’s work by proposing another
automata learning specification mining architecture called
SMArTIC (Specification Mining Architecture with Trace
Filtering and Clustering) designed to enhance the accuracy
and scalability. SMArTIC is built on two main ideas: I) input
traces should be cleaned of all ‘‘erroneous traces’’ before
mining; II) mined specifications will be more accurate when
they are obtained by merging the specifications learned from
clusters of related traces.

The architecture includes four components: erroneous-
trace filtering, related-trace clustering, a PFSA learner, and
a merger.

The filtering block filters out erroneous or unlikely
SW traces: intuitively, the process identifies statistically
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significant temporal rules that represent common behaviors
in the traces; then, these rules are used to filter out traces
that deviate significantly from those behaviors. In particular,
the process employs a sequential mining technique [138] (this
family of techniques is discussed in section VI-C) to generate
LTL specifications of the form G(pre → post) where pre →

post is of the form pre1 ∧ XF(pre2 ∧ · · · ∧ XF(preend →

(post1∧XF(post2 . . . ))), and where each prei is a proposition.
Not all statistically significant rules are useful for filtering
outliers: the approach focuses on rules with high support
and high but less than 100% confidence, as these indicate
common behavior with occasional deviations. Where the
confidence is the ratio of times in which antecedent true
implies consequent true (support) with respect to the total
number of times in which the antecedent is true; as a
consequence, the generated rules might have instances on
a trace in which antecedent true implies consequent false.
All traces that ‘‘deviate’’ from the generated sequential
behaviors are pruned. Formally, a trace t = ⟨a1, a2, . . . , am⟩

is an outlier if there exists a rule G(pre → post) such
that ∃ai, ∃aj.(1 ≤ i ≤ j) ∧ (ai . . . aj satisfies pre) ∧

(aj+1 . . . aend satisfies post)).
The clustering block is designed to group related traces

together. The clustering block ensures that each cluster
contains traces that share similar patterns; this allows the
learning process to operate within a more homogeneous set
of data, making it easier to capture the specific nuances
of each pattern without the interference of unrelated traces,
mitigating the risk of producing an over-generalized model.
In other words, instead of learning one broad, possibly
inaccurate model from the entire dataset, the system learns
multiple, more precise models from each cluster. To cluster
the traces effectively, the authors propose a metric to
measure the similarity between two traces. Let ti =

⟨a1, a2, . . . , am⟩ and tj = ⟨b1, b2, . . . , bn⟩ be two traces.
They first convert these traces into a hierarchical grammar
using the Sequitur algorithm [139], which represents each
trace as a regular expression. The trace similarity is
then calculated using global sequence alignment [140] on
these regular expression representations. Turning traces into
regular expressions is necessary to handle variations in trace
sequences that arise from loops or repeated actions within the
traces, making direct comparisons between traces difficult.
For example, consider two traces from a file processing
system t1 = ⟨open, read, read, read, read, close⟩ and t2 =

⟨open, read, close⟩. Although these traces differ in length
due to the number of ‘‘read’’ operations, they represent the
same basic sequence of actions. By converting the traces
into regular expressions such as (openread + close), we can
abstract away the specific number of iterations and capture
the essence of the sequence.

After that, the k-medoids clustering algorithm [141]
is used to partition the set of traces T into k clusters
C1, C2, . . . , Ck . The number of clusters k is determined
dynamically by the algorithm based on the similarity metric
k = argmaxk

∑k
i=1

∑
tj∈Ci similarity(tj, µi) where µi is the

medoid of cluster Ci, and similarity(tj, µi) is the similarity
between trace tj and the medoid µi. Each trace tj ∈ T is
assigned to the cluster Ci that maximizes the similarity.

The learning block follows the same approach as
Ammons’; it employs the sk-strings algorithm to generate a
PFSA for each cluster of traces.

Finally, themerging block combines the individual PFSAs
A1,A2, . . . ,Ak generated from each cluster into a single
unified automaton A. The merging process identifies and
merges equivalent transitions between the PFSAs. Then,
since themerged automatonAmust preserve the likelihood of
generating each trace as in the original PFSAs, each transition
in A is assigned the probabilities based on the weighted
average of the probabilities from the individual PFSAs.

3) AUTOMATA LEARNING OF GUARDED FINITE STATE
AUTOMATA
More recently, Mariani et al. [37] proposed an approach
called GK-tail+ (it is an extension of a previous approach
from the same authors called GK-tail [40]); in essence, it is
a variant of the above approaches to efficiently generate
software models as a Guarded Finite State Automaton
(gFSA). A gFSA is like a traditional FSA but with an added
layer of conditions (called guards) that must be true for
transitions between states to happen. Consider the gFSA
below, where event setAge(int age) produces transitions only
if the guard age satisfies the constraint age > 0 ∧ age ≤ 100.

The proposed approach comprises the four main steps
described below.

• Merging traces: the system combines equivalent traces
representing the same scenario into a single, generalized
trace. Two traces are event equivalent if they have the
same sequence of events but possibly different values.
This reduces redundancy by summarizing the values in
one trace while retaining the sequence of events. For
example, consider the traces below.

1 setAge(25) save() close()
2 setAge(32) save() close()
3 setAge(27) save() close()

These traces are considered equivalent because they all
involve the same sequence of method calls but with
different parameters of setAge. The generalized trace
would merge these into the trace setAge(25, 27, 30)
save() close().

• FSA generation: the process executes a procedure
similar to k-tails to generate an initial FSA in the
form of a prefix tree but with the generalized traces.
After that, the FSA is simplified by merging states
representing the same underlying behavior. This is done
by determining when two states are equivalent (same k-
tails) or subsumed by one another (the k-tails of a state
is a subset of the k-tails of another state).
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• gFSA generation: the final step involves refining the
FSA by replacing the sets of values on transitions with
constraints. These constraints are logical conditions that
must be met for a transition to occur. This is done
using a tool like Daikon (see section VI-B), which
analyzes the values and generates relevant constraints.
For example, consider the transition in the FSA: S0 →

setAge(25, 30) → S1. Daikon might analyze the values
25 and 30 and generate the constraint age > 20 for this
transition. In that case, the transition in the gFSA would
become: S0 → setAge(int age)[age > 20] → S1

4) AUTOMATA LEARNING WITH REFINEMENT THROUGH
INVARIANTS
In [30], Beschastnikh et al. proposed an alternative method
to generate FSA specifications implemented in a tool called
Synoptic [142]. The tool only requires as input the system
logs and the regular expressions to parse the logs. Synoptic
employs an algorithm called BisimH, which combines
refinement and coarsening techniques to generate system
models. The algorithm parses the logs into trace graphs and
then mines temporal invariants. Synoptic refines the model
until it satisfies all mined invariants and then coarsens the
model to make it more efficient. We report the details of the
methodology below.

First, the log is parsed to identify and categorize the
events within the log files. Regular expressions are used to
extract key components from each line in the log, such as the
timestamp (to order events) and the event type (to describe
the action performed). For example, a log containing the
following entries,

might require the input regular expression
^(?<ip>\d+\.\d+\.\d+\.\d+) \[(?<timestamp>[^\]]+)]
"GET HTTP/1.1 /(?<event>[\w-]+)\.php"

to identify the sequence composed of the events reported
below.

These events are then grouped into traces based on their
trace identifiers.

After that, Synoptic examines the traces to identify
consistent patterns in the form of ‘‘temporal invariants’’:
temporal relations that hold in all traces and throughout the
entire trace. The mining of temporal invariants is based on
counting the occurrences and relationships between pairs of
events across all traces in the log. The temporal invariants
mined are of the form: ‘‘always followed by’’ (a ⇒ b): event
a is always followed by event b later in the same trace; ‘‘never
followed by’’ (a ̸⇒ b): event a is never followed by event b
in the same trace; always precedes (a ⇐ b): event b is always
preceded by event a earlier in the same trace. To be clear, the
pattern a ⇒ b is mined only if the number of occurrences of
‘‘a follows b’’ is equal to the occurrences of a.

After that, the tool generates an initial model that serves as
the starting point for the consequent refinement process. This
model is a simplified version of the system’s execution, where
each unique event type observed in the log is represented by
a single state in the model. For example, if the log contains
events like ‘‘check-out’’, ‘‘get-credit-card’’, and ‘‘reduce-
price’’, then the initial model will have three nodes, one for
each of these event types. Every occurrence of a specific
event type across different traces is grouped together in
its corresponding node. Directed edges are created between
nodes based on the sequence of events observed in the traces.
If an event of type a is immediately followed by an event of
type b in any trace, then there is a directed edge from the node
representing a to the node representing b.

The refinement process iteratively improves the initial
model by splitting nodes that violate any of the mined
temporal invariants. The goal is to create a model that
satisfies all the invariants, accurately reflecting the system’s
behavior. During refinement, if an invariant is violated, the
corresponding state is split to correct the violation. This
process continues until the model satisfies all invariants.
To be more precise, the tool employs a model checker to
generate a counterexample for each failing invariant; then,
it uses the counterexample guided abstraction refinement
(CEGAR) [143] approach to determine a set of candidate
partitions for which a split exists that removes at least one
of the counterexamples. Suppose the initial model allows a
path where a valid-coupon is followed by an invalid-coupon,
violating the mined invariant valid-coupon ̸⇒ invalid-
coupon. The refinement process would identify this violation
and split the state containing check-out into two: one that can
transition from valid-coupon and another that cannot, thereby
ensuring the invariant is satisfied.

After refinement, the model may become overly detailed
with some unnecessary partitions. Therefore, the tool per-
forms a coarsening process to merge these partitions back
together, provided the resulting model still satisfies all (or
most of) the temporal invariants; this is done by using the
k-tail algorithm to merge equivalent states. For example, after
refinement, there might be two states for check-out that can
be merged because they lead to the same subsequent events.
The coarsening process would merge these states, resulting
in a simpler model.

In [144], the same authors propose another tool called
CSight [142] that mirrors Synoptic’s inference procedure,
but that uses different algorithms and works for concurrent
systems.

5) FULLY STATIC AUTOMATA LEARNING
Differently from the approaches described above, Shoham
et al. [39] propose a completely static method for mining
temporal API specifications from client code. The approach
works into two main phases: abstract-trace collection and
summarization.

The goal of the abstract-trace collection phase is to
analyze the source code of the DUV to gather information
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about how objects interact with the APIs. To do this
accurately, the analysis must handle complexities such
as aliasing (where multiple references point to the same
object) and unbounded sequences of events (e.g., loops).
The result of this phase is a set of abstract histories that
summarize possible event sequences for each object in the
form of automata. The abstract-trace collection is based
on abstract interpretation [145], a technique used in static
analysis to approximate the behavior of a program. The main
components of this technique are the following.

• Heap abstraction: abstracts the program’s memory
(heap) to track the flow of objects.

• History abstraction: abstracts the sequence of events for
each object. It uses automata to represent the sequences;
the abstraction either focuses on recent events that led
to the current state or possible future events from the
current state.

Additionally, the approach employs an ‘‘extend Operator’’
to add a new transition in the automaton representing the
object’s state when a new event (method call) occurs and
a ‘‘merge operator’’ that combines histories that arise from
different execution paths but represent the same abstract
object. For example, consider a Java program that uses the
‘‘SocketChannel’’ objects. The goal is to infer the typical
sequence of API calls made on these objects. The program
might involve operations like ‘‘connect’’, ‘‘finishConnect’’,
‘‘read’’, and ‘‘write’’. Suppose a method ‘‘createChannels’’
returns a collection of ‘‘SocketChannel’’ objects. The heap
abstraction will track these objects as they flow through
the program, ensuring that each object’s state is correctly
represented even if they are passed across multiple methods.
If a ‘‘SocketChannel’’ object is used in a loop where ‘‘read’’
is repeatedly called, the history abstraction will capture this
behavior as an automaton with a loop, indicating that ‘‘read’’
can occur multiple times. Furthermore, when the program
calls ‘‘connect’’ on a ‘‘SocketChannel’’, the extend operator
adds a new transition in the automaton representing the
object’s state, moving from a state where the object is not
yet connected to a state where it is awaiting connection
completion. Finally, if two execution paths lead to the same
state of a ‘‘SocketChannel’’ object (e.g., after connecting but
before reading), the merge operator combines these paths into
a single state in the automaton, reducing the complexity of the
resulting specification.

After collecting abstract traces, the next step is to sum-
marize them to eliminate noise and focus on the true usage
patterns of the API. The summarization phase involves
several key techniques:

• Statistical noise elimination: the analysis ranks the
frequency of event sequences across different client pro-
grams. Sequences that occur infrequently are considered
noise and are discarded.

• Clustering Algorithm: abstract histories are grouped into
clusters based on their similarity. Histories within the
same cluster are assumed to represent the same usage
pattern. The clustering is based on automaton inclusion,

where one automaton includes another if it accepts all
the same sequences and possibly more.

• Weighted union: after clustering, a weighted union is
performed within each cluster. This process aggregates
the histories by assigning higher weights to more
frequent sequences and removing transitions with low
weights (considered as noise).

The process of clustering andweighted union is repeated until
a stable set of clusters is achieved, ensuring that the final
output reflects the true API usage patterns.

For example, suppose the abstract trace collection gen-
erated sequences where ‘‘close’’ is sometimes called twice
due to an imprecise analysis. Since this sequence occurs
infrequently, the statistical analysis would identify it as
noise and remove it from the final specification. Imagine
the analysis produced two different sequences: one where
‘‘finishConnect’’ is followed by ‘‘read’’ and another where
it is followed by ‘‘write’’. The clustering algorithm should
recognize that these represent two distinct usage patterns
and place them in separate clusters. Furthermore, within
the cluster where ‘‘finishConnect’’ is followed by ‘‘read’’,
the weighted union might find that ‘‘read’’ is frequently
followed by another ‘‘read’’ and then ‘‘close’’. It would
then consolidate this pattern into a single automaton that
reflects the correct usage sequence, removing any infrequent
transitions that don’t fit the pattern.

6) ACTIVE AUTOMATA LEARNING
Kang and Lo [27] propose an active mining tool called
DICE [146] to generate FSAs from the execution traces of
SW systems. The authors claim that existing approaches
are often inaccurate because they rely on limited and
non-representative test cases; therefore, they present a
novel approach called ‘‘adversarial specification mining’’
to generate diverse test cases by searching for counterex-
amples to the mined specifications. The DICE approach
consists of three main sequential phases: mining purity-aware
temporal specification, adversarial test generation, and FSA
inference.

First, the tool mines purity-aware LTL specifications;
by ‘‘purity-aware’’, the approach considers whether the
interpretation of event sequences is affected by methods with
side effects. The authors single out ‘‘pure’’ (side-effect-free)
methods through a lightweight static analysis of the source
code of the DUV to identify methods that do not modify the
system’s state: they apply a simple heuristic based on the
method names. Specifically, methods whose names start with
prefixes like is- or has- are considered likely to be getters,
which typically return a value or a property of an object
without modifying its state.1

After that, the approach uses six LTL binary templates
adjusted to account for pure methods, reformulating the

1This concept of purity is not new and was also explored in a previous
specification mining work [33] where pure methods called ‘‘inspectors’’
are used to monitor an SW object after impure methods called ‘‘mutators’’
changed its state.
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properties to ignore such methods when they occur between
the pairs of significant events being analyzed. For example,
the template G(a → b) (event a must immediately be
followed by event b) is converted to G(a → X ((p1 ∨ p2 ∨

p3 ∨ · · · ∨ pn) U b)), where p1, p2, . . . , pn are side-effect
free events (an occurrence of event a must be followed by an
occurrence of event b, ignoring all occurrence of side-effect-
free events).

For example, consider an object where the method ‘‘add()’’
inserts an item, ‘‘isEmpty()’’ checks if it is empty, and
‘‘clear()’’ removes all items. Without purity awareness,
G(clear → isEmpty_true) states that immediately after
calling ‘‘clear()’’, the ‘‘isEmpty()’’ method should return
‘‘true’’. This would be overly strict, as the actual imple-
mentation might involve side-effect-free checks that do not
affect the state, erroneously invalidating the property, as in
the sequence clear() getSize() isEmpty(). Reformulating this
to consider purity would ignore intermediate pure methods,
making the specification more robust. The tool generates
LTL specifications compliant with those templates using an
approach similar to Texada [96] (see section VI-B).
After that, the mined temporal specifications are tested

for their validity by generating new test cases designed to
invalidate them. The idea is that if a specification can be
invalidated by a legitimate sequence of method calls, then it
was not a correct specification to begin with. This process
ensures that only accurate and robust specifications survive.
In particular, the mined LTL specifications are transformed
into fitness goals for a search-based test generation tool called
Evosuite [147]. The search algorithm is guided by fitness
functions, which prioritize generating test cases that are close
to invalidating a specification. The fitness of a generated
test case is evaluated based on how well it can provide
counterexamples (traces violating the LTL properties) for the
specifications. Continuing with the example above, suppose
an initial specification states that after calling ‘‘clear()’’,
the data structure must be empty (isEmpty() = true). The
DICE approach would generate test cases trying to invalidate
this by, for example, calling methods that might reinsert
items or fail to clear the data structure completely. If a
test case showed that calling ‘‘clear()’’ followed by ‘‘add()’’
can result in isEmpty() = false, it would invalidate the
original specification. The algorithm would then discard
this incorrect specification and focus on refining the others.
The final phase uses the validated specifications and the
generated test cases to build an FSA that accurately models
the software’s behavior. The approach employs a variant of
the k-tail algorithm to account for pure methods; moreover,
it leverages the mined LTL properties to avoid merging states
that would result in invalid transitions that make some LTL
properties fail.

7) AUTOMATA LEARNING USING DEEP LEARNING
The works in [28] and [29] introduced Deep Learning-based
specification mining, which aims to infer FSA specifications

from a DUV using a deep-learning model trained on the
execution traces.

The approach is composed of six main steps, as reported
below.

1) Test case generation and trace collection: the process
generates a substantial number of test cases using
automated tools. These test cases are designed to cover
various scenarios and paths within the software.

2) Training: the approach employs deep learning models
to analyze the collected traces. These models are
trained to predict the following method call based
on the sequence of previously called methods. The
goal is to capture complex dependencies within the
trace data. Examples of models used within this family
of techniques are long short-term memory [148] and
transformers [149].

3) Feature Extraction: once the models are trained, they
are used to extract features from the traces. The key
features include the likelihood of each subsequent
method call given the current sequence and the specific
positions and order of methods within the trace
sequences. These features encapsulate the behavior and
interaction patterns within the software system.

4) Construction of a Prefix Tree Acceptor (PTA): the
process constructs a PTA (similar to the trie previously
described) using the predictions from the deep learning
models. The tree ‘‘accepts’’ a string if a path exists from
the root to a leaf node corresponding to that string.
Here, the PTA represents all the observed sequences
in the execution traces, effectively summarizing the
software’s behavior.

5) Clustering and simplification: clustering algorithms
are applied to transform the PTA into a more simplified
and generalized FSA. These algorithms group similar
states within the PTA based on the extracted features,
merging equivalent or similar states to reduce complex-
ity.

6) Model selection and evaluation: various clustering
methods are employed, which do not require the
number of clusters to be predefined, allowing the
natural structure of the data to emerge. This step
results in a simplified FSA that generalizes the behavior
captured in the traces while maintaining accuracy.

B. PLACEHOLDER PERMUTATION
The placeholder permutation technique involves testing all
possible combinations of design/trace variables or events
within a given set of specification templates. Despite its
versatility and wide adoption, the technique often encounters
scalability challenges due to the combinatorial explosion of
potential permutations. Various heuristics and optimization
strategies have been developed to address this issue, enabling
more efficient exploration and validation of possible config-
urations. This section explores the application of placeholder
permutation techniques across different mining contexts.
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1) FUNDAMENTALS OF PLACEHOLDER PERMUTATION
Yang and Evans [107] propose one of the first works
on dynamically inferring properties from program traces.
Starting from a predefined set of Quantified Regular Expres-
sions [150] property patterns such as [−P0] ∗ (P0[−P1] ∗

P1[−P0]∗)∗ (alternating patter: P0 followed by a sequence
without P1 until P1 occurs, this pattern can repeat). The
approach replaces all abstract events P0 and P1 in the pattern
with monitored events from the program’s method entries and
exits. For example, if P0 = Pro_Add (producer’s add method
exit) and P1 = Con_take (consumer’s take method exit), the
concrete property would be:

[−Pro_Add]∗

(Pro_Add[−Con_take] ∗ Con_take[−Pro_Add]∗)∗ (1)

If the program monitors n events, and the pattern is
parameterized with m abstract events, there are nm possible
instance properties. For each instantiated concrete property,
the approach determines if the concrete property is satisfied
by the trace; if it is, then the property is added to the set of
inferred properties. For example, consider the following trace
of events Pro_Add, Pro_Add, Con_take, Pro_Add, Pro_wait,
Pro_wait, Con_wait, Con_take, Pro_Add, Con_take. On this
trace, the concrete property is satisfied as the sequence of
events clearly shows that each Pro_Add event is followed by
a Con_take; therefore, the property 1 would be added to the
set of inferred properties.

2) EFFICIENT PERMUTATIONS OF LTL FORMULAS
One of the most cited iterations of the placeholder per-
mutation technique is proposed by Lemieux et al. [96],
where the authors develop a tool called Texada [151] to
mine LTL specifications from traces. The tool allows the
definition of LTL (only the classical operators) templates
of the form G(antecedent → consequent) that includes
‘‘holes’’. These holes are placeholders for design variables.
An example of a template would be G(P0 → XFP1), where
P0 and P1 are placeholders for events found in the log.
Texada parses the user-defined LTL property type into a tree-
like structure, where the leaves are placeholders for atomic
propositions. Texada generates all possible bindings of the
event variables in trace with the template placeholders: a
binding is a mapping from the placeholders (e.g., P0,P1) to
actual events found in the traces (e.g., in_x, out_y). For each
binding, Texada instantiates the LTL template by replacing
the placeholders with actual events from the traces, creating
concrete LTL formulas. Texada checks the validity of each
instantiated LTL formula on the provided traces through
two main approaches: the linear miner and the map miner.
The linear miner evaluates the property instance by iterating
over the trace and recursively evaluating each operator in
the property tree according to its semantics. For example,
the expression G(a ∧ b) would check, starting from every
point of the traces, that a and b are simultaneously true.
The map miner employs a different representation of traces;

instead of a simple linear sequence of events, it uses a map
where each event is associated with a list of positions in
the trace. For example, if the trace is [a, a, b, b, a, c], the
map would be: {a : [0, 1, 4], b : [2, 3], c : [5]} as it
stores the positions of where each event occurs in the trace.
This representation allows the miner to efficiently jump to
relevant sections of the trace without having to scan through
irrelevant parts. The authors utilize three main functions:
First-Occurrence, Last-Occurrence, and Check-Map; these
functions are designed to improve the efficiency of themining
process by quickly navigating long traces with sparse relevant
events. First-Occurrence and Last-Occurrence identify the
first or last position in a given interval where a sub-formula
is true; they use binary search on a sorted list of event
positions to quickly find these occurrences. For example, for
a formula p U q, the First-Occurrence function finds the
first position where q is true, and Last-Occurrence finds the
last position before q where ¬p occurs. This helps determine
where p U q holds within the interval. The Check-Map
function evaluates whether a property holds starting from
a given index in the trace, skipping irrelevant sections of
the trace; furthermore, when handling LTL operators, the
function leverages the results from First-Occurrence and
Last-Occurrence. For instance, to evaluate Gp at index i,
Check-Map uses First-Occurrence to find the first position
of ¬p after i. If ¬p never occurs, Gp holds for that interval.

Finally, Texada uses a memoization strategy to mini-
mize redundant computations when checking LTL property
instances. This approach is crucial because many permuta-
tions can share identical sub-formulae, leading to repeated
logic evaluations. Texada leverages the tree-like structure
of LTL properties to identify and reuse identical sub-trees
across different property bindings: it stores intermediate
results of sub-formula evaluations, and when the same sub-
formula reappears, it uses the stored result instead of re-
evaluating it. More recently, the authors of [99] proposed a
fairly similar approach to Texada but for Past-Time Linear
Temporal Logic (PTLTL). The authors focus on optimizing
the checking of past-time temporal properties with advanced
caching mechanisms and multi-threading to check several
traces in parallel.

Similar to Texada, the work in [61] proposes a tool
called HARM [152] to mine temporal specifications from
traces; however, the tool allows the definition of user-defined
templates supporting the entire LTL+SERE language. The
approach proposes a syntactic-based optimization to avoid
generating redundant permutations, leveraging the structural
characteristics of the templates. In particular, the tool
generates a reduced set of permutations of design variables
for the placeholders in the templates. This process considers
two types of operators: I) Commutative operators, like ∧

(and) and ∨ (or), where the order of operands does not
matter; II) Non-reflexive operators, like U and R, where the
same operand cannot appear on both sides. For example, in a
mining context with templateG(ack → P0 ∧ P1) containing
placeholders P0 and P1 and using propositions v1, v2, v3, the
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tool would avoid generating both v1 ∧ v2 and v2 ∧ v1,
recognizing them as equivalent due to the commutative nature
of ∧.

Once the placeholders in the templates are instantiated,
the tool proceeds to mine assertions from these instantiated
templates by evaluating them against the input traces. To per-
form the evaluation, HARM converts the LTL expressions to
automata and implements a linear-time evaluation function
with respect to the length of the trace and the number of states
and edges of the automaton. The idea behind the evaluation
function is to group evaluation units requiring the same
operations and process them together, avoiding redundant
computations.

3) PERMUTATIONS USING MATRIX-BASED INFERENCE
Yang et al. [44] proposed a tool called Perracotta [153],
which is among the most influential approaches in the
field of specification mining for software systems. The
most significant additions with respect to the placeholder
permutation technique revolve around 1) a preprocessing
approach for abstracting execution traces and 2) proposing
an efficient algorithm to generate all permutations of events
for several binary temporal templates.

1) The authors address the complexity of dealing with
numerous instances of similar elements within the
program traces by abstracting these instances into
single representative units. This abstraction process is
essential for making the inference of properties more
tractable and meaningful when dealing with large-scale
software systems. For example, assuming the software
contained the events mutex1.lock() and mutex2.lock(),
the process may abstract the concrete instructions to
mutex.lock().

2) The authors propose amatrix-based inference approach
to quickly test all pairs of events on eight binary
templates, significantly improving the efficiency and
scalability of mining temporal API rules from execu-
tion traces. One notable supported template is (PS)*.
The first step in the matrix-based approach is to
encode each distinct event in the trace with a unique
index; for instance, in a system that monitors events
like lock1.acquire, lock1.release, lock2.acquire, and
lock2.release, these might be encoded as 0, 1, 2, and 3,
respectively. The next step is to create a matrix M of
size n x n, where n is the number of distinct events. Each
element M [i][j] in the matrix is an ID corresponding
to the current state of the FSA generated from the
input template and accepting a sequence of events
in the trace. For the (PS)* template, the FSA tracks
whether the pair (P, S) satisfies the condition ‘‘event
P is followed by event S in a strict alternating order’’.
The matrix is initialized to zeros, where each zero
represents the initial state of the state machine (waiting
for P). As the trace is processed, the matrix is updated
to reflect the next states of the automata. This approach

tests all pairs in O(nL), where L is the length of the
trace. This is true because each event in the trace is
processed once, and for each event, the corresponding
row and column in the matrix are updated. When
an event occurs in the trace, only the state machines
involving that event need to be updated. For an event
e occurring in the trace, e can be either the first event
P or the second event S in a pair. Thus, only the rows
and columns of the matrix corresponding to e need to
be updated.

Li et al. [45] extended Perracotta’s work to handle
traces with multiple concurrent events at the same cycle
(typical of HW designs) and to mine richer binary patterns.
In particular, the scope of mined patterns is expanded
to include new LTL operators such as ‘‘until’’, ‘‘next’’
and ‘‘eventually’’. Furthermore, the paper in [49] extends
Perracotta by combining arithmetic invariants with temporal
operators to mine more complex LTL properties that can
handle non-Boolean data types. This extension allows for
the mining of properties like G((x > 0) → XF(y <

0)). The approach uses Daikon (see VI-B8) to generate the
non-boolean aspects of the properties.

4) PERMUTATIONS WITH LABELED TRACES
In the context of supervised mining, Weimer et al. [102]
propose a variation of the classical placeholder permutation
technique to identify design corner cases containing bugs in
software systems from execution traces. The methodology
is based on the observation that programs often behave
correctly on normal execution paths but make mistakes along
exceptional control-flow paths; therefore, that knowledge
is exploited to filter out the generated specifications. The
mining algorithm assumes that if a policy is important,
it will be enforced at least once using software error
handling constructs like ‘‘catch’’ or ‘‘finally’’ blocks; as
a consequence, the input traces are classified into normal
traces, where no method calls terminate with an exception,
and error traces, where at least one method call terminates
with an exception. Then, the algorithm attempts to learn pairs
of events (a, b) corresponding to the regular expression (ab)∗.
The main contribution of the approach consists in removing
irrelevant or less critical event pairs by applying the following
criteria: event b must occur at least once in an error trace;
both events a and b must be declared in the same code
package; there must be at least one error trace where event
a occurs without event b to ensures that the specification can
potentially reveal program errors. These filters help ensure
that the learned specifications are contextually relevant and
meaningful for error detection.

5) PERMUTATIONS IN ONLINE MINING
In the context of online mining, Gabel and Su [97] propose
an approach that dynamically infers temporal properties
(patterns of software method calls) at runtime as the pro-
gram executes. This online method continuously processes
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trace events to detect and enforce correct usage patterns,
providing immediate feedback and anomaly detection. The
tool is capable of mining the following predefined patterns:
(ab), (ab)+, (a?b), (ab|ba). The proposed approach oper-
ates over a small, finite window of recent trace events to
balance the computational overhead. For each window, the
systemmatches the contained events with the predefined tem-
plates to identify any new potential specifications; then, a new
corresponding FSA is generated for the sequences of events
observed within this window. The FSAs act as monitors for
potential specifications and are capable of counting how often
each pattern is satisfied or has failed. For example, if event
a is not followed by b, the failure count for the sequencing
pattern (ab) increases. As events are processed, the algorithm
updates the state of the FSA for the relevant patterns based
on the current event and the events in the window. If a
pattern is satisfied repeatedly, it becomes enforced: a new
specification is found; on the contrary, if a pattern is violated,
an anomaly is reported. To better understand the approach,
consider a Java program managing a file resource through
the followingmethods: open(), read() and close(). The correct
usage is ‘‘open’’ before ‘‘read’’ and ‘‘close’’ after ‘‘read’’.
Method calls are traced as [open, read, close] and processed
within the boundaries of the finite window, and the observed
sequences are mapped to pattern template (ab); one inferred
candidate is ‘‘open followed by read’’. The candidate’s state
machine is updated with counts of satisfaction or failure.
Since the pattern is satisfied several times, the process
generates and enforces the new specification (open read).
Further failures of the inferred specification (e.g., open
followed by close without read) are detected and reported
immediately, indicating potential defects.

6) ENUMERATIVE LTL LEARNING WITH GRAPHICS
PROCESSING UNITS (GPUs)
Valizadeh et al. [116] proposed a novel Graphics Processing
Unit (GPU)-accelerated approach for learning LTL formulas
from positive and negative traces. The authors introduced an
enumerative synthesis method that leverages parallelism on
GPUs to accelerate the mining process. The prototype of the
tool is available at [154]. The proposed methodology consists
of three main components: branch-free LTL semantics,
divide-and-conquer decomposition (D&C), and formula
simplification techniques. Traditional LTL evaluation meth-
ods rely on branching operations, which perform poorly on
GPU architectures due to thread divergence. To address this,
the authors devised a branch-free logic evaluation strategy
using bitwise operations. LTL formulas are represented
as contiguous matrices of bits (Characteristic Matrices),
enabling fast bitwise parallel computation. Temporal oper-
ators like eventually and until are computed efficiently via
an exponential propagation algorithm, reducing complexity
from O(n) to O(log n). To scale LTL learning to large
trace datasets, the authors introduced a recursive divide-
and-conquer method, where the dataset of positive (P) and

negative (N) traces is split until each subset is small enough
for direct processing. The split is guided by the split window
parameter (win), which dynamically adjusts based on GPU
memory constraints. The recursive D&C process works as
follows.

1) Dataset splitting. If |P| + |N | > win, traces are
split into four subsets (P1,N1), (P1,N2), (P2,N1), and
(P2,N2).

2) Recursive learning. Each subset is processed recur-
sively to learn sub-formulas ϕ11, ϕ12, ϕ21, ϕ22.

3) Formula recombination. The learned formulas are
combined using logical operations:

(ϕ11 ∧ ϕ12) ∨ (ϕ21 ∧ ϕ22)

4) Simplification. The resulting formula is simplified
using theorem proving and redundancy elimination.

Suppose we have a dataset containing 1000 traces. The D&C
method first partitions this dataset into smaller subsets until
each subset is small enough for efficient processing. For
instance, if the split window parameter allows a maximum
of 200 traces per batch, the dataset would initially be
split into two equal parts, each containing 500 traces. This
recursive partitioning continues until each subset falls below
the threshold.

The LTL synthesis process generates a large number
of candidate formulas, requiring an efficient redundancy
elimination strategy. To achieve this, the authors implemented
the following strategies:

• Observational equivalence: if two formulas classify the
traces identically, they are considered equivalent and one
is discarded;

• Relaxed Uniqueness Checks (RUCs): instead of strict
formula uniqueness, RUCs use hash-based caching and
probabilistic admission to reduce redundant formula
storage;

• Syntax-based simplifications: applying rules like

F(F(ϕ)) → F(ϕ), ¬(¬ϕ) → ϕ, G(ϕ)∧ϕ → G(ϕ);

• Cost-based approximation: the system stops at the first
‘‘good enough’’ formula instead of exhaustively finding
the absolute minimal one.

7) PERMUTATIONS IN ACTIVE MINING
Li et al. [115] propose an active mining process to solve
the problem of insufficient environmental assumptions when
synthesizing a controller from a set of specifications: this
issue often leads to specifications being unrealizable. The
methodology involves a mining procedure using predefined
templates with placeholders for the design’s Boolean vari-
ables. By generating unique instantiations of these templates,
the approach evaluates them against the counter-strategy
and user scenarios to find valid assumptions; then, the
new assumptions are tested for consistency with the older
assumptions to ensure they effectively eliminate the counter-
strategy. We report further details hereafter. When a spec-

VOLUME 13, 2025 48969



S. Germiniani et al.: Systematic Literature Review on Mining LTL Specifications

ification is unrealizable, the approach employs synthesis
tools to compute a counter-strategy. This counter-strategy
(typically represented by a Mealy machine) acts as a witness
to unrealizability by demonstrating how the environment can
provide inputs that cause the system to fail to meet the
specification. Using the counter-strategy, new environmental
assumptions are mined and added to the specifications to
block the environment’s ability to violate it; this is achieved
by adding the negation of the newly mined properties to
the environmental assumptions, effectively ruling out the
environmental moves that led to the violation. The process
is repeated with the new assumptions added, and the realiz-
ability of the specification is re-checked. If the specification
remains unrealizable, a new counter-strategy is generated,
and the process continues until the specification becomes
realizable or no further valid assumptions can be found.

8) BASIC PERMUTATIONS OF INVARIANTS
We conclude this section with the most relevant applications
of placeholder permutations technique to generate non-
temporal invariants.

One of the first attempts to automatically generate
invariants from HW designs is reported in [100], where the
authors propose a tool called IODINE. The tool implements
a preprocessing phase to reduce the complexity of the
subsequent analysis by eliminating signals that I) do not
contribute meaningful information, such as constants that
never change their value throughout the simulation, II) are
always equal or complements of each other throughout the
simulation, such as equal signals, in this case, only one is
kept. The tool uses predefined templates for various types
of invariants commonly seen in hardware designs. These
templates include patterns like one-hot encoding, mutual
exclusion and request-acknowledge pairs. For each type of
invariant template, IODINE considers permutations of the
design signals to check if theymatch the predefined templates
on the input traces. Depending on the type of templates, the
approach proposes several analyzers implementing heuristics
to reduce the number of permutations to be checked. For
example, the Req → Ack analyzer identifies pairs of
signals that follow request-acknowledge patterns. The tool
identifies ‘‘req’’ and ‘‘ack’’ candidate signals depending on
their activity frequencies: the set of candidates is computed
by identifying pairs of signals that are active for the same
number of clock cycles.

9) GENERATION OF INVARIANTS USING DAIKON
Daikon [69], [155] is the most successful tool for dynamic
invariant detection, with over 1000 overall citations. It has
been used in a wide range of applications, including software
testing, debugging, and verification; several works use
Daikon as a building block for their own tools. Daikon
computes likely invariants at each ‘‘procedure exit’’ and
generalizes them across all exit points to create aggregate
invariants, which represent the overall behavior of the
procedure; furthermore, Daikon generalizes over all observed

objects at entry and exit from public methods, or when
objects are passed to or returned from other methods. Daikon
implements a generate-and-check algorithm to test potential
invariants against the execution traces. Initially, it assumes all
potential invariants are true and tests each one against each
sample in the traces. Any invariant contradicted by a sample is
discarded. At the end of the process, the remaining invariants
that are satisfied on the entire input traces are reported.
Daikon mines invariants following over 75 templates, some
of which are reported below.

• Constant Value invariants: x = a
• Non-zero invariants: x ̸= 0
• Range invariants: a ≤ x ≤ b
• Linear relationships: y = ax + b

Since the number of potential invariants can be large, Daikon
employs a variety of heuristics to reduce the search space
and focus on the most promising candidates. We report such
heuristics hereafter.

• Equal variables: if two or more variables are always
equal, then any invariant true for one is true for all.

• Dynamically constant variables: a variable that has the
same value in all observed samples can simplify other
invariants, reducing redundancy. For instance, if x = 5,
then x < y is redundant if y is known.

• Variable hierarchy: values observed at certain pro-
gram points affect invariants at multiple points;
that is, values observed at method exits affect
both method post-conditions and object invari-
ants. For example, in a Java program with an
Account class with a balance variable, observations
of balance at method exits such as deposit and
withdraw contribute to detecting post-conditions like
balance == original(balance) + amount for deposits,
and balance == original(balance) − amount for
withdraws. These observations help establish general
object invariants such as balance >= 0 for all public
method entries and exits.

• Suppression of weaker invariants: an invariant that
is logically implied by a stronger one is suppressed
to avoid redundancy and improve performance. For
instance, x > y implies x ≥ y, so the latter is not reported
separately.

These optimizations allow Daikon to scale effectively to non-
trivial programs, reducing the number of invariants that need
to be checked by up to 99%.

10) PARALLEL GENERATION OF INVARIANTS USING GPUs
Bombieri et al. [93] propose a tool called Mangrove [156]
to dynamically mine likely invariants from execution traces
by leveraging parallel programming and inference rules. The
users can define invariant templates, which are logical or
arithmetic formulas over the system’s variables. Examples
of templates include relations like P0 = P1 + P2 or
boolean logic such as P0 ∧ P1. After that, Mangrove
generates dictionaries Dk containing permutations of k
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variables from the execution trace, covering all possible
combinations needed for evaluating all candidate invariants.
Furthermore, mangrove applies inference rules to filter out
redundant entries in the dictionaries and significantly reduces
the size of the search space. The parallel evaluation of
candidate invariants is performed by GPU threads, which
evaluate invariants over a chunk of the execution trace. This
enables massive parallelism and efficient data handling and
processing. The approach implements several well-known
optimization techniques, as reported below.

• Memory coalescing: ensures efficient memory access
patterns, which is crucial for performance on GPU
architectures;

• Thread synchronization: optimizes thread coordination
to minimize overhead and maximize parallel efficiency;

• Kernel auto-tuning: automatically adjusts parameters for
optimal GPU utilization based on the characteristics of
the target device.

Mangrove exploits inference rules to reduce the number
of candidate invariants that need to be evaluated. The
inference rules are used to eliminate redundant invariants
based on the characteristics of the input data. In particular,
Mangrove employs a bottom-up approach, starting with
low-order invariants and progressively checking higher-order
expressions. Consider the following example where the input
trace contains design variables v1, v2, v3. If the occurrences
show: v1 = true for all instants, v2 = v3 for all instants,
v1 = v2 ∨ v3 for all instants; then, the inferred invariants
are v1 = true, v2 = v3, v1 = v2 ∨ v3. To understand
how these relationships are inferred without needing to
check every permutation of variables in the templates, the
following steps are executed. First, the tool identifies single
variable invariants; for example, if v1 is true in all instances
of the trace, v1 = true is inferred. After that, the tool
identifies pairwise invariants; for example, If v2 and v3 have
the same value in all instances, the v2 = v3 is inferred.
Then, Mangroove uses the previously inferred single and
pairwise invariants to check for higher-order relationships.
For example, given v1 = true and v2 = v3, we can check if
v1 equals v2 ∨ v3. Since v1 = true, and v2 ∨ v3 will always
be true if v2 and v3 are equal, we infer that v1 = v2 ∨ v3 is
always true without needing to test it on the trace.

C. ASSOCIATION RULES AND SEQUENCE MINING
This section covers all techniques involving association rules
and sequence mining. These two families of techniques are
reported in the same section due to their technical similarities.

1) FUNDAMENTALS OF ASSOCIATION RULES AND
SEQUENCE MINING
Association rule mining is a data mining technique used to
discover interesting relationships, patterns, or associations
among a set of items in large databases. This process involves
identifying frequent itemsets and generating rules highlight-
ing the likelihood of certain items appearing together. Most

association rule mining approaches encompass two main
steps reported below.

• Frequent itemset mining: the initial step involves
finding groups of items (itemsets) that appear frequently
together in transactions. Transactions are the individual
data records appearing in a dataset. For instance, in a
retail scenario, a transaction might represent a single
customer’s purchase, listing all items bought during that
purchase. Frequent items are usually generated using
algorithms such as Apriori [157] or FP-Growth [158].
An item is considered frequent if it meets a user-defined
minimum support threshold, which indicates the propor-
tion of transactions in which the item appears.

• Association rule generation: the second step is to
generate association rules. These rules take the form of
‘‘if-then’’ statements such as A,B → C , meaning ‘‘if
items A and B appear together, then item C is likely to
be related’’. To be considered relevant, a rule must meet
minimum support and confidence thresholds.

Similarly to association rule mining, sequential pat-
tern mining identifies statistically significant patterns in
sequences of events or items. For example, sequential pattern
mining is employed to capture the order of operations or
procedure calls within a program, reflecting the sequence
dependencies that must be followed. The goal is to find sub-
sequences that appear frequently across different sequences
in the dataset. A subsequence is considered frequent if it
occurs in a minimum fraction of the sequences, as defined by
a user-specified support threshold. Several association rule
mining algorithms are used to perform sequential pattern
mining; however, the key difference is that sequential pattern
mining considers the order of items in the sequences, while
association rule mining does not.

Themost famous sequential patternminers areGeneralized
Sequential Pattern (GSP) [159], FP-Growth (Frequent Pattern
Growth), SPADE [160] (Sequential Pattern Discovery using
Equivalent Classes) and BIDE [138] (Bidirectional Extension
for Frequent Closed Sequence Mining). The specification
mining techniques reported below mainly employ Apriori
(and its variations), GSP and PrefixSpan.

GSP is a general sequencemining approach for discovering
all frequent sequences in a sequence database. The approach
is based on several Apriori-based algorithms adapted to work
with sequences. The main algorithms are AprioriAll, Aprior-
iSome, and DynamicSome. To build a minimal background
on this family of techniques, we report in more detail the
AprioriAll algorithm (Apriori applied to sequences), which
can be summarized with the steps below.

1) Identify frequent 1-sequences (single items) by scan-
ning the database and counting the support of each
item, i.e., the number of transaction sequences that con-
tain the candidate sequence. Note that a subsequence
is considered supported by a transaction sequence
if it appears in the same order but not necessarily
consecutively. This means you can skip elements in
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between. For example, subsequence (A D) is supported
by (A B C D) because both A and D appear in the same
order.

2) Generate candidate k-sequences from frequent (k−1)-
sequences by joining (k − 1)-sequences that share a
common prefix. For example, the 2-sequence (A B)
can be joined with (A C) to form the candidate
3-sequence (A B C) because they share the same first
element A. The reason for using this joining approach
is based on the Apriori principle: if a k-sequence is
frequent, all of its (k-1)-length subsequences must also
be frequent. By joining sequences with a common
prefix, the algorithm ensures that only those candidate
sequences that have a chance of being frequent are
generated.

3) Prune the k-candidates: for each candidate
k-sequence, check all of its (k-1)-subsequences. A
(k-1)-subsequence is any subsequence formed by
removing one itemset from the candidate sequence.
If any of these subsequences is not in the set of
(k-1)-candidates, then the candidate sequence is not
considered frequent enough and is removed. The reason
for this pruning approach is also justified by the Apriori
principle.

4) Scan the database to count the support of each
candidate k-sequence, and prune the candidates that do
not meet the minimum support threshold.

5) Repeat the candidate generation, support counting, and
pruning steps for increasing values of k (sequence
length) until no more frequent sequences are found.

6) After identifying all frequent sequences, prune non-
maximal sequences, which are subsequences of longer
frequent sequences. This is usually done through
algorithms involving hash or prefix tree data structures.

We report an example of the AprioriAll algorithm below.

Customer ID Transactions
1 〈(A, E), C, D〉
2 〈A, C, D, (C, E)〉
3 〈A, C, D〉
4 〈A, C, E〉
5 〈D, E〉
6 〈B〉

Each row reports the sequence of purchases made by each
customer. For example, in the first row, 〈(A,E), C, D〉means
that customer 1 bought A and E together, then he bought C,
then he bought D.

The minimum support threshold is 3. First, generate
frequent 1-sequences by scanning the database to count the
support of each item and filter those that do not satisfy the
minimum threshold: 〈A〉: 4, 〈B〉: 1, 〈C〉: 4, 〈D〉: 4, 〈E〉: 4;
here 〈A〉is supported by four sequences with Customer ID
1,2,3, and 4.

Then, generate candidate 2-sequences by joining frequent
1-sequences, count their support, and filter the sequences

with support lower than 3. The resulting sequences are 〈A,C〉:
4, 〈A,D〉: 3, 〈A,E〉: 3, 〈C,D〉: 3, 〈C,E〉: 2, 〈D,E〉: 2, where the
eliminated candidates do not meet the minimum support.

After that, generate candidate 3-sequences by joining fre-
quent 2-sequences: 〈A,C,D〉: 3, 〈A,D,C〉, 〈A,C,E〉, 〈A,E,C〉,
〈A,D,E〉, 〈A,E,D〉, where the eliminated candidates were
pruned according to step 3 of the algorithm.

Finally, discard non-maximal sequences by checking each
frequent candidate to determine if it is a subsequence
of any longer sequence: sequences 〈A,C〉, 〈A,D〉, and
〈C,D〉are subsequences of 〈A,C,D〉; 〈A,E〉and 〈A,C,D〉are
not subsequences of any longer sequence; therefore, they are
the maximal subsequences.

2) ASSOCIATION RULE MINING WITH TRACE
TEMPORAL ALIGNMENT
One of the latest works on applying association rule mining to
generate LTL specifications is reported in [20], where Heidari
et al. propose a tool called ARTmine [161]. The tool mines
specifications of the forms:

• G(P0 → consequent), where the consequent is of the
form X [k]P1 (with k ≥ 0) or F(P1);

• G(P0 U P1).

where P0 and P1 are propositions; typically, P0 and P1
contain input and output variables, respectively. The proposed
methodology works in several steps, as reported below. First,
the tool applies association rule mining to identify frequent
combinations of propositions. To achieve that, the input trace
is transformed to temporally align the trace’s variables with
respect to one of the aforementioned templates. For example,
when considering the next template G(P0 → X [N ]P1), the
values of the candidate output variables for P1 are moved
N records ahead in the trace to align them with the values
of the input variables of P0. After that, the tool applies the
Apriori algorithm (or other similar approaches such as FP-
growth) to generate association rules outlining meaningful
non-temporal relations in the transformed trace such as
(ina, inb) → (outc). Then, the tools perform a time-notation
step to integrate the concept of time into the association
rules generated in the previous step to produce temporal
association rules. This involves assigning time labels to the
rules based on their template. For example, if the approach
mines the association rule (ina, inb) → (outc) from a trace
where variable outc was shifted forward by two instants
(next template), the rule would be labeled with ‘‘@X [2]’’.
Finally, the tool transforms the temporal association rules
into temporal assertions using the SVA format according
to the labeled association rules. For example, the rule
(ina, inb) → (outc)@next[2] would be converted to the SVA
always(ina && inb → nexttime[2]outc).

3) ASSOCIATION RULE MINING TO GENERATE INVARIANTS
Danese et al. [21] proposed a tool called A-TEAM to mine
LTL assertions with user-customizable templates. The first
step of the tool applies association rule mining to generate
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propositions of the form p1 ∧p2 ∧ . . . ∧ pn; then, it composes
the propositions into LTL expressions using a different
technique, in this section, we focus only on the association
rule mining aspect. To generate the aforementioned output,
the algorithm takes as input a set of user-defined propositions
called apSetOut and iterates over every simulation instant
of the input trace to collect itemsets: an itemset contains
a list of atomic propositions of apSetOut that hold true at
specific instants of the trace. After that, the Apriori algorithm
is employed to identify itemsets that frequently appear
in the collected data. Finally, the itemsets are converted
to propositions. Below is an example to help you better
understand the process. Consider the following input trace

with apSetOut = {v3 = v4, v5 = 01, v5 = 10, v6 = true,
v6 = false, v7 = true, v7 = false}. First, the tool collects
itemsets for each simulation instant resulting in:

These itemsets are collections of apSetOut propositions that
hold true at each specific simulation instant. For example,
at t = 0, the itemset S0 includes v5 = 01, ¬v6 and
¬v7, since v6 is false, v5 is equal to 01, and ¬v7 is
false at time 0. After that, the Apriori algorithm identifies
the following frequent itemsets: v5 = 01,¬v6, v5 = 01, v6,
¬v7, v3 = v4, v7. These itemsets frequently appear across
the execution trace. For instance, v5 = 01,¬v6 frequently
appear, indicating that v5 = 01 and v6 being false is a
common condition. Finally, the following propositions are
generated from the itemsets: v5 = 01 ∧ ¬v6, v5 = 01 ∧ v6,
¬v7, v3 = v4 ∧ v7. Cheng and Hsiao [25] propose
a similar approach that employs the Apriori algorithm to
generate invariants of the form (p1 ∧ p2 . . . ∧ pn) →

(p1 ∧ p2 . . . ∧ pm) where each pi is a Boolean variable.

4) STATIC MINING WITH ASSOCIATION RULES AND
SEQUENCES
One of the earliest attempts at statically mining specification
using sequence mining and association rules is proposed
by Ramanathan et al. [118]. The approach analyses the
source code of the design to identify conditions that must
hold true at various points in the execution. This process

is based on a combination of data-flow and control-flow
analysis. Two main types of predicates are considered:
I) data-flow predicates to describe conditions on the state
of variables, for example, a variable or reference being
written or an expression that reflects the outcome of a
conditional statement; II) control-flow predicates to describe
the sequence of operations or procedure calls, for instance,
they indicate that a specific procedure must be called before
another procedure. In particular, predicates are collected at
each program point through a set of rules applied to the
Control Flow Graph (CFG) of each procedure. The CFG
is traversed to identify the points where variables are read,
written, allocated, and where procedure calls are made.
While traversing the CFG, the order in which control-flow
predicates appear is recorded: this order is essential because it
reflects the sequence of operations in the program. Each path
in the CFG may yield a different sequence of control-flow
predicates, capturing different execution scenarios. After this
step, the collected predicates are combined and refined using
data mining techniques to identify the most significant ones.
The process follows two different paths.

1) If the ordering of events is not important, apply an
algorithm called ‘‘Maximal frequent itemset mining’’
to identify data-flow predicates that occur frequently
across different call sites. That algorithm extends
Apriori by focusing on identifying the largest frequent
itemsets that are not subsets of any other frequent
itemset for reducing redundancy and simplifying the
analysis; see [162] for more info on this.

2) Otherwise, if the ordering matters, the approach
employs GSP to capture the order of control-flow
predicates, making the derived specifications reflect the
correct sequence of operations.

5) SEQUENCE MINING WITH PREFIXSPAN
Lo et al. [117] proposed a variant of the PrefixSpan
algorithm to generate sequential specifications of the
form always(a followed by b followed by c . . .).
PrefixSpan improves on a previous algorithm called
FreeSpan [163]; FreeSpan projects sequence databases
by considering all the possible occurrences of frequent
subsequences; instead, PrefixSpan focuses only on frequent
prefixes. The original PrefixSpan can be summarized as
follows.

1) Find length-1 sequential patterns. Scan the sequence
database to find all frequent items (length-1 sequential
patterns). Each item is considered frequent if its support
is no less than the minimum support threshold. In this
context, the support is the number of sequences in
the database containing the item. For example, if the
sequences are 〈A, B, C, A〉, 〈A, C, D〉, and 〈B, D, A,
E〉, and the minimum support is 2, then the frequent
items are 〈A:3, B:2, C:2, D:2〉, 〈E〉 is discarded since
it has support equal to 1 (lower than the minimum).
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The complete set of sequential patterns is partitioned
into subsets according to the prefixes found in the
previous step; following from the example above, the
search space is divided into the sequential patterns
having 〈A〉 as a prefix, those having 〈B〉 as a prefix
and so on.

2) Recursive step: project and grow. For each new
frequent prefix, construct a projected database that
includes all suffixes of the sequences contain-
ing the prefix. For example, for the prefix 〈A〉 and the
sequences above, the projected database includes the
suffixes of sequences after the first occurrence of 〈A〉,
which are 〈B, C, A〉, 〈C, D〉, and 〈E〉. Terminate the
procedure for the current prefix if it does not meet the
minimum support. In this case, the support of the prefix
is the number of sequences in the projected database,
for prefix 〈A〉 in the example above the support
would be 3. Recursively apply step 3 by growing the
current prefix with one element at a time until no more
extensions are possible (i.e., no further frequent items
can be appended). In the example, prefix 〈A〉 can be
extended to 〈A, B〉, 〈A, C〉 and 〈A, E〉. All prefixes
that satisfy the minimum support are added to the set
of mined frequent sequences.

By systematically applying the steps above, the PrefixSpan
algorithm efficiently mines a complete set of sequential
patterns, ensuring that the search space is pruned at every
stage to retain only frequent sequences.

The paper proposes the following variations with respect
to the original PrefixSpan to mine specifications.

• Instead of the usual projection, the authors propose a
‘‘projected-all’’ database that captures all occurrences of
the pattern, even if they overlap or are nested within one
another; in other words, the algorithm handles repeated
occurrences within sequences by tracking multiple
instances of a pattern within a single sequence. This
allows the algorithm to handle the repeated nature of
iterative patterns.

• Use of a pruning mechanism that maintains infix
extensions. Infix Extensions are events that can be
inserted within a pattern while maintaining its support.
For example, for pattern 〈A, C〉, if inserting B betweenA
and C yields a frequent pattern 〈A, B, C〉 with the same
support, then B is an infix extension.

• Application of closure check mechanism to ensure that
a sequence is closed: no super-sequences have the same
support.

6) ASSOCIATION RULE MINING AND INPUT SPACE
COVERAGE
Liu et al. [24] describe an atypical association mining
approach that does not involve the traditional algorithms
described above.

The approach defines a coverage metric called ‘‘input
space coverage’’ to evaluate how much of the possible input

combinations are covered by an assertion. The approach
attempts to extract all possible correlations between trace
variables of the form (in1 ∧ in2 . . . ∧ inn) → out where
each ini is an input Boolean variable, and out is an output
Boolean variable; the process generates every assertion that
complies with the given input trace and the coverage metric.
In practice, the values of the boolean input variables over time
(the input trace is a time series) are treated as a truth table,
and the coverage of an assertion is the proportion of rows
covered. The process is iterative, starting with high coverage
constraints (50%) and gradually lowering (halving them)
them to discover more assertions. The algorithm terminates
when 100% coverage has been reached orwhen themaximum
number of iterations has exceeded a threshold. To clarify
the procedure, consider the example reported below, starting
from an input trace with three input variables a, b, c and one
output variable z.

Time a b c z
1 0 0 0 0
2 0 1 0 0
3 1 0 1 0
4 1 1 1 1

Set the initial coverage gain constraint at 0.50 (50%). Identify
all assertions Ai such that the coverage of Ai is at least 0.5.
According to the alphabetical order of variables, A1: ¬a →

¬z is the first generated, which covers 50% of the input
space: a is equal to 0 (false) in half of the truth table entries.
AssertionsA2:¬b → ¬z andA3: c → ¬z are excluded in the
first iteration as they can only increase the coverage by 25%
above A1, respectively. For the second iteration, the coverage
gain constraint is lowered to 0.25 (25%), and additional
assertions that meet the new coverage gain constraint are
identified. Assertion A2 covers an additional 25% of the input
space and is included in the set of mining specifications;
however, A3 is still excluded from the solution assertions
since the coverage gain is only 12.5% above A1 and A2.
Finally, in the second iteration, assertion A4: a ∧ b → z
is discovered, which covers the remaining 25%.

D. DECISION TREE
Decision Tree (DT) mining is a technique that leverages
execution traces to infer logical relationships between
input variables and their effects on output variables. The
fundamental idea is to build a DT that models the behavior
of the design by recursively partitioning the input data
into subsets based on the available feature values. In this
section, we will describe three main approaches (and their
evolution) implemented in three publicly available tools:
Goldminer [164], HARM [152], and samples2LTL [165].

1) FUNDAMENTALS OF DECISION-TREE MINING
Vasudevan et al. introduced Goldminer in [62] and [63];
the tool utilizes DT-based mining and static analysis to
automatically generate SVAs of the form G (bv1 ∧
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X [1](bv2) ∧ . . . ∧ X [N ](bvm) → X [M ](bvk )) where
each bvi is a boolean variable representing one bit of a
variable/signal of the Register Transfer Level (RTL) design
under verification, M and N are positive integers. The
authors refer to bvk as the ‘‘target signal’’. By leveraging
simulation traces, the tool infers logical relationships between
input/output variables. This work establishes the feasibility
of using DTs for assertion generation and demonstrates the
initial effectiveness of this approach.

As implied by the name, the algorithm employs a DT
procedure where each decision consists of choosing a new
split variable (a DUV variable) and adding a new proposition
(either the split variable in its positive form or its negated
version ‘‘¬variable’’) to the DT expression. Split variables
are chosen according to their Information Gain (IG), that
is, the expected reduction in information entropy caused by
adding them to the antecedent of the expression. Information
entropy can be thought of as the amount of variance in
a dataset. In our scenario of application, the entropy is
maximum (1) when each time the antecedent is true, we have
a 0.5 probability of having the consequent being also true;
conversely, the entropy is minimum (0) when each time the
antecedent is true, then the consequent is always true or
always false. To be more precise, specification miners use
‘‘conditional entropy’’ often formalized with H (Y | X ) =∑2

i=1 p(xi)H (Y | X = xi) where H (Y | X ) measures the
entropy of a target variable Y (which represents the truth
values of the consequent) given that we know the value of
another variable X (which represents the truth values of the
antecedent after adding the split variable); x1 and x2 are the
positive and negated split variables, respectively.

The algorithm chooses the variable(s) that produces the
highest reduction in entropy (the highest IG) to mine
specifications by using as few variables as possible, avoiding
over-constrained expressions.

We report a minimal but complete example below.
Consider the following dataset S with two input variables a
and b, and one output variable f .

a 0 0 0 1 1 1
b 0 1 1 0 1 1
f 0 0 1 1 0 1
time 0 1 2 3 4 5

First, we calculate the entropyH (S) = −
∑2

i=1 p(si) log2 p(si)
of the entire dataset (the entropy of the consequent). There
are two classes (false: 0 and true: 1) for the output variable f .
From the dataset, we have that f (si = f ) is true 3 times ( 3

6 =

0.5) and f (si = ¬f ) is false 3 times ( 36 = 0.5). Entropy of the
entire dataset S isH (S) = −(0.5 log2 0.5+0.5 log2 0.5) = 1.
The initial mined specification looks like G(? → f ). Next,
we split the dataset based on variable a and calculate the
entropy of each subset. We show below the subset of the
dataset where ¬a is true.

a 0 0 0
b 0 1 1

f 0 0 1
time 0 1 2

The proportions of times in which antecedent true implies
consequent false with ¬a is P(Y | X = ¬a) =

2
3 = 0.67,

and for P(¬Y | X = ¬a) = 1 − P(Y | X = ¬a) = 0.33.
Therefore, H (S¬a) = −(0.67 log2 0.67 + 0.33 log2 0.33) =

0.915
Below, we show the subset where a is satisfied.

a 1 1 1
b 0 1 1
f 1 0 1
time 3 4 5

The proportions of times in which antecedent true implies
consequent false with a is P(Y | X = a) =

1
3 = 0.33, and for

P(¬Y | X = a) = 1 − P(Y | X = a) = 0.67. Therefore,
H (Sa) = −(0.33 log2 0.33 + 0.67 log2 0.67) = 0.915.
Finally, to determine the entropy after choosing split variable
a, we need to do a weighted sum of H (Sa) and H (S¬a). The
weight is the p(xi) part of the conditional entropy formula;
that is, the proportions of instances in which variable xi is
true in the dataset. The weighted entropy for split on a is
H (S|a) =

3
6H (Sa=0) +

3
6H (Sa=1) = 0.916.

If we repeat the procedure for variable b, we obtain
H (S|b) = 1. Finally, we compute the information gain. For
splitting on variable a, the IG isH (S)−H (S|a) = 1−0.916 =

0.084, for splitting on b the IG isH (S)−H (S|b) = 1−1 = 0.
Since the information gain for splitting on a is higher than
for splitting on b, a is the better choice for splitting the
dataset; therefore, the obtained expression after one choice
is G(a → f )
The DT approach was extended [64] by introducing the

concept of Best-Gain Decision Forest (BGDF). DT algo-
rithms select one feature variable with maximum information
gain to partition the dataset. In contrast, the BGDF algorithm
partitions the dataset using all variables with the best IG.

2) MINING WORD-LEVEL SPECIFICATIONS WITH DECISION
TREES
Goldminer was extended in [68] to integrate static analysis
more deeply into the assertion mining process with the main
goals of I) better guiding the selection of features to reduce
spurious assertions I) addressing the limitations of bit-level
assertions by proposing a methodology for discovering word-
level features.

In particular, static analysis focuses on the most relevant
features within the source code of the RTL design that are
likely to influence the behavior of the target signals. This
process involves the following key aspects.

• Cone of Influence (COI) analysis: this process identifies
the subset of signals that can affect one another during
execution. This analysis allows us to preemptively infer
chains of ‘‘cause-effect’’ patterns, greatly reducing the
search space of the algorithm. For example, if the target
signal is the output of a multiplier in the arithmetic unit,
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the COI analysis would identify all input signals and
intermediate signals (such as the results of preceding
addition operations) that could influence this output.
Signals outside this influence cone, such as unrelated
control signals, would be excluded from consideration.
From a technical point of view, this process requires
building and analyzing the Control Data Flow Graph
(CDFG) of the DUV.

• Use-Definition Chain (UD-Chain) analysis: for each
signal within the COI, the tool traces its use-definition
chain to single out all the definitions (assignments) of
a variable that can reach a particular use without any
intervening redefinitions. This helps in understanding
the propagation of values through the design and identi-
fying critical points where assertions can be generated.
For example, in the arithmetic unit, if a register R holds
an intermediate result used in the target multiplication,
the UD-chain analysis would trace all assignments to R
and ensure that only the relevant definitions (those that
can reach the multiplication operation) are considered.
If R is redefined in another part of the design, those
definitions are excluded.

• Path condition analysis: the tool performs path condition
analysis to determine the conditions under which
different paths in the CDFG are executed. This analysis
helps in understanding the logical conditions that
lead to particular states or behaviors in the design.
Path conditions are used to refine the selection of
features by focusing on those that are relevant under
specific conditions. For example, in the arithmetic unit,
suppose there is a condition that determines whether the
multiplier operates in signed or unsigned mode. Path
condition analysis would identify this condition and
ensure that assertions are generated considering both
modes. For instance, assertions might specify that under
the signed mode, certain input ranges produce specific
output ranges.

The tool ranks the features in the DT according to their
relevance and impact on the target signals: features more
influential in determining the target signal behavior are given
higher priority.

In single-bit assertion generation, the target boolean
variable bv can have one of two values: 0 and 1. Therefore,
the proposition in the consequent for any bit-level target
variable can only be b = 0 or b = 1. However, at the
word level, the variables can have many possible values (bit-
vectors). Deciphering all these values may lead to too many
assertions, many of which could be irrelevant. Hence, the
word-level predicate itself is provided as a target for the
learning algorithm. In other words, the word-level expression
is given to the DT as an additional complex proposition.

Here is how Goldminer performs word-level feature
discovery. To simplify the exposition, we will refer to a
running example involving the Verilog RTL design shown in
Listing 1.

LISTING 1: Source code of the Goldmine running example.

The procedure follows the steps reported below.

1) Identifying word-level targets. The first step involves
identifying word-level output variables in the RTL code
that are assigned constant values. These assignments
are analyzed to determine word-level predicates that
serve as targets for assertion generation. In the running
example, variable alu_op is assigned constant values
ALU_NOP, ALU_IMM , ALU_OR, and ALU_ADD;
therefore, the following assignments could be used
as word-level targets: alu_op == ALU_NOP,
alu_op == ALU_IMM and so on.

2) Discovering word-level features. The process considers
all word-level conditional expressions within the logic
cone of the targets identified in the previous step.
In the running example, consider the COI for the target
id_insn[31 : 26] == OR32_ORI .
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In this case, we would have to consider all conditions
and signals that might affect the target, such as
rst || flushpipe, !id_freeze, if _insn, and so on.
After that, instead of using all predicates in the COI,
the process refines them using a simulation-guided
Weakest Precondition (WP) computation. The purpose
of identifying the WP is to efficiently determine the
minimal set of conditions necessary for the target to
occur. The WP computation refines the set predicates
to those that are strictly necessary, leading to a simpler
and more efficient analysis.
To compute the WP, first determine the initial
conditions under which the target predicate is true.
That would be id_insn[31 : 26] == OR32_ORI
in the running example. The paper proposes both
a static and a simulation-based version to compute
the WP. However, the static version suffers from
scalability issues; therefore, we describe only the
simulation-based version below.
First, run simulations on the RTL design using directed
or random testbenches (in literature, symbolic simula-
tion is often employed instead to quickly generate high-
coverage tests) to generate simulation traces and record
the concrete paths taken during the simulation. Each
path consists of a sequence of executed statements.
For example, consider the following path, where each
number is the line of the executed statement in
Listing 1.

Clock First Second
cycle block block
1 (11,12) (21,22)
2 (11,13,14) (21,23,26,32)
3 (11,13,16) (21,23,26,27,29)

In particular, in the first cycle, the reset is high. In the
second cycle, register id_insn is loaded with the value
of input if _insn (line 16). Finally, ex_freeze, id_free,
and flushpipe are all low, and line 29 is reached in the
second block.
After that, for each simulation path that reaches the
target predicate (line 29 in the running example),
perform backward substitution to trace the conditions
leading to the target predicate. That involves identi-
fying the assignments to the variable in the predicate
and substituting the assignments backward along the
simulation path to express the predicate in terms of
earlier states or inputs.
First, identify the initial predicate at cycle 3. The target
predicate is id_insn[31 : 26] == OR32_ORI which
requires !rst , !(id_freeze ∥ flushpipe) and !ex_freeze
to be true. Next, perform backward substitution for
cycle 2. id_insnid is assigned the value of if _insnif
at line 14 if !(rst || flushpipe) and !id_free are true.
Moreover, for id_insn[31 : 26] == OR32_ORI to be
true in cycle 3, if _insn[31 : 26] == OR32_ORI must
be true in cycle 2.

The procedure terminates here since the target predi-
cate is completely justified using conditions from the
inputs. The final conditions are

!(rst || flushpipe) && !id_freeze &&

if _insn[31 : 26] == OR32_ORI

followed by

!rst && !(id_freeze || flushpipe) && !ex_freeze

in the next cycle.
3) Removing redundant propositions. After discovering

word-level features, a post-processing step is applied to
remove redundant propositions. This involves checking
for mutually exclusive features and eliminating over-
laps that might lead to over-constrained or meaningless
assertions. For example, if features like state[15 : 0] =

S1 and state[15 : 0] = S2 are mutually exclusive, the
proposition !(state[15 : 0] = S2) can be removed to
simplify the assertion.

Finally, the simplified word-level features and targets
are instrumented back into the RTL code, which is then
re-simulated to generate new traces. These traces are fed into
the DT algorithm to generate word-level assertions following
the aforementioned approach. For example, if the target
signal is alu_op, and the word-level feature discovered is
id_insn[31 : 26] == OR32_ORI , after re-simulation, the
new trace will contain an additional split variable reporting
the values for each clock cycle of if _insn[31 : 26] ==

OR32_ORI .

3) DECISION TREES AS OPERATORS
With respect toGoldminer, HARM [61] proposes amore flex-
ible approach that allows the use of the DT algorithm in more
complex and customizable templated scenarios. In HARM,
the user can insert ‘‘DT operators’’ in the antecedent of a
template of the form G(antecedent → consequent) where
both the antecedent and the consequent can be customized
using all LTL+SERE operators. A Decision Tree Operator
(DTO) is a special type of temporal (or propositional)
placeholder that can be instantiated by using a DT algorithm.
Currently, HARM implements three DTOs:

• ..&&.. to generate an ‘‘and expression’’,
e.g. v1 && v2 && . . . && vn

• ..##N.. to generate a ‘‘chain of nexts’’,
e.g. v1 ##1 v2 ##1 . . . ##1 vn

• ..#N&.. to generate a ‘‘chain of nexts of and expres-
sions’’, e.g. v1 && v2 ##1 v3 && . . . ##1 . . . .

DT operators are extremely flexible: for instance, the
user can apply the DT algorithm by using a complex
and partially instantiated template such as G({prop1[=
1] ##7 prop2 ##1 ..&&..)[∗3]} → con) where ..&&.. is
the DTO that needs to be filled through a DT algorithm
and each propi are user-defined variables. Note that by using
the template G(..#N&.. → X [k](target)), HARM generates
assertions of the same form as Goldminer. Furthermore,
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HARM extended the concept of BGDF by introducing a user-
defined ‘‘Effort’’ parameter to specify how many and which
split variables to choose among those that provide the best
gain.

HARM was extended in [65] to automatically generate
specifications containing both the temporal dimension of
LTL and the complexity of non-Boolean expressions. This is
similar to the extension proposed in Goldminer to mine word-
level assertions; however, since HARM doesn’t employ the
source code of the DUV, the method exploits a pure dynamic
and unsupervised method based on clustering. Starting from
a set of simulation traces of the DUV, the approach generates
expressions of the form c = ne, c ≤ ne, c ≥ ne,
cl ≤ ne ≤ cr , where c, cl , cr are constants of numeric
type, and ne is a numerical expression predicating over the
variables of the DUV. These expressions are then used as new
features in the DT algorithm. The entire procedure involves a
few steps: extracting Interesting Values (IVs) from the trace,
clustering these values using k-means [166], and determining
the optimal number of clusters with the elbow method. These
steps enable the translation of numerical data into logical
propositions that can be used in temporal logic assertions.
Below, we provide a detailed explanation of each step using
a minimal example.

Consider a trace with the following values for variable a:

time 0 1 2 3 4 5 6 7 8 9 10 11 12
a 0 0 0 0 10 0 11 13 0 0 201 199 203

The first step is to extract IVs, which are numeric
values from the trace that are crucial for forming mean-
ingful propositions. IVs can be extracted based on their
significance in the execution trace, especially focusing on
points where changes in the variable a significantly impact
the behavior of the system. Let us assume that from the
given trace, the interesting values of a are {10, 11, 13, 201,
199, 203}.

After that, k-means is applied to partition the IVs into
k clusters. Since the number of clusters is not typically
known in advance, the approach employs the ‘‘elbow
method’’ to determine it. This method involves running the
k-means algorithm multiple times and measuring how the
Within-Cluster Sum Of Squares (WCSS) decreases as k
increases. The WCSS is usually computed as WCSS =∑k

i=1
∑

x∈Ci (x−µi)2, where µi is the mean of the ith cluster
Ci. The elbow point, where the reduction in variance plateaus,
indicates a suitable number of clusters. A user-defined
threshold is used to algorithmically identify this elbow;
therefore, the process continues until the variance reduction
falls below this threshold. In the example, we compute the
WCSS for k = 1, 2, 3 and a threshold th equal to 0.5
(50%). For k = 1, all values are in one cluster. The centroid
mean is ≈ 106.17 and the WCSS is ≈ 9262.03. For k =

2, the IVs are divided into two clusters: {10, 11, 13} and
{201, 199, 203} and the WCSS is ≈ 12.64. For k = 3,
the clusters are {10, 11}, {13} and {201, 199, 203} and the
WCSS is ≈ 8.5. Reduction from k = 1 to k = 2 is

significant: 54148.4−12.6467
54148.4 ≈ 0.9998 (99.98%); reduction

from k = 2 to k = 3 is below the 50% threshold 12.6467−8.5
12.6467 ≈

0.3279 (32.79%). Given the threshold th of 0.5, the reduction
from k = 2 to k = 3 is not significant enough. Thus, the
optimal number of clusters is k = 2, leading to the generation
of propositions 10 ≤ a ≤ 13 and 199 ≤ a ≤ 203.

4) DECISION TREES AND SAT SOLVERS
Neider and Gavran [60] proposed a tool called sam-
ples2LTL/FLIE that integrates various supervised techniques
to mine LTL properties from labeled traces, including SAT-
based learning and DT approaches. The proposed tool tries
to achieve the following goal: given S a set of positive and
negative traces, learn an LTL formula φ that is consistent
with S in the sense that all positive traces satisfy φ and all
negative traces violate φ. Positive traces contain correct sys-
tem behaviors, whereas negative traces represent unwanted
behaviors. First, the tool reduces the mining problem into a
series of satisfiability problems in propositional logic to find
small LTL formulas. Then, the generated LTL formulas are
used as features of a DT procedure to generate more complex
specifications.

First, the procedure encodes the specification mining
problem into a SAT problem. The goal is to construct the
propositional formula 8S

n following two properties: (I) 8S
n

is satisfiable if and only if there exists an LTL formula of
size n (i.e., with n subformulas) that classifies the input traces
correctly; (II) a model of 8S

n contains sufficient information
to construct such an LTL formula. The key idea of 8S

n
is to encode the syntax Directed Acyclic Graph (DAG) of
an unknown LTL formula ϕ⋆ with n subformulas and then
constrain the variables of 8S

n such that ϕ⋆ is consistent with
the input traces in S. A syntax DAG represents the structure of
an LTL formula, where each node in the DAG is a subformula
or operator, and each edge represents the application of an
operator to its arguments. As an example, we report below
the syntax DAG of the LTL formula (p U Gq) ∨ (FG q).

Propositional variables are used to label nodes and define
relationships between them. Formula labeling variables (xi,λ)
are true if node i is labeled with λ, where λ is an atomic
proposition or a logical operator (¬,∨,∧,X ,U ,F,G). Child
relationship variables (li,j, ri,j) are true if node j is the left or
right child of node i, respectively.
To ensure that the syntax DAG is valid, the authors impose

several constraints:
• each node must have exactly one label;
• each node (except leaves) must have exactly one left and
one right child;

• all leaves are labeled with an atomic proposition.
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Finally, the author introduces additional constraints to
implement the semantics of the used LTL operators. Once
the mining problem is encoded, the approach starts with
n = 1 and incrementally increases n until the SAT solver finds
a satisfying assignment.When8S

n is satisfiable, the satisfying
assignment corresponds to an LTL formula consistent with
the traces. The most interesting aspect of this approach is
that the structure of the generated LTL formulas is decided by
the SAT solver, freeing the user from the burden of defining
templates.

The SAT-based approach is extended with DT learning.
In this context, a DT is a structure whose inner nodes
are labeled with LTL formulas generated through the SAT
approach, and whose leaves are labeled with either true or
false. The LTL formula represented by such a tree is given
by:

ψt :=

∨
ρ∈P

∧
ϕ∈ρ

ϕ

where P is the set of all paths from the root to a leaf labeled
with true and ϕ ∈ ρ denotes that ϕ occurs on ρ (negated if
the path follows a dashed edge).

To build the DT, apply a standard DT learning algorithm
(e.g., using Gini impurity as a split heuristic). Each internal
node of the tree represents a decision based on an LTL
primitive. Each leaf node represents a classification (true or
false).

An example DT might look like the one below.

This tree represents the following combination of LTL
primitives: if G(p1 → p0) is false, then the overall formula
is false. If G(p1 → p0) is true, then check ¬p1 U G(p0):
if ¬p1 U G(p0) is true, the overall formula (conjunction
of the two formulas) is true. If ¬p1 U G(p0) is false, then
check ¬F(p1): if ¬F(p1) is true, the overall formula is true.
If¬F(p1) is false, the overall formula is false. To be clear, the
sub-tree on the left (in which the leaves are true) represents
the formula

G(p1 → p0) ∧ (¬p1 ∪ G(p0))

∨ G(p1 → p0) ∧ ¬(¬p1 ∪ G(p0)) ∧ ¬F(p1)

The work above was extended in [66] and [67], where
the authors employ a MaxSAT-based approach to explicitly
address the challenge of noise in the data. This method
uses a more generalized variant of MaxSAT, called Partial

Weighted MaxSAT, which allows for the inclusion of soft
constraints with weights. Given a propositional formula with
weights assigned to clauses, MaxSAT solvers try to find a
valuation that satisfies all the hard constraints and maximizes
the total weight of the soft constraints that can be satisfied.
This makes the approach robust against misclassifications in
the dataset, a significant improvement over traditional SAT-
based methods, which are not designed to handle noisy data
effectively.

Riener [167] improved the foundational work of Neider
and Gavran by introducing a topology-guided synthesis
approach using partial DAGs. Riener’s approach employs
DAG topologies to direct the synthesis procedure. Rather
than formulating the issue as a single, large SAT instance,
this method divides it into several smaller, independent
subproblems. Each subproblem corresponds to one possible
DAG topology structure that is then solved independently and
in parallel.

Other works proposed similar approaches employing SAT
solvers to mine LTL specifications that exactly separate pos-
itive and negative examples. Camacho and McIlraith [168]
have developed an SAT-based approach, utilizing counter-
free Alternating Finite Automata (AFA) as a foundation.
While AFA and LTL appear different on the surface, the
subclass of counter-free AFA is equivalent to LTL in terms
of expressive capabilities. This equivalence is carefully
examined in their work.

For a more in-depth analysis of SAT-based approaches,
we refer to [16].

E. NATURAL LANGUAGE PROCESSING
This section focuses on approaches for generating speci-
fications by parsing and analyzing human language input.
This involves using Natural Language Processing (NLP)
techniques to understand and interpret text. By applying these
techniques, NLP systems can transform unstructured text
into structured data that can be used for various applications
such as requirements engineering, document summarization,
or data extraction. In this section, we report the main variants
of this technique to generate LTL specifications.

1) NATURAL LANGUAGE PROCESSING USING LONG
SHORT-TERM MEMORY (LSTM)
Patel et al. [76] presented a NLP approach that focuses on
LSTM models. The methodology is designed to transform
natural language instructions into LTL specifications for
controlling robotic systems. It aims to translate movement
commands, which start as natural language descriptions,
into formal specifications based on a set of ground truth
trajectories (accurate reference paths used to guide or train
the system). For example, a command like ‘‘Walk straight
until the intersection, then turn left’’ would be converted into
an LTL expression. To achieve this, the approach utilizes an
LSTM encoder-decoder model.
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The encoder processes the input sentence to create
contextualized representations, providing a compact input
representation. A contextualized representation refers to how
the model encodes the meaning of a word, token, or sequence
based on its surrounding context. Imagine you’re generating
a sentence word by word, starting with ‘‘The cat’’. When
predicting the next word, say ‘‘runs’’, the decoder forms
a contextualized representation of ‘‘runs’’ by taking into
account the context provided by ‘‘The’’ and ‘‘cat.’’ This
allows it to understand that ‘‘runs’’ in this context refers to
the cat moving quickly, as opposed to other meanings of the
word, such as operating a machine or managing a business.

The encoder is a bidirectional LSTM, typically used in the
machine learning community to analyze data sequences, like
text or time series. Unlike regular models that only look at
data in one direction (from past to present), a bidirectional
LSTM looks at the data forward and backward to help
the model understand the context and make more accurate
predictions.

The decoder generates tokens of the LTL expression
sequentially (in practice, creating the complete LTL spec-
ification) by analyzing the output of the encoder. It is a
feed-forward network with attention mechanisms. In a basic
feed-forward network, information flows in one direction,
from input to output. When combined with an attention
mechanism, the network can identify and concentrate on
the most relevant parts of the data. This ability to prioritize
important information makes the model more effective at
translating text and recognizing speech.

The encoder-decoder system learns to translate the natural
language specifications into LTL formulas during the training
phase: the input trajectories are used as ground truth to
supervise the model’s training by providing a reward if the
model correctly generates tokens (i.e., parts of the LTL
specification) that respect the trajectories.

Finally, once the model is trained, it can be used by the
robot to learn and map between natural language and LTL
specifications.

A more recent approach based on LSTM has been
presented by Cherukuri et al. [92]. Here, contrary to the
previously described approach, the LSTM encoder-decoder
model is used to translate LTL to natural language sentences.

2) CHATBOT-BASED NLP
Keszocze and Harris [80] presented a Chatbot-Based NLP.
Their methodology employs Google Dialogflow [169],
a chatbot framework, to simplify extracting assertions
from natural language hardware specifications. It lever-
ages Dialogflow to train a model that recognizes various
natural language expressions of properties and generates
corresponding SystemVerilog assertions. The system’s core
is the assertion generator, which communicates with an
agent running Dialogflow servers. This agent needs to
be trained using a dataset of annotated sentences, which
are natural language sentences labeled with the intent

(e.g., equality, implication) and the parameters(e.g., signal
names) of the corresponding LTL specification that are
expected to be mined. The model then can generalize
and recognize sentences that are not already known. The
assertion generator sends natural language statements to
the Dialogflow agent that breaks down each sentence into
intents and parameters, which are then used to create the
assertions. The different types of intents are as follows. The
implication operator → is typically recognized by the words
‘‘if’’, ‘‘then’’, and ‘‘when’’. The conjunction operation &&
is recognized by the words ‘‘and’’ and ‘‘also’’. Equality,
represented by ==, is recognized by phrases such as ‘‘is’’,
‘‘is the same as’’, and ‘‘must be’’. Inequality, expressed as
! =, is recognized by phrases like ‘‘is not’’ and ‘‘must not
be’’. Stability, corresponding to the SystemVerilog function
$stable(), is recognized by the phrase ‘‘must be stable’’. The
expression == 1 is recognized by phrases like ‘‘must be
asserted’’ and ‘‘is asserted’’. The SVA s_until operator is
recognized by the word ‘‘until’’.

Finally, the assertion generator constructs the correspond-
ing SVA based on the identified intent and parameters.

3) LLM-BASED NLP
Aditi et al. [82] utilize fine-tuned Large Language Models
(LLMs) to automate the conversion of natural language
specifications into validated SVAs. The first step of the
methodology is to tune the CodeT5-Large-Python [170]
and PLBart [171] models on a custom dataset of natural
language specifications and corresponding SVAs. Once fine-
tuned, the models generate multiple candidate SVAs from the
input specifications. To ensure the accuracy of the generated
SVAs, each is translated back to English using another set
of fine-tuned models. The back-translated English statement
is then compared with the original specification to assess its
accuracy. If the two statements are sufficiently similar, the
SVA is considered valid. To ensure consistency, the English
statements from the back-translation are used to regenerate
SVAs. The similarity between the original SVA and the
regenerated SVA is computed using cosine similarity [172],
measuring how closely the generated SVA matches the
intended specification. This ensures that the final assertion
is syntactically and semantically aligned with the original
specification.

4) NLP THROUGH LIFTED TRANSLATION
Liu et al. [90] presented lang2LTL, a methodology to convert
natural language navigational commands into LTL specifica-
tions. The approach consists of three main steps: referring
expression recognition, referring expression grounding and
lifted translation, each described hereafter.

• Referring expression recognition: The first step is
identifying noun phrases and proper names that refer to
specific landmarks or propositions. This is achieved by
promptingGPT-4with task descriptions and examples to
recognize referring expressions. For example, consider
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the command u = ‘‘Go to the store on Main Street
but only after visiting the bank’’. This step would
identify ‘‘the store on Main Street’’ and ‘‘the bank’’ as
landmarks. These substrings are also known as referring
expressions.

• Referring expression grounding: The second step
maps each referring expression to known landmarks.
This step is needed because the user could refer
to the same landmark using different expressions
in natural language. To achieve this, each referring
expression previously extracted is associated with a
proposition identifier by calculating the similarity of
their embedding. The embedding, which is a numerical
representation capturing the semantic information of a
specific landmark, such as its street name and nearby
amenities, is calculated by a LLM. The referring
expression ‘‘the store on the main street’’ could, in this
way, be associated with the proposition ‘‘Walmart’’.

• Lifted translation: Each mapped proposition is also
associated with a placeholder string. The referring
expression is then substituted in the natural language
sentence by this placeholder. The relationship between
the original proposition is unique, meaning that after
translation, it is always possible to go back to the initial
proposition. The lifted translation module uses T5-Base
and GPT-3 models, fine-tuned with supervised learning,
to generate LTL formulas in prefix format. After the
substitution, command u would become ‘‘Go to A but
only after visiting B’’ which the translation module will
transform into formula φ = F(A) ∧ (A U B).

Once the translation has been completed, the placeholders
are substituted again with the propositions through the
aforementioned mapping, obtaining the final LTL formula
representing the robot command.

5) INTERACTIVE LLM-BASED NLP
Cosler et al. [91] presented a methodology to translate
unstructured natural language into LTL. The approach
leverages LLMs to generate sub-translations, which are
refined via ‘‘human-in-the-loop’’ interactions. One of the
key components of this approach is the decomposition of
the natural language input into ‘‘Sub-translations’’. These
are smaller, meaningful fragments of the original sentence
mapped to a logic subformula. For example, consider the
sentence: ‘‘Globally, grant_0 and grant_1 do not hold at
the same time until it is allowed’’, in this case, the phrase
‘‘do not hold at the same time’’ might be mapped to the
subformula ¬(g0 ∧ g1). The decomposition is automatically
performed by the underlying LLM, which generates potential
sub-translation starting from the input phrase. The user
can correct errors or resolve ambiguities in the provided
sub-translations by reviewing, editing, adding, or deleting
them. The LLM is guided in the generation by few-shot
prompting, where a small number of examples are provided
within the prompt to demonstrate the desired pattern. The

model generates sub-translations and the final LTL formula
based on the prompt. The user can then reiterate the
refinement process by modifying the sub-translations as
described before until satisfied with the generated formula.

6) NATURAL LANGUAGE PROCESSING THROUGH
GRAMMAR
Harris C. and Harris I. introduced GLAST (Grammar
Learning for Assertion Translation) in [74]. GLAST is a
machine-learning based approach that transforms natural
language specifications into hardware assertions using an
attribute grammar, a formal grammar that assigns attributes to
the production rules of a context-free grammar [173]. These
attributes capture the semantic meaning of the grammar’s
symbols and are critical for translating English sentences into
SVAs.

The methodology starts with a learning set consisting of
natural language sentences, their corresponding SVAs, and
a list of signal names used in the design. For instance,
the natural language specification ‘‘If rst is high, bvalid
should be low’’ might be paired with its corresponding SVA
always(rst == 1 → bvalid == 0).
The process begins by creating a token symbol for each

unique word in the sample sentences, forming the starting
grammar. Attribute values are then assigned to these tokens
based on an initial mapping provided by the user, which could
include attributes like signal names or specific functions. For
example, ‘‘RESET’’ might be mapped to the signal name
attribute [RESET].

After the unique words are tokenized and their attributes
assigned, each sentence is converted into a top-level produc-
tion by replacing the words with their corresponding tokens.
At this stage, the sentence structure is represented in terms
of tokens rather than words. Each top-level production is
associated with an attribute that corresponds to the SVA of
the original sentence.

Next, the attribute values are used to map the tokens in
the SVA. Words or symbols in the SVA that match the
attribute values of the tokens are replaced with appropriate
attribute references. This allows the system to generalize
the relationship between the natural language sentences and
the corresponding SVAs, enabling the translation of unseen
sentences using the same grammar.

For instance, consider the following initial grammar.

P0 ≡


S0 → S1 S2 S3 S4 S5 S6 S2 S3 S7
S0.a = [always(S1.a S3.a S4.a

S5.a S6.a S3.a S7.a)]

P1 ≡

{
S1 → RESET
S1.a = [RESET]

P2 ≡

{
S2 → should
S2.a = [ ]
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P3 ≡

{
S3 → be
S3.a = [==]

P4 ≡

{
S4 → high
S4.a = ["1"]

P5 ≡

{
S5 → →

S5.a = [→]

P6 ≡

{
S6 → BVALID
S6.a = [BVALID]

P7 ≡

{
S7 → low
S7.a = ["0"]

In this example, the top-level production attribute (S0.a)
corresponds to the SVA generated from the sentence in
the learning set. The grammar assigns specific attributes
(e.g., ‘‘==’’, ‘‘1’’) to words like ‘‘be’’ and ‘‘high’’, which
map to tokens like S3.a and S4.a. The original learning-
set specification, ‘‘RESET == 1 → BVALID == 0’’, can
be generated starting from the top-level production attribute
(S0.a) by resolving the attribute references in the rules
of the grammar, e.g., substituting S1.a with RESET from
production P1.

Once the initial grammar is created, the search space is
explored using a beam search technique [174]. During this
process, a small set of candidate grammars is retained in a
structure called a beam. The grammars are evaluated and
pruned based on the Minimum Description Length (MDL)
heuristic, which favors more compact grammars that can
parse the learning set efficiently.

The process continues through three main stages: merge,
chunk, and augment. In the merge stage, words that can be
used interchangeably, like signal names, are combined into
new non-terminal symbols, generalizing the grammar. In the
chunk stage, commonly occurring sequences of words, such
as ‘‘should be’’, are grouped into new non-terminals, reducing
grammar specificity. Finally, in the augmentation stage, new
symbols are added to further generalize the grammar.

The algorithm iterates through these stages, evaluating
candidate grammars using the MDL heuristic and selects the
best grammar based on its ability to compactly represent the
learning set. The final grammar can then be used to translate
new sentences from the specification into SVAs.

7) NATURAL LANGUAGE PROCESSING USING PARSERS
This technique integrates domain-specific glossaries,
advanced parsing techniques, and semantic analysis to
translate natural language into structured formal logic. The
goal is the generation of accurate specifications by addressing
ambiguities, identifying key semantic elements, and using
predefined templates. The main idea is to use a parser to
transform the natural language specifications into a tree-like
structure used to create the final specifications. The basic
steps of this technique are reported hereafter.

• Preprocessing: the process begins with preprocessing,
where natural language sentences are standardized
using a domain-specific glossary. This glossary includes
commonly used terms and their synonyms to ensure
consistency. A predefined list of terms for controlled
languages aligns the natural language with the required
syntax and semantics for formal specification. Con-
trolled languages are a subset of natural languages
obtained by restricting grammar and vocabulary to
reduce or eliminate ambiguity and complexity.

• Parsing: in the parsing phase, sentences undergo syn-
tactic analysis using tools like the Stanford parser [175].
This step identifies grammatical structures and syntactic
dependencies, which are crucial for understanding the
logical and temporal relationships within the specifi-
cations. Domain-specific optimizations are applied to
resolve ambiguities, resulting in an accurate parse tree.

• Intermediate Representation (IR) generation: after
parsing, the refined parse tree is transformed into
a tree-like intermediate representation IR. This IR
captures essential semantic information, distinguishing
between triggers and effects and unary and binary
temporal operators. Semantic parsing is performed
in controlled languages using regular expressions or
dependency graphs to create a structured representation.

• Specification generation: the IR is then used to gener-
ate the formal specification. Simple clauses in the IR are
matched to predefined templates to create propositions.
These propositions are combined using logical and
temporal operators to form a complete specification.
Logical fragments are synthesized into comprehensive
logical forms, ensuring that all aspects of the natural
language specification are accurately represented. The
IR or logical forms are subsequently translated into
formal specifications, such as LTL formulas or SVAs,
using predefined syntax and templates.

Different variations exist to accommodate specific use
cases; in [77], the technique is integrated with a glossary
specific to smart home applications, allowing the methodol-
ogy to achieve higher precision in synthesizing properties for
this context. In [83], after the LTL formulas are generated
from the IR, they are checked using a model-checking
approach. This involves translating the formulas into Büchi
automata and checking the emptiness of their intersection
to ensure no contradictions exist among the requirements.
In [86], the authors built a controlled word list, which is a
collection of words that correspond to SVA syntax keywords
in order to facilitate the translation into SVAs. In [88], the
authors explore the problem of synthesizing LTL formulas to
control the movement of robots. The parser-based approach
is extended to provide feedback to the user. In fact, if the LTL
specifications are not synthesizable (i.e., the robot cannot
create a valid plan to execute the task with the provided
constraints), the system uses SAT-solving to identify the
minimum unsynthesizable cores, which represent specific
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parts of the specification causing a failure. Once the critical
parts are identified, the causes of the failure are reported to
the user.

F. COMPOSITION
Composition is one of the most popular techniques across all
reviewed papers. However, that is not surprising, considering
that most specification mining algorithms naturally include
compositional aspects, for example, to merge the states of
an automaton or to build more complex specifications from
simpler formulas. In this section, we report a relevant subset
of approaches where the compositional aspect is the main or
one of the main themes in the respective papers.

1) MODEL FISSION AND FUSION
Le et al. [47] propose a tool called SpecForge to combine the
results of multiple automata specification miners through a
technique called ‘‘model fission and fusion’’. The approach
involves three main steps: model construction, fission, and
fusion.

In the model construction phase, the process generates
several FSAs using existing specification mining tools
from the execution traces of the same DUV. In particular,
SpecForge employs seven different specification miners:
1-tails and 2-tails, CONTRACTOR++, SEKT 1-tails, SEKT
2-tails, and TEMI (optimistic and pessimistic).

After that, the fission step breaks down each FSA into
smaller LTL formulas. In particular, SpecForge employs
6 different binary LTL templates (e.g., G(P0 → XFP1))
and checks all couples of trace events (using the SPIN model
checker [176]) to determine which properties are satisfied by
the FSAs. Then, the tool must single out the most relevant
LTL constraints from the large set generated. To achieve that,
SpecForge uses a heuristic that selects a constraint if it is
satisfied by at least N FSAs: if N = 1, then the approach
considers all constraints (Union), and if N is equal to the
number of FSAs, then only the constraints satisfied by all
FSAs are considered (Intersection).

Finally, in the fusion phase, the selected constraints are
fused back together to create a new, more accurate FSA.
In particular, the selected constraints are translated back into
simple FSAs, which are then combined using automaton
intersection to form a unified FSA.

2) NAIVE ITERATIVE COMPOSITION OF BASIC PROPERTIES
The paper in [48] presents a simple tool called Dianosis
to iteratively generate complex specifications from HW
traces. First, the tool generates basic properties by testing
all combinations of DUV variables on the input traces
using the well-known Open Verification Library (OVL)
[177] assertion templates, such as the ‘‘increment checker’’
(analyzes whether a signal behaves as an increment counter)
and the ‘‘one-hot checker’’ (identifies if a bus has only one
bit set to ‘‘1’’ at any given time). Only candidates that hold
true on the entire input trace are used in the subsequent step.

In the second phase, the methodology attempts to combine
the validated basic properties to form more complex ones.
These combinations consider temporal dependencies and
other logical relationships between the basic properties.
Starting with a set of validated basic properties P =

{p1, p2, . . . , pk} from the previous step, generate a set of
complex properties C starting from step 1.

1) For each pair of basic properties pi and pj in P (where
i ̸= j): create a new property candidate cij by applying
temporal dependency operators (e.g., conjunction ∧,
disjunction ∨, mutual exclusion, sequential order) to
combine pi and pj. If the new candidate holds true on
the input traces, add it to the set of complex properties:
C = C ∪ {cij}.

2) If new properties were added, then update the set of
properties to be combined P = C and go back to step 1.
Otherwise, if no new properties were added, terminate
the process as no further valid property combinations
can be generated.

3) COMPOSITION OF MICROPATTERNS USING
COMPOSITION RULES
Gabel and Su [42] propose a tool called Javert to compose
micropatterns in the form of FSAs using logical inference
rules. First, the tool generates a set of binary micropat-
terns using Binary Decision Diagrams (BDDs) (more on
this in section VI-G) following two templates: alternating
sequences (e.g., (ab)∗) and resource usage patterns (e.g.,
(ab ∗ c)∗). After identifying the micropatterns, the next
step is to combine them into more complex patterns. The
process iteratively applies four composition rules: expansion,
intersection, branching, and sequencing (the latter two are
called ‘‘inference rules’’ in the paper). The entire process
repeats in a loop (expansion, intersection, and inference
rule application) until the set of patterns stabilizes, and no
further compositions can be derived. The employed rules are
summarized below.

• The expansion rule widens the detected micropatterns
to include additional events that may occur in the
trace but were not part of the original micropattern’s
alphabet: each micropattern’s recognized language is
expanded to account for additional symbols that may
interleave between the events of the micropattern. For
example, suppose we have a basic pattern recognized
by the automaton A for the sequence (open close)∗ with
alphabet 6 = {open, close}. If the larger alphabet 6′

=

{open, close, log, connect}, the expansion E6′ (L(A))
would allow interleaving ‘‘log’’ and ‘‘connect’’ events
between the ‘‘open’’ and ‘‘close’’ operations. The
expanded language might now include sequences
like: E6′ (L(A)) = {open log close, open connect close,
open log connect close} while the core ‘‘open close’’
pattern is preserved.

• The intersection rule creates a new automaton by com-
puting the intersection of their expanded languages. This
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intersection corresponds to sequences in which both
patterns are satisfied simultaneously. The intersection
automaton is constructed by taking the product of the
expanded automata. For example, consider two patterns,
(open read ∗ close)∗, and (open (write | read)∗ close)∗.
The intersection of these patterns over the same trace
could yield a combined pattern where both sequences
must occur; the resulting patternmight be something like
(open read ∗ close)∗.

• The branching rule combines patterns that share the
same starting and ending states but differ in the internal
sequence of events. If two patterns (aL∗

1b)
∗ and (aL∗

2b)
∗

are found, they can be combined into (a(L1 | L2)∗b)∗.
For example, consider the patterns (open close)∗ and
(open seek ∗ close)∗. The branching rule allows
these to be combined into a pattern representing either
possibility: (open (close | seek ∗ close))∗. This captures
the idea that after opening, you can either directly close
or perform a seek before closing.

• The sequencing rule combines patterns that can
be sequenced, where the end state of one pat-
tern matches the start state of another. For patterns
(aL1b)∗ and (bL2c)∗, the resulting composition is
(aL1bL2c)∗. For example, consider the following pat-
terns, (connect open)∗, and another where ‘‘open’’ is
followed by ‘‘close’’ (open close)∗. By applying the
sequencing rule, these patterns can be combined into
(connect open close)∗, capturing the sequence where
‘‘connect’’, ‘‘open’’, and ‘‘close’’ occur in that order.

4) PATTERN CHAINING
Pattern chaining is a technique that sequentially combines
simpler inferred patterns into more complex sequences.
Imagine you’re observing a sequence of events in a program’s
execution, like a series of method calls. Each method call
might have a certain pattern, such as ‘‘whenever event A
happens, event B must follow’’. Pattern chaining looks for
such simple relationships and tries to link them together into
a larger chain, creating a more comprehensive description
of the program’s behavior. In the context of the Perracotta
tool [44], the process begins with the inference of simple
two-event temporal properties using a pre-defined set of
templates (see section VI-B). Once these simple properties
are identified, the chaining process logically combines
related two-event properties into a longer sequence or chain.
Specifically, if the inference process identifies that event A
must be followed by event B (A ⇒ B) and event B must
be followed by event C (B ⇒ C), the chaining technique
would combine these to form a longer chain A ⇒ B ⇒ C .
This chaining not only reduces the number of properties that
need to be considered but also provides a more complex and
comprehensive understanding of the program’s behavior.

5) COMPOSITION OF INVARIANTS
Several works employed the Daikon tool (or other approaches
to generate invariant, see section VI-B) to generate a set of

non-temporal specifications and use them to build more com-
plex temporal or non-temporal specifications. Bertasi et al.
[53] propose an approach that mines specifications of the
fromG(antecedent → consequent) by composing invariants.
First, the process generates a set of potential antecedents by
identifying initial conditions from the execution traces that
could potentially lead to interesting properties. Antecedent
collection involves analyzing subsequences of the execution
trace, looking for invariants that hold true in one subsequence
but not in the next. This step identifies points where
significant changes occur in the system, marking them as
potential antecedents. For example, if at one point in the
execution trace, a variable x consistently equals 1, and this
condition no longer holds in the subsequent part of the
trace, the change (from x = 1 to x ̸= 1) is flagged
as a potential antecedent. After that, the process mines
the consequent, specifying what conditions are expected
to follow the mined antecedents. The paper defines three
temporal patterns to mine the consequent: next, until, and
alternating. The approach employs a series of algorithms
to identify invariants in meaningful subtraces that can be
used to fill the placeholders of the aforementioned templates.
For each antecedent, the execution trace is examined to see
if it matches any of the temporal patterns with a possible
consequent. If a matching consequent is found, a property is
generated.

For example, for the ‘‘next’’ template, consider the case
in which we need to find a consequent for the partially
instantiated templateG(x = 0 → XP0), whereP0 needs to be
filled with invariants. First, we must identify the subtrace S ′

of the input execution trace, where the antecedent candidate
x = 0 is consistently true. The miner then searches for a
consequent that holds at each simulation instant immediately
following the instants in S ′. If, during the mining process, it is
found that whenever x = 0 in the current instant, x ≥ y holds
in the next instant, the property G(x = 0 → X (x ≥ y))
is generated. A similar approach generates specifications
following the ‘‘until’’ and ‘‘alternating’’ templates.

G. OTHER TECHNIQUES
In this section, we discuss other notable mining techniques
that do not fit neatly in the aforementioned categories and are
underrepresented to warrant their own category.

1) MINING LTL SPECIFICATIONS WITH GRAPH NEURAL
NETWORKS
Luo et al. [130] proposed a novel method for mining
LTL specifications using Graph Neural Networks (GNNs),
leveraging their natural ability to handle structured data in
the form of graphs. These networks operate by leveraging
a message-passing mechanism where each node aggregates
information from its neighbors through successive layers,
allowing the network to learn complex patterns.

The approach begins by transforming sequences into
linear graphs. In this graph-based representation, each node
corresponds to an individual token from the sequence. Each
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token represents a discrete event or data point within the
sequence, such as a specific action or system state. Edges in
the graph denote the sequential progression from one token
to the next, establishing a directional flow that mirrors the
temporal order of the sequence. Each node in the graph is
associated with a feature vector. This vector encodes both
the logical properties and temporal relations pertinent to
each token, enabling the GNN to effectively analyze and
learn from the structure and dynamics of the sequence.
The GNN is trained on a dataset labeled as S = (P,N ),
where P consists of positive examples and N consists of
negative examples. These examples are sequences whose
tokens collectively satisfy or violate specific specifications,
demonstrating desired or undesired behaviors, respectively.
Through training, the GNN learns to classify new sequences
by predicting whether their overall arrangement of tokens
satisfies the given specifications, leveraging the encoded
information within the nodes’ feature vectors.

While Luo et al.’s method provides a novel way to apply
GNNs to the problem of LTL specification mining, it faces
significant limitations. The primary limitation is that the
formulas derived from the model do not always accurately
capture the behavior learned by the GNN, due to a disconnect
between the neural network’s pattern recognition capabilities
and the semantics of LTL formulas.

To address these limitations, Wan et al. [131] introduced
an enhanced GNN architecture that incorporates ‘‘faithful
LTL encoding’’. This method involves placing parametric
constraints on the network weights to ensure that the
operations performed by the GNN can be directly and
reliably interpreted as operations on LTL formulas. The
faithful encoding guarantees that each component of the
GNN’s computation corresponds to a logical component of
a formula, thus ensuring that the neural network’s output
can be translated back into an LTL formula without losing
meaning or accuracy. This enhancement not only improved
the faithfulness of the generated specifications but also
backed the theoretical grounding of the approach, making
it more robust against the inherent uncertainties in training
neural networks.

2) BAYESIAN INFERENCE
In this section, we report methods from two different research
teams to learn specifications from traces using a probabilistic
technique called Bayesian inference.

The first group proposed three works to learn LTL spec-
ifications from task demonstrations (execution traces) using
predefined LTL templates and Bayesian inference. In their
first work [105], the authors describe the fundamentals of
their methodology. The method can be divided into two
main steps: 1) generating potential candidate specifications
using LTL templates (mainly ‘‘and’’ combinations of G
and F operators) and Bernoulli trials and 2) evaluating the
candidates using the Bayes theorem to determine the most
likely specifications. First, the process defines probabilities
for each proposition; for example, for each task (e.g., ‘‘The

robot must never touch the centerpiece’’) or subtask (e.g.,
‘‘Place the dinner plate’’), a probability of 50% and 70%
could be defined, respectively. This probability represents the
likelihood that a proposition will be included in the candidate
specification in a Bernoulli trial. These probabilities are not
derived from the data but are set arbitrarily or based on
domain-specific knowledge. After that, the process performs
a trial for all combinations of propositions/templates. All
combinations passing the trial are considered specification
candidates. The next step is to evaluate how well each
candidate explains the observed task demonstrations using
Bayesian inference. Each candidate specification has an
initial prior probability P(ϕ), which reflects its likelihood
before considering the observed data. The prior probability
can simply be the same probability used in the Bernoulli
trials or can be modified by the user according to the
structure of the tasks. The likelihoodP(D|ϕ) is the probability
that the observed demonstrations D would occur given the
candidate specification ϕ. This is computed by evaluating
how well the demonstrations satisfy the logical and temporal
constraints imposed by the candidate specification: if the
demonstrations consistently adhere to these constraints (e.g.,
respecting the required order of actions and always meeting
certain conditions), the likelihood is high; if they violate the
constraints, the likelihood decreases. Using Bayes’ theorem,
the prior and likelihood are combined to compute the
posterior probability P(ϕ|D) of each candidate specification:

P(ϕ|D) =
P(ϕ)P(D|ϕ)∑

ϕ′∈8 P(ϕ′)P(D|ϕ′)

where 8 is the hypothesis space or the set of all possible
candidate specifications ϕ′ that could be considered. The pos-
terior probability reflects how likely a candidate specification
is to be the correct one, given the observed data.

The authors built on this work in [52] to address the
need for generating contrastive explanations, where the goal
is to identify LTL specifications that are satisfied by one
set of traces but not by another. This allows for a clearer
understanding of what distinguishes different behaviors; the
approach is useful for anomaly detection, system comparison,
and user-group classification. Finally, the author extended the
Bayesian inference approach again in [129] by incorporating
supervision into the specification learning process: the
innovation here is to refine the inference process by utilizing
expert knowledge or additional training data, which is often
available in practical applications.

The second research group proposed a different method
[121] and a tool called BaySpec [178] that involves the
use of Bayesian Networks (BNs); here, the focus is on
mining specifications from imperfect traces to address the
presence of noise in the data. A BN is a type of graphical
model that represents a set of variables and their conditional
dependencies using a DAG. It is like a roadmap that shows
how different factors influence each other and allows you
to calculate the probability of certain outcomes given prior
information. Given a set of traces, the methodology segments
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these traces into subtraces, each of which is associated with a
specific functional process. This segmentation ensures that
each subtrace corresponds to a distinct function, which is
necessary because the specifications are meant to describe
individual functions, not composite behaviors. For example,
if a trace contains data for both a braking system and
an indicator light system in a vehicle, the functional
segmentation step would isolate the events related to braking
into one subtrace and the events related to the indicator lights
into another. A BN is trained for each segmented subtrace.
The nodes in a BN represent events, and the edges represent
the conditional dependencies between these events. The BN
aggregates temporal and causal relationships observed in the
data, allowing for a compact and probabilistically consistent
representation of the system’s behavior. For example, in the
indicator light system, the BM might represent the sequence
of events where a driver’s action of turning on the indicator
(event A) probabilistically leads to the light being activated
(event B) with a certain probability. After that, the most
likely sequences of events (paths) are identified within each
network. These paths represent the most common behaviors
observed in the traces and are potential candidates for
specifications. In particular, the BN is converted into a
Mining Graph (MG), a directed acyclic graph where each
node represents a possible event state, and edges are weighted
by the likelihood of transitioning from one event to another.
The task is to find paths through this graph that maximize the
average likelihood, indicating the most probable sequences
of events. If the identified paths appear too strict (i.e., they
might specify behaviors that are too specific and rare), they
are loosened by merging similar ones, making the resulting
specifications more general. Finally, the final paths are
converted into LTL specifications.

3) BINARY DECISION DIAGRAMS
Thework in [123] introduces a new algorithm based on BDDs
to efficiently generate complex sequential patterns similar to
those mined by Perracotta. The approach exploits BDDs to
mitigate some of the scalability issues, efficiently handling
patterns involving more than two components, such as (ab+

c)∗. The approach’s core involves encoding the state space
of possible assignments in a program trace using BDDs. A
BDD symbolically represents the states of an automaton (the
pattern being mined) as it processes a program trace, where
each possible mapping from trace symbols to the automaton’s
alphabet is encoded as a Boolean function. In this context, a
BDD represents the current state of all possible assignments
of trace symbols to the automaton’s alphabet, allowing the
algorithm to efficiently update and track these states as it
processes each symbol in the trace.

Consider the following example. If the input trace contains
the symbols w, x, y, z and we want to mine patterns of the
form (ab)∗, the BDD will efficiently check whether any pair
of symbols from the set {w, x, y, z} forms a sequence that fits
the pattern (ab)∗. First, you can create pairs from the set of
symbols, such as (wx), (xw), (wy), (yw), (wz), (zw), (xy),

(yx), (xz), (zx), (yz), (zy). Each pair represents a possible
mapping of the pattern (ab)∗ to the symbols in the trace:
the BDD will symbolically represent the state transitions of
the automaton of each couple. The BDD does not explicitly
check each pair one by one in a brute-force manner. Instead,
it symbolically encodes the possible transitions and checks
them in a compact and efficient way. As it processes the entire
trace, the BDD updates the automaton’s state whenever it
encounters a symbol, verifying if any sequence of transitions
in the trace satisfies the (ab)∗ pattern for any of the symbol
pairs. For example, if the trace is wxyzwyxz, the BDD
would check pairs like (wx)∗ to see if the trace contains
sequences like wxwxwx, and (xz)∗, to see if the trace contains
sequences like xzxzxz, among others. Once the BDD has
processed the entire trace, the final BDD represents all
possible combinations of the input symbols that follow the
considered pattern (such as (ab)∗) and either accept or reject
the input trace. The specifications are then generated by
identifying these combinations that lead to acceptance and
mapping them back to the corresponding patterns.

4) LTL MINING THROUGH ANSWER SET PROGRAMMING
Ielo et al. [132] proposed a new approach to the passive
learning of LTL formulae using Answer Set Programming
(ASP) to efficiently solve hard combinatorial search prob-
lems. In particular, they propose a passive learning approach
to infer formulas that correctly classify a given set of positive
and negative traces, those that should and should not satisfy
the formula, respectively. ASP is a declarative programming
paradigm specifically designed to express complex problems
and find solutions by defining rules that describe the problem.
The solutions, or ‘‘answer sets,’’ are found by computing
stable models (sets of interpretations that satisfy these rules),
making it particularly effective for tasks involving logical
reasoning and constraints. Ther methodology involves three
main steps reported below.

1) Problem encoding. The first step involves encoding
the passive learning problem within the framework
of ASP. This includes the representation of both the
LTL formulae and the system execution traces as
logical entities within ASP. This is comparable with the
SAT-based encoding proposed by Neider et al. [60].

2) ILASP utilization. Utilizing the ILASP system [179],
to generate hypotheses about the LTL formulae, which
are then tested against the execution traces. This
process iteratively refines the hypotheses based on
which traces they classify correctly or incorrectly.

3) Optimization through example-based pruning.
Unlike traditional methods that evaluate hypothe-
ses one trace at a time, Ielo et al.’s approach
considers the full set of traces simultaneously.
This collective consideration allows the system to
prune larger portions of the search space at once,
significantly enhancing the efficiency of the learning
process.
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5) MAXIMUM A POSTERIORI INFERENCE
The paper in [125] addresses the challenge of inferring task
specifications from demonstrations (a trace of observed state-
actions) provided by an agent operating in an uncertain and
stochastic environment. This problem is particularly relevant
in robotics and similar fields where tasks often decompose
into sub-tasks with complex temporal dependencies. The
authors focus on inferring past-time LTL specifications,
which are logical properties that describe the desired behavior
of the system based on past and present states and actions.
The problem of learning task specifications is framed as a
formulation of a Maximum a Posteriori (MAP) inference
problem. This involves finding the most likely specifications
(that maximize the posterior probability; the likelihood
of demonstrations is modeled using a maximum entropy
distribution) that explain the observed demonstrations within
a probabilistic model: the system ismodeled as a probabilistic
automaton (essentially a Markov decision process without
rewards), where the task is to infer a specification that best
fits the observed traces.

6) SYMBOLIC SIMULATION
This section covers two works whose main theme revolves
around generating assertions through symbolic simula-
tion [180] techniques. The work in [51] introduces a tool
called DOVE designed to identify security vulnerabilities
in firmware formalized through assertions that highlight
unlikely execution paths. The tool works in three main steps.
First, symbolic simulation is applied to explore all potential
execution paths of the firmware by considering symbolic
values rather than concrete inputs. The simulation generates
a symbolic tree, which traces the values of registers and
memory locations as the firmware executes. Each node in
the tree corresponds to a symbolic state, and edges represent
transitions based on conditional statements in the firmware.
For instance, if the firmware contains a condition like a < 40,
the symbolic simulation will generate two branches in the
symbolic tree: onewhere a < 40 is true and another where the
condition is false. After that, the process assigns probabilities
to each execution path in the symbolic tree based on how
likely it is for the path to be taken during execution. Finally,
the tool generates LTL assertions that describe the behavior of
the firmware along the most unlikely paths, which are often
the ones where vulnerabilities may hide.

The same authors build on DOVE in [127] by proposing
a new tool named COME that automatically generates
assertions to detect the sequences of instructions leading
to vulnerabilities in firmware. The new approach takes as
input a ‘‘vulnerability’’ as a non-temporal assertion, and then
it leverages symbolic simulation to generate a set of bad
or good execution paths of the firmware. Bad paths satisfy
the vulnerability assertion, while good paths do not. After
that, the generated symbolic tree is abstracted with a set of
identifiers. This abstraction is done by assigning a unique
identifier to semantically equivalent operations, converting

the paths to sequences of identifiers. Finally, a pairwise
alignment algorithm compares bad sequences with good
sequences. The goal is to filter out the unnecessary operations
in the bad sequences to find the minimal set of operations
that are required to trigger the vulnerability. These minimal
sequences are then translated back into the original firmware
operations to generate temporal assertions that specify the
exact conditions under which the vulnerability occurs.

7) SPECIFICATION MINING USING DEPENDENCY GRAPHS
This section focuses on two works that exploit Dependency
Graphs (DGs) to generate specifications. Several papers
(some of which are included in this review) exploit depen-
dency graphs in one form or another; however, only a small
fraction employed DGs as a main theme. The work in [126]
exploits software DGs to generate malicious specifications.
In this context, a DG is an acyclic graph where nodes
are labeled with system calls observed in the execution
traces, and the edges are labeled with logical formulas
representing the dependencies between the system calls.
The mined specification is a refined DG that represents
the malicious behaviors. The approach takes as inputs a
benign and a malware program. Then, it executes both the
malware and benign programs in a controlled environment
to capture their behaviors. This involves monitoring the
system calls made during the execution of each program.
After that, the process converts the collected execution traces
into dependence graphs. Finally, the approach identifies
the malicious specification by computing the differences
between the dependence graph of the malware and those of
the benign programs. The resulting specification is a minimal
subgraph that captures only the behaviors unique to the
malware.

The second work [124] presents a methodology for
automatically generating SVAs. The main contribution of this
paper is a technique that uses Dynamic Dependency Graphs
(DDGs) to infer properties about hardware designs from a
small number of simulation runs.

The DDG is created by simulating the design with
a given set of test cases. During simulation, the design
is instrumented to capture dependencies between signals
at different time points. Vertices in the DDG represent
expressions, statements, or signal values, while edges rep-
resent dependencies, such as data dependencies and control
dependencies. For example, in a simple flip-flop design, the
DDG might capture how the output dataOut depends on
the input dataIn and the enable signal over multiple clock
cycles. After that, the approach generates an initial set of basic
properties by annotating vertices in the DDG that correspond
to outputs. Each output vertex is traced back through
the DDG to gather path conditions and create symbolic
expressions that relate inputs to outputs. Similar properties
are grouped together to generalize the design’s behavior
over different scenarios, reducing redundancy and capturing
common patterns. However, if combining properties reduces
their accuracy, they are split into smaller, more precise
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properties. Finally, the properties are formally verified using
a model checker. If the model checker finds that an abstracted
property holds, it is retained; otherwise, the property is
discarded or further refined.

8) TAINT AND TAG
The authors of [128] generate security SVAs by applying
taint and tag analysis, which is a technique to identify paths
within an RTL design where secure information might leak
to non-secure outputs. This method is particularly effective
in detecting vulnerabilities related to information leakage,
where sensitive data could be inadvertently exposed due to
flaws in the design. The first step of the approach involves
modifying the RTL model to include additional signals (tags)
that track the flow of sensitive data. These tags are propagated
through the model alongside the original data. The tags are
designed to follow the data flow, including control structures
like if-else statements, ensuring that any flow of secure
information is tracked comprehensively. As the RTL design
is simulated, the taint analysis tracks the flow of tagged data.
The propagation of taints is done both explicitly (through data
dependencies) and implicitly (through control dependencies).
The tags are updated at each step of the simulation to reflect
the flow of data through the design. The tagged design is then
used to generate security assertions. These assertions ensure
that tagged (secure) data does not propagate to non-secure
(public) outputs. The assertions are formalized as properties
that must hold true during the RTL simulation. If any of these
properties fail, it indicates a potential information leakage
vulnerability.

The Taint and Tag approach is part of a broader topic
called Information Flow Tracking (IFT). While this work
is focused and tailored towards detecting specific types of
vulnerabilities (where specific security properties are known
and need to be enforced), the authors of [71] proposed a
tool called Isadora which exploits general IFT. It is a more
comprehensive and automated tool that aims to generate
a wide range of security properties for hardware designs
without requiring detailed prior knowledge from the user.
It is better suited for broader security validation tasks,
particularly in complex SoC designs, where the range of
potential vulnerabilities is vast.

9) MINING PARTIAL ORDERS
The paper in [122] introduces a novel framework for mining
API usage patterns directly from source code, focusing
on extracting partial orders rather than simple sequential
patterns. A partial order is a set of elements where not every
pair of elements is necessarily comparable, but the order that
is present follows certain rules. In the context of API calls,
a partial order represents a set of APIs with some specified
order constraints but does not require a strict linear sequence
of all calls. The framework is designed to assist in API reuse
and to check the correctness of API usage by identifying
important orderings among API calls. The framework adapts
a model checker to generate static traces of API usage from

source code. Then, it develops an algorithm to separate
different usage scenarios from the generated static traces.
Finally, it mines frequent partial orders from the extracted
scenarios. The mining process involves extracting Frequently
Closed Partial Orders (FCPOs) from the scenario database.
An FCPO is a partial order that is frequent across the different
traces and closed, meaning it cannot be extended without
reducing its frequency. The mining process systematically
searches for these partial orders using a depth-first search
through a set enumeration tree, pruning less frequent or
redundant orders.

10) SPECIFICATION SKETCHING
The work in [94] proposes a new technique that addresses
the challenge of creating formal specifications for system
verification. The authors introduce a novel approach called
specification sketching, where engineers can provide partial
LTL formulas (sketches) that are completed automatically
using examples of desired and undesired system behaviors.
The sketch completion problem is encoded as a propositional
logic problem, and then SAT solvers are used to find
consistent substitutions to complete these sketches into full
LTL formulas.

VII. QUALIFICATION
Qualifying the specifications is one of the most crucial
aspects of the mining process, as miners tend to produce
many valid specifications. Although most approaches only
return specifications compliant with the input (e.g., the mined
property holds on the input trace), not all specifications might
be equally interesting to the user. Therefore, developing
effective methods to navigate the mined specifications, such
as filtering and ranking, becomes fundamental.

In this section, we focus on two main aspects: I) the
qualification of the mined specifications II) and the empirical
or theoretical evaluation proposed by the authors to validate
the effectiveness of their methodology. The difference
between the two is that (I) focuses on filtering and ranking
to reduce the number of mined specifications, with the goal
of keeping only those meaningful for the user, while (II)
aims to assess the effectiveness of a proposed methodology,
comparing it to similar approaches or employing other
evaluation metrics.

A. FILTERING AND RANKING OF SPECIFICATIONS
In this section, we report several approaches to filter and rank
specifications.

1) METRIC-BASED QUALIFICATION
The most popular qualification approach involves associating
each specification with a score. The score is calculated
according to metrics that capture certain characteristics of
the mined specifications. Metrics are often used to perform
both ranking and filtering. The ranking process orders
the set of specifications based on the score, where the
highest-scoring specifications are the most ‘‘interesting’’.
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Filtering is usually associated with a threshold that allows
discarding the uninteresting properties: those with a score
lower than the specified threshold.

In the reviewed papers, several qualification metrics have
been proposed, whereas specification mining approaches
traditionally have relied heavily on two key measures:
support and confidence. In [181], the authors recognize
that these metrics often produce a high number of false
positives and may not be the most effective in distinguishing
correct specifications from incorrect ones. The authors test
38 additional different metrics to determine their utility.
They show that certain measures statistically outperform
the traditional metrics and could be more effective in
reducing false positives in specification mining. They also
highlight the need to look beyond conventional measures
and consider alternative interestingness measures for more
accurate specification mining.

Below, we report the metrics used in the papers selected
for this review.

The metric most encountered to qualify specifications in
this review is support, found in 18% of the accepted papers,
commonly found in datamining and association rule learning.
This metric captures the relative frequency of an itemset in
a dataset; in other words, if the support is high, there are
a lot of instances in which the itemset appears in the trace.
The support metric is used in more complex metrics such as
confidence. This is usually employed to assess the quality
of specifications of the form X H⇒ Y . Formally, it is
the estimate of the conditional probability P(Y |X ); if the
rule has 100% confidence, it means that there is a complete
coincidence between X and Y: X always implies Y on the
input data. This metric is used in 13% of the reviewed papers.

The precision and recall metrics, employed in [41], are
often used to evaluate the quality of inferred FSAs. They are
computed by comparing the language accepted by a mined
FSA and the language accepted by a ground truth FSA.
Precision refers to the proportion of sentences accepted by
the inferred model that the ground truth model also accepts.
Recall refers to the proportion of sentences that are accepted
by the ground truth model that the inferred model also
accepts. The two metrics are combined in [47] to form the
F-Measure. It is defined as the harmonic mean of precision
and recall: F − Measure = 2 ∗

Precision∗Recall
Precision+Recall . The use of

the F-Measure is justified by the inherent trade-off between
precision and recall. For instance, a less detailed FSA that
accepts a broader language will have higher recall, but this
comes at the expense of lower precision. Therefore, the
F-Measure serves as a balanced metric, summarizing whether
an increase in precision compensates for a decrease in recall
or vice versa.

The complexity metric is used to rank and filter the
specifications based on their structure. The metric yields a
score based on parameters such as the temporal depth and
the number of variables used in an LTL specification, or the
number of states/edges in an FSA. In [62], the complexity is
calculated using the depth of the design captured by themined

LISTING 2: Example of Complexity.

assertions, where each depth level represents a step of logic
that the computation has to traverse during the execution of
the design. To clarify the concept, consider the Verilog code
in Listing 2.

An assertion with a complexity equal to 3 could be

(enable && data_in > threshold) |− > ##1 valid == 1

At depth 1, the assertion checks that when enable is high
and data_in is greater than threshold. At depth 2, if those
conditions are satisfied, temp will be set to data_in (during
the following clock cycle). Finally, at depth 3, valid will
be set to 1 if temp is greater than threshold. Each of
these steps represents a distinct level of logic; the assertion
effectively checks a chain of three conditions that unfold over
consecutive clock cycles.

In [21], the authors present a mutation-based metric called
fault coverage that allows filtering assertions based on their
ability to detect faults (mutants), thereby ensuring that the
final set of assertions provides high coverage of potential
faulty behaviors introduced in new versions of the DUV.
To calculate that metric, a set of faults is injected into the
DUV. Then, each mined assertion is evaluated depending on
the faults it covers. An assertion covers a fault if it holds in
the original DUV and fails in the mutated DUV (with the
injected faults). The coverage of an assertion is measured
as the number of faults detected in the mutated DUV. The
goal is usually to identify the minimum set of assertions
that cover all the faults. This metric aims at preserving
assertions that enhance fault detection, thereby improving the
effectiveness of the verification process. Additionally, if the
mined assertions are used to synthesize and deploy runtime
checkers, the objective is often to minimize the number
of checkers to prevent the runtime verification process
from saturating the available computational resources [182],
and to reduce energy consumption [183] in low-power
settings.

Ghasempouri and Pravadelli showed in [184] that the
qualification process can be optimized using metrics from
the data mining domain using support and correlation
coefficient. The correlation coefficient measures the strength
of the relationship between the antecedent and consequent
of an assertion of the form G(antecedent → consequent),
indicating how closely their occurrences are related in
simulation traces. The authors claim that their approach is
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significantly faster than mutation-based techniques while
maintaining similar accuracy.

In [61], the authors introduce a novel method to combine
multiple arbitrary ranking metrics. In this approach, mined
specifications are assigned a ranking score based on user-
definedmetrics. Thesemetrics are arithmetic expressions that
can be constructed by the user using various built-in elemen-
tary parameters such as support, confidence, complexity, etc.
The user-defined metrics can then be used either for filtering
or sorting.

Sorting metrics are used to rank assertions based on an
overall score, which is calculated using the formula:

n∏
i=1

calibrate
(

smi(a)
smi(amax_i)

)
,

where smi(a) is the score of assertion a based on the i-th
sortingmetric, amax_i is the assertionwith themaximum score
for metric smi, and calibrate is a function that adjusts the
score according to the formula:

R =
1

(1 + e(z−kx))2
.

This approach enables the use of multiple sorting metrics
in a single ranking process. Assertions that score high across
all metrics are rewarded, while those performing well in only
a few or none of the metrics are penalized. The calibration
function plays a crucial role in ensuring that low scores
heavily impact the final ranking while preventing high scores
in some metrics from compensating for poor performance in
others.

2) OTHER QUALIFICATION TECHNIQUES
In this section, we report other techniques not associated with
metrics.

• Model checking. When mining specifications from a
set of partial traces, the extracted formulas are not
guaranteed to hold in the DUV. In this case, formal
methods, such as model checking, allow the filtering
of the formulas that do not hold onto the design [63].
The specifications are checked for correctness by sys-
tematically exploring all states of a model representing
the system from which the specifications have been
extracted. This approach, however, usually presents
scalability issues.

• Reachability. As described in [44], reducing the set
of mined specifications is possible using reachability
analysis. The objective is to discard formulas that
contain variables with obvious relation among them. The
reachability analysis for a property P H⇒ Q involves
analyzing the call graph, a structure that maps a software
program’s calling relationships between functions or
methods, to check whether Q is reachable from P; if so,
the property is uninteresting.

• Name similarity [44]. This heuristic provides a score
based on the similarity of the elements composing

the specification. This means that if a specification is
composed of events with a similar name, the metric
score will be higher. This metric is justified by the fact
that developers tend to choose similar names for related
functions while coding to keep the code more readable
and easier to understand and maintain.

• Subsumption [69]. In logic, a formula or a statement
subsumes a second if the truth value of the first
guarantees the truth of the second. This is particularly
useful for filtering redundant specifications to produce
a smaller, meaningful set of mined specifications.
For example, consider the properties topOfStack <=

theArray.length− 1 and topOfStack < theArray.length
and assume that both are true. It is clear that if the first
one is true, the second is also true. This means that
keeping the first property makes the second redundant.

• Null hypothesis test. As with any dynamic analysis
or machine learning technique, there is a possibility
of overfitting by reporting properties that are true on
the training runs but not in general. For example,
if there is an inadequate number of observations of a
particular variable, patterns observed over it may be
mere coincidence. This problem can be mitigated by
computing the null hypothesis test [69], that is, the
probability that a property would appear by chance with
a random input. Amined specification is not discarded if
its probability is smaller than a user-defined confidence
parameter.

B. EVALUATION STRATEGIES
This section describes how authors demonstrate the effective-
ness of their methodology.

• Comparison. The most popular approach to show the
effectiveness of a new methodology is to compare
the quality of the generated specifications against the
quality of specifications generated with other existing
approaches. In this review, 29% of the papers applied
this approach.

• Time and Memory. A new methodology is evaluated
according to the performance of the proposed tool
or algorithm. The most popular performance metrics
are time-to-mine and memory. The time-to-mine metric
measures the time required to perform the mining. The
authors use this metric to show how their approach
scales with respect to the input size (e.g., length of
the input trace, size of the DUV, etc.). The memory
metric measures the peak working memory used by
the approach to mine the specifications. 29% of the
reviewed papers employ one or both of these metrics.

• Between manual and automatic. Several authors
evaluate the effectiveness of their mining approaches by
comparing mined specifications against a set of manu-
ally predefined ones. In this context, a human operator
defines a set of specifications or informal requirements
representing expected behaviors. The mining tool is
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then used to extract specifications, and the results are
compared by the human operator against the manual
set. The mined specifications are considered optimal if
they fully cover the manual specifications (capturing
all intended behaviors of the DUV) and do not show
erroneous or unexpected behaviors. This approach is
applied in 28% of the reviewed papers.

VIII. CHALLENGES AND FUTURE DIRECTIONS
In this section, we address the main challenges of mining LTL
specifications and explore possible future research directions.

A. MAIN CHALLENGES OF SPECIFICATION MINING
Even though the literature presents a staggering number of
different techniques to generate specifications, the challenges
faced by most mining approaches are predominantly analo-
gous.

1) CHALLENGES RELATED TO THE KIND OF INPUT
The first set of challenges is related to the kind of input the
technique requires. In particular, the techniques described in
this paper take as input the execution traces, the source code
of the DUV, or a set of informal specifications written in
English.

1) Only execution traces. In our experience, this is
usually the most difficult case, often reserved for
scenarios where the design is unavailable. The first
challenge is the absence of an initial clustering of
the events (or DUV variables) in the trace: all events
or variables usually appear in ‘‘list form’’ without
hinting whether a group of events should or should not
appear together in a formal specification. For example,
consider the following execution trace.
bl_ack, bl_re, core_in, core_out,...
0 0 1 0 ...
1 0 1 0 ...
1 0 1 0 ...
0 0 0 1 ...

That trace does not directly indicate how to group the
variables meaningfully. Should we infer that bl_ack
and core_in belong together in a specification or
that they are independent events occurring in this
trace? A possible solution would be to group together
events whose names follow certain patterns (e.g.,
the name similarity metric of Perracotta [44] or the
approach in [27]), exploiting the natural tendencies
of programmers to add prefixes or suffixes to related
variables. However, even if we managed to cluster
related events, there is no information on the legal
sequential ordering in which events should appear in
a formal specification. For example, consider the LTL
template G(P0 → P1). How can we know which
events should represent the trigger or the effect of this
implication? The aforementioned approach could be
applied to retrieve hints on the legal order of events.

For example, in RTL hardware representations, there
is a tendency to add the prefix ‘‘in_’’ or ‘‘out_’’ to
input and output ports, respectively; therefore, in the
previous example, you could exploit that information
to determine which signals should go in the antecedent
(in) and which ones should go into the consequent
(out). Regardless, that can hardly be considered a
reliable approach; at the same time, several authors
(especially those appearing in section VI-A) greatly
emphasize the importance of preemptively clustering
the input events.
The second challenge is the tight complexity bounds
of specification mining from examples. Learning FSAs
from examples is a well-known NP-hard problem
proven in [185]. Moreover, Gabel and Su showed
that the pattern-based specification mining problem
is NP-complete in its general form. More recently,
Fijalkow et al. [186] investigated the computational
complexity of learning minimal LTL formulas from
examples, proving NP-hardness for several fragments;
however, the NP-hardness of the entire LTL remains
still an open problem.
Finally, in our experience, when mining from exe-
cution traces, generating minimal complex properties
(simpler specifications are often preferred to improve
readability and avoid noise) is usually difficult due to
the relation between the complexity of a specification
and the number of examples required to justify its
complexity. Consider a specification s1 of the form
G(v1 && v2 → v3) that holds on the only input
trace tr . This specification is minimal only if s2 :

G(v1 → v3) and s3 : G(v2 → v3) does not hold on tr .
Otherwise, if either s1 or s2 holds on tr , they represent
a smaller and more readable (and possibly of higher
support) variant (that represents a simpler trigger of
the consequent) of s1. Therefore, to justify mining the
more complex minimal specification s1, the trace must
contain two counterexamples in tr to make s1 and
s2 fail.

2) With the source code of the design. If the mining
approach takes as input the source code of the design,
then some of the above problems are automatically
solved. In particular, we can exploit the modularity
of the design to group together related events; then,
we can generate the COI of any target to determine
a sequencing order (or a cause-effect relation) among
the events (see sections VI-A and VI-D). Nonetheless,
taking the design as input introduces new issues. Above
all, the technical pitfall of instrumenting the design
with annotations required to execute the methodology.
In academic publications, this process is usually
performed manually by the authors and is considered a
minor technical issue [35]. However, in our experience,
that is usually not the case due to the huge number
of different models (languages) available to implement
HW and SW systems, each requiring a parser to
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interpret the code and a custom instrumentator to add
the annotations. Moreover, these ad-hoc elements must
be kept updated with new versions of the models.
In practice, open-source tools support only a small
subset of a language, making them unusable in most
industrial settings.
If the DUV is the only input and the mining approach
is fully static (does not execute the design), then it is
limited to what can be inferred from the model, which
may result in missing contextual or emergent behaviors
observed only during execution (e.g., race conditions,
stack overflows, etc.). As a consequence, when the
approach requires the model of the DUV, it also
requires a set of meaningful testbenches to explore
its dynamic behaviors. Some authors mitigated the
issue by employing automatic approaches to generate
random testbenches [64], or used symbolic simulation
approaches to generate high-coverage tests [180]; how-
ever, these solutions exacerbate the issue of generating
additional software to handle the simulation aspects to
generate significant tests.

3) Informal specifications. If the mining approach takes
as input a set of informal specifications with the
goal of generating formal specifications, the following
limitations apply.
Ambiguity of natural language: human language is
inherently ambiguous, with phrases often having
multiple meanings or interpretations; therefore, the
available techniques may struggle to resolve ambigu-
ities and translate imprecise or vague instructions into
specific, actionable formal specifications. Conversely,
translating natural language into LTL can lead to the
loss of nuanced meanings in the original text, omitting
critical details that can not be formalized in LTL.
Inconsistencies in input: informal specifications often
contain inconsistencies or contradictions, forcing the
mining technique to make arbitrary decisions on which
parts of the text to prioritize or ignore.
Difficulty with Highly Structured Input: NLP models
tend to perform better with continuous and somewhat
flexible inputs (like narratives) but may struggle with
highly structured data, such as technical specifications
that require rigid and formal representations.
Variability in Linguistic Expressions and Non-
deterministic Output: NLP models may not handle
linguistic variability well. Different phrasings of the
same intent might not be consistently understood
or translated into the same specification, leading to
inconsistent outputs. Furthermore, due to the stochastic
nature of those models, slight variations in the input
can lead to different results, even when the underlying
meaning is the same. This canmake it difficult to ensure
repeatability or reliability of the mined specifications.
Domain-specific nature: most NLP techniques must
be customized or tuned to a particular domain, which
limits their general applicability across diverse fields:

what works well for one type of text or specification
might not work for another.

2) OTHER CHALLENGES
In this section, we report a comprehensive list of other
challenges of the specification mining techniques reported in
this paper.

• Preprocessing overhead. The preprocessing stage adds
significant time and resource overhead. Furthermore,
any mistakes or inaccuracies in the preprocessing can
propagate through the learning process, resulting in
erroneous specifications.

• Template dependency. The technique’s effectiveness
depends highly on the pre-defined templates. If tem-
plates do not cover certain behaviors, relevant properties
may never be inferred.

• Scalability. Most mining techniques face combinato-
rial explosion as the number of permutations grows
exponentially with the number of variables or events.
This happens because the mining process does not
scale well unless greedy algorithms are used to reduce
the search space. Conversely, using heuristics prevents
exploring all possible solutions, leading to missed
properties. Consequently, many specification mining
techniques struggle to handle large systems, impacting
their applicability to real-world scenarios. Furthermore,
long or complex traces can make the mining process
computationally expensive, while window-based tech-
niques may miss long-range dependencies or patterns
that span multiple windows. Finally, most mining
techniques require storing the entire trace in memory,
which can become a bottleneck for large datasets.

• Overfitting and generalization. Balancing between
underfitting (too general) and overfitting (too specific)
the model to the traces. Over-generalized models miss
important specific behaviors, while overly specific
models fail to cover broader behaviors. Moreover,
mining techniques may find patterns that are specific to
the training data but do not generalize well to new data.

• Overflow. The mining tool might generate too many
specifications, which can be overwhelming and difficult
to manage. Therefore, complex ranking techniques are
needed to filter redundant assertions and prioritize the
most important ones. However, identifying an effective
ranking mechanism is still an open problem.

• Human interpretation and effort. The mined specifi-
cations are often in a form that requires expert interpreta-
tion. Translating learned models into actionable insights
or understandable specifications for non-experts can be
difficult. Complex specifications might be difficult to
interpret even for experts.

• Threshold sensitivity. Setting appropriate minimum
support, confidence, or other thresholds is often tricky.
Too high and meaningful patterns may be missed; too
low and noise may be considered as patterns. While
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the support-confidence framework is widely used, it can
miss useful but infrequent patterns or overemphasize
frequent but trivial ones.

• Noise in data. Irrelevant events or noisy data can affect
the mining process, leading to inaccurate or incomplete
specifications. Mining techniques might need robust
filtering to avoid generating misleading specifications.

• Trace coverage and incompleteness. The inferred
properties depend on the quality and completeness of the
program traces. Specification mining often relies on the
assumption that the execution traces cover all behaviors.
In practice, traces are often incomplete, making the
inferred process miss critical behaviors.

• Non-deterministic, probabilistic, and parallel behav-
ior. If the system exhibits behavior that does not fit
into regular languages, the inferred specification will
be inadequate. Non-deterministic behaviors (such as
race conditions or parallelism) are hard to model with
deterministic finite automata. LTL may struggle to
represent systems with inherent non-deterministic or
concurrent behaviors. This may limit its applicability
to concurrent or parallel systems, where interactions
occur in non-sequential patterns. Furthermore, many
techniques fail to account for uncertainty or probabilistic
behaviors in the system; this results in models that are
too rigid to handle their stochastic nature.

B. FUTURE DIRECTIONS
In this section, our experience meets the knowledge in the
reviewed paper to outline a set of opportunities for future
research directions.

• Putting everything together. Future research should
focus on integrating existing mining methods to create a
unified framework. These methods should complement
one another by fully exploiting the input data, whether
it is source code, execution traces, or informal system
requirements. A holistic approach will ensure that no
valuable information is overlooked, and results can be
more accurate and comprehensive.

• Customizability and adaptability. A critical aspect
of future research is making LTL mining tools cus-
tomizable to adapt to diverse use cases. As reported
in section V-A, most use cases are fundamentally
overlapping while most techniques could be applied
to most use cases; however, the lack of customiza-
tion of the available tools is a major barrier to
achieving that goal. Moreover, even when using a
tool specialized for a certain use case, users should
be able to tweak parameters based on their specific
settings, heavily increasing the quality of the generated
specifications.

• Testability and evaluation. A robust and standard way
to test and evaluate LTL miners is essential. As of
now, there is little consensus on how to determine
if new approaches are superior to the state-of-the-art.

A set of standard test cases and evaluation metrics
should be developed, covering a wide spectrum of
real-world systems and theoretical benchmarks. This
could help bridge the gap between research prototypes
and practical, reliable tools. Furthermore, there is
still limited comparative analysis between the various
mining techniques. An extendable and customizable
evaluation framework should be developed to allow
a fair comparison, assessing their actual performance
under different conditions.

• Ease of use. The user experience of mining tools
is paramount. These tools should not introduce a
significant overhead compared to manually writing
assertions: using the tool should not be harder than
directly hiring a verification engineer to formalize the
specifications manually.

• Mining assisted by Artificial Intelligence (AI). With
the recent advancements in machine learning and
natural language processing, developing AI assistants
that can help generate LTL templates would be a
promising future direction. Such an assistant could
guide users through common patterns, offer suggestions
based on system behavior, and help with customization,
significantly speeding up and simplifying the process.
This approach could be applied to any aspect of the
mining procedure.

• Maturity of tools. Currently, many LTL mining tools
are in a prototype phase and lack the maturity for
widespread industrial adoption. A concerted effort
towards improving their robustness and usability would
ensure these tools can transition from research artifacts
to dependable industrial applications.

• Qualification. Qualification of mined LTL specifica-
tions remains an unsolved challenge. It’s unclear how to
assess the correctness or completeness of specifications
extracted by mining algorithms. The only clear aspect
is that qualification highly depends on the mining
context [61].

• Interoperability with existing workflows. Integra-
tion with existing verification and testing envi-
ronments should be a priority. Research should
explore how LTL mining tools can seamlessly
integrate with prevalent Hardware Description Lan-
guages (HDLs), model checkers, or software testing
frameworks, ensuring interoperability and facilitating
adoption by practitioners who already have established
toolchains.

• Scalability. As systems grow in complexity, the ability
to mine specifications from large-scale systems, both
in hardware and software, will become increasingly
critical. This includes handling more complex models,
dealing with distributed systems, and efficiently pro-
cessing large amounts of log data. Research should
focus on improving the scalability of existing mining
algorithms and adapting them for high-performance
computing environments.
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IX. CONCLUSION
In this paper, we explored the landscape of mining LTL
specifications in both hardware and software systems. The
field has shown significant progress in the last decade, with
a variety of approaches developed to extract specifications
from diverse sources of information, such as system traces,
source code, and formal models. Looking ahead, there is
considerable potential for growth and innovation in this area.
As discussed in the future directions section, the emphasis
should be placed on enhancing the testability, scalability, and
ease of use of LTL mining tools to ensure they meet the
demands of real-world settings.
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